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1.3. PUBLIC KEY INFRASTRUCTURE PARTICIPANTS 

1.3.1. Certification Authorit ies 
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authenticated by QuoVadis. ERAs must abide by all the requirements of this CP/CPS, Section 1.3.2.1 of the 
S/MIME BR, and the terms of their services agreement with QuoVadis.  

See also Section 9.6.2. 

1.3.3. Subscribers  
Subscribers use QuoVadis’ services and PKI to support transactions and communications. Subscribers under 
this CP/CPS include all end users (including entities) of Certificates issued by an Issuer CA. A Subscriber is the 
entity named as the end-user Subscriber of a Certificate. End-user Subscribers may be individuals, 
organisations or, infrastructure components such as firewalls, routers, trusted servers or other devices used 
to secure communications within an organisation. 

Subscribers are not always the party identified in a Certificate. The Subject of a Certificate is the party named 
in the Certificate. A Subscriber, as used herein, may refer to the Subject of the Certificate and the entity that 
contracted with QuoVadis for the Certificate’s issuance, or the individual responsible for requesting and  a 
Certificate on a trusted system. Prior to verification of identity and issuance of a Certificate, a Subscriber is an 
Applicant.  
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QuoVadis Certificates shall be used only to the extent the use is consistent with applicable law or regulation, 
and in particular shall be used only to the extent permitted by applicable export or import laws. CA 
Certificates subject to the Mozilla Root Store Policy will not be used for any functions except CA functions. In 
addition, end-user Subscriber Certificates cannot be used as CA Certificates. 

QuoVadis may periodically re-key Intermediate CAs. Third party applications or platforms that have an 
Intermediate CA embedded as a root certificate may not operate as designed after the Intermediate CA has 
been rekeyed. 

QuoVadis strongly discourages key pinning and does not consider it a sufficient reason to delay revocation. 
Customers should also take care in not mixing Certificates trusted for the web with non-web PKI. Any 
Certificates trusted by Application Software Vendors must comply with all requirements of all applicable root 
distribution  policies, including revocation periods described in Section 4.9. 

1.5. POLICY ADMINISTRATION 

1.5.1. 
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1.5.4. CP/CPS Approval Procedures 
Approval of this CP/CPS and any amendments hereto is by the QuoVadis PMA. Amendments may be made by 
updating this entire document or by addendum. The QuoVadis PMA, at its sole discretion, determines 
whether changes to this CP/CPS require notice or any change in the OID of a Certificate issued pursuant to 
this CP/CPS.  See also Section 9.10 and Section 9.12.  

1.6. DEFINITIONS AND ACRONYMS 

1.6.1. Definitions  
Advanced Electronic Signature:  An Electronic Signature which meets the requirements set out in Article 26 
of the eIDAS Regulation. 

Applicant
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Subordinate CA: A Certification Authority whose Certificate is signed by the Root CA, or another Subordinate 
CA. Also known as Issuing CA. 

Subscriber  Agreement : An agreement that governs the issuance and use of a Certificate that the Applicant 
must read and accept before receiving a Certificate.  

Subscriber : The entity identified as the Subject in the Certificate. 

Technically Constrained Subordinate CA Certificate: A Subordinate CA Certificate which uses a 
combination of Extended Key Usage settings and Name Constraint settings to limit the scope within which the 
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PSD2 Payment Services Directive - Directive (EU) 2015/2366 

PSP Payment Service Provider 

QSCD  Qualified Electronic Signature/Seal Creation Device  

QWAC  Qualified Website Authentication Certificate 

RA Registration Authority 

S/MIME Secure MIME (Multipurpose Internet Mail Extensions) 

SSL Secure Sockets Layer 

SSCD Signature/Seal Creation Device  

TLS Transaction Layer Security 

UTC 
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2. PUBLICATION AND REPOSITORY RESPONSIBILITIES 

2.1. REPOSITORIES 
QuoVadis provides public repositories for its CA Certificates, revocation data for issued Certificates, CP/CPS, 
Terms and Conditions, and other important policy documents. The QuoVadis Repository is located at 
https://www.quovadisglobal.com/repository .  

QuoVadis develops, implements, enforces, and updates this CPS at least every 365 days to meet the compliance 
standards of the documents listed in Sections 1.1 and 1.6.3. As standards are updated, QuoVadis reviews the 
changes to determine their impact on these practices. Each section impacted by the standards will be updated 
and provided to the PMA for approval and implementation. 

QuoVadis may register TLS Certificates with publicly accessible Certificate Transparency (CT) Logs. Once 
submitted, Certificate information cannot be removed from a CT Log. 

QuoVadis’ CA Certificates, CRLs and OCSP responses are regularly accessible online with systems described in 
Section 5. 

https://www.quovadisglobal.com/repository
https://chain-demos.digicert.com/
https://chain-demos.digicert.com/
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3.1.6. Recognition, Authentication, And Role Of Trademarks  
Unless otherwise specifically stated in this CP/CPS, QuoVadis does not verify an Applicant’s right to use a 
trademark and does not resolve trademark disputes. QuoVadis may reject any application or require 
revocation of any Certificate that is part of a trademark dispute. 

3.2. INITIAL IDENTITY VALIDATION 
QuoVadis may use any legal means of communication or investigation to ascertain the identity of an 
organisational or individual Applicant in compliance with this CP/CPS. QuoVadis may refuse to issue a 
Certificate in its sole discretion. Certificates issued to QuoVadis (or its affil iates) or their  personnel as Subjects 
will be requested, validated, and managed in accordance with this CP/CPS. 

3.2.1. Method To Prove Possession Of Private Key 
Issuing CAs shall establish that each Applicant for a Certificate is in possession and control of the Private Key 
corresponding to the Public Key contained in the request for a Certificate. The Issuing CA shall do so in 
accordance with an appropriate secure protocol, such as the IETF PKIX Certificate Management Protocol, 
including PKCS#10. This requirement does not apply where a Key Pair is generated on behalf of a Subscriber. 

3.2.2. Authentication Of Organisation  Identity  
The Identity of an Organisation (legal person) is required to be authenticated with respect to each Certificate 
that asserts (i) the identity of an Organisation; or (ii) an Individual, system, device, or other organisational 
entity ’s affiliation with an Organisation. Without limitation to the generality of the foregoing, the Identity of 
any Organisation that seeks to act as a RA for its employees and/or employees of its respective Subsidiaries, 
Holding Companies or Counterparties is required to be authenticated. 

In order to authenticate the Identity of an Organisation, evidence shall be provided of: 

i)  Full name of the legal person;  

ii)  Reference to a nationally recognised registration or other attributes which may be used to, as far as 
possible, distinguish the legal person from others with the same name; and 

iii)  When applicable, the association between the legal person and any other organisational entity 
identified in association with this legal person that would appear in the Organisation attribute of the 
Certificate, consistent with the national or other applicable identification practices. 

At a minimum, confirmation is required that: (i) the Organisation legally exists in the name that will appear in 
the DN of any Certificates issued under its name, or is legally recognised as doing business under an 
alternative proposed by the Organisation; and (ii) all other information contained in the Certificate 
application is accurate. 

Registration information provided by an Organisation may be validated by reference to official government 
records and/or information provided by a reputable vendor of corporate information services. Additional 
information is provided in Acceptable Sources for QuoVadis Authentication of Identity in the QuoVadis 
Repository. The accuracy and currency of such information may be validated by conducting checks with 
financial institution references, credit reporting agencies, trade associations, and other entities that have 
continuous and ongoing relationships with the Organisation under review. In addition, the telephone number 
provided by the Organisation as the telephone number of its principal place of business may be called to 
ensure that the number is active and answered by the Organisation. 

Where an Issuing CA or RA has a separate and pre-existing commercial relationship with the Organisation 
under review, the Issuing CA or RA may authenticate the Identity of the Organisation by reference to records 
kept in the ordinary course of business that, at a minimum, satisfy the requirements of this Section. In all such 
cases, the Issuing CA or RA shall record the specific records upon which it relied for this purpose. 

For Certificates issued to  
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With respect to TLS Certificates, authentication of Organisation identity is conducted in compliance with this 
CP/CPS and the TLS BR. 

With respect to S/MIME Certificates, authentication of Organisation identity is conducted in compliance with 
this CP/CPS and the S/MIME BR. 

When a subject:organizationIdentifer is included in Qualified or Regulated Certificates, the 
organizationIdentifer is formatted in accordance with Section 5.1.4 of ETSI EN 319 412-1 for Qualified or 
Regulated Certificates and in accordance with the S/MIME BR for S/MIME Certificates.  

QuoVadis uses a documented internal process to check the accuracy of information sources and databases to 
ensure the data is acceptable, including reviewing the database provider’s terms of use. A list of the approved 

https://github.com/digicert/reports/tree/master/validation-sources
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ii)  Date and place of birth, or reference to at least one nationally recognised identity document, or other 
attributes which may be used to, as far as possible, distinguish the person from others with the same 
name.  

If the Subject is a natural person identified in association with an organisational entity (legal person), 
additional evidence shall be provided of: 

i)  Full name and legal status of the associated organisational entity; 

ii)  Any relevant existing registration information (e.g. company registration) of the organisational 
entity; and 

iii)  Evidence that the Subject is affiliated with the organisational entity which may include reference to 
an attestation or a Trusted Register. Attestations may be made by directors, executives, board 
members, or a natural person with authorisation duly delegated from another natural person in an 
authorised role. 

Enterprise RA records may be used to verify Individual Identity  attributes, including pseudonyms, included in 
Sponsor-validated Certificates issued within the ERA’s Organisation in accordance with the S/MIME BR. 

The current validity must be established of any Attestation or document regarding a natural person’s 
relationship to a legal person. The role and authorisation of the natural person providing such Attestation or 
document shall be recorded. 

At least one digital or physical identity document shall be used as authoritative evidence. Identity documents 
must be valid at the time of proofing. Acceptable identity documents must contain a face photo and/or other 
information that can be compared with the Applicant’s physical attributes. If physical identity documents are 
used as evidence, the documents shall be presented in their original form by the Subject of the identity 
proofing. If digital identity documents are used as evidence, only eMRTD (Electronic Machine Readable Travel 
Documents) according to ICAO 9303 part 10 and other digital documents that offer comparable reliability of 
the identity shall be accepted.  

The T 
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Depending on the requirements of the Certificate Class, Remote Identity Verification may include fully 
automated procedures or a hybrid approach using manual and automated procedures. 

Where required by a Certificate Class, QuoVadis only accepts Remote Identity Verification following review 
and acceptance of the method by the relevant Conformity Assessment Body and/or Supervisory Authority. In 
such cases, the Remote Identity Verification method used by QuoVadis has an assurance level of ‘Substantial’ 
or ‘High’ as set out in Article 8 of the eIDAS Regulation. 

QuoVadis supports four levels of Remote Identity Verification: 

Level Description  

RIV1 Base RIV plus manual review in defined cases (e.g, fraud risk, changes made by RA) 

RIV2 Base RIV plus manual review in all cases 

RIV3 Base RIV plus NFC Authentication with manual review in defined cases (e.g, fraud risk, changes 
made by RA) 

RIV4 Base RIV plus NFC Authentication with manual review in all cases  

 

Base RIV includes OCR reading of identity documents, video capture, biometric comparison, liveness checks, 
and other document security checks. NFC options include read of eMRTD data, Passive Authentication, and 
Active Authentication. Information collected and verified may include:  

First name ID number ID issuance date 

Last name ID valid until  Issuing authority 

Phone number Scan of ID Document Image of face 

Email Place of birth  Street 

Date of birth  Nationality Zipcode 

ID type Issuing country  City 

Title   
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For publicly-trusted TLS Certificates, Applicant information is required to include at least one FQDN or IP 
address to be included in the Certificate’s SubjectAltName extension. For validation of Domain Names and IP 
Addresses according to Section 3.2.2.1 and 3.2.2.3 any reused data, document, or completed validation must 
be obtained no more than 398 days prior to issuing the Certificate. QuoVadis implements documented 
procedures that require additional verifications as 



 

  21 

Rejected Applicants may re-apply. Subscribers are required to check the Certificate’s contents for accuracy 
prior to using the Certificate. 

4.2.3. Time To Process Certificate  Applications  
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4.5. KEY PAIR AND CERTIFICATE USAGE 

4.5.1. Subscriber Private Key And Certificate Usage 
The Certificate shall be used lawfully in accordance with the QuoVadis CP/CPS and Subscriber Agreement. 

Subscribers are obligated to protect their Private Keys from unauthorised use or disclosure, discontinue 
using a Private Key after expiration or revocation of the associated Certificate, and use Certificates in 
accordance with their intended purpose. 

4.5.2. Relying Party Public Key And  Certificate Usage 
A Party seeking to rely on a Certificate issued within the QuoVadis PKI agrees to and accepts the Relying Party 
Agreement.Relying Parties may only use software that is compliant with X.509, IETF RFCs, and other 
applicable standards. QuoVadis does not warrant that any third party software will support or enforce the 
controls and requirements found herein. 

A Relying Party should use discretion when relying on a Certificate and should consider the totality of the 
circumstances and risk of loss prior to relying on a Certificate. If the circumstances indicate that additional 
assurances are required, the Relying Party must obtain such assurances before using the Certificate. Any 
warranties provided by QuoVadis are only valid if a Relying Party’s reliance was reasonable and if the Relying 
Party adhered to the Relying Party Agreement set forth in the QuoVadis Repository. 

A Relying Party should rely on a Digital Signature or TLS handshake only if: 

i)  the Digital Signature or TLS session was created during the operational period of a valid Certificate 
and can be verified by referencing a valid Certificate, 

ii)  the Certificate is not revoked and the Relying Party checked the revocation status of the Certificate 
prior to the Certificate’s use by referring to the relevant CRLs or OCSP responses, and 

iii)  the Certificate is being used for its intended purpose and in accordance with this CP/CPS. 

4.6. CERTIFICATE RENEWAL 

4.6.1. Circumstance For Certificate Renewal  
Renewal means the issuance of a new Certificate to the Subscriber without changing the Subscriber or other 
participant’s Public Key or any other information in the Certificate.  QuoVadis may renew a Certificate if: 

i)  the associated Public Key has not reached the end of its validity period; 

ii)  the Subscriber and attributes are consistent; and 

iii)  the associated Private Key remains uncompromised. 

QuoVadis may also renew a Certificate if a CA Certificate is re-
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4.8. CERTIFICATE MODIFICATION 

4.8.1. 
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iii)  

https://wiki.debian.org/SSLkeys
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xiii)  Where the Subscriber becomes unsuitable or unauthorised to hold a Certificate on behalf of an 
employer or its respective Subsidiaries, Holding Companies or Counterparties (CRLReason #9, 
privilegeWithdrawn ); or 

xiv)  The Certificate no longer complies with the requirements of Section 6.1.5 and Section 6.1.6 of the 
Codesigning Baseline Requirements. 13. For Codesigning Certificates, Application Software Suppliers 
may request the Issuer CA delays revocation where immediate revocation has a potentially large 
negative impact to the ecosystem 

QuoVadis may revoke any Certificate in its sole discretion, including if QuoVadis believes that: 

i)  Either the Subscriber or QuoVadis obligations under the CP/CPS are delayed or prevented by 
circumstances beyond the party’s reasonable control, including computer or communication failure, 
and, as a result, another entity’s information is materially threatened or compromised; 

ii)  QuoVadis received a lawful and binding order from a government or regulatory body to revoke the 
Certificate; 

iii)  The Subscriber is confirmed to be bankrupt, in liquidation, or deceased; 

iv)  QuoVadis ceased operations and did not arrange for another CA to provide revocation support for 
the Certificates; 

v) The technical content or format of the Certificate presents an unacceptable risk to Application 
Software Suppliers, Relying Parties, or others; 

vi)  The Subscriber was added as a denied party or prohibited person to a blocklist or is operating from a 
destination prohibited under the laws of the United States; 

vii)  For Adobe Signing Certificates, Adobe has requested revocation; or 

viii)  For code-signing Certificates, the Certificate was used to sign, publish, or distribute malware, code 
that is downloaded without user consent, or other harmful content. 

ix)  QuoVadis receives notice or otherwise becomes aware that there has been some other modification 
of the information pertaining to the Subscriber that is contained within the Certificate; 

x) 
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viii)  
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QuoVadis maintains a continuous 24x7 ability to internally respond to high priority revocation requests and 
certificate problem reports at https://problemreport.digicert.com/  and other resources listed in Section 
1.5.2.1.  Subscribers may also revoke their Certificates via the QuoVadis Portal.  

For Certificates issued from an itsme sign Issuing CA all revocation requests must be directed to the itsme 
first- line helpdesk. 

4.9.4. Revocation Request Grace Period  
Subscribers are required to request revocation within one day after detecting the loss or compromise of the 
Private Key. No grace period is permitted once a revocation request has been verified. QuoVadis will revoke 
Certificates as soon as reasonably practical following verification of a revocation request. 

4.9.5. Time Within Which The CA Must  Process The Revocation Request 
QuoVadis will revoke a CA Certificate within one hour after receiving clear instructions from the PMA.  

Within 24 hours after receiving a Certificate problem report or revocation request, QuoVadis investigates the 
facts and circumstances involved with the report and will provide a preliminary report on its findings to both 
the Subscriber and the entity who filed the Certificate problem report. 

After reviewing the facts and circumstances, QuoVadis works with the Subscriber and any entity reporting 
the Certificate problem report or other revocation-related notice to establish whether or not the Certificate 
will be revoked, and if so, a date which QuoVadis will revoke the Certificate. The period from receipt of the 
Certificate problem report or revocation-related notice to published revocation must not exceed the time 
frame set forth in Section 4.9.1. The date selected by QuoVadis will consider the following criteria: 

i)  The nature of the alleged problem (scope, context, severity, magnitude, risk of harm); 

ii)  The consequences of revocation (direct and collateral impacts to Subscribers and Relying Parties); 

iii)  The number of Certificate problem reports received about a particular Certificate or Subscriber; 

iv)  The entity making the complaint (for example, a complaint from a law enforcement official that a 
Web site is engaged in illegal activities should carry more weight than a complaint from a consumer 
alleging that she didn’t receive the goods she ordered); and 

v) Relevant legislation. 

The time used for the provision of revocation services is synchronised with UTC at least every 24 hours. 
Under normal operating circumstances, QuoVadis will revoke Certificates as quickly as practical after 
validating the revocation request following the guidelines of this Section and Section 4.9.1. For Certificates 
containing the ETSI OIDs defined in Section 10.1.1 the maximum delay between the receipt of the revocation 
request and the update of the Certificate Status information is at most 24 hours.  

For C
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• 
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QuoVadis 
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ii)  
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are required to authenticate themselves to CA, TSA, and RA systems before they are allowed access to 
systems necessary to perform their trusted roles.  

5.2.4. Roles Requiring Separation Of Duties  
Trusted roles requiring a separation of duties include those performing: 

• authorisation functions such as the verification of information in Certificate Requests and certain 
approvals of Certificate applications and revocation requests, 

• backups, recording, and record keeping functions; 

• audit, review, oversight, or reconciliation functions; and 

• duties related to CA/TSA key management or CA/TSA administration. 

To accomplish this separation of duties, QuoVadis specifically designates individuals to the trusted roles 
defined in Section 5.2.1 above. Individuals designated as Registration Officer or Administrator may perform 
Operator duties, but an Internal Auditor may not assume any other role. QuoVadis systems identify and 
authenticate individuals acting in trusted roles and restrict an individual from assuming multiple roles at the 
same time. 

5.3. PERSONNEL CONTROLS 

5.3.1. Qualifications, Experience, And Clearance Requirements  
The PMA is responsible and accountable for QuoVadis PKI operations and ensures compliance with this 
CP/CPS. Prior to the engagement of any person in the Certificate management process, QuoVadis verifies the 
identity and trustworthiness of such person. QuoVadis determines that all individuals assigned to trusted 
roles perform their prospective job responsibilities competently and satisfactorily as required. 

Without limitation, QuoVadis shall not be liable for employee conduct that is outside of their duties and for 
which QuoVadis has no control including, without limitation, acts of espionage, sabotage, criminal conduct, or 
malicious interference. 

5.3.2. Background Check  Procedures 
QuoVadis verifies the identity of each individual appointed to a trusted role and performs a background check 
prior to allowing such person to act in a trusted role. QuoVadis’ human resources department verifies the 
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vii)  Sufficient identity authentication data to satisfy the identification requirements of Section 3.2, 
including information about telephone calls made for verification purposes; 

viii)  Any documentation related to the receipt or acceptance of a Certificate or token; 

ix)  Subscriber Agreements; 

x) Issued Certificates; 

xi)  A record of Certificate re-keys; 

xii)  Data or applications necessary to verify an archive’s contents; 

xiii)  Compliance auditor reports; 

xiv)  Changes to QuoVadis audit parameters; 

xv) Any attempt to delete or modify audit logs; 

xvi)  CA Key generation and destruction; 

xvii)  Access to Private Keys for key recovery purposes; 

xviii)  Changes to trusted Public Keys; 

xix)  Export of Private Keys; 

xx) Approval or rejection of a revocation request; 

xxi)  Appointment of an individual to a trusted role; 

xxii)  Destruction of a cryptographic module; 

xxiii)  Certificate compromise notifications; 

xxiv)  Remedial action taken as a result of violations of physical security; and 

xxv) Violations of the CP/CPS. 

5.5.2. Retention Period For Archive 
Audit logs relating to the Certificate lifecycle are retained as archive records for a period 
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If QuoVadis or an Enterprise RA becomes aware that a Subscriber’s Private Key has been communicated to a 
person or organisation not authorised by the Subscriber, then QuoVadis will revoke all Certificates associated 
with that Private Key. 

Electronic Signature Subscribers are solely responsible for the generation of the Private Keys used in their 
Certificate Requests.  

6.1.3. Public Key Delivery To Certificate  Issuer 
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6.1.7. Key Usage Purposes (As Per X.509 V3 Key Usage Field) 
Private Keys corresponding to QuoVadis Root Certificates are not used to sign Certificates except in the 
following cases: 

i)  Self-signed Certificates to represent the QuoVadis Root CA itself; 

ii)  Certificates for Subordinate CAs and Cross Certificates;  

iii)  Certificates for infrastructure purposes (administrative role certificates, internal CA operational 
device certificates); and 

iv)  Certificates for OCSP Response verification. 
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encrypted form only and secured. At a minimum, Subscribers are required to authenticate themselves to the 
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RAs must logically separate access to these systems and this information from other components. This 
separation prevents access except through defined processes. RAs must use firewalls to protect the network 
from internal and external intrusion and limit the nature and source of activities that may access such 
systems and information. RAs must require the use of passwords with a minimum character length and a 
combination of alphanumeric and special characters. 

QuoVadis’ CA systems are configured to:  
i)  
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Elliptic curve Public Keys submitted to QuoVadis for inclusion in end entity Certificates should be based on 
NIST “Suite B” curves.  

As described in Section 1.2, QuoVadis uses the Key and hash algorithms specified in the relevant CA/Browser 
Forum Baseline Requirements.  See also Appendix A. 

7.1.4. Name Forms 
Each Certificate includes a serial number that is unique to the Issuing CA. Optional subfields in the subject of 
an TLS Certificate must either contain information verified by QuoVadis or be left empty. TLS Server 
Certificates cannot contain metadata such as ‘.’, ‘-‘ and ‘ ‘ characters or and/or any other indication that the 
value/field is absent, incomplete, or not applicable. 

QuoVadis does not issue publicly-trusted TLS Certificates to a Reserved IP address or Internal Name, and 
does not issue publicly-trusted TLS or S/MIME Certificates with an OU attribute. 

For CA Certificates, the commonName attribute is present contains an identifier that uniquely identifies the 
CA and distinguishes it from other CAs.  Certificates are populated with the Issuer Name and Subject 
Distinguished Name required under Section 3.1.1. Issuer DNs meet the requirements in the relevant 
CA/Browser Forum Baseline Requirements.  

The contents of EV Certificates meet the requirements in Section 9 of the EV Guidelines.  

The contents of S/MIME Certificates are validated according to Section 3 of this CP/CPS and the S/MIME 
Baseline Requirements. Enterprise RAs may include optional attributes in the certificate as specified in 
Section 7.1.4.2.5 of the S/MIME BR and are responsible for validating them in accordance with Section 3. 

See also Appendix A. 

7.1.5. Name Constraints  
QuoVadis may use nameConstraints when appropriate. For publicly-trusted certificates, QuoVadis follows the 
requirements of Section 7.1.5 of the TLS BR and the S/MIME BR as relevant. 

7.1.5.1. Name-Constrained serverAuth CAs 

If the technically constrained Issuing CA Certificate includes the id‐kp‐
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7.1.5.2. Name-Constrained emailProtection CAs 

If the technically constrained Issuing CA includes the id-kp-emailProtection EKU, it also includes the Name 
Constraints X.509v3 extension with constraints on rfc822Name, with at least one name in permittedSubtrees, 
each such name having its ownership validated according to Section 7.1.5 of the S/MIME BR. 
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• QuoVadis is made aware of a demonstrated or proven method that can easily compute the 
Subscriber’s Private Key based on the Public Key in the Certificate (such as a Debian weak key, see 
https://wiki.debian.org/TLSkeys); or   

• the Subscriber requests that QuoVadis revoke the Certificate for this reason, with the scope of 
revocation being described below.  

If anyone requesting revocation for keyCompromise has previously demonstrated or can currently 
demonstrate possession of the 
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Unless keyCompromise is being used, cessationOfOperation must be used when:  

• the Subscriber has requested that their Certificate be revoked for this reason; or  
• QuoVadis received verifiable evidence that the Subscriber no longer controls, or is no longer 

authoris



 

  54 

Field  Value  

Issuer’s Signature  [Signature]  

7.2.2. CRL And CRL Entry Extensions 
QuoVadis CRLs may have the following extensions per RFC 5280 and other requirements as needed: 

Extension  Value  

CRL Number  Never repeated monotonically increasing integer  

Authority Key Identifier  Subject Key Identifier of the CRL issuer Certificate 

Invalidity Date  Optional date in UTC format  

Reason Code  Reason for revocation as described in Section 7.2 

Issuing Distribution Point
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7.4. CERTIFICATE FIELDS AND ROOT CA CERTIFICATE HASHES 

7.4.1. Certificate  Fields 
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7.4.2.2. G4 Roots 

 
QuoVadisClientECCP384RootG4 

Field  Certificate Profile  

Serial Number 1561345225c6de0a833890c40560cc7a0f9e02aa 
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QuoVadisSigningRSA4096RootG4 

Field  Certificate Profile  

Serial Number 
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7.5. CERTIFICATE TRANSPARENCY 
QuoVadis TLS Certificates MAY include Signed Certificate Timestamps (SCT) from independent CT Logs. 
Information on Certificate Transparency may be found in IETF RFC 6962. 

8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS 

8.1. FREQUENCY, CIRCUMSTANCE AND STANDARDS OF ASSESSMENT 
The practices in this CP/CPS are designed to meet or exceed the requirements of generally accepted industry 
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8.6. COMMUNICATION OF AUDIT RESULTS 
The results of each audit are reported to the PMA and to any third party entities which are entitled by law, 
regulation, or agreement to receive a copy of the audit results. The results of the most recent audits of 
QuoVadis are posted at https://www.quovadisglobal.com/accreditations  on an annual basis and within three 
months of completion.  

8.7. SELF AUDITS 
QuoVadis controls service quality by performing quarterly self-audits against a randomly selected sample of 
TLS and S/MIME Certificates being no less than three percent of the Certificates issued. Audits of other 
Certificate types will be at the discretion of QuoVadis to gain reasonable assurance of compliance to 
applicable requirements. 

9. OTHER BUSINESS AND LEGAL MATTERS 

9.1. FEES 

9.1.1. Certificate  Issuance Or Renewal Fees 
QuoVadis charges fees for verification, certificate issuance and renewal. QuoVadis 
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9.3.3. Responsibility To Protect Confidential Information  
QuoVadis employees, agents, and contractors are responsible for protecting confidential information and are 
contractually obligated to do so. Employees receive training on how to handle confidential information. 

9.4. PRIVACY OF PERSONAL INFORMATION 

9.4.1. Privacy Plan  
QuoVadis follows the Privacy Notices posted on its website when handling personal information. See 
https://www.quovadisglobal.com/privacy  which also includes privacy information for Remote Identity 
Verification. Personal information is only disclosed when the disclosure is required by law or when requested 
by the subject of the personal information. Such privacy policies shall conform to applicable local privacy 
laws and regulations including the Council Directive 95/46/EC of the European Parliament and of the Council 
of 24 October 1995 and the Swiss Federal Act on Data Protection of June 19, 1992 (SR 235.1). 

9.4.2. Information Treated As Private 
QuoVadis treats all personal information about an individual that is not publicly available in the contents of a 
Certificate or CRL as private information . QuoVadis protects private information using appropriate 
safeguards and a reasonable degree of care. 

9.4.3. Information Deemed  Not Private  
Certificates, CRLs, and personal or corporate information appearing in them are not considered private. This 
QuoVadis CP/CPS is a public document and is not confidential information and is not treated as private. 

9.4.4. Responsibility To Protect Private  Information 
QuoVadis employees and contractors are expected to handle personal information in strict confidence and 
meet the requirements of US and European law concerning the protection of personal data. QuoVadis will not 
divulge any private Subscriber information to any third party for any reason, unless compelled to do so by 
law or competent regulatory authority. All sensitive information is securely stored and protected against 
accidental disclosure. 

9.4.5. Notice And Consent To Use Private Information  
In the course of accepting a Certificate, individuals have agreed to allow their personal data submitted in the 
course of registration to be processed by and on behalf of QuoVadis, and used as explained in the registration 
process. They have also been given an opportunity to decline from having their personal data used for 
particular purposes. They have also agreed to let certain personal data appear in publicly accessible 
directories and be communicated to others. 

9.4.6. Disclosure Pursuant To Judicial  Or Administrative Process  
If required by a legitimate and lawful judicial order or regulation 
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9.5.1. Property Rights In  Certificates And Revocation Information  
QuoVadis retains all intellectual property rights in and to the Certificates and revocation information that it 
issues. QuoVadis and customers shall grant permission to reproduce and distribute Certificates on a 
nonexclusive royalty-free basis, provided that they are reproduced in full and that use of Certificates is 
subject to the Relying Party Agreement referenced in the Certificate. QuoVadis, and customers shall grant 
permission to use revocation information to perform Relying Party functions subject to the applicable CRL 
usage agreement, Relying Party Agreement, or any other applicable agreements. 

9.5.2. Property Rights In T he CP/CPS 
Issuing CAs acknowledge that QuoVadis retains all intellectual property rights in and to this CP/CPS. 

9.5.3. Property Rights In  Names 
A Subscriber and/or Applicant retains all rights it has (if any) in any trademark, service mark, or trade name 
contained in any Certificate and Distinguished Name within any Certificate issued to such Subscriber or 
Applicant. 

9.5.4. Property Rights In  Keys And Key Material  
Key Pairs corresponding to Certificates of CAs and end-user Subscribers are the property of QuoVadis and 
end-user Subscribers that are the respective Subjects of the Certificates, regardless of the physical medium 
within which they are stored and protected, and such persons retain all intellectual property rights in and to 
these Key Pairs. Without limiting the generality of the foregoing, QuoVadis Root Public Keys and the Root CA 
Certificates containing them, including all Public Keys and self-signed Certificates, are the property of 
QuoVadis. QuoVadis licenses software and hardware manufacturers to reproduce such Root CA Certificates to 
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• the Relying Party has, at the time of that reliance, verified that the Digital Signature, if any, was 
created during the Operational Term of the Certificate being relied upon; 

• the Relying Party ensures that the data signed has not been altered following signature by 
utilising trusted application software, 

• the signature is trusted and the results of the signature are displayed correctly by utilising 
trusted application software; 

• the identity of the Subscriber is displayed correctly by utilising trusted application software; and 

• any alterations arising from security changes are identified by utilising trusted application 
software. 

If the circumstances indicate a need for additional assurances, it is Relying Parties’ responsibility to obtain 
such assurances. A Relying Party shall make no assumptions about information  that does not appear in a 
Certificate. All obligations within  this Section relate to Reasonable Reliance on the validity  of a Digital 
Signature, not the accuracy of the underlying electronic record. Relying Party Agreements may include 
additional representations and warranties. 

9.6.5. Representations  And Warranties Of Other Participants  
Participants within the QuoVadis PKI represent and warrant that they accept and will perform any and all 
duties and obligations as specified by this CP/CPS. 

9.7. DISCLAIMERS OF WARRANTIES 
OTHER THAN AS PROVIDED IN SECTION 9.6.1, THE CERTIFICATES ARE PROVIDED “AS IS” AND “AS 
AVAILABLE” AND TO THE MAXIMUM EXTENT PERMITTED BY LAW, QUOVADIS DISCLAIMS ALL EXPRESS 
AND IMPLIED WARRANTIES, INCLUDING WARRANTIES OF MERCHANTABILITY, FITNESS FOR A 
PARTICULAR PURPOSE, AND NON-INFRINGEMENT. QUOVADIS DOES NOT WARRANT THAT ANY 
CERTIFICATE WILL MEET SUBSCRIBER’S OR ANY OTHER PARTY’S EXPECTATIONS OR THAT ACCESS TO 
THE CERTIFICATES WILL BE TIMELY OR ERROR-FREE. QuoVadis does not guarantee the accessibility of any 
Certificates and may modify or discontinue offering any Certificates at any time. Subscriber’s sole remedy for 
a defect in the Certificates is for QuoVadis to use commercially reasonable efforts, upon notice of such defect 
from Subscriber, to correct the defect, except that QuoVadis has no obligation to correct defects that arise 
from (i) misuse, damage, modification or damage of the Certificates or combination of the Certificates with 
other products and services by parties other than QuoVadis, or (ii) Subscriber’s breach of any provision of the 
Subscriber Agreement.  

9.8. LIABILITY AND LIMITATIONS OF LIABILITY 
This Section 9.8 does not limit a party’s liability for: (i) death or personal injury resulting from the negligence 
of a party; (ii) gross negligence, willful misconduct or violations of applicable law, or (iii) fraud or fraudulent 
statements made by a party to the other party in connection with this CP/CPS. TO THE FULLEST EXTENT 
PERMITTED BY APPLICABLE LAW AND NOTWITHSTANDING ANY FAILURE OF ESSENTIAL PURPOSE OF 
ANY LIMITED REMEDY OR LIMITATION OF LIABILITY: (A) QUOVADIS AND ITS AFFILIATES, SUBSIDIARIES, 
OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, PARTNERS AND LICENSORS (THE “QUOVADIS ENTITIES”) 
WILL NOT BE LIABLE FOR ANY SPECIAL, INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR PUNITIVE 
DAMAGES (INCLUDING ANY DAMAGES ARISING FROM LOSS OF USE, LOSS OF DATA, LOST PROFITS, 
BUSINESS INTERRUPTION, OR COSTS OF PROCURING SUBSTITUTE SOFTWARE OR SERVICES) ARISING OUT 
OF OR RELATING TO THIS CP/CPS OR THE SUBJECT MATTER HEREOF; AND (B) THE QUOVADIS ENTITIES’ 
TOTAL CUMULATIVE LIABILITY ARISING OUT OF OR RELATING TO THIS CP/CPS OR THE SUBJECT MATTER 
HEREOF WILL NOT EXCEED THE AMOUNTS PAID BY OR ON BEHALF OF SUBSCRIBER TO QUOVADIS IN THE 
TWELVE MONTHS PRIOR TO THE EVENT GIVING RISE TO SUCH LIABILITY, REGARDLESS OF WHETHER 
SUCH LIABILITY ARISES FROM CONTRACT, INDEMNIFICATION, WARRANTY, TORT (INCLUDING 
NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, AND REGARDLESS OF WHETHER QUOVADIS HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE. NO CLAIM, REGARDLESS OF FORM, WHICH IN 
ANY WAY ARISES OUT OF THIS CP/CPS, MAY BE MADE OR BROUGHT BY SUBSCRIBER OR SUBSCRIBER’S 
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proceeding (“Class Action”). The parties expressly waive any ability to maintain any Class Action in 
any forum in connection with any dispute. If the dispute is subject to arbitration, the arbitrator will 
not have authority to combine or aggregate similar claims or conduct any Class Action nor make an 
award to any person or entity not a party to the arbitration. Any claim that all or part of this Class 
Action waiver is unenforceable, unconscionable, void, or voidable may be determined only by a court 
of competent jurisdiction and not by an arbitrator. 

 

For Swiss Qualified Certificates, such arbitration shall, unless agreed otherwise between the 
parties, take place in Switzerland. 

 

For Qualified Certificates issued in accordance with eIDAS, arbitration for disputes related to 
financial or commercial matters will be dealt with in the country of the relevant QuoVadis entity 
named in the contract with the client. Arbitration for Certificate-related disputes will be dealt 
with in the country named in relevant QuoVadis Issuing CA Certificate. 

9.14. GOVERNING LAW 
The (i) laws that govern the interpretation, construction, and enforcement of this Agreement and all matters, 
claims or disputes related to it, including tort claims, and (ii) the courts or arbitration bodies that have 
exclusive jur (d to)-1-4.5 (-3.2 (din)2.8 (g)-131(,)-12.9 )-12.3 (ti)ne dealt  
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Customer is Domiciled in  or the 
Services are: 

Governing Law is laws 
of: 

Court or arbitration body with exclusive 
jurisdiction:  

Japan Japan International Chamber of Commerce, 
International Court of Arbitration, with 
seat of arbitration in Tokyo 

Australia or New Zealand Australia International Chamber of Commerce, 
International Court of Arbitration, with 
seat of arbitration in Melbourne 

A Country in Asia or the Pacific 
region, other than Japan, Australia 
or New Zealand 

Singapore International Chamber of Commerce, 
International Court of Arbitration, with 
seat of arbitration in Singapore 

 

9.15. COMPLIANCE WITH APPLICABLE LAW 
This CP/CPS is subject to all applicable laws and regulations, including United States restrictions on the 
export of software and cryptography products. Subject to Section 9.4.5, QuoVadis meets the requirements of 
the European data protection laws and has established appropriate technical and organisation measures 
against unauthorised or unlawful processing of personal data and against the loss, damage, or destruction of 
personal data. 

9.16. MISCELLANEOUS PROVISIONS 

9.16.1. Entire  Agreement  
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9.16.5. Force Majeure 
QuoVadis is not liable for any delay or failure to perform an obligation under this CP/CPS to the extent that 
the delay or failure is caused by an occurrence beyond QuoVadis’ reasonable control. The operation of the 
Internet is beyond QuoVadis’ reasonable control. 

To the extent permitted by applicable law, Subscriber Agreements and Relying Party Agreements shall 
include a force majeure clause protecting QuoVadis. See also Section 9.8.3 (Excluded Liability) above. 

9.17. OTHER PROVISIONS 
No stipulation. 
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Certificate 
Class 

Description  Policy OID Assurance 
Level 

Requires 
token?  

Relevant to the Policy in ETSI 
EN 319 411-2 for: 

EU Qualified Certificates 
issued to a natural person 
(QCP-n-
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10.1.2. Key Usage And Escrow 
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10.2. QV STANDARD 
Purpose 

Standard Certificates provide flexibility for a range of uses appropriate to their reliance value including S/MIME, 
electronic signatures, authentication, and encryption. 

Registration Process  

Validation procedures for QuoVadis Standard Certificates collect either direct evidence or an Attestation from an 
appropriate and authorised source of the identity (such as name and organisational affiliation) and other 
specific attributes of the Subject. 

Subjects may include an Individual (natural person); an Organisation (legal person); or a natural person, device, 
or system identified in association with an Organisation.  Identity proofing may be conducted via enterprise 
records, physical presence; Remote Identity Verification (RIV1-4), reliance on electronic signature, or video 
verification. 

Attribute  Values Comment 

Subject /CN (mandatory) (GN+SN or Pseudonym) 
/GN (optional)     
/SN (optional)   

Pseudonym (optional) 

/O (optional)  
/OU (optional)  
/organizationalIdentifier (optional)  
/serialNumber (optional)  
/E (optional)   



 

  76 

10.3. QV ADVANCED 
Purpose 

QV Advanced Certificates provide reliable verification  of the Subject’s identity and may be used for a broad 
range of applications including Digital Signatures, encryption, and authentication. 

Registration Process  

Validation procedures for QV Advanced Certificates are based on the Normalised Certificate Policy (NCP) 
described in ETSI EN 319 411-1. 

Subjects may include an Individual (natural person); an Organisation (legal person); or a natural person, device, 
or system identified in association with an Organisation. See Section 3.2.2 and 3.2.3. Identity proofing may be 
conducted via physical presence, Remote Identity Verification (RIV4 for NFC with RIV2 as a fallback option if 
NFC is not available), or reliance on electronic signature. 

Attribute  Values Comment 

Subject /ct
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10.4. QV ADVANCED + 
Purpose 

QuoVadis Advanced+ Certificates are used for the same purposes as QuoVadis Advanced Certificates, with the 
only difference being that they are issued on a Secure Cryptographic Device. The QuoVadis Advanced+ 
Certificate Class is trusted in the Adobe Approved Trust List (AATL). 

Registration Process  

QuoVadis Advanced+ Certificates are based on with the Normalised Certificate Policy (NCP+) described in ETSI 
EN 319 411-1. 

Subjects may include an Individual (natural person); an Organisation (legal person); or a natural person, device, 
or system identified in association with an Organisation. See 
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10.5.3. 
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Certificate Policies  1.3.6.1.4.1.8024.1.450 QV Qualified – no QSCD 
or 1.3.6.1.4.1.8024.1.460 QV Qualified no QSCD – 
on behalf of 

0.4.0.194112.1.1 (QCP-l)  

2.23.140.1.5.2.1 S/MIME Org-Legacy (optional) 

URL: 
https://www.quovadisglobal.com/repository  

Fixed 
 
 
 

Key Usage (Critical)  digitalSignature (optional) 
nonRepudiation 

Variable 

Extended Key Usage clientAuth (optional)  
emailProtection (optional) 
documentSigning (optional) 

Variable (at least one 
is present) 

qcStatements  

id-etsi-qcs-QcCompliance 
(0.4.0.1862.1.1) 
id-etsi-qcs-1 

esi4-qcStatement-1: Claim that the certificate is 
an EU Qualified Certificate in accordance with 
Regulation EU No 910/2014 

Fixed 

id-etsi-qcs-QcType (0.4.0.1862.1.6) 
id-etsi-qcs-6 

esi4-

https://www.quovadisglobal.com/repository


 

  87 

Field  Value Comments 

Version V3 (2)  

Serial Number Unique system generated random 
number assigned to each certificate, 
containing at least 64 bits of output. 

 

Validity Period 397 days.  

Subject Distinguished Name  

Organisation Name subject:organisationName (2.5.4.10) This field MUST contain the Subject’s 
full legal organisation name as listed 
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province level, including country 
information as follows, but not city 
or town information above. 



 

  

http://ocsp.quovadisglobal.com/
http://trust.quovadisglobal.com/qvqwebg1.crt
http://trust.quovadisglobal.com/qvqwebg1.crt
http://crl.quovadisglobal.com/qvqwebg1.crl
http://crl.quovadisglobal.com/qvqwebg1.crl
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Certificate in accordance with 
Regulation EU No 910/2014 

id-etsi-qcs-QcType id-etsi-qcs-6 (0.4.0.1862.1.6) 
esi4-qcStatement-6 : Type of 
certificate 

Id-etsi-qct-web (0.4.0.1862.1.6.3) 

id-etsi-qcs-QcType 3 = Certificate for 
website authentication as defined in 
Regulation EU No 910/2014 

Refer to: 
ETSI EN 319 412-5 

id-etsi-qcs-QcPDS id-etsi-qcs-5 (0.4.0.1862.1.5) 

URL= 

https://www.quovadisglobal.com/repository
https://www.quovadisglobal.com/repository
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Competent Authority (NCA), the PSD2 Authorisation Number or other recognised identifier, and PSD2 roles. 
QuoVadis also confirms the PSD2 role(s) of the Certificate Applicant (RolesOfPSP) in accordance with the 
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SAN /E  Variable 

Certificate Policies  1.3.6.1.4.1.8024.1.400 QV Qualified – QSCD or 
1.3.6.1.4.1.8024.1.410 QV Qualified QSCD – on 
behalf of 

0.4.0.194112.1.2 (QCP-n-qcsd) 

2.23.140.1.5.3.1 S/MIME Sponsor-Legacy 
(optional)  
2.23.140.1.5.4.1 S/MIME Individual-Legacy 
(optional)  

URL: 
https://www.quovadisglobal.com/repository  
User Notice : qualified certificate 

Fixed 
 
 
 

Adobe Acrobat Trust List  1.2.840.113583.1.1.9.1 Adobe Time-stamp  
(link to TSA) 

1.2.840.113583.1.1.9.2 Adobe Archive RevInfo 
(long term validation) 

Optional 

Key Usage (Critical) nonRepudiation Fixed 

Extended Key Usage emailProtection 
documentSigning 

Fixed 

qcStatements  

id-etsi-qcs-QcCompliance 
(0.4.0.1862.1.1) 
id-etsi-qcs-1 

id-etsi-qcs-QcCClegislation 
(0.4.0.1862.1.7) 
id-etsi-qcs-7 

esi4-qcStatement-1: Claim that the certificate is 
an EU Qualified Certificate in accordance with 
Regulation EU No 910/2014 

esi4-qcStatement-7: Claim that the certificate is a 
Swiss Qualified Certificate (CH) 

Fixed: issued before 
January 13, 2021 
 

Fixed: issued after 
January 13, 2021 

id-etsi-qcs-QcSSCD (0.4.0.1862.1.4) 
id-etsi-qcs-4 

esi4-qcStatement-4: The private key related to 
the certified public key resides on a QSCD. 

Fixed 

id-etsi-qcs-QcType  
(0.4.0.1862.1.6) id-etsi-qcs-6 

esi4-qcStatement-6: Type of certificate  
id-etsi-qcs-QcType 1 = Certificate for electronic 
Signatures as defined in Regulation EU No 
910/2014  

Fixed 

id-etsi-qcs-QcPDS (0.4.0.1862.1.5) 
id-etsi-qcs-5 

URL= 
https://www.quovadisglobal.com/repository  
Language = en 

Fixed 

id-qcs-pkixQCSyntax-v2 
(1.3.6.1.5.5.7.11.2) 

0.4.0.194121.1.2 (optional semantics identifier 
OID that is included in QuoVadis Certificates) 

Fixed 

 

  

https://www.quovadisglobal.com/repository
https://www.quovadisglobal.com/repository
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10.6.2. Swiss Regulated Certificate issued to a Natural Person  

Purpose 

Swiss Regulated Certificates (non qualified) issued under the Swiss Federal signature law (ZertES) are included 
in the QuoVadis Advanced+ Certificate Class. They are issued out of Swiss Regulated CAs and have the notice text 
“regulated certificate” in the CertificatePolicies user notice. Swiss Qualified Certificates are described in a 
separate Section of this CP/CPS.  

Registration Process  

Swiss Regulated Certificates are issued in accordance with the ZertES requirements using the QuoVadis Signing 
Service. The guidelines in TAV-ZERTES apply to the specification of Swiss Regulated Certificates. 

For the issuance and life cycle management of Swiss Regulated Certificates, QuoVadis adheres to the same 
organisational and operational procedures and uses the same technical infrastructure as for a ZertES Qualified 
Certificate. 

Subjects may include an Individual (natural person) or a natural person identified in association with an 
Organisation. See Section 3.2.2 and 3.2.3. Identity proofing may be conducted via physical presence, Remote 
Identity Verification  (RIV4 for NFC with RIV2 as a fallback option if NFC is not available), reliance on electronic 
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Adobe Acrobat Trust List  1.2.840.113583.1.1.9.1 Adobe Time-stamp  
(link to TSA) 

1.2.840.113583.1.1.9.2 Adobe Archive RevInfo 
(long term validation) 

Optional 

Key Usage (Critical) digtalSignature Fixed 
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Certificate Policies  1.3.6.1.4.1.8024.1.300 QV Advanced+ Certificate 
0.4.0.2042.1.2 ETSI NCP+ OID 
2.23.140.1.5.2.1 S/MIME Org-Legacy (optional) 

URL: 
https://www.quovadisglobal.com/repository  

User Notice:  Regulated certificate 

Fixed 
 

Adobe Acrobat Trust List  1.2.840.113583.1.1.9.1 Adobe Time-stamp  
(link to TSA) 
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10.9. TLS CERTIFICATES 

10.9.1. OV - Business TLS 

Field  Value 

Validity Period 397 days 

Subject Distinguished Name  

Organisation Name subject:organisationName (2.5.4.10 ) 

http://www.quovadisglobal.com/repository




 

  100 
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Certificate Policies 

http://www.quovadisglobal.com/repository
http://ocsp.quovadisglobal.com/
http://crl.quovadisglobal.com/QVSSLICA.crl
http://crl.quovadisglobal.com/qvsslg2.crl
http://crl.quovadisglobal.com/qvsslg3.crl
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•  The Business Entity and the identified Principal Individual associated with the Business Entity 
MUST NOT be located or residing in any country where QuoVadis is prohibited from doing 
business or issuing a Certificate under the laws of the United States; and 

•  
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•  Confirming Person: Must be a senior officer of the Applicant (e.g., Secretary, President, CEO, CFO, 
COO, CIO, CSO, Director, etc.) able to sign the QV Authority Letter on behalf of the Applicant. 

Subscriber Agreement  

Each Applicant must enter into a Subscriber Agreement with QuoVadis which specifically names both the 
Applicant and the individual Contract Signer signing the Agreement on the Applicant’s behalf, and contains 
provisions imposing on the Applicant the following obligations and warranties: 

•  Accuracy of Information: An obligation and warranty to provide accurate and complete 
information at all times to the QuoVadis, both in the EV Certificate Request and as otherwise 
requested by the QuoVadis in connection with the issuance of the EV Certificate(s) to be supplied 
by the 7 (d )]TJ
-33.108 -1.181 Td
[(b)a1 Td
[(b)a81 TD
[( -1.1m3.108 -1.i8o a)-7 ( )]TJ
.108 -1 3.2 
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details requiring further explanation. QuoVadis procedures ensure that a second Validation Specialist who is 
not responsible for the collection and review of information reviews all of the information and documentation 
assembled in support of the EV Certificate and looks for discrepancies or other details requiring further 
explanation. Two QuoVadis Validation Specialists must approve issuance of the Certificate. 

Step 7: QuoVadis creates the EV Certificate. 

Step 8: The EV Certificate is delivered to the Certificate Requester. 

QuoVadis may not issue an EV Certificate until the entire corpus of information and documentation 
assembled in support of the EV Certificate is such that issuance of the EV Certificate will not communicate 
inaccurate factual information that QuoVadis knows, or by the exercise of due diligence should discover, from 
the assembled information and documentation. If satisfactory explanation and/or additional documentation 
are not received within a reasonable time, QuoVadis will decline the EV Certificate Request and notify the 
Applicant accordingly. 

Renewal 

Under the EV Guidelines, renewal requirements and procedures are generally the same as those employed for 
the validation and issuance for new Applicants. The maximum validity period for validated data that can be 
used to support issuance of an EV Certificate (before revalidation is required) is thirteen months, except for 
the identity and authority of individuals identified in the EV Authority Letter. 

In the case of outdated information, QuoVadis repeats the verification processes required by the EV 
Guidelines. If a company is no longer in good standing, or if any of the other required information cannot be 
verified, the Certificate is not renewed. 

10.10. CODE SIGNING 
Field  Value Comments 

Validity Period 1, 2, or 3 years expressed in UTC 
format 

 

Subject Distinguished Name  

Organisation Name subject:organisationName (2.5.4.10 ) Required field. The Subject’s 
verified legal name. 

Organisation Unit subject:organisationUnit (2.5.6.5) Optional field. Must not include a 
name, DBA, tradename, 
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http://www.quovadisglobal.com/repository
http://www.quovadisglobal.com/repository
http://ocsp.quovadisglobal.com/
http://trust.quovadisglobal.com/%3cCA%20Name%3e.crt
http://trust.quovadisglobal.com/%3cCA%20Name%3e.crt
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
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Eligible Applicants include Individual Applicants and Organisational Applicants. 






