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Important Note About this Document

This is the Time-Stamp Policy/Practice Statement (QV-TSP/PS) of QuoVadis Limited, a company of
DigiCert, Inc. This QV-TSP/PS contains an overview of the policies, practices and procedures that
QuoVadis employs for its operation as a Time-
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7.12. Collection of Evidence



Introduction

Regulation (EU) No 910/2014 (“eIDAS Regulation”) includes requirements for Trust Service Providers (TSP)
providing services to the public, including TSPs issuing Time-stamps.

Electronic signatures are used to add security by creating a tamperproof cryptographic seal around electronic
data. Once a datum is signed, any change to its content will cause the electronic signature to fail, alerting the
user. Electronic signatures may be used in several ways:

< Individual electronic signatures support the integrity of electronic records by declaring WHO signed
WHAT (in other words, who created particular content or changes).

e Time-stamps use electronic signatures, incorporating the time from an accurate source, to confirm
WHAT happened WHEN.

Individual signatures may be used independently — or together with Time-stamps — to increase the
trustworthiness of electronic records and transactions.

1. SCOPE

The QuoVadis Time-stamping Authority (QV-TSA) uses Public Key Infrastructure and trusted time sources to
provide reliable, standards-based Electronic Time-stamps. This QuoVadis Time-stamp Policy/Practice
Statement (QV-TSP/PS) defines the operational and management practices of the QV-TSA such that
Subscribers and Relying Parties may evaluate their confidence in the operation of the time-stamping services.

The QV-
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4. GENERAL CONCEPTS
4.1. GENERAL POLICY REQUIREMENTS CONCEPTS

The present document references ETSI EN 319 401 General Policy Requirements for Trust Service Providers for
generic policy requirements common to all classes of TSP services.

The structure and contents of this QV-TSP/PS are laid out in accordance with ETSI EN 319 421, Electronic
Signatures and Infrastructures (ESI); Policy and Security Requirements for Trust Service Providers issuing Time-
Stamps.

The QV-TSP/PS is administered and approved by the QuoVadis Policy Management Authority (PMA), and
should be read in conjunction with the relevant QuoVadis CP/CPS.
4.2. TIME-STAMPING SERVICES
Time-stamping services include the following components:
e Time-stamping provision: the technical component that issues the Time-stamps; and

e Time-stamping management: the service component that monitors and controls the time-stamping
operation, including synchronisation with the reference UTC time source, according to the QV-
TSP/PS.

QuoVadis adheres to the international standards in Section 2 (References) of this document to increase the
trustworthiness of the time-stamping services.
4.3. TIME-STAMPING AUTHORITY

A Time-stamping Authority (TSA) is a TSP trusted by the users (i.e. Subscribers as well as Relying Parties) to
issue secure Time-stamps as described in RFC 3161. The QV-TSA takes overall responsibility for the provision
of time-stamping services identified in Section 4.2 (Time-stamping Services) of this document. QuoVadis
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Status

Key

Identifiers

Belgium
TSA not featured on a Trusted List

RSA

Issuer: QuoVadis Belgium Issuing CA G2
CN = betsa01.quovadisglobal.com
CN = betsa02.quovadisglobal.com
CN = betsa03.quovadisglobal.com

OU=1.3.6.1.4.1.8024.0.2000.6.6

OU = Time-stamp Authority

O = QuoVadis Trustlink BVBA

Org ldentifier = NTRBE-0537698318

C=BE

Issuer: QuoVadis Time-Stamping Authority CA G1
CN = tsabersal.quovadisglobal.com

CN = tsabersa2.quovadisglobal.com

CN = tsabersa3.quovadisglobal.com

O =DigiCert Europe Belgium B.V.
Org Identifier = NTRBE-0537698318
C=BE

ECDSA

Issuer: QuoVadis Time-Stamping Authority CA G2
CN = tsabeeccl.quovadisglobal.com
CN = tsabeecc2.quovadisglobal.com
CN = tsabeecc3.quovadisglobal.com

O = DigiCert Europe Belgium B.V.
Org ldentifier = NTRBE-0537698318
C=BE
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6.2. TRUST SERVICE PRACTICE STATEMENT

QuoVadis Limited operates the QV-TSA and assumes responsibility that the requirements of Section 7 (TSA
Management and Operation) of this document - as well as the provisions of eIDAS, ZertES and the TAV
regulations, and the ETA - are implemented as applicable to the selected trusted Time-stamp policy.

The QV-TSP/PS is administered and approved by the QuoVadis PMA. QuoVadis is a party to the mutual
agreements and obligations between the QV-TSA, Subscribers, and Relying Parties. The QV-TSP/PS and
CP/CPS are integral components of these agreements.

6.2.1. Time-stamp Format

QuoVadis Time-stamps are compliant with RFC 3161 (including support for regPolicy, nonce, and certReq).
The cryptographic algorithms and key lengths used by the QV-TSA comply with ETSI EN 319 422 and TAV:

e Acceptable Time-stamp request hashes: SHA-256, SHA-384, SHA-512

e Signature: sha256WithRSAEncryption (minimum 2048 bit key, changing to minimum 3072 bit
key for
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7.6. CRYPTOGRAPHIC CONTROLS

7.6.1. General

Practices of the QV-TSA for cryptographic controls are aligned with Section 7.5 of ETSI EN 319 401. Several
QuoVadis Private Keys are used to deliver the QV-TSA service: a QuoVadis Issuing CA is used to issue the
Time-stamp Certificates which are used within the TSUs to issue Time-stamps.

7.6.2. TSU Key Generation

QuoVadis generates the cryptographic keys used in its QV-TSA services under M of N control by authorised
personnel acting in trusted roles in a secure physical environment. The functions and duties performed by
persons in trusted roles are distributed so that one person alone cannot circumvent security measures or
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7.7. TIME-STAMPING

7.7.1. Time-stamp Issuance

Time-stamps conform with the
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7.10. NETWORK SECURITY

QuoVadis maintain and protect all TSU systems in a secure zone which may only be accessed by personnel
with trusted roles. TSU systems by are configured to remove or disable accounts, applications, services,
protocols, and ports that are not used in the QV-TSA operations. Additional information is provided in Section
6 (Technical Security Controls) of the CP/CPS.

7.11. INCIDENT MANAGEMENT
QuoVadis maintains internal incident response procedures aligned with ETSI EN 319 401, Section 7.9 to
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7.15. COMPLIANCE

The QV-TSA complies with applicable regulations and legal requirements (including eIDAS and ZertES), as
well as the requirements of the QuoVadis Privacy Policy (see https://www.quovadisglobal.com/privacy-
policy/).

8. ADDITIONAL REQUIREMENTS FOR REGULATION (EU) NO 910/2014

When a Time-stamp is claimed to be a Qualified Electronic Time-stamp as per Regulation (EU) No 910/2014,
the TSU Public Key Certificate will be listed on an EU Trusted List, and/or may contain the gcStatement "esi4-
gtstStatement-1" as defined in ETSI EN 319 422,

A Relying Party is expected to use a Trusted List to establish whether the TSP and the TSU are Qualified. If the
Public Key of the TSU is listed in the Trusted List and the TSP it represents is a Qualified time-stamping
service, then the Time-stamps issued by this TSU can be considered as Qualified.
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