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RFC 3161, Internet X.509 Public Key Infrastructure Time-stamp Protocol (TSP)

SR 943.03 (ZertES), Switzerland, Electronic Signature Law; SR 943.032 (VZertES), Switzerland,
Swiss Electronic Signature Ordinance; and SR 943.032.1 (TAV), Switzerland, Technical and
Administrative Prescriptions for Certification Service Providers

Electronic Transactions Act (ETA), Bermuda, Certification Service Provider Regulations
CA/Browser Forum Baseline Requirements for Code Signing Certificates

3. DEFINITIONS AND ABBREVIATIONS

3.1.

DEFINITIONS

Coordinated Universal Time or UTC means the time scale, based on the second, as defined by the
International Telecommunications Radio Committee (ITU-R) TF.460-5.

Electronic Time stamp means data in electronic form which binds other data in electronic form to a
particular time establishing evidence that the latter data existed at that time.

Qualified Electronic Time stamp means an electronic time stamp issued by a Qualified TSP and whose TSU
Public Key Certificate was issued by a CA operating under a ETSI EN 319 411-2 certificate policy.

Relying party means an entity (an individual or organisation) which relies on a Time-stamp Token provided
by the QV-TSA.
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ECDSA

CN = tsaeursa3.quovadisglobal.com

O = QuoVadis Trustlink B.V.
Org ldentifier= NTRNL-30237459
C=NL

Issuer: DigiCert QuoVadis G3 TS Europe RSA4096
SHA256 2023 CA1

CN =tsaeursal.digicert.eu
CN =tsaeursa2.digicert.eu
CN =tsaeursa3.digicert.eu

O = QuoVadis Trustlink B.V.

Org ldentifier= NTRNL-30237459

C=NL

Issuer: QuoVadis Time-Stamping Authority CA G2
CN = tsaeueccl.quovadisglobal.com

CN = tsaeuecc2.quovadisglobal.com

CN = tsaeuecc3.quovadisglobal.com

O =QuoVadis Trustlink B.V.
Org ldentifier= NTRNL-30237459
C=NL




Status

Key

Identifiers

ZertES - Switzerland
Qualified Electronic Time-stamp

Time-stamp Tokens may contain the
“esi4-gtstStatement-1” extension

OU=1.3.6.1.4.1.8024.0.2000.6.6

OU = Time-stamp Authority

O = QuoVadis Trustlink BVBA

Org ldentifier = NTRBE-0537698318

C=BE

Issuer: QuoVadis Time-Stamping Authority CA G1
CN = tsabersal.quovadisglobal.com

CN = tsabersa2.quovadisglobal.com

CN = tsabersa3.quovadisglobal.com

O = DigiCert Europe Belgium B.V.
Org ldentifier = NTRBE-0537698318
C=BE

ECDSA

RSA

Issuer: QuoVadis Time-Stamping Authority CA G2
CN = tsabeeccl.quovadisglobal.com
CN = tsabeecc2.quovadisglobal.com

CN = tsabeecc3.quovadisglobal.com

O =DigiCert Europe Belgium B.V.

Org Identifier = NTRBE-0537698318

C=BE

Issuer: QuoVadis Time-Stamping Authority CA G1
CN = chtsa0l.quovadisglobal.com

OU=1.3.6.1.4.1.8024.0.2000.6.1
OU = Qualified TSA




Status

Key

Identifiers

Org ldentifier = NTRCH-CHE-112.210.349
C=CH

Issuer: DigiCert QuoVadis G3 TS Europe RSA4096
SHA256 2023 CAl

CN =tsachrsal.digicert.eu
CN =tsachrsa2.digicert.eu
CN =tsachrsa3.digicert.eu

O = QuoVadis Trustlink Schweiz AG
2.5.4.97 =NTRCH-CHE-112.210.349
C=CH

ECDSA

Issuer: QuoVadis Time-Stamping Authority CA G2
CN =tsacheccl.quovadisglobal.com
CN = tsachecc2.quovadisglobal.com

CN = tsachecc2.quovadisglobal.com

O = QuoVadis Trustlink Schweiz AG
Org Identifier = NTRCH-CHE-112.210.349
C=CH

Issuer: DigiCert QuoVadis G3 TS Europe ECC P256
SHA256 2023 CAl

CN =tsacheccl.digicert.eu
CN = tsachecc2.digicert.eu

CN = tsachecc3.digicert.eu

O = QuoVadis Trustlink Schweiz AG
25.4.97 =NTRCH-CHE-112.210.349
C=CH

4.3.1. Conformance

QuoVadis references the policy identifier in Section 5.2 (Identification) of this document in all Time-stamps to
indicate conformance with this policy. QuoVadis is subject to periodic independent internal and external
reviews to demonstrate that the QV-TSA meets its obligations defined in Section 6.1 (TSA Obligationsand has
implemented appropriate controls in line with Section 7 (TSA Practices). Refer to

https://www.guovadisglobal.com/accreditations for a list of QuoVadis™ audits and accreditations.

Where aspects of the QV-TSA are Qualified, QuoVadis confirms that the QV-TSA is audited annually by a

Conformity Assessment Body, and the assessment report is submitted to the relevant national Supervisory
Body. Where the Supervisory Body requires QuoVadis to remedy any failure to fulfil requirements, QuoVadis
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the risk assessment, QuoVadis develops, implements, and maintains a security plan to manage and control the
risks identified during the risk assessment. See Section 5.4.8. (Vulnerability Assessment) of the CP/CPS.

6.2. TRUST SERVICE PRACTICE STATEMENT

QuoVadis operates the QV-TSA and assumes responsibility that the requirements of Section 7 (TSA
Management and Operationof this document - as well as the provisions of eIDAS, ZertES and the TAV
regulations, and the ETA - are implemented as applicable to the selected trusted Time-stamp policy.

The QV-TSP/PS is administered and approved by the QuoVadis PMA. QuoVadis is a party to the mutual
agreements and obligations between the QV-TSA, Subscribers, and Relying Parties. The QV-TSP/PS and
CP/CPS are integral components of these agreements.

6.2.1. Time-stamp Format

QuoVadis Time-stamps are compliant with RFC 3161 (including support for regPolicy, nonce, and certReq).
The cryptographic algorithms and key lengths used by the QV-TSA comply with ETSI EN 319 422 and TAV:

X Acceptable Time-stamp request hashes: SHA-256, SHA-384, SHA-512

X Signature: sha256WithRSAEncryption (minimum 3072 bit key) or sha256WithECDSA (p-256
key)

TSU Public Key Certificates using RSA may have a validity period no longer than three years and using ECDSA
may have a validity period no longer than six years. The PMA conducts periodic reviews to determine if
algorithms or key sizes used within the QuoVadis PKI are vulnerable.

6.2.2. Accuracy of the Time

The QV-TSA provides time within +1 second or better of UTC. A time signal is provided to the TSUs from GNSS
which is GPS traceable to UTC via USNO, as well as from three independent Stratum-1 time sources located in
Switzerland and Germany.

The time included in a Time-stamp is the time of processing by the TSU, not the time of submission nor of
acceptance.
6.2.3. Limitations of the Service

No stipulation.

6.2.4. Obligations of the Subscriber

Subscribers must verify that the Time-stamp has been correctly signed and check that the Private Key used to
sign the Time-stamp
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7.6. CRYPTOGRAPHIC CONTROLS

7.6.1. General

Practices of the QV-TSA for cryptographic controls are aligned with Section 7.5 of ETSI EN 319 401. Several
QuoVadis Private Keys are used to deliver the QV-TSA service: a QuoVadis Issuing CA is used to issue the
Time-stamp Certificates which are used within the TSUs to issue Time-stamps.

7.6.2. TSU Key Generation

QuoVadis generates the cryptographic keys used in its QV-TSA services under M of N control by authorised
personnel acting in trusted roles in a secure physical environment. The functions and duties performed by
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7.7. TIME-STAMPING

7.7.1. Time-stamp Issuance

Time-stamps conform with the profile as defined in ETSI EN 319 422. Time-stamps are issued securely and
include the correct time. The provision of a Time-stamp in response to a request is at the discretion of
QuoVadis.

7.7.2. Clock Synchronisation with UTC

The QV-TSA provides time within +1 second or better of UTC. A time signal is provided to the TSUs which is
GPS time traceable to UTC via USNO, as well as from three independent Stratum-1 time sources located in
Switzerland and Germany.

The QV-TSA ensures that clock synchronisation is maintained when a leap second occurs as notified by the
International Earth Rotation and Reference Systems Service (IERS) or other appropriate body.

TSU clocks are protected within the HSMs and are recalibrated hourly against the reference UTC time source.
TSU clocks are also able to mo
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7.10. NETWORK SECURITY

QuoVadis maintain and protect all TSU systems in a secure zone which may only be accessed by personnel
with trusted roles. TSU systems by are configured to remove or disable accounts, applications, services,
protocols, and ports that are not used in the QV-TSA operations. Additional information is provided in Section
6 (Technical Security Controls) of the CP/CPS.

7.11. INCIDENT MANAGEMENT

QuoVadis maintains internal incident response procedures aligned with ETSI EN 319 401, Section 7.9 to
guide personnel in response to security incidents, natural disasters, and similar events that may give rise to
system compromise. QuoVadis reviews, tests, and updates its incident response plans and procedures on a
periodic basis.
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