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1. INTRODUCTION

11. OVERVIEW

This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the certification processes that the
QuoVadisPKluses in the generation, issue, use, and management of Certificates and serves to notify
Subscribers and Relying Parties of their roles and responsibilities concerning Certificatebhis CP/CPS

applies to the following Root @s:



When trust service componens areprovided by another party QuoVadismaintains overall
responsibility and undertakes procedures to ensur¢hat the security and functionality of the
trust service meetthe appropriate requirements.

1.2. DOCUMENT NAME, IDENTIFICATION AND APPLICABILITY

The Object Identifier (OID) assigned to QuoVadis is 1.3.6.1.4.1.8024is CP/CPS applies to all CAs and
SubscriberCertificates that are signed by thdollowing



services are shared between QuoVadis and Belgian Mobile ID. QuoVadis retains overall



contracted with QuoVadisfor the Certificate’s issuanceor theindividual responsible for requestingand a
Certificate on a trusted system. Prior to verification of identity and issuance of a Certificate, a Subscriber is an
Applicant. Within the QuoVadis Portal a Subscriber may also be referred to as Certificate Holder

Subscribers are required to act in accordance with this CP/CR&id Subscriber AgreementSee also Section
9.6.3.

1.3.4. Relying Parties

Relying Parties are entities that act in Reasonable Reliance on a Certificate and/or Digital Signature issued by
QuoVadis. A Relyingarty may, or may not, also be a Subscriber of the QuoVadis ARélying parties must

check the appropriate CRL or OCSP response prior to relying on information featured in a Certificate. The
location of the Certificate Status services detailed within the Certificate.

Relying Parties are required to act in accordance with this CP/CPS and the Relying Party Agreem8&e¢ also
Section 9.6.4.

1.3.5. Other Participants

Other Participants in the QuoVadis PKI are required to act in accordance with this CP/CPS and/or applicable
agreements Other participants include Accreditation Authorities such as Policy Management Authorities,
Application Software Vendors, and applicabl€ommunity-of-Interest sponsors Accreditation Authorities are
granted an unlimited right to re-distribute QuoVadisCACertificates and related information in connection

with the accreditation.

1.4. CERTIFICATE USAGE

At all times, participants in the QuoVadi$KI are required to utilise Certificates in accordance with this
QuoVadis CP/CPS and all applicable laws and regulations.

1.4.1. Appropriate Certificate Uses

Certificates issued pursuant to thiSCP/CPSmay be used for all legal authentication, encryption, access



15. POLICY ADMINISTRATION
1.5.1. Organisation Administering The CP/CPS

This CP/CPS and related agreements and security policy documents referenced within this document are
administered by the QuoVadis Policy Management Authority (PMA).

1.5.2. Contact Person

Enquiries or other communications about this CP/CPS should be addressed to the QuoV#&i#i#A DigiCert
BermudaLlimited, 11 Bermudiana RoadSuite 1640 Hamilton HM-08, Bermuda

Website: https://www.quovadisglobal.com
Electronic mail: compliance @quovadisglobal.com
Customer complaints:gvcomplaints@digicert.com

1.5.2.1. Revocation Reporting Contact Person


https://www.quovadisglobal.com/
mailto:compliance@quovadisglobal.com
mailto:qvcomplaints@digicert.com
https://www.quovadisglobal.com/certificate-revocation
https://problemreport.digicert.com/
mailto:revoke@digicert.com




elDAS Regulation or eIDASmeans Regulation (EU) No. 922014 on electronic identification and trust
services for electronic transactions in the internal market.

Key Pair means two related Keys, one being a Private Key and the other a Public Key having the ability
whereby one of the pair will decrypt the other.

Mailbox Addres s means an Email Address as specified in Section 4.1.2 of RFC 5321 and amended by Section
3.2 of RFC 6532, with no additional padding or structure.

National Competent Authority (NCA)means anational authority responsible for the regulation of payment
services. The NCA approves or rejects authodasons for Payment Service Providers in its country.

Personal Name meansa name of an Individual SubjecfThe Personal Name may be in a format preferred by
the Subject, the CA, or Enterprise RA a@lg as it remains a meaningful representation of the Subject’s
verified name.

Policy Management Authority (PMA) means the QuoVadis body responsible for overseeing and approving
CP/CPS amendments and general management.

Private Key means the key of a KefPair that is kept secret by the holder of the Key Pair, and that is used to
create digital signatures and/or to decrypt electronic records or files that were encrypted with the
corresponding Public Key.

Public Key means the key of a Key Pair that may be pu



Subscriber means a Holder of a Certificatehained to the QuoVadis Root Certificate, including without
limitation, organisations, individuals and/or hardware and/or software devices. A Subscribeis (i) named in

a Certificate or responsible for the Device named in a Certificatend (ii) holds a Private Key corresponding to
the Public Key listed in thatCertificate.For clarity, Subscribers are sometimes referred to as Certificate
Holders.

Terms and Conditions means theMaster Services Agreement, Certificate Terms of Use, Privacy Policy and
relevant QuoVadis CP/CPS. The Master Services Agreement references and makes the Certificate Terms of
Use, Privacy Policy and relevant QuoVadis CP/CPS part of the Terms and Conditibhs.itsme Issuing CA
provides its own Terms and Conditions.

1.6.2. Acronyms

ADN Authorisation Doman Name

CA Certification Authority or Certificate Authority

CAA Certificate Authority Authorisation

CP/CPS  Certificate Policy & Certification Practice Statement
CRL Certificate Revocation List

CSR Certificate Signing Request

CT Certificate Transparency

elDAS Regulation (EU) 910/2014

ERA Enterprise Registration Authority

ETSI European Telecommunications Standards Initiative
EUTL EU Trusted List

EV Extended Validation

FIPS Federal Information Processing Standard

FQDN Fully Qualified Domain Name

ICANN Internet Corporation for Assigned Names and Numbers
IETF Internet Engineering Task Force

IGTF International Grid Trust Federation

ITU International Telecommunication Union

OID Object Identifier

OCSsP Online Certificate StatusProtocol
PKCS Public Key Cryptography Standard

PKI Public Key Infrastructure

PKIX IETF Working Group on Public Key Infrastructure
PMA QuoVadis Policy Management Authority

Portal Certificate Management System

PSP Payment Service Provider

QSCD Qualified Electronic Signaure/Seal Creation Device
RA Registration Authority

S/IMIME Secure MIME (Multipurpose Internet Mail Extensions)



SSL Secure Sockets Layer

SSCD Signature/Seal Creation Device

TLS Transaction Layer Security

UTC Coordinated Universal Time

X.509 The ITUT standard for Certificates and their corresponding authentication framework

1.6.3. References

This CP/CPS describes the practices used to comply with the current versions of the following policies,
standards, and requirementsas relevant

Standards / Law
WebTrust WebTrust Principles and Criteria for Certification Authorities



Standards / Law
ETSI EN 319 422
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QuoVadisfor the Subject of the Certificate, or an identifier selected by d@nterprise RA which uniquely
identifies the Subject of the Certificate within the organization.

3.1.4. Rules For Interpreting Various Name Forms

Distinguished Names in Certificates are interpreted using X.500 standards and ASN.1 syn@xoVadis may
allow the conversionof Identity information usually rendered in non-ASCII charactergfor example é and a

may be repregnted bye or a, and umlautssuch as 6 or U may be represented e or ue, o or u respectively).
QuoVadis mayuselanguagevariants (such as Munich or Miinchen) for geographic names:or Personal

Names, QuoVadimclude an ASCII character name that is not a direct Conversion of the Applicant's registered
name provided that it is verified in a Reliable Data Source or suitable Attestation.

3.1.5. Uniqueness Of Names

The Subject Name of each Certificatesued by an Issuig CA shall be unique within each class of Certificate
issued by that Issuing CAver the lifetime of that Issuing CA and shall conform to applicable X.500 standards
for the uniqueness of names.

The Issuing CA may, if necessary, insert additional numbersletters to the Subscribers Subject Common
Name, or other attribute such as @ject serialNumber, in order to distinguish between two Certificate that
would otherwise have the same Subject Name. Name uniqueness is not violated when multiple Certifisate
are issued to the same entity.

3.1.6. Recognition, Authentication , And Role Of Trademarks

3.2. UNLESS OTHERWISE SPECIFICALLY STATED IN THIS CP/CPS, QUOVADIS DOES
NOT VERIFY AN APPLICANT’'S RIGHT TO USE A TRADEMARK AND DOES NOT
RESOLVE TRADEMARK DISPUTES. QUOVADIS MAY REJECT ANY APPLICATION OR
REQUIRE REVOCATION OF ANY CERTIFICATE THAT IS PART OF A TRADEMARK
DISPUTE.INITIAL IDENTITY VALIDATION

QuoVadis may use any legal means of communication or investigation to ascertain the identity of an

organisational or individual Applicant in compliance with this CP/CPS. QuoVadis may refuse to issue a
Certificate in its sole discretion.

3.2.1. Method To Prove Possession Of Private Key

Issuing CAs shall establish that each Applicant for a Certificatein possession and control of the Private Key
corresponding to the Public Key contained in the request for a Certificat&he Issuing CA shall do so in
accordance with an appropriatesecure protocol, such as the IETF PKIX Certificate Management Protocol,
including PKCS#10. This requirement does not apply where a Key Pair is generated on behalf of a Subscriber

3.2.2. Authentication Of Organisation Identity

The Identity of an Organisation(legal person)is required to be authenticated with respect to each Certificate
that asserts (i) the identity of an Organisation; or (ii) an Individual system, devicgor other organisational
entity's affiliation with an Organisation. Without limitation

12






iv) Communicating with the Domain’s administrator using aonstructed email address created by pre-
pending ‘admin’, ‘administrator’, ‘webmaster’, ‘hostmaster’, or ‘postmastetd the Authorisation
DomainName(ADN). Performed in accordance with TLBR Section3.2.2.4.4;

v) TLSBR Section 3.2.2.4.5 is no longer used because it is deprecated as of August 1, 2018;
vi) TLSBR Section 3.2.2.4.6 is no longer used because it is deprecated as of April 24, 2020

vii) Confirming the Applicant's control over the requested ADNwhich may beprefixed with a label that
begins with an underscore characteyrby confirming the presence of a agreedupon Random Value
in a DNS record. Performed in accordance witiLSBR Section3.2.2.4.7;

viii) Confirming the Applicant’s control over the FQDN through control of an IP address returned from a
DNS lookup for A or AAAA records for the FQDN, performed in accordance w

14






3.2.25. Verification of Country

If the Applicant requests goublicly-trusted TLSCertificate that will contain the countryName field and other
Subject Identity Information, thenQuoVadisverifies the identity of the Applicant, and the authenticity of the
Applicant Representative’s @rtificate Request using a verification process meeting the requirements of

Section 3.2.2.1 in th&'LS BRand this SectionQuoVadisinspects any document relied upon for alteration or

falsification.

3.2.3.

16



proofing. If digital identity documents are used as evidence, only eMRTEIléctronic MachineReadable Travel
Documentg according to ICAO 9303 part 10 and other digital documents that offer comparable reliability of
the identity shall be accepted

The Trusted Registes andidentity documents (such as passportsind national identity cards acceptedn
QuoVadisverification procedures areidentified in Acceptable Sources for QuoVadis Authentication of Identity
in the QuoVadis Repository.

Identity proofing may use additional digital or physical identity documentsTrusted Registes, proof of
accesspr other documents and Atestations as supplementary evidence. Only official national or nationally
approved registersare accepted as Trusted Registst

By loading or using identity proofing software provided by QuoVadis, Applicants agree that such us#l Wwe
subject to the terms and conditions of the Master Services Agreement. Use of the software may also be subject
to additional terms between the Applicant and the identity proofing software provider.

3.231. Physical Presence

In-person (manual) verification requires the physical presence of the Applicann order to conduct the
identity proofing, to validate the identity document, and to bind the identity to the ApplicantThe Applicantis
not required to be present for all steps of the verificdon, which may includemanual procedures, the use of
automated procedures (includingidentity proofing software), or a hybrid approach usingmanual and
automated procedures

Entities that can perform this verification include the CA or RA, a Public Official or thindarty validator
approved by QuoVadisor a registered Notaryln some cases, delegated RA such as an Enterprise Rhay
confirm attributes where Certificates may assert the hdividual's affiliation with an Organisation or rely upon
previously conducted proceduresaccepted Know Your Customer (KYC) standardsr a contractual
relationship with the RA.

3.2.3.2. Remote Identity Verification
Remote Identity Verification allows the Applicant to ue identity proofing

17
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ID valid until
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. A formal contract must be entered into with QuoVadis, which includes a ‘right to audit’ clause;
and

. The CA must opeaite under a CPS that meets QuoVadis requirements.

3.3. IDENTIFICATION AND AUTHENTICATION FOR RE-KEY REQUESTS

3.3.1. Identification and Authentication For Routine  Re-Key

Subscribers may request rekey of a Certificate prior to a Certificate’s expiration. After receiving a request for
re-key, QuoVadiscreates a new Certificate with the samedttificate contents except for a new Public Key and,
optionally, an extended validty period. If the Certificate has an extended validity periodQuoVadismay
perform some revalidation of the Applicant but may also rely on information previously provided or
obtained. QuoVadis does not rekey a Certificate without additional Identification and Authentication if doing
so would allow the Subscriber to use the Certificate beyond the limitpecified for the applicableCertificate
Profile.

3.3.2. lIdentification and Authentication For Re -Key After Revocation

QuoVadis does notallow re-key after revocation To rekey a revoked Certificate, the&Subscriber must
undergo the initial Identification and Authentication process.

3.4. IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUESTS

All revocation requests are authenticated by QuoVadis or the RA responsilite issuing the Certificate.
QuoVadisauthenticate revocation requests by referencing the Certificate’s Public Key, regardless of whether
the associated Private Key is compromised Subscribermay request that theirCertificate be revoked by:

. Authenticating to a QuoVadisPortal and requesting revocation via thasystem;

. Applying in person to the RAIssuing CA or QuoVadis supplying either original proof of
identification in the form of a valid Passportor National ID;

. Telephonic

19



4.1.2. Enrolment Process And Responsibilities

Certificate Requests must be in a form prescribed by the Issuing CA and typically include i) an application
form including all registration information as described by this CP/CPS) secure generation of KeyPair and
delivery of the Public Key to QuoVadiga CSR may not be requiredj)ii) acceptance othe relevant Subscriber
Agreement or other terms of use upon which the Certificate is to be issued) and payment of feesAll
applications are subject to review, approval, and acceptance by the Issuing CA in its discretion.

A Certificate R

20



QuoVadis documents potential issuances that were prevented by a CAA record, and may not dispatch reports

21



4.4, CERTIFICATE ACCEPTANCE

4.4.1. Conduct Constitutin g Certificate Acceptance

The Certificate Requester is responsible for installing the issued Certificate on the Subscrilsezomputer or
cryptographic module according to theSubscribers system specifications. A Subscriber

22



iii) the Certificate is being used for its intended purpas and in accordance with this CP/CPS.
4.6. CERTIFICATE RENEWAL

4.6.1. Circumstance For Certificate Renewal

Renewal means the issuance of a nevefificate to the Subscriber without changing the Sibscriber or other
participant’s Public Key or any other information in the Certificate. QuoVadis may renew a Certificate if:

i) the associated Public Key has not reached the end of its validity period;

i) the Subscriber and attributes are consistentand

iii) the associated Private Key remains uncompromised.
QuoVadis may also renew a Certificate if a CA Certificate iskeyed or as otherwise necessary to provide
services to a customer. QuoVadis may notify Subscribers prior to a Certificate’s expiration date. QuoVadis
renewal requires payment of additional fees. QuoVadis may renew a cfidate after expiration if the relevant
industry permits such practices.

4.6.2. Who May Request Renewal
Only the rtificate Subject or an authorised representative of the @rtificate Subject may request renewal of
the Subscriber’s Certificates.

4.6.3. Processing Certificate Renewal Requests

Renewal application requirements and procedures are generally the same as those used during the
Certificate’s original issuance but QuoVadis may use previously collected information that is still considered
fresh under applicable hdustry standards. QuoVadis willrevalidate any information that is older than the
periods specified in applicable standards for the Certificate PolicQuoVadismayrefuseto renew a Certificate
if it cannotverify any recheckedinformation.

4.6.4. Notification O f New Certificate Issuance T o Subscriber

QuoVadis may deliver the Certificate in any secure fashion, such as using a QuoVadital.

4.6.5. Conduct Constituting Acceptance Of A Renewal Certificate

Conduct constituting acceptance of a rewed Certificate is in accordance with Sectiod.4.1.1ssued
Certificates are considered accepted 30 days after the Certificaterenewed, or earlier upon use of the
Certificate when evidence exists that the Subscriber used the Certificate.

4.6.6. Publication of the Renewal Certificate By The CA

QuoVadis publishes a renewed Certificate by delivering it to the Subscriber. All renewed CA Certificates are
published in QuoVadisRepository.

4.6.7. Notification of Certificate Issuance B y The CA To Other Entities
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v) The technical content or format of the Certificate presents an unacceptable risk to application
software vendors, Relying Parties, or others;

vi) The Subscriber was added as a denied party or prohibited person to a blocklgstis operating from a
destination prohibited under the laws of the United States;

vii) For Adobe Signing Certificates, Adobe has requested reation; or

viii) For codesigning Certificates, the Certificate was used to sign, publish, or distribute malware, code
that is downloaded without user consent, or other harmful content.

ix) QuoVadis receives notice or otherwise becomes aware that there has been some other modification
of the information pertaining to the Subscriber that is contained within the Certificate;

X) The Subscriber fails or refuses to comply, or to promptly correct inaccurate, false or misleading
information after being made aware of suchriaccuracy, misrepresentation or falsity;

QuoVadisalways revokes a Certificate if the binding between the S
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Within 24 hours after receiving a Certificate problem reporior revocation request,QuoVadisinvestigates the
facts and circumstances involved with theeport and will provide a preliminary report on its findings to both
the Subscriber and the entity who filed the Certificate problem report.

After reviewing the facts and circumstances, QuoVadigorks with the Subscriber and any entity reporting
the Certificate problem report or other revocationrelated notice to establish whether or not the Certificate
will be revoked, and if so, a date which QuoVadisill revoke the Certificate. The period from receipt of the
Certificate problem report or revocation-related notice to published revocation must not exceed the time
frame set forth in Section 4.9.1. The date selected by QuoVadis will consider the following criteria:

i) The nature of the alleged problem (scope, context, severity, magnitude, risk of harm);

i) The corsequences of revocation (direct and collateral impacts to Subscribers and Relying Parties);
iii) The number of Certificate problem reports received about a particular Certificate or Subscriber;

iv)

29






0 SHA512WithRSAPSS
o PureEd25519

e Avalid Mailbox Addressso that you can receive confirmation of your problem report and associated
certificate revocations

QuoVadiswill select the CRLRason code “keompromise” (value 1) upon discovery of such rason or as
required by an applicable CECPS. Shouldh CAPrivate Key become compromised, the CA and all Certificates
issued by that CA shall be revoke@QuoVadisprovides additional instructions and support for
keyCompromise athttps://www.quovadisglobal.com/certificate -revocation/ and other resources as
indicated in Section1.5.21 of this CP/CPS

4.9.13. Circumstances For Suspension

31
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4.12. KEY ESCROW AND RECOVERY

QuoVadis provides optionaPrivate Key Escrowservices for certain Certificate Profiles gee Appendix A,
Section10.1.2)under this CP/CPSPrivate Key Escrow is only availableif the Enterprise RA Administrator
directs at the Account levelPrivate Key Escrowis prohibited for the following Certificate types:

e CA Certificates

e QV Advanced+ Certificates

e QV Qualified Certificates

e Any Certificate whose Private Key Usage is dedicated to Signing or Authentication
e TLSCertificates

e CodesigningCertificates

Private Key Escrow shall not be allowed when theonRepudiation keyUsage is present in a Certificages of
version 4.32 of this CP/CPS

4.12.1. Key Escrow And Recovery Policy And Practices

RAsare permitted to instruct QuoVadis to escrovithe Subscribers Encryption Private Key as specified in
their RAAgreement.End-user SubscriberPrivate Keys shall only be recovered under the circumstances
permitted within the RA Agreement andQuoVadisPortal administrator guide.

EscrowedPrivate Keys are stored in encrypted form using the QuoVadis Port&lubscribers are notified when
their Private Keys are escrowedProperly authenticated Subscribes may subsequently retrieve their own
Private Keys.

In addition, properly authenticated RA Officers with specific Key Recovery permissions may request retrieval
of a Subsriber’s Private Keys under the following conditions:

. RAs must protect Subscribes escrowedPrivate Keys from unauthorised disclosure.

. RAs may retrieve Subscribes escrowedPrivate Keys only for properly authenticated and
authorised requests for recovery.

. RAs shall recover a Subscrib& escrowedPrivate Keys without the Subscriber’s authority only
for legitimate and lawful purposes, such as to comply with judicial or administrative process or a
search warrant, and not for any illegal, fraudulent, or other wrongful purpose.

. RAs must revoke the Subscribés Key Pair prior to recovering the Private Key.

. RAs may not disclose or allow to be disclosed escrowé&dys or archive keyrelated information
to any third party unless required by the law, government rule, or regulation; by the enterprise’s
organisation policy; or by order of a court of competent jurisdiction.

. RAs are not required to communicate any information concerning aely recovery to the
Subscriberexcept when theSubscriberhas requested recovery.
4.12.2. Session Key Encapsulation And Recovery Policy And Practices
Not applicable.

5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS

The Sectionof the CP/CPS provides a high level deggation of the security policy, physical and logical access
control mechanisms, service levels, and personnel policies used by QuoVadis to provide trustworthy and
reliable CA operations. QuoVadis maintains a security program to:

i) Protect the confidentiality, integrity, and availability of data and business process;
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5.1.8. Off-Site Backup
An off-site location isused for the storage and retention of backup software and data. The-gife storage:
i) is available to authorised personnel 24&7for the purpose of retrieving software and data; and

i) has appropriate levels of physical security in place (i.esoftware and dda are stored in fire-rated
safes and containers which are located behind accesentrolled doors in areas accessible only by
authorised personnel).

5.2. PROCEDURAL CONTROLS

Administrative processes are dealt with and described in detail in the various documentsed within and
supporting the QuoVadis PKllssuing CAs are required to ensure that administrative procedures related to
personnel and procedural requirements, and physical and technological security mechanisms, are maintained
in accordance with this CRCPS and other relevant operational documents.

5.2.1. Trusted Roles

Personnel acting in trusted roles include CA, TSA, and RA system administration personnel, and personnel
involved with identity vetting and the issuance and revocation of Certificates. The functions and duties
performed by persons in trusted roles are distributed so that one person alone cannot circumvent security
measures or subvert the security and trustworthiness of the PKI or TSA operations. A list of personnel
appointed to trusted roles is mantained and reviewed annually.

5.2.1.1. CA Administrators

The CA Administrator installs and configures the CA software, including key generation, key backup, and key
management. The CA Administrator performs and securely stores regular system backups of the CAesys
Administrators do not issue Certificates to Subscribers.

521.2.
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5.4. AUDIT LOGGING PROCEDURES
5.4.1. Types Of Events Recorded

QuoVadis records details of the actions taken to process ar€@ficate Request and to issue a Certificate,
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5.4.3. Retention Period For Audit Log

Audit logs relating to the Certificatelifecycle are retained as archive records for a period no less than eleven
(11) years for Swiss Qualified Certificates and for seven (7) years for all other Certificatgtarting from the
destruction of the CA Private Key or revocation or expiration of the Certificat€ertain hgh volume system
generated logs are retained for 18 months based on a risk assessmépmoVadismakes the audit logs
available to auditors, as defined in &tion 8, available upon request.

5.4.4. Protection Of Audit Log

The relevant audit data collected is regularly analysed for any attempts to violate the integrity of any element
of the QuoVadis PKIOnly certain QuoVadis Trusted Roles and auditors may view audit logs in whole.
QuoVadis decides whether particular audit records need to be viewed by others in sjfecinstances and
makes those records available. Consolidated logs are protected from modification and destructiéfi audit

logs are protected in an encrypted format via a Key aor Certificate generated especially for the purpose of
protecting the logs.

5.4.5. Audit Log Backup Procedures

Each Issuing CA performs an onsite backup of the audit log daily. The backup process includes weekly
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5.5.

RECORDS ARCHIVAL
5.5.1. Types Of Records
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5.5.6. Archive Collection System

The QuoVadis Archive Collection System is internalu@Vadis provides assistance to Issuing CAs and RAs
within the QuoVadis PKI to preserve their audit trails.

5.5.7. Procedures To Obtain And Verify Archive Information

Access to archives is granted only to persons in Trusted Roles and based on least privilefee contents of the
archives will not be released as a whole, except as required by law. QuoVadis may decide to release records of
individual transactions upon request of any of the entities involved in the transaction or their authorised
representatives. A easonable handling fee per record (subject to a minimum fee) will be assessed to cover

the cost of record retrieval.

5.6. KEY CHANGEOVER

Key changeover is not automatic, but procedures enable the smooth transition from expiring CA Certificates
to new CA Certificates. Towards the end of the CA Private Key’s lifetime, QuoVadis ceases using its expiring
CA Private Key to sign Certificates (well in advance of expiration) and uses the old Private Key only to sign
CRLs and OCSP responder Certificates associated with that key. A new CA signing Key Pair is commissioned
and all subsequently issued Certificates and CRLs are signed with the new private signing key. Both the old
and the new Key Pairs may be concurrently active.

5.7. COMPROMISE AND DISASTER RECOVERY
5.7.1.
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QuoVadismay generate a new Key Pair and sign a new Certificate. If a disaster physically damages QuoVadis’
equipment and destroys all copies of QuoVadis’ Private Ketfgen QuoVadiswill provide notice to affected
parties at the earliest feasible time.

5.7.4. Business Continuity Capabilities A fter a Disaster

To maintain the integrity of its services, QuoVadis implements data backup and recovery procedures as part
of its Business Continuity Management Plan (BCMP). Stated goals of the BCMP are to ensure that certificate
status services be only minimally affected by any disaster involving QuoVadis’ primary facility and that
QuoVadis be capable of maintaining other services or resuming them as quickly as possible following a
disaster. QuoVadis periodically reviews, tests, and updates the BCMP and supporting procedures.

58. 47
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Level 3and/or Common Criteria EAL 4r higher. Hardware Security Modules (HSM) are always stored ina
physically secure environment and are subject to security controls throughout their lifecycléctivation of
the hardware requires the use of twefactor authentication tokens. QuoVadisreates auditable evidence
during the key generation process to prove that the CRIPS was followed and role separation was enforced
during the key generation process. QuoVadrgquires that an external auditor witness the generation of or
review a recording of any CA keys to be used pablicly-trusted Root Certificates. For other CA &y Pair
generation ceremonies, an Internal Auditor, external auditor, or independent third party attends the
ceremony, or an external auditor examines the signed and documented record of the key generation
ceremony, as allowed by applicable policy.
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using a cryp
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Subscribers are solely responsible for protecting their Private Keys in a manner commensuratéiwthe
Certificate Profile. Subscribers should use a strong password or equivalent authentication method to prevent
unauthorized access or use of the Subscriber’'s Private Key. Subscrib®hen deactivated, Private Keys shall
be kept in encrypted form onl and secured. At a minimum, Subscribers are required to authenticate
themselves to the cryptographic module before activating their Private Keys.

6.2.9. Method Of Deactivating Private Key

QuoVadis’ Private Keys are deactivated via manual and passive logout procedures on the applicable HSM
device when not in use. QuoVadis never leaves its HSM devices in an active unlocked or unattended state.

Subscribers should deactivate their Private Keys via logout and removal procedures when not in use. i
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6.6.2. Security Management Controls

QuoVadishas mechanisms in place to control and continuousiyonitor the security-related configurations of
its CA systems. When loading software onto a Gfstem,QuoVadisverifies that the software is the correct
version and is supplied by the vendor free of any modifications.

6.6.3. Life Cycle Security Controls
No stipulation.

6.7. NETWORK SECURITY CONTROLS
QuoVadisCAand RA
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7.1.1. Version Number(s)

All Certificates are X.509 version 3 Certificates.

7.1.2. Certificate Extensions

The extensions defined for X.509 v3 Certificates provide methods for associating additional attributes with
users or Public Keys and for managing relationships between CAse Appendix A and Appendix B.

Root CA, Subordinate CA, and Subscribegr@ficates abide bySection7.1.2 of theTLS BRor S/IMIME BR as
applicable,
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7152

Name-Constrained emailProtection CAs
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e QuoVadis is made aware of a demonstrated or proven method that can easily compute the
Subscriber’s Private Key based on the Bblic Key in the @rtificate (such asa Debian weak key, see
https://wiki.debian.org/TLSkeys); or

e the Subscriber requests that QuoVadis revoke th€ertificate for this reason, with the scope of
revocation being described below.

If anyone requesting revocation for keyCompromise has previougldemonstrated or can currently
demonstrate possession of the Private Kegf the Certificate then QuoVadis willrevoke all instances of that
key across all Subscribes.

If the Subscriberrequests that QuoVadis revoke the Certificate
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between the domain name registrant and the gplicant has terminated, or the domain name
registrant has failed to renew the domain name).
Unless keyCompromise ibeing used, cessationOfOperation must be used when:

e the Subscriberhas requested that their Certificatebe revoked for this reason; or
< QuoVadis received verifiable evidence that the Subscribao longer controls, or is no longer
authorized to use, all 6the domain names in the Certificate

Otherwise, cessationOfOperation must not be used.
affiliationChanged

The CRLReason affiliationChanged is intended to be used to indicate that 8ubjects name or other subject
identity information in the Certific ate has changed, but there is no cause to suspect that the Certificate
Private Keyhas been compromised.

Unless CRLReason is being used, affiliationChanged will be used when:

« the Subscriberhas requested that their Certificatebe revoked for this reason; or

e QuoVadis replaced the Certificatdue to changes in the Certificats subject information and the CA
has not replaced the Certificatdor the other reasons: keyCompromise, superseded,
cessationOfOperation, or privilegeWithdrawn.
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7.5. CERTIFICATE FIELDS AND ROOT CA CERTIFICATE HASHES
7.5.1. Certificate Fields

\a’ersior’ﬁ

Sarial Number Subject Key ia&tm(&r
Signatture Algorithm =,

|

Subject

Date of Birth

Plafice e& -

Basic Constraints
Name Constraints

Policv Constraints s
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7.5.2. QuoVadis Root Certificate Hashes

Note that all QuoVadis CA Certificates and CRLs are available for download from the QuoVadis Repository at
https://www.quovadisglobal.com/repository .

75.21. QuoVadis Root CA 1 G3 Certificate Hashes

Field Certificate Profile
Serial Number 78 58 5f 2e ad 2¢ 19 4b €3 37 07 35 34 13 28 b5 96 d4 65 93
Signature Block Signature matches Public Key Root Certificate: Subject matches Issuer

Key Id Hash (shal): 92 ae ef Oe 89 02 ee 6d 79 68 d1 al Oe 75 60 01 fa e4 eb fc

Subject Key Id (precomputed): a3 97 d6 f3 5e a2 10 el ab 45 9f 3c 17 64 3c ee Ol
70 9c cc

Cert Hash(shal): 1b 8e ea 57 96 29 1a c9 39 ea b8 0a 81 1a 73 73 c0 93 79 67

75.2.2. QuoVadis
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8.2. IDENTITY AND QUALIFICATIONS OF ASSESSOR

WebTrust auditors must meet the requirements of Section 8.2 of the TLS BRd S/IMIME BRETSI
Conformance Assessment Bodigaust meet the requirements of the relevant nationahccrediting authority.
Auditors shall be experienced in performing information security audits, specifically having significant
experience with PKI and cryptographic technologies.

8.3. ASSESSOR’S RELATIONSHIP TO ASSESSED ENTITY

58


https://www.quovadisglobal.com/accreditations

9. OTHER BUSINESS AND LEGAL MATTERS
9.1. FEES

9.1.1. Certificate Issuance Or Renewal Fees
QuoVadischarges fees for verificationgertificate issuance and renewal. QuoVadisay change its fees at any
time in accordance with the applicable customer agreement

9.1.2. Certificate Access Fees
QuoVadismay charge a reasonable fee for access to its certificate databases

9.1.3. Revocation Or Status Information Access Fees

QuoVadisdoes not charge a certificate revocation fee or a fee for checking the validity status of an issued
Certificate using a CRLQuoVadismay charge a fee for providing customized CRLs, OCSP services, or other
value-added revocation and status information serviceQuoVadisdoes not permit access to revocation
information, Certificate staus information, or time stamping in their Repositories by third parties that
provide products or services that utilize such Certificate status information withouQuoVadis prior express
written consent.

9.1.4. Fees For Other Services
QuoVadis
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9.4. PRIVACY OF PERSONAL INFORMATION

9.4.1. Privacy Plan

QuoVadis follows the Privacy Notices
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9.5.1. Property Rights In Certificates A nd Revocation Information

QuoVadisretains all intellectual property rights in and to the Certificates and revocation information that it
issues. QuoVadis and customers shall grant permission to reproduce and distribute Certificates on a
nonexclusive royalty-free basis, provided that they are reproduced in full and that use of Certificates is
subject to the Relying Party Agreement referenced in the Certificate. QuoVadis, and customers shall grant
permission to use revocation information to perform Relying Party functions subject to the apiphble CRL
usage agreement, Relying Party Agreement, or any other applicable agreements.

9.5.2. Property Rights In T he CP/CPS
Issuing CAs acknowledge that QuoVadis retains all intellectual property rights in and to this CP/CPS.

9.5.3. Property Rights In Names

A Subscriber andor Applicant retains all rights it has (if any) in any trademark, service mark, or trade name
contained in any Certificate and 3tinguished Name within any Certificate issued to such Subscriber or
Applicant.

9.5.4. Property Rights |
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QuoVadis hereby warrants (i) it has taken reasonable steps to verify that the inforrian contained in any
Certificate is accurate at the time of issue (ii) Certificates shall be revoked if QuoVadis believes or is notified
that the contents of the Certificate are no longer accurate, or that the Private¥associated with a Certificate
hasbeen compromised in any way.

QuoVadis makes no other warranties, and all warranties, express or implied, statutory or otherwise, are
excluded to the greatest extent permissible by applicable law, including without limitation all warranties as to
merchantability or fithess for a particular purpose.

QuoVadis provides test certificates for all types of Certificates.

9.6.2. RA Representations And Warranties
RAs representand warrant that:

i) The RA's certificate issuance and management services conform to the QuoVadgdPS and
applicable CA or RA Agreements

ii) Information provided by the RA does not contain any false or misleading informatign

iii) Reasonable steps are taken to verify that the information contained in any Certificate accurate at
the time of issue

iv) Translations performed by the RA are an accurate translation of the original informatign
v) All Certificates requested by the RA meet the requirements of this CP/C&% RA Agreementand

vi) The RA will request thatCertificates be revoked by QuoVadis if they believe or are notified that the
contents of the Certificateare no longer accurate, or that the key associated with a Certificatas
been compromised in any way

QuoVadis’RA Agreement may contain additional representaibns. Subscriber Agreements may include
additional representations and warranties.

9.6.3. Subscriber Representations A nd Warranties

Prior to being issued and receiving a Certificate uBscribers are solely responsible for any
misrepresentations they make to thirdparties and for all transactions that use Subscriber’s Private Key,
regardless of whether such use was authaed. Subscribers are required to notiffQuoVadisand any
applicable RA if a change occurs that could affect the status of the Certificate.

QuoVadisrequires, as part of the Subscriber Agreement drerms of Use, that the Applicant make the
commitments and warranties in this Sectiorfor the benefit of QuoVadis and all Relying Parties and
Application Software Vendos. This make take the form of either

i) The Applicant’'s agreement to the Subscriber Agreement with QuoVadas
i) The Applicant’'s acknowledgement of the Terms of Use.

Subscribers represent to QuoVadis, Application Software Vendors, and Relying Parties that, for each
Certificate, the Subscriber wil

i) Securely generate its Private Keys and protect its Private Keys from compromjsed eercise sole
and complete control and use of it®rivate Keys;

i) Provide accurate and complete information when communicating with QuoVadiandto respondto
QuoVadis’ instructions concerning<ey Compromise or Certificate misuse

iii) Confirm the accuracy of the certificate data prior to installing or using the Certificate;

iv) For Qualified Certificates &) if the policy requires the use of a QSCD, Electroi8gnaures must only
be created by a QSCIb) in the case ohatural persons, the Private Keyghould only be used for
Electronic Signatures, and (c) h the case of legal persons, the Private Key must be maintained and
used under the control of the Subscriberiad it should only be usedfor Electronic Seals.
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v) Promptly (a) request revocation of a Certificate, cease using it and its associated Private Key, and
notify QuoVadis if there is any actual or suspected misuse or compromise of the Private Key
associated with the Public Key included in the Certificate, ant) request revocation of the
Certificate, and cease using it, if any information in the Certificate is or becomes incorrect or
inaccurate;

vi) For Remote Identity Verification, use the identity poofing software distributed by QuoVadis The
Subscriber is obliged to agree with the processing of biometric data for identity verification purposes
during Remote Identity Verification;

vii) Ensure that individuals using Certificates on behalf of an organisation have received security training
appropriate to the Certificate

viii) Use the Certificate only for authorised and legal purposes, consistent with the@ficate purpose,
this CP/CPS, and the relevant Subscriber Agreement, including only installing TE&ve Certificates
on servers accessible at th®omain listed in the Certificate and not using code signing Certificates to
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HEREOF WILL NOT EXCEED THE AMOUNTS PAID BY OR ON BEHALF OF SUBSCRIBER TO QUOVADIS IN THE
TWELVE MONTHS PRIOR TO THE EVENT GIVING RISE TO SUCH LIABILITY, REGARDLESS OF WHETHER
SUCH LIABILITY ARISES FROM CONTRACT, INDEMNIFICATION, WARRANTY, TORT (INCLUDING
NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, AND REGARDLESS OF WHETHER QUOVADIS HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE. NO CLAIM, REGARDLESS OF FORM, WHICH IN

ANY WAY ARISES OUT OF THI$ CP
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Customer is Domiciled in or the
Services are:

Governing Law is laws
of:

Court or arbitration body with exclusive
jurisdiction:

Europe, Switzerland, the United
Kingdom, Russia, the Middle East
or Africa

England

International Chamber of Commerce,
International Court of Arbitration, with
seat of arbitration in the below city
corresponding to the QuoVadis
contracting entity listed in the Order
Form.

For QV CH: Zurich

For QV NL: Amsterdam

For QV DE: Munich

For QVBE/DigiCert Europe Brussels
For QV UK: London
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Certificate Description Policy OID Assurance | Requires
Class Level token?
Relevant to the Policy in ETSI Adobe AATL
EN 319 4122 for: Approved
EUQualified Certificates ETSI policy identifier OIDs:
issued to a natural person 0.4.0.194112.1.2
(QCPn-gscd), with the OID (QCPN-gscd)
0.4.0.194112.1.2
EUQualified Certificates 0.4.0.194112.1.3
issued to a legal person (QGR (QCRI-gscd)
I-gscd), with the OID
0.4.0.194112.1.3
QuoVadis Qualified QuoVadis Certificate Class | High No
Certificate not on aQSCD OID:
Relevant to the Policy in ETSI 1.3.6.1.4.1.8024.1.450
EN 319 4122 for:
EUQualified Certificates 5250' 28'4'1?1'2("13”3'“” OlDs:
issued to a natural person : CP o
(QCRn), with the OID (QCRn)
0.4.0.194112.1.0
EUCQualified Certificates
issued to a legal person (QCP
), with the OID 0.4.0.194112.1.1
0.4.0.194112.1.1 (QCRI)
QuoVadis Qualified QuoVadis Certificate Class | High No
Certificate not on aQSCD OID:
where the device is managed | 1.3.6.1.4.1.8024.1.80
by a QTSP.
Relevant to the Policy in ETSI| ETSI policy identifier OIDs:
EN 319 4122 for: 0.4.0.194112.1.0
EUQualified Certificates (QCRn)
issued to a natural person
(QCRn), with the OID
0.4.0.194112.1.0
EUCQualified Certificates 0.4.0.194112.1.1
issued to a legal person (QCGPR (QCRI)
), with the OID
0.4.0.194112.1.1
QV Closed | Used for reliance by 1.3.6.1.4.1.8024.1.500 Medium Optional
Community | members of the Issuer
community only. Policies are
defined in the CP/CPS of the
Issuing CA.
QV Device | Issued to devices, including | 1.3.6.1.4.1.8024.1.600 Medium Optional
Time-stamp Certificates
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10.1.2. Key Usage And Escrow

Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligibledptional
Key Escrow, according to the following table:

Certificate Key Usage/
Type
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10.3. QV ADVANCED

Purpose

QV Advanced Certificates provide reliablgerification of the Subjects identity and may be used for a broad
range of applications including Ogital Sgnatures, encryption, and authentication.

Registration Process

Validation procedures forQVAdvanced Certificates are based on the Normalised Certificate Policy (NCP)
described in ETSI EN 319 411.

Subjects may include an Individual (natural person)an Organisation (legal person)or a natural person device,
or system identified in association with an OrganisationSee Section 3.2.2 and 3.2.3dentity proofing may be
conducted via physical presenceRemote ldentity Verification (RIV4 for NFC with RIV2 as a fallback option if
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10.4. QV ADVANCED +
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2.23.140.1.54.1 S/IMIME Individual-Legacy
(optional)
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id-etsi-gcs-QcCompliance esi4-qcStatementl: Claim that thecertificate is Fixed

(0.4.0.1862.1.1) idetsi-qcs-1 an EU Qualified Certificate in accordance with
Regulation EU No 910/2014

id-etsi-qcsQcSSCD (0.4.0.1862.1.4 esi4-qcStatement4: The private key related to Fixed

id-etsi-qcs-4 the certified public key resides on a QSCD.

id-etsi-gcs-QcType (0.4.0.1862.1.6) | esi4-qcStatement6: Type of certificate Fixed

id-etsi-qcs-6

id-etsi-qcs-QcPDS (0.4.0.1862.1.5)
id-etsi-qcs-5

id-etsi-qcs-QcType 1 = Certificate for electronic
Signatures as defined in Regulation EU No
910/2014

URL=
https://lwww.quovadisglobal.com/repository
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Attribute

Values

Comment
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Extended Key Usage

clientAuth (optional)
emailProtection
documentSigning

Variable (at least one
is present)

gcStatements
id-etsi-gcs-QcCompliance esi4-qcStatementl: Claim that thecertificate is Fixed
(0.4.0.1862.1.1) idetsi-qcs-1 an EU Qualified Certificate in accordance with
Regulation EU No 910/2014
id-etsi-qcsQcSSCD (0.4.0.1862.1.4) esi4-qcStatement4: The private key related to Fixed
id-etsi-qcs-4 the certified public key resides on a QSCD.
id-etsi-qcs-QcType (0.4.0.1862.1.6) | esid-qcStatement6: Type of certificate Fixed
id-etsi-qcs-6 id-etsi-qcs-QcType 1 = Certificate for electronic
Signatures as defined in Regulation EU No
910/2014
id-etsi-qcsQcPDS (0.4.0.1862.1.5) | URL= Fixed
id-etsi-qcs-5 https://www.quovadisglobal.com/repaository
Language = EN
id-gcs-pkixQCSyntaxv2 0.4.0.194121.1.1 (optional semantics identifier Fixed

(1.3.6.1.5.5.7.11.2)

OID that is included in QuoVadis Certificates)

10.5.2. eIDAS Qualified Certificate issued to a N atural P erson

Purpose

The purpose of these EU Qualifie@ertificates are to identify the Subscriberwith a high level of assurance, for
the purpose of creating Advanced Electronic Signatures meeting the qualification requirements defined by the

elDAS Regulation.

This type of QuoVadis Qualified Certificaedoes not use a QSCD for the protection of the private key. The
content of these Certificats meet the relevant requirements of:
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Subject

/CN (mandatory)
= Natural Person (/GN+/SN or Pseudonym)

/GN (mandatory if CNwithout Pseudonym)
/SN (mandatory if CNwithout Pseudonym)

Pseudonym (optionalif natural person)
IT (optional)

/O (optional)

/OU (optional)

/
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Signatures as defined in Regulation EU No
910/2014

id-etsi-qcsQcPDS URL= Fixed
(0.4.0.1862.1.5) idetsi-qcs-5 https://www.quovadisglobal.com/repository
Language = EN
id-gcs-pkixQCSyntaxv2 0.4.0.194121.1.1 (idetsi-qcs-semanticsld Fixed
(1.3.6.1.5.5.7.11.2) Natural) (optional semantics identifier OID that is
included in QuoVadis Certificates)
id-etsi-gcs-QcCompliance esi4-qcStatementl: Claim that the certificate is | Fixed

(0.4.0.1862.1.1) idetsi-qcs-1

an EU Qualified Certificate in accordance with
Regulation EU No 910/2014

10.5.3. eIDAS Qualified Certificate issued to a L egal Person on a QSCD

Purpose

The purpose of these EU Qualifie@ertificates are to identify the Subscriberwith a high level of assurance, for
the purpose of creating Qualified Electronic Seals meeting the qualification requirements defined by the eIDAS
Regulation This type of QuoVadis Qualified Certificateuses a QSCD for the protection of the private key.

TheseCertificates meet the relevant ETSI “P
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i) payment initiation (PSP_PI)
OID: id-psd2-role-psp-pi { 0.4.0.19495.1.2 }

iii) account information (PSP_AI)
OID: id-psd2-role-psp-ai { 0.4.0.19495.1.3 }

iv) issuing of cardbased payment instruments (PSP_IC)
OID: idpsd2-role-psp-ic { 0.4.0.19495.1.4 }

These Certificates require a QSCD that meets the requirements laid down imn&x Il of the eIDAS Regulation
The Subscriber's obligations (or respectively the obligations on the TSP managing the key on their behalf)
require that the Private Key is maintained (or respectivelys used) under the Subject's sole control.

Attribute

Values Comment

Subject

/CN (mandatory) =/0 See definitions in

/O (optional) Section7.1.1

/OU (optional) Variable

/ organizationalldentifier (mandatory)

/serialNumber (optional)

/E (optional)

/L (optional) /ST (optional) /C (mandatory)

If serialNumber is present then it must be

structured per Section5.1.3 of ETSI EN 319 412

1:

» 3 character identity type reference (e.g. PAS
or IDC);

» 2 character ISO 3166 country code;

« hyphen-minus "-" (0x2D (ASCII), U+002D
(UTF8)); and

» identifier.
For PSD2:

« “PSD" as 3 character legal person identity
type reference;

» 2 character ISO 3166 [7] country code
representing the NCA country;

¢ hyphen-minus "-" (0x2D (ASCII), U+002D
(UTF8)); and

» 2-8 character NCA identifier (AZ uppercase
only, no separator)

¢ hyphen-minus "-" (0x2D (ASCII), U+002D
(UTF8)); and

» PSP identifier (authorisation number as
specified by the NCA).

SAN

/E Optional

Certificate Policies 1.3.6.1.4.1.8024.1.400 QV QualifiedQSCDor Fixed

1.3.6.1.4.1.8024.1.410 QV Qualified QSEDN
behalf of
0.4.0.194112.1.3 (QC#-gscd)
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For PSD2:
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10.6. QV SWISS QUALIFIED

Purpose

QVSwissQualified Certificatesare Qualified personal certificates according to theSwiss Federal signature law
(ZertES) Theyare issued out of the “QuoVadis Swiss Regulated<CAnd have the notice text “qualified
certificate” in the CertificatePolicies user noticeQV SwissQualified Certificates are used to sign documents
electronically. The Dgital Sgnature is legally equivalent to a handwritten signature.

Registration Process
QVSwissQualified
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Certificate Policies

Adobe Acrobat Trust List

1.3.6.1.4.1.8024.1.@0 QV Qualified- QSCDor
1.3.6.1.4.1.8024.1.410 QV Qualified QSCbn-
behalf of

0.4.0.194112.1.2QCPn-gcsd)
2.23.140.1.53.1 S/IMIME SponsofrLegacy
(optional)

2.23.140.1.54.1 S/IMIME Individual-Legacy
(optional)

URL:

https://www.quovadisglobal.com/repository
User Notice : qualified certificate

Fixed
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Issuer / CN =Variable Fixed
/ O =QuoVadis Limited/ C = BM

Validity Maximum Certificate lifetime of 1 year Fixed

Subject /CN (mandatory)
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Subject /ICN See definitions in

/O (mandatory) Section7.1.1
/L (optional) Variable
/ST (optional)
/C (mandatory)

Domain Components (DC) DC=comDC=quovadisglobal, DC=grid,

DC=<organisation identifier>, DC=
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