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1. INTRODUCTION 
This document is the DigiCert + QuoVadis Certification Practice Statement (CPS) for PKIoverheid Certificates. 
QuoVadis Trustlink B.V., a subsidiary of DigiCert Inc., is a Company registered in the Netherlands, trading 
under the names DigiCert + QuoVadis. QuoVadis Trustlink B.V. is certified as a Trust Service 
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1.2. DOCUMENT NAME AND IDENTIFICATION 
This document is the QuoVadis Trustlink B.V. “Certificate Practice Statement for PKIoverheid Certificates”. 
QuoVadis issues Subscriber Certificates in the following PKIoverheid hierarchies: 

 

Root CA: Staat der Nederlanden Root CA – G3 

Domain CA: Staat der Nederlanden Organisatie Persoon CA - G3 

Issuing CA Profile Name OID 

QuoVadis PKIoverheid Organisatie 
Persoon CA - G3 

Organisatie Persoon Authentication G3 2.16.528.1.1003.1.2.5.1 

QuoVadis PKIoverheid Organisatie 
Persoon CA - G3 

Organisatie Persoon Non-Repudiation G3 2.16.528.1.1003.1.2.5.2 

QuoVadis PKIoverheid Organisatie 
Persoon CA - G3 

Organisatie Persoon Encryption G3 2.16.528.1.1003.1.2.5.3 

 

Root CA: Staat der Nederlanden Root CA-G3 

Domain CA: Staat der Nederlanden Organisatie Persoon CA-2022 

QuoVadis PKIoverheid Organisatie 
Persoon CA-2022 

Organisatie Persoon Authentication  2.16.528.1.1003.1.2.5.1 

QuoVadis PKIoverheid Organisatie 
Persoon CA-2022 

Organisatie Persoon Non-Repudiation  2.16.528.1.1003.1.2.5.2 

QuoVadis PKIoverheid Organisatie 
Persoon CA-2022 

Organisatie Persoon Encryption  2.16.528.1.1003.1.2.5.3 

 

Root CA: Staat der Nederlanden Root CA – G3 

Domain CA: Staat der Nederlanden Burger CA - 2021 

Issuing CA Profile Name OID 

QuoVadis PKIoverheid Burger CA - 2021 Burger Authentication 2021 2.16.528.1.1003.1.2.3.1 

QuoVadis PKIoverheid Burger CA - 2021 Burger Non-Repudiation 2021 2.16.528.1.1003.1.2.3.2 

QuoVadis PKIoverheid Burger CA - 2021 Burger Encryption 2021 
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Root CA: Staat der Nederlanden Root CA-G3 

Domain CA: Staat der Nederlanden Organisatie Services CA-2022 

QuoVadis PKIoverheid Organisatie 
Services CA-2022 

Organisatie Services Authentication  2.16.528.1.1003.1.2.5.4 

QuoVadis PKIoverheid Organisatie 
Services CA-2022 

Organisatie Services Non-Repudiation  2.16.528.1.1003.1.2.5.7 

QuoVadis PKIoverheid Organisatie 
Services CA-2022 

Organisatie Services Encryption  2.16.528.1.1003.1.2.5.5 

 

Root CA: Staat der Nederlanden Private Root CA - G1 

Domain CA: Staat der Nederlanden Private Personen CA – G1 

Issuing CA Profile Name OID 

QuoVadis PKIoverheid Private Personen 
CA - G1 

Private Personen Authentication 2.16.528.1.1003.1.2.8.1 

QuoVadis PKIoverheid Private Personen
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consists of Root CAs and multiple domain CAs (sub-CAs) that issue Trust Service Providers (TSP) CA 
Certificates. TSPs like QuoVadis are responsible for issuing Certificates to end-user Subscribers.  

1.3.1.1. Issuing CAs and Their Obligations 
QuoVadis operates CAs that issue Digital Certificates. As the operator of CAs, QuoVadis performs functions 
associated with Public Key operations, including receiving Certificate Requests, issuing, revoking, rekeying, 
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1.3.5. Other Participants 
Other Participants in the QuoVadis PKIo are required to act in accordance with this CPS and/or applicable 
agreements. Other participants include Accreditation Authorities such as Policy Management Authorities, 
Application Software Vendors, and applicable Community-of-Interest sponsors. Accreditation Authorities are 
granted an unlimited right to re-distribute QuoVadis CA Certificates and related information in connection 
with the accreditation. 

1.4. CERTIFICATE USAGE 
At all times, participants in the QuoVadis PKIo are required to utilise Certificates in accordance with this CPS 
and all applicable laws and regulations. 

1.4.1. Appropriate Certificate Uses 
Certificates issued pursuant to this QuoVadis PKIo CPS 



http://www.quovadisglobal.com/nl
mailto:compliance@quovadisglobal.com
mailto:compliance@quovadisglobal.com
mailto:nl.support@digicert.com
mailto:qvcomplaints@digicert.com
https://www.quovadisglobal.com/certificate-revocation
https://tl.quovadisglobal.com/
mailto:revoke@digicert.com
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In addition, QuoVadis provides a website for reporting keyCompromise and other Certificate issues: 
https://problemreport.digicert.com/ 

QuoVadis or an RA will authenticate and process problem reports and revocation requests according to 
Section 4.9 of this CPS.  

Entities submitting Certificate revocation requests must explain the reason for requesting revocation. 
QuoVadis or an RA will authenticate and log each revocation request according to Section 4.9 of this CP/CPS. 
QuoVadis will always revoke a Certificate if the request is authenticated as originating from the Subscriber or 
an authorised representative of the Organisation listed in the Certificate. If revocation is requested by 
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Participants: A Participant is an individual or entity within the QuoVadis PKI and may include: CAs and their 
Subsidiaries and Holding Companies; Subscribers including Applicants; and Relying Parties. 

Qualified Certificate for Electronic Signature means a Certificate for Electronic Signatures, that is issued by 
a QTSP to a Natural Person (an Individual) and meets the requirements laid down in Annex I of the eIDAS 
Regulation (Regulation (EU) No. 910/2014). 

Qualified Certificate for Electronic Seal means a Certificate issued to a Legal Person (company) by a QTSP 
and is used to secure authenticity, integrity and confidentiality in electronic communication of messages and 
documents.  

Reliable Data Source: An identification document or source of data used to verify Subject Identity 
Information that is generally recognized among commercial enterprises and governments as reliable, and 
which was created by a third party for a purpose other than the Applicant obtaining a Certificate. 

Relying Party: The Relying Party is an individual or entity that relies upon the information contained within 
the Certificate. 

Relying 
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eIDAS Regulation (EU) No. 910/2014 on electronic identification and trust services for electronic 
transactions in the internal market 

ETSI European Telecommunications Standards Initiative 

EV Extended 
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Personal Certificates in Association with Legal person – Organisatie Persoon CA G3/2022 

Field 



https://www.quovadisglobal.com/nl/
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3.2.2. Authentication Of Organisation Identity 

https://www.consilium.europa.eu/en/policies/fight-against-terrorism/terrorist-list/#terrorists
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Wildcard Domain Name validation is completed using the above list as permitted by the CA/B Forum Baseline 
Requirements along with current best practice of consulting a public suffix list. 

QuoVadis verifies an Applicant’s or Organisation’s right to use or control of an email address to be contained 
in a Certificate that will have the “Secure Email” EKU by doing one of the following: 

i) By verifying domain control over the email Domain Name using one of the procedures listed in this 
section; or  

ii) by sending an email message containing a Random Value to the email address to be included in the 
Certificate and receiving a confirming response within a limited period of time that includes the 
Random Value to indicate that the Applicant controls that same email address.  

QuoVadis maintains a list of High Risk Domains and has implemented technical controls to prevent the 
issuance of Certificates to certain domains. QuoVadis follows documented procedures that identify and 
require additional verification activity for High Risk Certificate Requests prior to the Certificate’s approval. 

QuoVadis uses a documented internal process to check the accuracy of information sources and databases to 

https://github.com/digicert/reports/tree/master/validation-sources
https://tools.ietf.org/html/draft-ietf-acme-ip-04#section-4
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Databases maintained by the CA, its owner, or its affiliated companies do not qualify as a Reliable Data Source 
if the primary purpose of the database is to collect information for the purpose of fulfilling the validation 
requirements under this Section 3.2 

3.2.2.8. CAA Records 
QuoVadis performs CAA record checks which is described further in Section 4.2.4. All potential issuances  is
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current validity must be established of any attestation or document regarding a natural person’s relationship 
to a legal person. The role and authorisation of the natural person providing such attestation or document 
shall be recorded. 

At least one digital or physical identity document shall be used as authoritative evidence. Identity documents 
must be valid at the time of proofing. Acceptable identity documents must contain a face photo and/or other 
information that can be compared with the Applicant’s physical appearance. If physical identity documents 
are used as evidence, the documents shall be presented in their original form by the Subject of the identity 
proofing. If digital identity documents are used as evidence, only eMRTD (Electronic Machine Readable Travel 
Documents) according to ICAO 9303 part 10 and other digital documents that offer comparable reliability of 
the identity shall be accepted.  

The Trusted Registers and identity documents accepted in QuoVadis verification procedures are identified in 
Acceptable Sources for QuoVadis Authentication of Identity in the QuoVadis Repository.  

Identity proofing may use additional digital or physical identity documents, trusted registers, proof of access, 
or other documents and attestations as supplementary evidence. Only official national or nationally approved 
registers are accepted as trusted registers.  

By loading or using identity proofing software provided by QuoVadis, Applicants agree that such use will be 
subject to the terms and conditions of the Master Services Agreement. Use of the software may 
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Entities that can perform this verification include the CA, RA, or third-party validators approved by QuoVadis.  

3.2.3.4. Reliance On Electronic Signature 
QuoVadis may rely upon an existing Electronic Signature with a supporting Certificate as evidence. The 
Electronic Signature can be applied by a natural person (electronic signature as defined by eIDAS), a legal 
person (electronic seal as defined by eIDAS), or a natural person representing a legal person.  

For PKIoverheid Certificates, QuoVadis shall rely upon a Qualified Electronic Signature created as part of the 
identity proofing process in order to verify an Applicant’s identity and additional attributes if the currently 
valid Certificate was issued by QuoVadis, or by another Issuing CA, following validation of the Certificate 
using the relevant Trusted List. 

Entities that can perform this verification include the CA or RA. 

PROFESSION CHECK  

Verification of the natural person in the applicable professional registrar is done when applicable for the 
specific the

https://ec.europa.eu/growth/tools-databases/regprof/index.cfm?action=regprofs
https://ec.europa.eu/growth/tools-databases/regprof/index.cfm?action=regprofs


https://www.consilium.europa.eu/en/policies/fight-against-terrorism/terrorist-list/#terrorists
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In addition, it is stated that the Subscriber
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4.6.5. Conduct Constituting Acceptance Of A Renewal Certificate 
Conduct constituting acceptance of a renewed Certificate is in accordance





https://problemreport.digicert.com/
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i) QuoVadis logs the request or problem report and the reason for requesting revocation based on the 
list 
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4.9.8. Maximum Latency For CRL 
CRLs for Certificates issued to end entity Subscribers are posted automatically to the online Repository within 
a commercially reasonable time after generation, usually within 10 minutes of generation. Regularly 
scheduled CRLs are posted prior to the nextUpdate field in the previously issued CRL of the same scope. 

4.9.9. On-Line Revocation/Status Checking Availability 
In addition to CRLs, QuoVadis also provides certificate status information via OCSP in accordance with RFC 
6960. The OCSP service is updated immediately when a Certificate is revoked. OSCP responses are valid for a 
maximum of 48.5 hours. Where applicable, the URL for the OCSP responder 



  29 
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5.1.6. Media Storage 
QuoVadis protects its media from accidental damage, environmental hazards, unauthorised physical access, 
and from obsolescence/deterioration during the period that records are required to be retained. Backup files 
are created on a daily basis. QuoVadis backup files are maintained at either within the QuoVadis service 
operations area or in a secure off-site storage area. 

5.1.7. Waste Disposal 
All unnecessary copies of printed sensitive information are shredded on-site before disposal. All electronic 
media are physically destroyed or are overwritten multiple times to prevent the recovery of the data.  

5.1.8. Off-Site Backup 
An offsite location is used for the storage and retention of backup software and data. The off site storage is 
available to authorised personnel 24x7 for the purpose of retrieving software and data; and has appropriate 
levels of physical security in place (i.e., software and data are stored in fire-rated safes and containers which 
are located behind access-controlled doors in areas accessible only by authorised personnel). 

5.2. PROCEDURAL CONTROLS 
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5.3.2. Background Check Procedures 
All employees, in trusted roles must have a clean and complete background check. Confidentiality agreements 
must be signed before commencing work. A Verklaring Omtrent Gedrag (VOG or Declaration of Conduct) is 
required for all Netherlands employees.  

QuoVadis is not liable for the conduct of employees who are outside the performance of their duties and over 
which QuoVadis has no control, including but not limited to (corporate) espionage, sabotage, criminal 
conduct. 

The identity of the employee must be established face to face by a personnel officer or other appropriate 
resources from QuoVadis based on a valid Passport or National ID card. 

For determining the reliabi(ab 0 Td
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5.3.7. Independent Contractor Requirements 
Independent contractors who are assigned to perform trusted roles are subject to the duties and 
requirements specified for such roles in this Section 5.3 and are subject to sanctions stated above in Section 
5.3.6.  

5.3.8. Documentation Supplied To Personnel 
QuoVadis provides the staff with all necessary manuals, descriptions of procedures and training materials 
that are necessary to fulfil the function and role. All employees and contractors are subject to confidentiality 
provisions included in their employment contracts or staff handbooks. All employees are required to 
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QuoVadis performs monthly vulnerability scans on its available PKI systems and infrastructure. Identified 
vulnerabilities are rated on the basis of Common Vulnerability Scoring System (CVSS), and addressed based 
on the designation of Critical, High, Medium and Low. 

Based on the risk assessment, QuoVadis develops, implements, and maintains a security plan consisting of 
security procedures, measures, and products designed to achieve the objectives set forth above and to 
manage and control the risks identified during the risk assessment, commensurate with the sensitivity of the 
certificate data and management processes. 

Penetration tests are also carried out by 
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If QuoVadis needs to transfer any media to a different archive site or equipment, DigiCert will maintain both 
archived locations and/or pieces of equipment until the transfer are complete. All transfers to new archives 
will occur in a secure manner.  

5.5.4. Archive Backup Procedures a arc.217 108 0 Td
( )Tj
0.0.006 Tw 0.217 0 Td
[(n)9.8 (eed)6090 (ns)-7.7 (f)-2.3 Td
( )Tj
-0.001 Tc 0.001 Tw( )Tj
-0.217 0 ( )Tj
-0.005 Tc 0.005  Td
[(n)9.8 (eed)6268 (a)-7 (tion)2.8  maintainin  
secur Td
( )Tj
-0.004 Tc 0.004 T004 Tc 0om001 7.0( )Tj
-0w 4.65t Td
[(t)-15.4 (r45.70 (ns)-7.7 (f0 Tw1.181 0 Td
( )Tj
-0.004 Tc 0se <</MTTd
(in)Tj
0 Tc 16268 (a)-7 (tion)2.8 -0.001 Tc 0.001 Tw 0.217 0 Td
[(e)-7 (q)3.8 (u)-3.2 (ip)0.89 (v)3.9 (es)]TJ
0 Tc Tc 0.001 Tb Td
c 0. 0.217 (P)3 8c -0d
[(s)-4.7 (ite)] (r)]TJ
0 Tc .2 (r Td
( )Tj
-0.004 Tc 0.004 T004 Tc 0o001 c 0.w 4.65s-d
(in)Tj
0 Tc 0 738 (a)-7 (tion)2.8 Tc 0 Tw 1.602 Tc Tc 0.001 T-0.005 Tw 0.217 0 Td
[(o)5.9 (ccu)2.8 (r)]TJ
0 Tc 6 0 Td
(0 Tw 1d
( )Tj
0.011 Tc(bed
[(e)-7 (q)3.1.030 (ns)-7.7 (f0 Tw)3.9 (es)]TJ
0 Tc Tc 0.001 T0 Td
( )eaID604 T.003 Twly0d
[(s)-4.7 (ite)0] (r)]TJ
0 Tc 0 Tw)3.9 (es)]TJ
0 Tc 0 Tw 3.614av)Td
a.003 Twlab Td
c 0l0 Td
[(A)0.5 (l)-2.040 Tc 0 Tw 1.80 0 12 90.84 663.36 Tm
(5.5.4.)Tj
/TT2 1 Tf
0 Tc 0 Tw 2.47 0 Td
( )Tj
/TTTd
92f
-0.001 5c 0.001 Tw 0.84 0 Td
[(A)1 (rc)-2 (h)-4 (i)3 (ve)]TJ
0 Tc 0 Tw ( )Tj
-0.002 Tc 0.0R2 Twequ1 (a)-6.9 re
( 1d
en)35 TT.665s-d
(in)Tj
0 Tc 6.5004 Tw 0.217 386 0 Td
( )Tj
-0.0[(FEMC 
/ Td
(in)Tj
0 Tc 0.217 [(T( 1d
iT.665m Td
[(4.(c)-8.8 -tion)2.8 Tc 0 Tw 1.602 Tc302 Tc 0.0STT.8
0.228 [
( )c -0.665i2 Twn2 TwgTd
[(A)0.5 (l)-2.3(c)-8.8 (u)-69 (v 2.386 0 Td
( )(Ofd
[(e)-7 (q)3.1.28 (a)-7 (tion)2.8 -0.001 Tc 0.00.0R2 TweP <</Mo)04 rID 2 > -1.181 Td
[(wi)-290 (ns)-7.7 (fTd
(a)Tj
0.49)-24(c)-2 (ed)-4 (u)-4 (res)]TJ
0 Tc 0 Tw 5.51 0 Td
[(ar)10593 T6217 108 0 Td
( )Tj
0.0.006 Tw 0.217 0 Td
[(n)9.8 (eed)6090 (ns)-7.7 (f)-2.3 Td
( )Tj
-0.001 .831 0 Td
( )404 Tw 0Tj
0.pc -
-0.0001 7.0or
.007 0 T0 1 Tf
-0.001 T3 (u)-3.2 (ip)0.8 (me)-6.9 (n)2.7 (t)]TJ
0 Tc 0 Tw-0.005165m Td
[(e)-7 (q)3.1.95
0 Tc 0 Tw 1.386 0 Td
( )Tj
-0.004 Tc 0.004d
( )404 T ( )Tj
m001 c 0.n0.213TwgTd
[(A)0.5 (l)--29880 Tc 0 Tw 1.386 0 Td
( )Tj
-0.004 Tc 0.0040 Td
[(e)-7 (q)3.8 (.004 Tw 0.217 0 Tw)3.9 (es)]TJ
0 Tc 0 Tw 3.6(alld
[(e)-7 (q)3.(h)-3.2 (iv)-3 (e)]TJ
0 T1(268 (a)-7  Td
[(e)-7 (q)3.8 (u)-3.2 (ip)0.8 (me)-6.9 (n)2.7 (t)]TJ
0 Tc 0(i T0
[(e)-7 (q)3.1.0480 Tc 0 Tw 1.386 0)]TJ
0 Tc 0 Tw ( Tc 0.001 T0e229 0 c
.00c 0o 0Tj14 rID 313Tws )TjTj
 Td
[(A)0.5 (l)-e)08 (r)]TJ
0 Tc 0 Tw1.181 0 Td
( )Tj
-Tc 0.004d
A01 5Tw 0.14-0.0( d
[(e)-7 (q)3.1.19004 Tw 0.217 0 Tw)3.9 (es)]TJ
0 Tc 0 Tw 3.614ev)Td
en)9005 TT6.665s-d
(in)Tj
0 Tc .0019-3.2 (ip)0.8 (me)-6.9 (n)2.7 (t)]TJ
0 Tc 0 Tw 0.217 0.004 Twr)-8.7 (c)-5.8 (h)-3.2 (iv)]TJ
0 Tc 0 Tw1(u)-15.2 6 Tc -0.0r Td
[(t)-15.4 (ra)-9804 Tw 0.217 0 Tw)3.9 (es)]TJ
0 Tc 0 Tw 3.6140 Td
( )eTj
-0.0(  0.00r
-0.7d
ID604 TCIDd
[(A)0.5 (l)--290(c)-8.8 (u)-6.2 (r Td
( )Tj
-0.004 Tc 0.004 Twj
-9d
iT.101 Tww 0.217 0i.2d
(of)Tj
0 Tc 0 78004 Tw 0.217 386 0 Td
( )Tj
-0.004 Tc 0.004 Tw 0.217 0 Td
[(t)-15.4 (ra)-10 (ns)-7.7 (f)2.8 in)]TJ
0 Tc 0 Tw Tc 0.001108 0 Td
( )Tj
0.0.006 Tw 0.217 0 Td
[(n)9.8 (eed)61080 Tc 0 Tw 1.386 0)]TJ
0 Tc 0 Tw-4-2928)Tj
069.004d
( )TjTj
e229 0 rv0.6.1d
iT.Tj14 c
.00c 0 Td
[(t)-15.4 (r4500 (ns)-7.7 (f)2.8 )]TJ
0 Tc 0 Tw04 Tc 0.004 TiT.Tj14 nc
.00c 0 0.10j14 u0.6.2d
ID.217 0 Td
[(t)-15.4 (rTj15 0.88 0 Td
( )Tj
-0.004 Tc 0.004 Tw 0.217 0 Tw 0.217 0 Td
[(t)-15.4 (ra)-10 (ns)-7.7 (f)-2.3(s)]TJ
0 Tc 0 Tw 3.88 0 Td
da 4.65t Td
[(t)-15.4 (r1.880 Tc 0 Tw 1.386 0)]TJ
0 Tc 0 Tw04 Tc 0.004 TTc -0.0nIDd
[(A)0.5 (l)-)2.8 (r)]TJ
0 Tc 6 0 Tin)]TJ
0 Tc 0 Tw Tc 0.001Tw-med
[(e)-7 (q)3.1. (c)-8.8 (u)-6.2 (r Td
( )Tj
-0.004 Tc 0.0040 Td
[(e)-7 (q)3.8 (.004 Tw 0.217 386 0Tc 0 Tw 1.602 Tc Tc 0.004 Twh04 T7 0 T-9Twn2d
(of)Tj
0 Tc 0 -10 (ns)-7.7 (f)-2.3(s)]TJ
0 Tc 0 Tw 3.88 0 Td
w 0.217 0 Td
[(t)-15.4 (ra)-10 (ns)-7.7 (f0 Tw)3.9 (es)]TJ
0 Tc 0 Tw 3.614ev)Td
en)9005 TTd
(of)Tj
0 Tc 0 -10 (ns)-7.7 (f)-2.3(s)]TJ
0 Tc 0 Tw 3.88 0 Td
wT.101Td
ookTd
[(e)-7 (q)3.1.9(c)-8.8 (u)-69 (v)3.9 (es)]TJ
0 Tc Tc 0.00110p)70c 0 aTj
-0.00 Td
[(A)0.5 (l)-1 (rc)-2 (h)-4 (T2 1 Tf
0 Tc 0 Tw 2Tw 3.88 0 Td
T006 Twh )402d
iT.1j14  Td
[(n)9.8 (eed1.858 (a)-7 (tion)2.8 -0.001 Tc 0.001 Tw 0.217 d
da 4.65t Td
[(t)-15.4 (r1.880 Tc 0 Tw 1.386 0)]TJ
0 Tc 0 Tw04 Tc 0.004 TTc -0.0nIDd
[(A)0.5 (l)-)2.8 (r)]TJ
0 Tc 6 0 Tin)]TJ
0 Tc 0 Tw J
0 Tc 0 Tw-0.005165m Td
[(e)-7 (q)3.1.95
0 Tc 0 Tw 1.386 0t r a n s f 0  T w e s



  38 

5.7.2. 
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will, in any case, be responsible for making the Certificate status information available for six months, keeping 
the revocation management service (revocation facility) operational and storing the archived registration 
documents. 

6. TECHNICAL SECURITY CONTROLS 

6.1. KEY PAIR GENERATION AND INSTALLATION 

6.1.1. Key Pair Generation 

6.1.1.1. Root CA Key pair generation 
QuoVadis does not perform the key pair generation for PKIoverheid Root Certificates, and certain 
PKIoverheid intermediate Certificates. 

6.1.1.2. Generation of key pairs for the TSP sub CA 
The algorithm and the length of the cryptographic keys used to generate the keys for the TSP sub CA must 
fulfil the 
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access. Re-activation of a backed-up CA Private Key (unwrapping) requires the same security and multi-
person control as when performing other sensitive CA Private Key operations. 

6.2.3. Private Key Escrow 
QuoVadis does not support Private Key Escrow for PKIoverheid Certificates. 

6.2.4. Private Key Backup 
QuoVadis CA Private Keys are generated and operated inside cryptographic modules which have been 
evaluated to at least FIPS 140-2 Level 3. When keys are transferred to other media for backup and disaster 
recovery purposes, the keys are transferred and stored in an encrypted form. QuoVadis’ CA Key Pairs are 
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6.2.11. Cryptographic Module Rating 
For relevant 
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QuoVadis personnel and Subscribers are instructed to use strong 
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6.6. 
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7.1.8.7.1.8.
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Key of the Certificate was compromised prior to the revocation date that is indicated in the CRL entry for that 
Certificate.  

privilegeWithdrawn  

The CRLReason privilegeWithdrawn is intended to be used when there has been a Subscriber-side infraction 
that has not resulted in keyCompromise, such as the Subscriber 
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7.3. ONLINE CERTIFICATE STATUS PROTOCOL PROFILE 

7.3.1. OCSP Version Numbers 
OCSP Version 1, as defined by RFC 6960, is supported. OCSP Responder Certificates have a maximum validity 
of 12 months. 

7.3.2. OCSP Extensions 
The OCSP Certificate profile below provides an overview of the Certificate profile as issued in accordance 
with the PKIoverheid PvE, part 3a. 

Basic Contents Value Demarcation 

SignatureAlgorithm sha256RSA Fixed 

Issuer.CountryName NL Fixed 

Issuer.OrganisationName QuoVadis Trustlink BV Fixed 

Issuer.OrganisationIdentifier NTRNL-30237459 Fixed 

Issuer.CommonName Common name of the relevant issuer Fixed 

Validity.NotBefore Date and Time Required 

Validity.NotAfter Date and Time Required 

Subject.CommonName QuoVadis OCSP Authority Signature Required 

Subject.OrganisationName QuoVadis Limited or DigiCert Bermuda Limited Required 

Subject.CountryName BM Required 

Subject.PublicKeyInfo RSA (2048 bit) / System Generated Required 

Extensions Fixed 

KeyUsage (CRITICAL) Digital Signature Fixed 

 

http://certlookup.quovadisglobal.com/CertDetail.aspx?id=53312
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8.3. ASSESSOR’S RELATIONSHIP TO ASSESSED ENTITY 
QuoVadis and the assessors do not have any other relationship that would impair their independence and 
objectivity under Generally Accepted Auditing Standards. These relationships include financial, legal, social or 
other relationships that could result in a conflict of interest. 
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https://www.quovadisglobal.com/accreditations
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9.1.4. Fees For Other Services 
QuoVadis does not charge a fee for access to this CPS. Any use made for purposes other than simply viewing 
the document, such as reproduction, redistribution, modification, or creation of derivative works, shall be 
subject to a license agreement with the entity holding the copyright to the document.  

9.1.5. Refund Policy 
QuoVadis may establish a refund policy, details of which may be contained in relevant contractual 
agreements. 

9.2. FINANCIAL RESPONSIBILITIES 

9.2.1. Insurance Coverage 
QuoVadis has made adequate arrangements to cover liabilities – including product liability – related to this 
service. The coverage is $10,000,000 (ten million US Dollars). The corporate liability insurance is taken out 
with an insurance company that has at least an “A” rating with a known rating agency. More details about 
liability and insurance are in the Terms of Use and the contractual agreements between the Subscriber, 
Relying Parties and QuoVadis. 

QuoVadis does not provide for any other undertakings, guarantees and/or commitments than those explicitly 
provided for in the Terms of Use and the contractual agreements.  

9.2.2. Other Assets 
QuoVadis has a financial department, responsible for all financially related tasks and operations. QuoVadis 
uses the services of an international financial services accounting firm, including periodic audits. 

9.2.3. Insurance Or Warranty Coverage For End-Entities 
No stipulation. 

9.3. CONFIDENTIALITY OF BUSINESS-SENSITIVE DATA 

9.3.1. Scope Of Confidential Information 
QuoVadis keeps the following types of information confidential and maintains reasonable controls to prevent 
the exposure of tyr re
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9.3.3. Responsibility To Protect Private Information 
QuoVadis employees, agents, and contractors are responsible for protecting confidential information and are 
contractually obligated to do so. Employees receive training on how to handle confidential information. 

9.4. PRIVACY OF PERSONAL INFORMATION 

9.4.1. Privacy Plan 
QuoVadis follows the Privacy Notices posted on its website when handling personal information. See 
https://www.quovadisglobal.com/privacy-policy/ which includes privacy information for Remote Identity 
Verification. Personal information is only disclosed when the disclosure is required by law or when requested 
by the subject of the personal information. Such privacy policies shall conform to applicable local privacy 
laws and regulations including the Council Directive 95/46/EC of the European Parliament and the Swiss 
Federal Act on Data Protection of June 19, 1992 (SR 235.1). 

9.4.2. Information Treated As Private 
Personal information about an individual that is not publicly available in the contents of a Certificate or CRL is 
considered private. QuoVadis protects private information using appropriate safeguards and a reasonable 
degree of care. 

9.4.3. Information Deemed Not Private 
Certificates, CRLs, and personal or corporate information appearing in them are not considered private. This 
QuoVadis CPS is a public document and is not confidential information and is not treated as private. 

9.4.4. Responsibility To Protect Private Information 
QuoVadis employees and contractors are expected to handle personal information in strict confidence and 
meet the requirements of US and European law concerning the protection 

 ay  

https://www.quovadisglobal.com/privacy-policy
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9.5.1. Property Rights in Certificates and Revocation Information 
QuoVadis retains all intellectual property rights in and to the Certificates and revocation information that it 
issues. QuoVadis and customers shall grant permission to reproduce and distribute Certificates on a 
nonexclusive royalty-free basis, provided that they are reproduced in full and that use of Certificates is 
subject to the Relying Party Agreement referenced in the Certificate. QuoVadis, and customers shall grant 
permission to use revocation information to perform Relying Party functions subject to the applicable CRL 
usage agreement, Relying Party Agreement, or any other applicable agreements. 

9.5.2. Property Rights in the CPS 
Issuing CAs acknowledge that QuoVadis retains all intellectual property rights in and to this CPS. 

9.5.3. Property Rights in Names 
A Subscriber and/or Applicant retains all rights it has (if any) in any trademark, service mark, or trade name 
contained in any Certificate and Distinguished Name within any Certificate issued to such Subscriber or 
Applicant. 

9.5.4. Property Rights in Keys and Key Material 
Key Pairs corresponding to Certificates of CAs and end-user Subscribers are the property of QuoVadis and 
end-user Subscribers that are the respective subjects of the Certificates, regardless of the physical medium 
within 
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Subscribers represent to QuoVadis, Application Software Vendors, and Relying Parties that, for each 
Certificate, the Subscriber will: 

i) 
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9.8. LIABILITY 
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including reasonable attorney’s fees, related to the Relying Party’s (i) breach of the Relying Party Agreement, 
an End-User License Agreement, this CPS, or applicable law; (ii) unreasonable reliance on a Certificate; or (iii) 
failure to check the 

https://www.quovadisglobal.nl/repository
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9.12.3. Circumstances Under Which OID Must Be Changed 
OIDs used within PKIoverheid Certificates are determined by the PKIo PA; QuoVadis does not control the 
circumstances for those changes. 

9.13. DISPUTE RESOLUTION PROVISIONS 
For general complaints subscribers and subjects can send an email to qv.complaints@digicert.com.  

For dispute resolution, to the extent permitted by law, before a Participant files suit or initiates an arbitration 
claim with respect to a dispute involving any aspect of this Agreement, Participant shall notify QuoVadis, and 
any other party to the dispute for the purpose of seeking business resolution. Both Participant and QuoVadis 
shall make good faith efforts to resolve such dispute via business discussions. If the dispute is not resolved 
within sixty (60) days after the initial notice, then a party may proceed as permitted under applicable law and 
as specified under this CPS and other relevant agreements.  

mailto:qv.complaints@digicert.com
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9.16.2. Assignment 
Any entities operating under this CPS may not assign their rights or obligations without the prior written 
consent of QuoVadis. Unless specified otherwise in a contact with a party, QuoVadis does not provide notice 
of assignment.  

9.16.3. Severability 
If any provision of this CPS is held invalid or 
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APPENDIX A – CERTIFICATE PROFILES FOR PKIOVERHEID 

QuoVadis PKIoverheid Organisatie Persoon CA-G3/QuoVadis PKIoverheid 
Organisatie Persoon CA-2022 

Organis
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Organisatie Persoon Encryption  
Basic Contents Value Demarcation
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Basic Contents Value Demarcation 
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Subject.OrganisationName OrganisationName Required 

Subject.organisationalUnitName OrganisationalUnitName 
Optional / Prohibited for 
Profession Certificates 

Subject Organisation Identifier 

3 character legal person identity 
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{ id-etsi-qcs 4 } 0.4.0.1862.1.4 
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Subject.countryName Country Name Required 

Subject.publicKeyInfo RSA (2048 bit) 
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KeyUsage (CRITICAL) Key 
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Private Services – Server 
Basic Contents Value Demarcation 

Subject.CommonName
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Basic 
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Basic 
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Basic Contents Value Demarcation 

subjectAltName.User Principle 
Name (MS UPN) 

MS UPN in the format: .<unique 
identifier>@2.16.528.1.1003.1.3.5.2.1 

Required 

CRLDistributionPoints http://crl.quovadisglobal.com/pkiopr
ivpersg1.crl 

Required 

AuthorityInfoAccess 
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