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Important Notice about this Document

This document is the PKI Disclosure StatemenPDS)of QuoVadis Limited (QuoVadis), a company of
DigiCert, Inc The purpose of this document is to summaristhe key points of the QuoVadis CP/CPS
for the benefit of Subscribersand Relying Parties.

This document does not substitute or replace the Certificate Policy/Certification Practice Statement
(CP/CPS) under which €rtificates issued by QuoVadis are issued. THEDSrelates to the following
CP/CPS documents:

. CP/CPS foQuoVadis Root CA 1 G3, QuoVadis Root CA 3, and QuoVadis Root CA 3 G3
. CP/CPS for QuoVadis Root CA 2 and QuoVadis Root CA 2 G3

You must read the relevant CP/CPS at https://www.quovadisglobal.com/repositorpefore youapply
for or rely on a Certificate issued by QuoVadis.

This document is not intended to create contractual relationships between QuoVadis and any other
person. Any person seeking to rely on Certificates or participate within the QuoVadis PKI must do so


https://www.quovadisglobal.com/repository

Version Control:

Author Date | Version | Comment
QuoVadis PMA | 27 May 2008 1.0 Based on ETSI TS101 456 modédisclosure
statement
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1. CA CONTACT INFO

Website: _https://www.quovadisglobal.com/


https://www.quovadisglobal.com/repository
mailto:qvcomplaints@digicert.com
https://www.quovadisglobal.com/certificate-revocation
https://problemreport.digicert.com/
mailto:revoke@digicert.com



https://webgate.ec.europa.eu/tl-browser/%23/trustmark/NL/NTRNL-30237459
https://webgate.ec.europa.eu/tl-browser/%23/trustmark/BE/VATBE-0537698318

Certificate Description Policy OID Assurance | Requires
Class Level token?
Qv QuoVadis Qualified QuoVadis Certificate Class | High Yes
Qualified Certificate on a QSCD OID: Adobe AATL
1.3.6.1.4.1.8024.1.400 Approved
ETSI policy identifier OIDs:
0.4.0.194112.1.2
(QCRNn-gscd)
0.4.0.194112.1.3
(QCRI-gscd)
QuoVadis Qualified QuoVadis Certificate Class | High Yes
Certificate on aQSCDwhere | OID:
the device is managed by a | 1.3.6.1.4.1.8024.1.410
QTSP.
Relevant to the Policy in ETSI Adobe AATL
EN 319 4122 for: Approved
EUQualified Certificates ETSI policy identifier OIDs:
issued to a natural person 0.4.0.194112.1.2
(QCRn-gscd), with the OID (QCPRn-gscd)
0.4.0.194112.1.2
EUQualified Certificates 0.4.0.194112.1.3
issued to a legal person (QGP (QCRI-gscd)
I-gscd), with the OID
0.4.0.194112.1.3
QuoVadis Qualified QuoVadis Certificate Class | High No

Certificate not on aQSCD

Relevant to the Policy in ETSI
EN 319 41%2 for:

EUQualified Certificates
issued to a natural person
(QCRn), with the OID
0.4.0.194112.1.0

EUQualified Certificates
issued to a legal person (QGP
), with the OID

0.4.0.194112.1.1

OID:
1.3.6.1.4.1.8024.1.450

ETSI policy identifier OIDs:
0.4.0.194112.1.0

(QCPRnN)

0.4.0.194112.1.1
(QCRI)




Certificate Description Policy OID Assurance | Requires
Class Level token?
QuoVadis Qualified QuoVadis Certificate Class | High No
Certificate not on aQSCD OID:
where the device is managed | 1.3.6.1.4.1.8024.1.80
by a QTSP.
Relevant to the Polty in ETSI | ETSI policy identifier OIDs:
EN 319 4122 for: 0.4.0.194112.1.0
EUQualified Certificates (QCRn)
issued to a natural person
(QCRn), with the OID
0.4.0.194112.1.0
EUQualified Certificates 0.4.0.194112.1.1
issued to a legal person (QGP (QCRI)
), with the OID
0.4.0.194112.1.1
QV Closed  Used for reliance by
Community members of the Issuer

community only. Policies are
defined in the CP/CPS of the




2.2.

KEY USAGE AND ARCHIVE

Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligibleey

Escrow, according to the following table:

QuoVadis Key Usage/ Applicability to QuoVadis Certificate Classes
_IC_:;ggﬂcate gﬁ:g:se d Key Usage QV Standard QV Advanced | QV Advanced + | QV Qualified
Signing and Key Usage Allowed Allowed Allowed Not Allowed
Encryption digitalSignature (Escrowonly (Escrowonly (Escrownot
nonRepudiation permitted for permitted for permitted)
keyEncipherment certain Issuing | certain Issuing
keyAgreement CAs. Not CAs. Not
permitted for permitted for
Extended Key Usage | any CAs on any CAs on
smartcardlogon EUTLD EUTLD
clientAuth
emailProtection
documentSigning
enrolmentAgent
Signing Key Usage Allowed Allowed Allowed Allowed
digitalSignature (Escrownot (Escrownot (Escrownot (Escrownot
nonRepudiation permitted) permitted) permitted) permitted)
Extended Key Usage
smartcardlogon
clientAuth
emailProtection
documentSigning
enrolmentAgent
Encryption Key Usage Allowed Allowed Allowed Not Allowed
keyEncipherment (Escrow (Escrow (Escrownot
keyAgreement permitted) permitted) permitted)
Extended Key Usage
emailProtection
Authentication Key Usage Allowed
digitalSignature (Escrownot
permitted)

Extended Key Usage
smartcardlogon
clientAuth
enrolmentAgent




2.3. IDENTITY AUTHENTICATION






. full name of the organisational entity;
. a nationally recognized identity number, or other attributes which may be used to, as far as
possible, diginguish the organisational entity from others with the same name.

2.4.3. QV Advanced +

| Purpose |
QuoVadis Advanced+ Certificates are used for the same purposes as Advanced Certificates, with the ol
difference being that they are issued on a Secure Cryptographic Devéther held by the Subscriber or
managed by QuoVadis















QVSwissQualified Certificates areQualified personal certificates according to the Swiss Federal signatur|
law (ZertES). They are issued out of the “QuoVadis Swiss Regulated CAs” and have the notice text
“qualified certificate” in the Certificate Policies user ndice. QVSwissQualified Certificates are used to
sign documents electronically. The @ital Sgnature is tamperproof and legally equivalent to a
handwritten signature.

Registration Process
QVSwissQualified Certificates aressued in accordance with the ZertES requirements usingrious
QuoVadis Signing Servicedesigned for this type of Certificate
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i)

Business SSL Certificatesare Certificates for which limited authentication and authorisationchecks are
performed on the Subscriber and the individuals acting for the Subscribé©I1D
1.3.6.1.4.1.8024.0.2.100.1)1

Extended Validation SSL Certificates
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Signature,not the accuracyof the underlying electronic record. Relying Party Agreements may include
additional representations and warranties.

6. LIMITED WARRANTY AND DISCLAIMER/LIMITATION OF LIABILITY

OTHER THAN AS PROVIDED IN SEIN®.6.1 OF THE GEPS, THE CERTIFICATES ARE PROVIDED “AS IS”
AND “AS AVAILABLE” AND TO THE MAXIMUM EXTENT PERMITTED BY LAW, QUOVADIS DISCLAIMS ALL
EXPRESS AND IMPLIED WARRANTIES, INCLUDING WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTIQWLAR PURPOSEN® NONINFRINGEMENT. QUOVADIS DOES NOT WARRANT THAT ANY
CERTIFICATE WILL MEET SUBSCRIBER’S OR ANY OTHER PARTY’S EXPECTATIONS OR THAT ACCESS TO
THE CERTIFICATES WILL BE TIMELY OR ERROR
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https://www.quovadisglobal.com/repository
https://www.quovadisglobal.com/privacy-policy
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10.2. DISPUTE RESOLUTION

See section 9.13 of the applicable QuoVadis CBPS.To the extent permitted by law, before a Participant in

the QuoVadis PKI files suit or initiates an arbitration claim with respect to a dispute, Participant shall notify
QuoVadis, and any other party to the dispute for the purpose of seeking business resolution. Both Participant
and QuoVadis shall make good faith efforts to resolve such dispute via business discussions. If the dispute is
not resolved within sixty (60) days after the initial notice, then a party may proceed as permitted under
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