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Important Note About this Document 

 

This document is the Certificate Policy/Certification Practice Statement (CP/CPS) of DigiCert Europe 
(also known as QuoVadis), a company of DigiCert, Inc.  

This version of the CP/CPS has been approved for use by the QuoVadis Policy Management Authority 
(PMA) and is subject to amendment and change in accordance with the policies and guidelines 
adopted, from time to time, by the PMA and as otherwise set out herein. The date on which this 
version of the CP/CPS becomes effective is indicated on this CP/CPS. The most recent effective copy 
of this CP/CPS supersedes all previous versions. No provision is made for different versions of this 
CP/CPS to remain in effect at the same time. 

This document covers aspects of the QuoVadis PKI. Services for PKIoverheid operate under a 
separate CP/CPS document. 

There are a number of instances where the legal and regulatory frameworks for Qualified Certificates 
under the Swiss or EU Digital Signature regimes impose additional requirements. In these instances, 
this Document shows these differences either by indicating in the body of the text “For Qualified 
Certificates” or with the inclusion of a Text Box as shown below.  

 

Provision relating to Qualified or Regulated Certificates issued in accordance with Swiss 
regulations. 

 

Provision relating to Qualified Certificates issued in accordance with Regulation (EU) No. 
910/2014 on electronic identification and trust services for electronic transactions in the 
internal market (the eIDAS Regulation). 

https://www.quovadisglobal.com/
mailto:compliance@quovadisglobal.com
https://www.quovadisglobal.com/certificate-revocation
mailto:qvcomplaints@digicert.com
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1. INTRODUCTION 

1.1. OVERVIEW 
This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the certification processes that 
DigiCert Europe (also known as QuoVadis) uses in the generation, issue, use, and management of Certificates 
and serves to notify Subscribers and Relying Parties of their roles and responsibilities concerning Certificates. 

 QuoVadis ensures the integrity of its Public Key Infrastructure (PKI) operational hierarchy by binding 
Participants to contractual agreements. This CP/CPS is not intended to create a contractual relationship 
between QuoVadis and any Participant in the QuoVadis PKI. Any person seeking to rely on Certificates or 
participate within the QuoVadis PKI must do so pursuant to definitive contractual documentation. 

QuoVadis Trustlink BV is a Qualified Trust Service Provider (TSP) listed on the Trusted List for the 
Netherlands, DigiCert Europe Belgium BV (previously QuoVadis Trustlink BVBA) for Belgium and QuoVadis 
Schweiz AG for Switzerland. 

QuoVadis Certificates comply with Internet standards (x509 v.3) as set out in RFC 5280. This CP/CPS follows 
the IETF PKIX RFC 3647 framework with 9 Sections that cover practices and procedures for identifying 
Certificate applicants; issuing and revoking Certificates; and the security controls related to managing the 
physical, personnel, technical, and operational components of the CA infrastructure. To preserve the outline 
specified by RFC 3647, some Sections will have the statement "Not applicable" or "No Stipulation." 

In addition a QuoVadis PKI Disclosure Statement, which summarises information
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1.3. PUBLIC KEY INFRASTRUCTURE PARTICIPANTS 

1.3.1. Certification Authorities 



 

  3 

authenticated by QuoVadis. ERAs must abide by all the requirements of this CP/CPS, Section 1.3.2.1 of the 
S/MIME BR, and the terms of their services agreement with QuoVadis.  

See also Section 9.6.2. 

1.3.3. Subscribers 
Subscribers use QuoVadis’ services and PKI to support transactions and communications. Subscribers under 
this CP/CPS include all end users (including entities) of Certificates issued by an Issuer CA. A Subscriber is the 
entity named as the end-user Subscriber of a Certificate. End-user Subscribers may be individuals, 
organisations or, infrastructure components such as firewalls, routers, trusted servers or other devices used 
to secure communications within an organisation. 

Subscribers are not always the party identified in a Certificate. The Subject of a Certificate is the party named 
in the Certificate. A Subscriber, as used herein, may refer to the Subject of the Certificate and the entity that 
contracted with QuoVadis for the Certificate’s issuance, or the individual responsible for requesting and  a 
Certificate on a trusted system. Prior to verification of identity and issuance of a Certificate, a Subscriber is an 
Applicant.  

Subscribers are required to act in accordance with this CP/CPS and Subscriber Agreement. See also Section 
9.6.3. 

1.3.4. Relying Parties 
Relying Parties are entities that act in Reasonable Reliance on a Certificate and/or Digital Signature issued by 
QuoVadis. A Relying Party may, or may not, also be a Subscriber of the QuoVadis PKI. Relying parties must 
check the appropriate CRL or OCSP response prior to relying on information featured in a Certificate. The 
location of the Certificate Status service is detailed within the Certificate.  

Relying P



https://www.quovadisglobal.com/
mailto:compliance@quovadisglobal.com
mailto:qvcomplaints@digicert.com
https://www.quovadisglobal.com/certificate-revocation
https://problemreport.digicert.com/
mailto:revoke@digicert.com
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1.5.3. Person Determining The CP/CPS Suitability 
The QuoVadis PMA determines the suitability and applicability of this CP/CPS based on the results and 
recommendations received from an independent auditor. The PMA is also responsible for evaluating and 
acting upon the results of compliance audits. 

1.5.4. CP/CPS Approval Procedures 
Approval of this CP/CPS and any amendments hereto is by the QuoVadis PMA. Amendments may be made by 
updating this entire document or by addendum. The QuoVadis PMA, at its sole discretion, determines 
whether changes to this CP/CPS require notice or any change in the OID of a Certificate issued pursuant to 
this CP/CPS.  See also Section 9.10 and Section 9.12. Any changes to this CP/CPS that relate to Grid topics 
(refer to Section 10.6.1 below) should be approved by the relevant Grid PMA. 

1.6. DEFINITIONS AND ACRONYMS 

1.6.1. Definitions 
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Factor that governs its issuance and use whether expressly included or incorporated by reference to this 
CP/CPS. 

Domain Name: An ordered list of one or more Domain Labels assigned to a node in the Domain Name 
System. 

eIDAS Regulation or eIDAS: Regulation (EU) No. 910/2014 on electronic identification and trust services for 
electronic transactions in the internal market. 

Internal Server Name: A Server Name (which may or may not include an Unregistered Domain Name) that is 
not resolvable using the public DNS. 

Key Pair: A 
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Relying Party: An Individual or Organisation that has entered into a Relying Party Agreement authorising 
that person or Organisation to exercise Reasonable Reliance on Certificates, subject to the terms and 
conditions set forth in the applicable Relying Party Agreement. 

Relying Party Agreement: The Relying Party Agreement is an agreement which must be read and accepted 
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OID Object Identifier 

OCSP Online Certificate Status Protocol 

PKCS Public Key Cryptography Standard 

PKI Public Key Infrastructure 

PKIX IETF Working Group on Public Key Infrastructure  

PMA QuoVadis Policy Management Authority 

Portal Certificate Management System 

PSD2 Payment Services Directive - Directive (EU) 2015/2366 

PSP Payment Service Provider 

QSCD  Qualified Electronic Signature/Seal Creation Device  

http://www.cabforum.org/
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Standards / Law 

Bermuda Authorised 
Certificate Service Provider 

As defined in Bermuda’s Electronic Transactions Act 1999 

Application Software 
Vendor 

Adobe Approved Trust List Technical Requirements, v.2.0 

Apple Root Store Program 

https://www.quovadisglobal.com/repository
https://chain-demos.digicert.com/
https://chain-demos.digicert.com/
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2.4. ACCESS CONTROLS ON REPOSITORIES 
Read-only access to the Repository is unrestricted and is available 24 x 7. Logical and physical controls 
prevent unauthorised write access to Repositories. In the event that the Repository is unavailable then 
QuoVadis aims to restore availability within 24 hours. 

3. IDENTIFICATION AND AUTHENTICATION 
The Identification and Authentication procedures used by QuoVadis depend on the Class of Certificate being 
issued. See Appendices for Certificate Profiles and the relevant verification requirements. 

3.1. NAMING 

3.1.1. Types Of Names 
All Subscribers require a distinguished name that complies with the ITU X.500 standard for Distinguished 
Names (DN). The QuoVadis PMA approves naming conventions for the creation of distinguished names for 
Issuing CA applicants. Different naming conventions may be used by different Issuing CAs. 

Names consisting of multiple words are permitted. Subjects MAY chose name order in accordance with 
national preference. 

Each User must have a unique and readily identifiable Subject DN.  Alternatively, DNs may be based on 
domain name components, e.g. CN=John Smith, DC=QuoVadis, DC=BM. The Common Name may contain the 
applicant’s first and last name (surname).  

For Certificates issued under the TLS BR, the use of Internal Server Names and Reserved IP Addresses is 
prohibited, and the FQDN or authenticated domain name is placed in the Common Name (CN) attribute of the 
Subject field and/or the Subject Alternative Name extension. Wildcard TLS Certificates have a wildcard 
asterisk character for the server name in the Subject field. Wildcard EV Certificates may not be issued under 
the EV Guidelines. 

The Distinguished Names of a Code Signing Certificate must identify the legal entity that intends to have 
control over the use of the Private Key when signing code.  

3.1.2. Need For Names To Be Meaningful 
QuoVadis uses Distinguished Names that identify both the entity (i.e. person, organisation, device, or object) 
that is the Subject of the Certificate and the entity that is the issuer of the Certificate. QuoVadis only allows 
directory information trees that accurately reflect organisation structures. Personal Names included in 
Certificates issued to Individuals shall be a meaningful representation of the authenticated common name of 
the Subscriber. 

3.1.3. Pseudonymous Subscribers 
QuoVadis may issue pseudonymous end entity Certificates if they are not prohibited by policy and if 
applicable name space uniqueness requirements are met. QuoVadis requires identification of the real identity 
of the Applicant in accordance with Section 3.2.3. The pseudonym shall be either a unique identifier selected 
by QuoVadis for the Subject of the Certificate, or an identifier selected by an Enterprise RA which uniquely 
identifies the Subject of the Certificate within the organisation.  

3.1.4. Rules For Interpreting Various Name Forms 
Distinguished Names in Certificates are interpreted using X.500 standards and ASN.1 syntax. QuoVadis may 
allow the conversion of Identity information usually rendered in non-ASCII characters (for example é and à 
may be represented by e or a, and umlauts such as ö or ü may be represented by oe or ue, o or u respectively).  
QuoVadis may use language variants (such as Munich or München) for geographic names.  For Personal 
Names, QuoVadis include an ASCII character name that is not a direct Conversion of the Applicant's registered 
name provided that it is verified in a Reliable Data Source or suitable Attestation. 
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3.1.5. Uniqueness Of Names 
The Subject Name of each Certificate issued by an Issuing CA shall be unique within each class of Certificate 
issued by that Issuing CA over the lifetime of that Issuing CA and shall conform to applicable X.500 standards 
for the uniqueness of names. 

The Issuing CA may, if necessary, insert additional numbers or letters to the Subscriber’s Subject Common 
Name, or other attribute such as Subject serialNumber, in order to distinguish between two Certificates that 
would otherwise have the same Subject Name. Name uniqueness is not violated when multiple Certificates 
are issued to the same entity. 

3.1.6. Recognition, Authentication, And Role Of Trademarks 
Unless otherwise specifically stated in this CP/CPS, QuoVadis does not verify an Applicant’s right to use a 
trademark and does not resolve trademark disputes. QuoVadis may reject any application or require 
revocation of any Certificate that is part of a trademark dispute. 

3.2. INITIAL IDENTITY VALIDATION 
QuoVadis may use any legal means of communication or investigation to ascertain the identity of an 
organisational or individual Applicant in compliance with this CP/CPS. QuoVadis may refuse to issue a 
Certificate in its sole discretion. 

3.2.1. Method To Prove Possession Of Private Key 
Issuing CAs shall establish that each Applicant for a Certificate is in possession and control of the Private Key 



https://github.com/digicert/reports/tree/master/validation-sources
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3.2.2.3. Verification of IP Address 

For each IP Address listed in a publicly-trusted TLS Certificate, QuoVadis confirms that, as of the date the 
Certificate was issued, the Applicant controlled the IP Address by: 

i) Having the Applicant demonstrate practical control over the IP Address by confirming the presence 
of a Request Token or Random Value contained in the content of a file or webpage in the form of a 
meta tag under the “/.well-known/pki-validation” directory on the IP Address, performed in 
accordance with TLS BR Section 3.2.2.5.1; 

ii) Confirming the Applicant’s control over the IP Address by sending a Random Value via email, fax, 
SMS, or postal mail and then receiving a confirming response utilising the Random Value, performed 
in accordance with TLS BR Section 3.2.2.5.2; 

iii) Performing a reverse-IP address lookup and then verifying control over the resulting Domain Name, 
as set forth above and in accordance with TLS BR Section 3.2.2.5.3; 

iv) TLS BR Section 3.2.2.5.3 is no longer used because it was deprecated as of July 31, 2019. 

v) Confirming the Applicant’s control over the IP Address by calling the IP Address Contact’s phone 
number, as identified by the IP Address RA, and obtaining a response confirming the Applicant’s 
request for validation of the IP Address, performed in accordance with TLS BR Section 3.2.2.5.5; 

vi) Confirming the Applicant’s control over the IP Address by performing the procedure documented for 
an “http-01” challenge in draft 04 of “ACME IP Identifier Validation Extension,” available at 
https://tools.ietf.org/html/draft-ietf-acme-ip-04#Section-4, performed in accordance with TLS BR 
Section 3.2.2.5.6; or 

vii) TLS BR Section 3.2.2.5.7 is not used by QuoVadis 

3.2.2.4. Wildcard Domain Validation  

Before issuing a TLS Certificate with a wildcard character (*) in a CN or subjectAltName of type DNS-ID, 
QuoVadis follows a documented procedure that determines if the wildcard character occurs in the first label 
position to the left of a “registry-controlled” label or “public suffix”. 
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See Appendix A for additional information on the authentication methods that are available for each 
Certificate Class. QuoVadis only allows the use of identity validation methods that have been approved by the 
relevant Supervisory Authority. 

If the Subject is a natural person, evidence shall be provided to deliver unique identification of the Applicant, 
including: 

i) Full name (including surname and given names consistent with applicable law and national 
identification practices); and 

ii) Date and place of birth, or reference to at least one nationally recognised identity document, or other 
attributes which may be used to, as far as possible, distinguish the person from others with the same 
name.  

If the Subject is a natural person identified in association with an organisational entity (legal person), 
additional evidence shall be provided of: 

i) Full name and legal status of the associated organisational entity; 

ii) Any relevant existing registration information (e.g. company registration) of the organisational 
entity; and 

iii) Evidence that the Subject is affiliated with the organisational entity which may include reference to 
an attestation or a Trusted Register. Attestations may be made by directors, executives, board 
members, or a natural person with authorisation duly delegated from another natural person in an 
authorised role. 

Enterprise RA records may be used to verify Individual Identity attributes, including pseudonyms, included in 
Sponsor-validated Certificates issued within the ERA’s Organisation in accordance with the S/MIME BR. 
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confirm attributes where Certificates may assert the Individual’s affiliation with an Organisation or rely upon 
previously conducted procedures, 
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3.2.3.4. Video Verification  

QuoVadis may also use video-based verification procedures where the Applicant interacts with an RA via a 
web video session or identity proofing software. 
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3.3.2. Identification and Authentication For Re-Key After Revocation 
QuoVadis does not allow re-key after revocation.  To re-key a revoked Certificate, the Subscriber must 
undergo the initial Identification and Authentication process prior to re-keying the Certificate.  

3.4. IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUESTS 
See Section 4.9 for information about Certificate Revocation procedures. All revocation requests are 
authenticated by QuoVadis or the RA responsible for issuing the Certificate. QuoVadis authenticate revocation 
requests by referencing the Certificate’s Public Key, regardless of whether the associated Private Key is 
compromised. A Subscriber may request that their Certificate be revoked by: 

• Authenticating to a QuoVadis Portal and requesting revocation via that system; 

• Applying in person to the RA, Issuing CA or QuoVadis supplying either original proof of 
identification in the form of a valid Passport or National ID; or 

• Telephonic communication using a pre-existing shared secret, password or other information 
associated with Subscriber’s account with the CA following appropriate Identification. 

4. CERTIFICATE LIFE-CYCLE OPERATION REQUIREMENTS 

4.1. CERTIFICATE APPLICATION 

4.1.1. Who Can Submit A Certificate Application 
Either the Applicant or an individual authorised to request Certificates on behalf of the Applicant may submit 
Certificate Requests. Applicants are responsible for any data that the Applicant or an agent of the Applicant 
supplies to QuoVadis 

QuoVadis does not issue Certificates to entities on a government denied list maintained by the United States 
or that are located in a country with which the laws of the United States prohibit doing business. 

The Applicant is responsible to provide correct and up-to-date data, as required for the generation and 
issuance of Certificates as well as the correct usage of the Certificates. By agreeing to the Master Service 
Agreement, Terms of Use, and the Privacy Notice and signing the contracts, the Applicant also agrees to all 
underlying documents (the CP/CPS and others). If any of the required information for the issuance of 
Certificates is missing, incomplete or produces a negative outcome, QuoVadis will reject the application for a 
Certificate.  

QuoVadis maintains an internal database of previously revoked Certificates and previously rejected 
Certificate Requests.  QuoVadis uses this information to identify subsequent suspicious Certificate Requests . 
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such performance to QuoVadis. After verification is complete, QuoVadis Validation Specialists evaluate the 
corpus of information and decides whether or not to approve issuance. 

QuoVadis does not issue Certificates containing a new gTLD under consideration by ICANN until the gTLD has 
been approved. QuoVadis may also reject a Certificate Application if QuoVadis believes that issuing the 
Certificate could damage or diminish QuoVadis’ reputation or business. QuoVadis does not issue publicly 
trusted TLS Certificates containing unregistered TLD’s or when domain control cannot be verified. 

Approval for EV requires two QuoVadis Validation Specialists. The second validation specialist cannot be the 
same individual who collected the documentation and originally approved the EV Certificate.  

QuoVadis, in its sole discretion, may refuse to issue a Certificate, without incurring any liability for loss or 
damages arising out of such refusal. QuoVadis reserves the right not to disclose reasons for such a refusal. 
Rejected Applicants may re-
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4.6.2. Who May Request Renewal 
Only the Certificate Subject or an authorised representative of the Certificate Subject may request renewal of 
the Subscriber’s Certificates. 

4.6.3. Processing Certificate Renewal Requests 
Renewal application requirements and procedures are generally the same as those used during the 
Certificate’s original issuance
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4.7.5. Conduct Constituting Acceptance Of A Re-Key Certificate 
Conduct constituting acceptance of a re-keyed Certificate is in accordance with Section 4.4.1. Issued 
Certificates are considered accepted 30 days after the Certificate is re-keyed, or earlier upon use of the 
Certificate when evidence exists that the Subscriber used the Certificate. 

4.7.6. Publication Of The Re-Key Certificate By The CA 
QuoVadis publishes a re-keyed Certificate by delivering it to the Subscriber.  

4.7.7. Notification Of Certificate Re-Key By The CA To Other Entities 
RAs may receive notification of a Certificate’s renewal if the RA was involved in the issuance process. 

4.8. CERTIFICATE MODIFICATION 

4.8.1. Circumstances For Certificate Modification 
Modifying a Certificate means creating a new Certificate for the same Subject with authenticated information 
that differs slightly from the old Certificate (e.g., changes to Mailbox Address or non-essential parts of names 
or attributes) provided that the modification otherwise complies with this CP/CPS. The new Certificate may 
have the same or a different subject Public Key. Modified information must undergo the same Identification 
and Authentication procedures as for a new Certificate. 

4.8.2. Who May Request Certificate Modification  
QuoVadis modifies Certificates at the request of certain Certificate Subjects or in its own discretion. QuoVadis 
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x) QuoVadis right to issue Certificates under the CA/Browser Forum requirements expires or is revoked 
or terminated, unless QuoVadis has made arrangements to continue maintaining the CRL/OCSP 
Repository for a reason that is not otherwise required to be specified by this Section 4.9.1 (CRLReason 
"unspecified (0)" which results in no reasonCode extension being provided in the CRL; 

xi) Revocation is required by the QuoVadis CP/CPS for a reason that is not otherwise required to be 
specified by this Section 4.9.1 (CRLReason "unspecified (0)" which results in no reasonCode extension 
being provided in the CRL; 

xii) QuoVadis confirms a demonstrated or proven method that exposes the Subscriber’s Private Key to 
compromise, or if there is clear evidence that the specific method used to generate the Private Key 
was flawed (CRLReason #1, keyCompromise);  

xiii) Where the Subscriber becomes unsuitable or unauthorised to hold a Certificate on behalf of an 
employer or its respective Subsidiaries, Holding Companies or Counterparties (CRLReason #9, 
privilegeWithdrawn); or 

xiv) The Certificate no longer complies with the requirements of Section 6.1.5 and Section 6.1.6 of the 
Codesigning Baseline Requirements. 13. For Codesigning Certificates, Application Software Suppliers 
may request the Issuer CA delays revocation where immediate revocation has a potentially large 
negative impact to the ecosystem 

QuoVadis may revoke any Certificate in its sole discretion, including if QuoVadis believes that: 

i) 
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• the identity of the complainants (for example, complaints from a law enforcement official that a 
web site is engaged in illegal activities have more weight than a complaint from a consumer 
alleging they never received the goods they ordered); and 

• relevant legislation. 

v) If QuoVadis determines that revocation is appropriate, QuoVadis personnel revoke the Certificate 
and update the Certificate Status.  If QuoVadis deems appropriate, QuoVadis may forward the 
revocation reports to law enforcement. 

In the case of a PSD2 Certificate, the NCA identified in the Certificate may request revocation by contacting 
psd2@quovadisglobal.nl.  NCA revocation requests are authenticated using either a previously communicated 
shared secret, or use of a Digital Signature supported by Qualified Certificate issued to the NCA. 







 

  31 



 

  32 

5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS 
The Section of the CP/CPS provides a high level description of the security policy, physical and logical access 
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• CA Certificate and key lifecycle management events; 

-  Certificate requests, renewal, and re-key requests, and revocation; 

-  Approval and rejection of Certificate Requests; 

-  Cryptographic device lifecycle management events; 

-  Generation of CRLs and OCSP entries; and 
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5.4.4. Protection Of Audit Log 
The relevant audit data collected is regularly analysed for any attempts to violate the integrity of any element 
of the QuoVadis PKI. Only certain QuoVadis Trusted Roles and auditors may view audit logs in whole. 
QuoVadis decides whether particular audit records need to be viewed by others in specific instances and 
makes those records available. Consolidated logs are protected from modification and destruction. All audit 
logs are protected in an encrypted format via a Key and Certificate generated especially for the purpose of 
protecting the logs. 

5.4.5. Audit Log Backup Procedures 
Each Issuing CA performs an onsite backup of the audit log daily. The backup process includes weekly 
physical removal of the audit log copy from the Issuing CA premises and storage at a secure, off-site location. 

Backup procedures apply to the QuoVadis PKI and the Participants therein including the QuoVadis Root CAs, 
Issuing CAs, and RAs. 

5.4.6. Audit Collection System 
The security audit process of each Issuing CA runs independently of the Issuing CA software. Security audit 
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QuoVadis retains the following information in its archives (as such information pertains to QuoVadis’ CA / 
TSA operations): 

i) Accreditations of QuoVadis; 

ii) CP/CPS versions; 

iii) Contractual obligations and other agreements concerning the operation of the CA/TSA; 

iv) System and equipment configurations, modifications, and updates; 

v) Rejection or acceptance of a Certificate request; 

vi) Certificate issuance, rekey, renewal, and revocation requests; 

vii) Sufficient identity authentication data to satisfy the identification requirements of Section 3.2, 
including information about telephone calls made for verification purposes; 

viii) Any documentation related to the receipt or acceptance of a Certificate or token; 

ix) Subscriber Agreements; 

x) Issued Certificates; 

xi) A record of Certificate re-keys; 

xii) Data or applications necessary to verify an archive’s contents; 

xiii) Compliance auditor reports; 

xiv) Changes to QuoVadis audit parameters; 

xv) Any attempt to delete or modify audit logs; 

xvi) CA Key generation and destruction; 

xvii) Access to Private Keys for key recovery purposes; 

xviii) Changes to trusted Public Keys; 

xix) Export of Private Keys; 

xx) Approval or rejection of a revocation request; 

xxi) Appointment of an individual to a trusted role; 

xxii) Destruction of a cryptographic module; 

xxiii) Certificate compromise notifications; 

xxiv) Remedial action taken as a result of violations of physical security; and 

xxv) Violations of the CP/CPS. 

5.5.2. Retention Period For Archive 
Audit logs relating to the Certificate lifecycle are retained as archive records for a period no less than eleven 
(11) years for Swiss Qualified Certificates and for seven (7) years for all other Certificates. Detailed system 
generated logs are retained for 24 months based on a risk assessment. 

5.5.3. Protection Of Archive 
Archive records are stored at a secure location and are maintained in a manner that prevents unauthorised 
modification, substitution, or destruction. Archives are not released except as allowed by the PMA or as 
required by law. QuoVadis maintains any software application required to process the archive data until the 
data is either destroyed or transferred to a newer medium.  

If QuoVadis needs to transfer any media to a different archive site or equipment, QuoVadis will maintain both 
archived locations and/or pieces of equipment until the transfer are complete. All transfers to new archives 
will occur in a secure manner.  
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For some EU Qualified and Swiss Qualified/Regulated Certificates, QuoVadis may generate and 
manage Private Keys on behalf of the Subscriber. Where the policy requires the use of a QSCD 
then the signatures shall only be created by the QSCD.  
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QuoVadis and Subscribers may fulfill transmission security requirements using TLS or another protocol that 
provides similar security, provided the protocol requires at least AES 128 bits or equivalent for the 
symmetric key and at least 2048-bit RSA or equivalent for the asymmetric keys. 

6.1.6. Public Key Parameters Generation And Quality Checking 
QuoVadis uses cryptographic modules that conform to FIPS 186-2 and provide random value generation and 
on-board generation of Public Keys and a wide range of ECC curves.  

6.1.7. Key Usage Purposes (As Per X.509 V3 Key Usage Field) 
Private Keys corresponding to QuoVadis Root Certificates are not used to sign Certificates except in the 
following cases: 

i) Self Selff
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Effective November 15, 2022 for Code Signing Certificates, Subscribers must generate and protect Private 
Keys: 

• using a cryptographic module certified to FIPS 140-2 Level 2 or Common Criteria EAL 4+; or 

• using cloud-based generation and protection solution as defined in Section 16.3.1 of the Code Signing 
Baseline Requirements; or 

• using signing service as defined in Section 16.2 of the Code Signing Baseline Requirements. 

6.2.2. Private Key (N of M) Multi-Person Control 
QuoVadis’ authentication mechanisms are protected securely when not in use and may only be accessed by 
actions of multiple trusted persons. Backups of CA Private Keys are securely stored and require two-person 
access. Re-activation of a backed-up CA Private Key (unwrapping) requires the same security and multi-
person control as when performing other sensitive CA Private Key operations. 

6.2.3. Private Key Escrow 
QuoVadis does not escrow its CA signature keys. QuoVadis may provide escrow services for end entity 
Subscriber 
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6.2.8. Method Of Activating Private Key 
QuoVadis’ Private Keys are activated according to the specifications of the HSM manufacturer. Activation data 
entry is protected from disclosure.  

Subscribers are solely responsible for protecting their Private Keys in a manner commensurate with the 
Certificate type. Subscribers should use a strong password or equivalent authentication method to prevent 
unauthorised access or use of the Subscriber Private Key. 
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Type Certificate Term 

Qualified Certificates for Electronic Signature and 
Electronic Seal 

12 to 36 months 

TLS Certificates including Qualified Web Authentication 
Certificates (QEVCP-w) 

398 days  

S/MIME Certificates 1185 days 

Code Signing Certificates 39 months 

 

For the purpose of calculations, a day is measured as 86,400 seconds. Any amount of time greater than this, 
including fractional seconds and/or leap seconds, represents an additional day. For the purposes of 
calculating time periods in this document, increments are rounded down subject to the imposed maximum 
requirements listed in Section 1.1 as applicable. 

Relying Parties may still validate signatures generated with these keys after expiration of the Certificate.  

QuoVadis may voluntarily retire its CA Private Keys before the periods listed above to accommodate key 
changeover processes. QuoVadis does not issue Subscriber Certificates with an expiration date that exceeds 
the Issuing CA’s Public Key term or that exceeds the routine re-key identification requirements specified in 
Section 3.1.1. 

6.4. ACTIVATION DATA 

6.4.1. Activation Data Generation And Installation 
QuoVadis activates the cryptographic module containing its CA Private Keys according to the specifications of 
the hardware manufacturer meeting the requirements of FIPS 140-2 Level 3 and/or Common Criteria EAL 4. 
The cryptographic hardware is held under two-person control as explained in Section 5.2.2 and elsewhere in 
this CP/CPS. QuoVadis will only transmit activation data via an appropriately protected channel and at a time 
and place that is distinct from the delivery of the associated cryptographic module. 

QuoVadis personnel and Subscribers are instructed to use strong passwords and to protect PINs and 
passwords that meet the requirements specified by the CA/Browser Forum’s Network Security Requirements 
and other relevant standards.  

6.4.2. Activation Data Protection 
If activation data must be transmitted, it shall be via a channel of appropriate protection, and distinct in time 
and place from the associated Cryptographic Module. PINs may be supplied to Users in two portions using 
different delivery methods, for example by e-mail and by standard post, to provide increased security against 
third-



 

  47 

6.5.1. Specific Computer Security Technical Requirements 
QuoVadis secures its CA systems and authenticates and protects communications between its systems and 
trusted roles. QuoVadis’ CA servers and support-and-vetting workstations run on trustworthy systems that 
are configured and hardened using industry best practices. All CA systems are scanned for malicious code and 
protected against spyware and viruses. Inactivity log out timeframes are set and enforced through internal 
information security policies and procedures to ensure security. 

RAs must ensure that the systems maintaining RA software and data files are trustworthy systems secure 
from unauthorised access, which can be demonstrated by compliance with audit criteria applicable under 
Section 5.4.1.  

RAs must logically separate access to these systems and this information from other components. This 
separation prevents access except through defined processes. RAs must use firewalls to protect the network 
from internal and external intrusion and limit the nature and source of activities that may access such 
systems and information. RAs must require the use of passwords with a minimum character length and a 
combination of alphanumeric and special characters. 

QuoVadis’ CA systems are configured to:  
i) authenticate the identity of users before permitting access to the system or applications;  
ii) manage the privileges of users and limit users to their assigned roles;  
iii) generate and archive audit records for all transactions; 
iv) enforce domain integrity boundaries for security critical processes; and  
v) support recovery from key or system failure.  

 
All Certificate Status Servers:  

i) authenticate the identity of users before permitting access to the system or applications;  
ii) manage privileges to limit users to their assigned roles; 
iii) enforce domain integrity boundaries for security critical processes; and  
iv) support recovery from key or system failure.  

 
QuoVadis enforces multi-factor authentication on any Portal account capable of directly causing Certificate 
issuance. 

6.5.2. Computer Security Rating 
No stipulation. 

6.6. LIFE CYCLE TECHNICAL CONTROLS 

6.6.1. System Development Controls 
QuoVadis has mechanisms in place to control and monitor the acquisition and development of its CA systems. 
Change requests require the approval of at least one administrator who is different from the person 
submitting the request. QuoVadis only installs software on CA systems if the software is part of the CA’s 
operation. CA hardware and software are dedicated to performing operations of the CA. 

Vendors are selected based on their reputation in the market, ability to deliver quality product, and likelihood 
of remaining viable in the future. Management is involved in the vendor selection and purchase decision 
process. Non-PKI hardware and software is purchased without identifying the purpose for which the 
component will be used. All hardware and software are shipped under standard conditions to ensure delivery 
of the component directly to a trusted employee who ensures that the equipment is installed without 
opportunity for tampering. 

Some of the PKI software components used by QuoVadis are developed in-house or by consultants using 
standard software development methodologies. All such software is designed and developed in a controlled 
environment and subjected to quality assurance review. Other software is purchased commercial off-the-
shelf (COTS). Quality assurance is maintained throughout the process through testing and documentation or 
by purchasing from trusted vendors as discussed above. 
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Updates of equipment and software are purchased or developed in the same manner as the original 
equipment or software and are installed and tested by trusted and trained personnel. All hardware and 
software essential to QuoVadis’ operations is scanned for malicious code on first use and periodically 
thereafter.  

6.6.2. Security Management Controls 
QuoVadis has mechanisms in place to control and continuously monitor the security-related configurations of 
its CA systems. When loading software onto a CA system, QuoVadis verifies that the software is the correct 
version and is supplied by the vendor free of any modifications.  

6.6.3. Life Cycle Security Controls 
No stipulation. 

6.7. NETWORK SECURITY CONTROLS 
QuoVadis CA and RA functions are performed using networks secured in accordance with the standards 
documented in the CP/CPS to prevent unauthorised access, tampering, and denial-of-service attacks. 
Communications of sensitive information shall be protected using point-to-point encryption for 
confidentiality and Digital Signatures for non-repudiation and authentication. 

QuoVadis documents and controls the configuration of its systems, including any upgrades or modifications 
made. QuoVadis’ CA system is connected to one internal network and is protected by firewalls and Network 
Address Translation for all internal IP addresses (e.g., 192.168.x.x). QuoVadis’ customer support and vetting 
workstations are also protected by firewall(s) and only use internal IP addresses.  

Root Keys are kept offline and brought online only when necessary to sign Certificate-issuing subordinate 
CAs, OCSP Responder Certificates, or periodic CRLs. Firewalls and boundary control devices are configured to 
allow access only by the addresses, ports, protocols and commands required for the trustworthy provision of 
PKI services by such systems. 

QuoVadis performs vulnerability scans of its networks at least once a quarter, and penetration tests at least 
annually. 

QuoVadis’ security policy is to block all ports and protocols and open only ports necessary to enable CA 
functions. All CA equipment is configured with a minimum number of services and all unused network ports 
and services are disabled. QuoVadis’ network configuration is available for review on-site by its auditors and 
consultants under an appropriate non-disclosure agreement.  

6.8. TIME-STAMPING 
See Section 5.5.5. In addition, QuoVadis provides Time-Stamp Authority (TSA) services for use with specific 
QuoVadis products such as Qualified Electronic Signatures or8 (r)-1.6 (t)6.6 (s)2.3 ( 9d)-4.7 (e)-7 (r)3Si91td wignici CArvtfic tis
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7.1. CERTIFICATE PROFILE 
The table below describes the basic fields that may be included in QuoVadis Certificates. Refer to APPENDIX A 
for additional Certificate contents that are specific to the individual Certificate Profiles. 

7.1.1. Version Number(s) 
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RSASSA-PSS is not used for TLS Certificates and specifies the SHA-256 hash algorithm 
(2.16.840.1.101.3.4.2.1) as a parameter. For all other RSA algorithms the parameters field is NULL.  

QuoVadis and Subscribers may generate Key Pairs using the following: 

id-dsa  [iso(1) member-body(2) us(840) x9-57(10040) x9cm(4) 1]  
RsaEncryption  [iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 1]  
Dhpublicnumber  [iso(1) member-body(2) us(840) ansi-x942(10046) number-type(2) 1]  
id-
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• the Subscriber will no longer be using the Certificate because they are discontinuing their website; 
or  

• QuoVadis is made aware of any circumstance indicating that use of a fully-qualified domain name or 
IP address in the Certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a 
domain name registrant’s right to use the domain name, a relevant licensing or services agreement 
between the domain name registrant and the Applicant has terminated, or the domain name 
registrant has failed to renew the domain name).  

Unless keyCompromise is being used, cessationOfOperation must be used when:  

• the Subscriber has requested that their Certificate be revoked for this reason; or  
• QuoVadis received verifiable evidence that the Subscriber no longer controls, or is no longer 

authorised to use, all of the domain names in the Certificate.  

Otherwise, cessationOfOperation must not be used.  

affiliationChanged  

The CRLReason affiliationChanged is intended to be used to indicate that the Subject's name or other subject 
identity information in the Certificate has changed, but there is no cause to suspect that the Certificate’s 
Private Key has been compromised.  

Unless CRLReason is being used, affiliationChanged will be used when:  

• the Subscriber has requested that their Certificate be revoked for this reason; or  
• QuoVadis replaced the Certificate due to changes in the Certificate’s subject information and the CA 

has not replaced the Certificate for the other reasons: keyCompros Q.0 Tc 02.904 03.3 ( ) 6
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Field  Value  

ecdsa-with-sha256 [1 2 840 10045 4 3 2 ] OR 

ecdsa-with-sha384 [1 2 840 10045 4 3 3]  

Issuer Distinguished Name  QuoVadis Issuing CA name  

thisUpdate  CRL issue date in UTC format  

nextUpdate  Date when the next CRL will issue in UTC format.  

Revoked Certificates List  List of revoked Certificates, including the serial number and revocation date  

Issuer’s Signature  [Signature]  

7.2.2. CRL And CRL Entry Extensions 
QuoVadis CRLs may have the following extensions per RFC 5280 and other requirements as needed: 

Extension  Value  

CRL Number  
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7.4. CERTIFICATE FIELDS AND ROOT CA CERTIFICATE HASHES 

7.4.1. Certificate Fields 
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7.4.2. QuoVadis Root Certificate 

https://www.quovadisglobal.com/repository
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7.4.2.5. QuoVadis Root CA 3 G3  

Field Certificate Profile 

Serial Number 
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9.2. FINANCIAL RESPONSIBILITIES 

9.2.1. Insurance Coverage 
QuoVadis maintains Commercial General Liability insurance with a policy limit of at least $2 million in 
coverage and Professional Liability/Errors & Omissions insurance with a policy limit of at least $5 million in 
coverage. Insurance is carried through companies rated no less than A- as to Policy Holder’s Rating in the 
current edition of Best’s Insurance Guide (or with an association of companies, each of the members of which 
are so rated).  

 

In accordance with ZertES, policy limits concerning Swiss Qualified Certificates are maintained 
in excess of CHF Two Million per occurrence and CHF Eight Million annual aggregate. 

9.2.2. Other Assets 
No stipulation. 

9.2.3. Insurance Or Warranty Coverage For End-Entities 
No stipulation. 

9.2.4. Fiduciary Relationships 
QuoVadis is not the agent, fiduciary or other representative of any Subscriber and/or Relying Party and must 
not be represented by the Subscriber and/or Relying Party to be so. Subscribers and/or Relying Parties have 
no authority to bind QuoVadis by contract or otherwise, to any obligation. 

Participation in the QuoVadis PKI does not make any participant an agent, fiduciary, trustee, or other 
representative of any entity, legal or otherwise. Nothing contained in this QuoVadis CP/CPS or in any 
corresponding Subscriber or Relying Party Agreement shall be deemed to constitute QuoVadis, QuoVadis PKI 
Participants or any of their agents, directors, employees, consultants, suppliers, contractors, partners or 
Counterparties a fiduciary, endorser, promoter, agent, partner, representative, or Counterparty of any entity, 
and the use of or reliance upon Certificates or other forms of participation within the QuoVadis PKI is to be 
construed accordingly. 

9.3. CONFIDENTIALITY OF BUSINESS INFORMATION 

9.3.1. Scope Of Confidential Information 
QuoVadis keeps the following types of information confidential and maintains reasonable controls to prevent 
the exposure of such records to non-trusted personnel. 

i) Private Keys; 

ii) Activation data used to access Private Keys or to gain access to the CA system; 

iii) Business continuity, incident response, contingency, and disaster recovery plans; 

iv) Other security practices used to protect the confidentiality, integrity, or availability of information; 

v) Information held by QuoVadis as private information in accordance with Section 9.4; 

vi) Audit logs and archive records; and 

vii) Transaction records, financial audit records, and external or internal audit trail records and any audit 
reports (with the exception of an auditor’s letter confirming the effectiveness of the controls set forth 
in this CP/CPS).  

Any personal or corporate information held by Issuing CAs related to a Subscriber’s application and the 
issuance of Certificates is considered confidential and will not be released without the prior consent of the 
relevant Holder, unless required otherwise by law or to fulfil the requirements of this QuoVadis CP/CPS. 
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9.4.7. Other Information Disclosure Circumstances 
No stipulation. 

9.5. INTELLECTUAL PROPERTY RIGHTS 
QuoVadis owns the intellectual property rights in QuoVadis’ services, including the Certificates, trademarks 
and the Proprietary Marks used in providing the services, and this CP/CPS.  

For the avoidance of doubt, external documents or electronic records signed or protected using QuoVadis 
Certificates are not considered to be QuoVadis documents for the purposes of this Section, nor is QuoVadis 
responsible for the content of those documents or records. 

9.5.1. Property Rights In Certificates And Revocation Information 
QuoVadis retains all intellectual property rights in and to the Certificates and revocation information that it 
issues. QuoVadis and customers shall grant permission to reproduce and distribute Certificates on a 
nonexclusive royalty-free basis, provided that they are reproduced in full and that use of Certificates is 
subject to the Relying Party Agreement referenced in the Certificate. QuoVadis, and customers shall grant 
permission to use revocation information to perform Relying Party functions subject to the applicable CRL 
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ii) Provide accurate and complete information when communicating with QuoVadis, and to respond to 
QuoVadis’ instructions concerning Key Compromise or Certificate misuse; 

iii) Confirm the accuracy of the certificate data prior to installing or using the Certificate; 

iv) For Qualified Certificates (a) if the policy requires the use of a QSCD, Electronic Signatures must only 
be created by a QSCD, (b) in the case of natural persons, the Private Key should only be used for 
Electronic Signatures, and (c) in the case of legal persons, the Private Key must be maintained and 
used under the control of the Subscriber and it should only be used for Electronic Seals. 

v) 
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• the attributes of the Certificate relied upon and the level of assurance in the Identification and 
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OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, PARTNERS AND LICENSORS (THE “QUOVADIS ENTITIES”) 
WILL NOT BE LIABLE FOR ANY SPECIAL, INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR PUNITIVE 
DAMAGES (INCLUDING ANY DAMAGES ARISING FROM LOSS OF USE, LOSS OF DATA, LOST PROFITS, 
BUSINESS INTERRUPTION, OR COSTS OF PROCURING SUBSTITUTE SOFTWARE OR SERVICES) ARISING OUT 
OF OR RELATING TO THIS CP/CPS OR THE SUBJECT MATTER HEREOF; AND (B) THE QUOVADIS ENTITIES’ 
TOTAL CUMULATIVE LIABILITY ARISING OUT OF OR RELATING TO THIS CP/CPS OR THE SUBJECT MATTER 
HEREOF WILL NOT EXCEED THE AMOUNTS PAID BY OR ON BEHALF OF SUBSCRIBER TO QUOVADIS IN THE 
TWELVE MONTHS PRIOR TO THE EVENT GIVING RISE TO SUCH LIABILITY, REGARDLESS OF WHETHER 
SUCH LIABILITY ARISES FROM CONTRACT, INDEMNIFICATION, WARRANTY, TORT (INCLUDING 
NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, AND REGARDLESS OF WHETHER QUOVADIS HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE. NO CLAIM, REGARDLESS OF FORM, WHICH IN 
ANY WAY ARISES OUT OF THIS CP/CPS, MAY BE MADE OR BROUGHT BY SUBSCRIBER OR SUBSCRIBER’S 
REPRESENTATIVES MORE THAN ONE (1) YEAR AFTER THE BASIS FOR THE CLAIM BECOMES KNOWN TO 
SUBSCRIBER. 

 

For Swiss Qualified Certificates, QuoVadis liability is in accordance with Articles 17, 18, 19 of 
ZertES. 

 

For EU Qualified Certificates, QuoVadis liability is in accordance with Extract 37 and Article 
13 of the eIDAS Regulation. 

9.9. INDEMNITIES 

9.9.1. Indemnification By QuoVadis  
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9.10. TERM AND TERMINATION 

9.10.1. Term 
This CP/CPS and any amendments to this CP/CPS are effective when published in the QuoVadis Repository 
and remain in effect until replaced with a newer version. 

9.10.2. Termination 
This CP/CPS as amended from time to time shall remain in force until it is replaced by a newer version. 

9.10.3. Effect Of Termination And Survival 
The conditions and effect resulting from termination of this CP/CPS will be communicated via the QuoVadis 
website upon termination. That communication will outline the provisions that may survive termination of 
this CP/CPS and remain in force. The responsibilities for protecting business confidential and private 
personal information shall survive termination, and the Terms and Conditions for all existing Certificates 
shall remain valid for the remainder of the validity periods of such Certificates. 

9.11. 
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Customer is Domiciled in or the 
Services are: 

Governing Law is laws 
of: 

Court or arbitration body with exclusive 
jurisdiction: 

The United States of America, 
Canada, Mexico, Central America, 
South America, the Caribbean, or 
any other country not otherwise 
included in the rest of the table 
below 

Utah state law and United 
States federal law 

State and Federal courts located in Salt 
Lake County, Utah 

Europe, Switzerland, the United 
Kingdom, Russia, the Middle East 
or Africa 

England International Chamber of Commerce, 
International Court of Arbitration, with 
seat of arbitration in the below city 
corresponding to the QuoVadis 
contracting entity listed in the Order 
Form. 

For QV CH: Zurich 
For QV NL: Amsterdam 
For QV DE: Munich 
For 
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10. APPENDIX A  

10.1. CERTIFICATE PROFILES  
Within the QuoVadis PKI an Issuing CA can only issue Certificates with approved Certificate Profiles. All 
Certificate Profiles within the QuoVadis PKI are detailed below.  

Procedures for Subscriber registration as well as descriptions of fields are described below for each type of 
Certificate issued. Additionally, specific Certificate Policies and QuoVadis’ liability arrangements that are not 
described in this CP/CPS may be drawn up under contract for individual Subscribers.  

10.1.1. QuoVadis Certificate Class 
Certificate 
Class 

Description Policy OID Assurance 
Level 

Requires 
token?  

QV 
Standard 

Based on the ETSI 
Lightweight Certificate Policy 
(LCP), which has the policy 
identifier OID 0.4.0.2042.1.3 

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.100 
(optional, may also use 
S/MIME BR OIDs) 

ETSI policy identifier OID: 
0.4.0.2042.1.3 (optional) 

Low Optional 

QV 
Advanced 

Based on the ETSI 
Normalised Certificate Policy 
(NCP), which has the OID 
0.4.0.2042.1.1. Features face-
to-face (or equivalent) 
authentication of holder 
identity and organisational 
affiliation (if included). 

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.200 

ETSI policy identifier OID: 
0.4.0.2042.1.1 (optional) 

Medium Optional 

QV 
Advanced +  

Similar to “QV Advanced” 
issued on an SSCD. Based on 
the ETSI Normalised 
Certificate Policy requiring an 
SSCD (NCP+), which has the 
OID 0.4.0.2042.1.2  

Includes Swiss Regulated 
Certificates. 

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.300  

ETSI policy identifier OID:  
0.4.0.2042.1.2 (optional) 

High Yes 

Adobe AATL 
Approved 

QV 
Qualified 

QuoVadis Qualified 
Certificate on a QSCD 

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.400  

ETSI policy identifier OIDs: 
0.4.0.194112.1.2  
(QCP-n-qscd) 

0.4.0.194112.1.3  
(QCP-l-qscd)   

High Yes  

Adobe AATL 
Approved  

QuoVadis Qualified 
Certificate on a QSCD, where 
the device is managed by a 
QTSP.  

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.410  

High Yes 
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10.1.2. Key Usage And Escrow 
Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for optional 
Key Escrow, according to the following table: 

Certificate 
Type 

Key Usage/  
Extended Key 
Usage Options 

Applicability to QuoVadis Certificate Classes 

QV Standard QV Advanced QV Advanced 
+ 

QV Qualified 

Signing and 
Encryption 

Key Usage 
digitalSignature 
+
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10.2. QV STANDARD 

Purpose 

Standard Certificates provide flexibility for a range of uses appropriate to their reliance value including S/MIME, 
electronic signatures, authentication, and encryption. 

Registration Process 

Validation procedures for QuoVadis Standard Certificates collect either direct evidence or an Attestation from an 
appropriate and authorised source of the identity (such as name and organisational affiliation) and other 
specific attributes of the Subject. 

Subjects may include an Individual (natural person); an Organisation (legal person); or a natural person, device, 
or system identified in association with an Organisation.  Identity proofing may be conducted via enterprise 
records, physical presence; Remote Identity Verification (RIV1-4), reliance on electronic signature, or video 
verification. 

Attribute Values Comment 

Subject 
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3 character identity type reference (e.g. PAS or 
IDC); 

2 character ISO 3166 country code; 

hyphen-minus "-" (0x2D (ASCII), U+002D (UTF-
8)); and 

identifier. 

SAN /E Optional 

Certificate Policies  1.3.6.1.4.1.8024.1.400 QV Qualified QSCD,  
or 1.3.6.1.4.1.8024.1.410 QV Qualified QSCD – on 
behalf of 

0.4.0.194112.1.2 (QCP-n-qscd)  

2.23.140.1.5.3.1 S/MIME Sponsor-Legacy 
(optional) 
2.23.140.1.5.4.1 S/MIME Individual-Legacy 
(optional) 

URL: 
https://www.quovadisglobal.com/repository 

User Notice:  Qualified certificate 

Fixed 
 
 
 
 
 
Only Swiss Qualified 

https://www.quovadisglobal.com/repository
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10.5.2. eIDAS 



 



 

  81 

• ETSI EN 319 412-2: Certificate Profiles; Part 3: Certificate profile for certificates issued to legal 
persons 

• ETSI EN 319 412-5: Certificate Profiles; Part 5: QCStatements 

• ETSI TS 119 495:  Qualified Certificate Profiles and TSP Policy Requirements under the payment 
services Directive (EU) 2015/2366 

Registration Process 

Identity validation procedures for these Certificates meet the relevant requirements of ETSI EN 319 411-2 for 
“Policy for EU qualified certificate issued to a legal person where the private key and the related certificate 
reside on a QSCD” (QCP-l-qscd). 

Subjects may include an Organisation (legal person). Only methods approved for eIDAS Qualified Certificates 
may be used to verify the identity, authorisation, and approval of the authorised representative of the legal 
person. See Section 3.2.2 and 3.2.3. Identity proofing may be conducted via physical presence, Remote Identity 
Verification (for Netherlands Qualified, RIV4 only; for Belgium Qualified, RIV4 for NFC with RIV2 as a fallback 
option if NFC is not available), or reliance on Qualified Electronic Signature. 

Additional steps to verify PSD2 specific attributes including name of the National Competent Authority (NCA), 
the PSD2 Authorisation Number or other recognised identifier, and PSD2 roles. These details are provided by 
the Certificate Applicant and confirmed by QuoVadis using authentic information from the NCA (e.g,, using a 
national public register, EBA PSD2 Register, EBA Credit Institution Register or authenticated letter). QuoVadis 
also confirms the PSD2 role(s) of the Certificate Applicant (RolesOfPSP) in accordance with the rules for 
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identifier. 

For PSD2: 

“PSD" as 3 character legal person identity type 
reference; 

2 character ISO 3166 [7] country code 
representing the NCA country; 

hyphen-minus "-
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id-qcs-pkixQCSyntax-v2 
(1.3.6.1.5.5.7.11.2) 

0.4.0.194121.1.2 optional semantics identifier 
OID (id-etsi-qcs- SemanticsId-Legal) that is 
included in QuoVadis Certificates 

Fixed 

id-etsi-psd2-qcStatement 

(0.4.0.19495.2) 

PSD2QcType ::= SEQUENCE{rolesOfPSP 
RolesOfPSP, nCAName NCAName,nCAId NCAId} 

Only for PSD2, 
Variable. Refer to: 
ETSI TS 119 495 5.1 

 

10.5.4. eIDAS Qualified Certificate issued to a Legal Person 
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The Subscriber's obligations (or respectively the obligations on the TSP managing the key on their behalf) 
require that the Private Key is maintained (or respectively is used) under the Subject's sole control. 

Attribute Values Comment 

Subject /CN (mandatory) =/0 

/O (optional)  
/OU (optional)   
organizationalIdentifier (mandatory) 
/serialNumber (optional) 
/E (optional) 
/L (optional) /ST (optional) /C (mandatory)  

If serialNumber is present then it must be 
structured per Section 5.1.3 of ETSI EN 319 412-
1: 

3 character identity type reference (e.g. PAS or 
IDC); 

2 character ISO 3166 country code; 

hyphen-minus "-" (0x2D (ASCII), U+002D (UTF-
8)); and 

identifier. 

For PSD2: 

“PSD" as 3 character legal person identity type 
reference; 

2 character ISO 3166 [7] country code 
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qcStatements 

id-etsi-qcs-QcCompliance 
(0.4.0.1862.1.1) 
id-etsi-qcs-1 

esi4-qcStatement-1: Claim that the certificate is 
an EU Qualified Certificate in accordance with 
Regulation EU No 910/2014 

Fixed 

id-etsi-qcs-QcType (0.4.0.1862.1.6) 
id-etsi-qcs-6 

esi4-qcStatement-6: Type of certificate  
id-etsi-qcs-QcType 2 = Certificate for electronic 
Seals as defined in Regulation EU No 910/2014 

Fixed 

id-etsi-qcs-QcPDS (0.4.0.1862.1.5) 
id-etsi-qcs-5 

URL= 
https://www.quovadisglobal.com/repository 
Language = EN 

Fixed 

id-qcs-pkixQCSyntax-v2 
(1.3.6.1.5.5.7.11.2) 

0.4.0.194121.1.2 optional semantics identifier 
OID (id-etsi-qcs- SemanticsId-Legal) that is 
included in QuoVadis Certificates 

Fixed 

id-etsi-psd2-qcStatement 

(0.4.0.19495.2) 

PSD2QcType ::= SEQUENCE{rolesOfPSP 
RolesOfPSP, nCAName NCAName,nCAId NCAId} 

Only for PSD2
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Incorporation. In addition, an 
assumed name or d/b/a name used 
by the Subject MAY be included at 
the beginning of this field, provided 
that it is followed by the full legal 
organisation name in parenthesis. If 
the combination of the full legal 
organisation name and the assumed 
or d/b/a name exceeds 64 
characters as defined by RFC 5280, 
only the full legal organisation name 
will be used. 

Organisation Identifier subject:organisationIdentifier 
(2.5.4.97) 

Refer to: 
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[3] Certificate Policy: 
Policy Identifier= 
1.3.6.1.4.1.8024.1.450  

[3,1] Policy Qualifier Info: 
Policy Qualifier Id=CPS 
Qualifier: 
http://www.quovadisglobal.co
m/repository  

[4] Certificate Policy: 
Policy Identifier=2.23.140.1.1 

Certificate Transparency 
(optional) 

(1.3.6.1.4.1.11129.2.4.4) 

This field MAY include two or more 
Certificate Transparency proofs from 
approved CT Logs. 

 

Subject Alternative Name c=no; DNS = FQDN of Device (e.g., 
domain.com) 

 

Authority Information 
Access 

c=no; Access Method= - Id-ad-ocsp 
(On-line Certificate Status Protocol - 
1.3.6.1.5.5.7.48.1); URL 
=

http://trust.quovadisglobal.com/qvqwebg1.crt
http://trust.quovadisglobal.com/qvqwebg1.crt
http://crl.quovadisglobal.com/qvqwebg1.crl
http://crl.quovadisglobal.com/qvqwebg1.crl
https://www.quovadisglobal.com/repository
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pository  
Language = EN 

id-qcs-pkixQCSyntax-v2 1.3.6.1.55.7.11.2
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cabfOrganizationIdentifier 

cabfOrganizationIdentifier cabfOrganizationIdentifier 
2.23.140.3.1 
 

Refer to: 
CA/Browser Forum Ballot SC17 

qcStatements 

id-etsi-qcs- QcCompliance id-etsi-
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 hyphen-minus "-" (0x2D (ASCII), U+002D (UTF-8)) 

 PSP identifier (Authorisation Number as specified by the NCA) 

 

NCAs are described by a name "NCAName" and an identifier "NCAId". A list of valid values for "NCAName" 
and "NCAId" is provided by the EBA (European Banking Authority) and published in ETSI TS 119 495, Annex 
D.  

Note: PSP identifiers MAY contain hyphens, but Registration Schemes, ISO 3166 country codes, and NCA 
identifiers do not. Therefore if more than one hyphen appears in the final PSP identifier, the leftmost hyphen 
is a separator and the remaining hyphens are part of the PSP identifier. 

PSD2 Roles 

The NCA can assign one or more roles (RolesOfPSP) to payment service providers. QuoVadis also confirms 
the PSD2 role of the Certificate Applicant (RolesOfPSP): 

i)  account servicing (PSP_AS) 

- OID: id-psd2-role-psp-as { 0.4.0.19495.1.1 }  
Role: PSP_AS  

ii) payment initiation (PSP_PI) 

- OID: id-psd2-role-psp-pi { 0.4.0.19495.1.2 }  
Role: PSP_PI  

iii) account information 
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SAN /E Variable 

Certificate Policies  1.3.6.1.4.1.8024.1.400 QV Qualified – QSCD or 
1.3.6.1.4.1.8024.1.410 QV Qualified QSCD – on 
behalf of 

0.4.0.194112.1.2 (QCP-n-qcsd) 
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10.6.2. Swiss Regulated Certificate issued to a Natural Person 
Purpose 

Swiss Regulated Certificates (non qualified) issued under the Swiss Federal signature law (ZertES) are included 
in the QuoVadis Advanced+ Certificate Class. They are issued out of Swiss Regulated CAs and have the notice text 
“regulated certificate” in the CertificatePolicies user notice. Swiss Qualified Certificates are described in a 
separate Section of this CP/CPS.  

Registration Process 

Swiss Regulated Certificates are issued in accordance with the ZertES requirements using the QuoVadis Signing 
Service. The guidelines in TAV-ZERTES apply to the specification of Swiss Regulated Certificates. 

For the issuance and life cycle management of Swiss Regulated Certificates, QuoVadis adheres to the same 
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Adobe Acrobat Trust List 
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10.7. QV CLOSED COMMUNITY 
Closed Community Issuing CAs can, under contract, create Certificate Profiles for the issuance of Certificates 
to members of that community. 

Certificates issued by Closed Community Issuing CAs are for reliance by members of that community only, 
and as such a Closed Community Issuing CA can, by publication of a stand-alone CP/CPS to its community 
issue various Certificates in accordance with the CP/CPS. 

QuoVadis must approve all closed community Certificate policies to ensure that they do not conflict with the 
terms of the relevant CP/CPS and also industry standards. Under no circumstances can Closed Community 
Issuing CAs issue Qualified Certificates under the Swiss Digital Signature law. 

10.7.1. Grid Certificates 
This Section provides an overview of the requirements and Certificate contents for Grid Certificates issued in 
accordance with the requirements of the International Grid Trust Federation (IGTF) or one of its member 
bodies.  
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All successful Grid End User Certificate Requests will be processed by the QuoVadis Grid Issuing CA. QuoVadis 
will not generate the Private Keys for Grid End User Certificates. If software tokens are used, the Private Key 
must be protected with a strong pass phrase that follows current best practices for choosing high-quality 
passwords. 

Attribute Values Comment 

Issuer /CN = Variable 
/O = QuoVadis Limited  /C = BM 

Fixed 

Validity Maximum Certificate lifetime of 1 year Fixed 

Subject /CN (mandatory) 
= Natural Person (/GN+/SN) 

/O (mandatory) /OU (optional)   
/L (optional)  
/ST (optional)  
/C (mandatory)  

See definitions in 
Section 7.1.1 

Variable 
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Issuer /CN = Variable 
/O = QuoVadis Limited   
/C = BM 

Fixed 

Validity Maximum Certificate lifetime of 1 year Fixed 

Subject /CN  

/O (mandatory)  
/L (optional)  
/ST (optional)  
/C (mandatory)  

See definitions in 
Section 7.1.1 

Variable 

Domain Components (DC) DC=com, DC=quovadisglobal, DC=grid, 
DC=<organisation identifier>, DC=hosts 

Holder Variable 

SAN SAN dNSName with the Fully Qualified Domain 
Name or an iPAddress 

Variable 

Certificate Policies  1.3.6.1.4.1.8024.0.1.10.0.0 QV Grid  
1.2.840.113612.5.2.2.1 IGTF Classic 
Authentication Profile 
2.23.140.1.2.2 CABF OV  

Fixed 
 

Key Usage (Critical) digitalSignature 
keyEncipherment 
 

Fixed 

Extended Key Usage clientAuth 
serverAuth 

Fixed 
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10.8. QUOVADIS DEVICE 
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10.9. TLS CERTIFICATES 

10.9.1. OV - Business TLS 
Field Value 

Validity Period 397 days 

Subject Distinguished Name 
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• That the Subject named in the Certificate is actively engaged in doing business; 

• That the Subject named in the Certificate complies with applicable laws; 

• That the Subject named in the Certificate is trustworthy, honest, or reputable in its business 
dealings; or 

• That it is “safe” to do business with the Subject named in the Certificate. 

Eligible Applicants 

Individuals (natural persons), incorporated entities, government entities, general partnerships, 
unincorporated associations, and sole proprietorships may apply for QuoVadis Business TLS Certificates. 

Verification Requirements 

Identity: QuoVadis verifies the identity and address of the organisation and that the address is the Applicant’s 
address of existence or operation. QuoVadis verifies the identity and address of the Applicant using 
documentation provided by, or through communication with, at least one of the following: 

i) A government agency in the jurisdiction of the Applicant’s legal creation, existence, or recognition; 

ii) A third party database that is periodically updated and considered a Reliable Data Source; 

iii) A site visit by the CA or a third party who is acting as an agent for the CA; or 

iv) An Attestation Letter. 

DBA/Tradename: If the Subject Identity Information is to include a DBA or tradename, QuoVadis verifies the 
Applicant’s right to use the DBA/tradename using at least one of the following: 

i) Documentation provided by, or communication with, a government agency in the jurisdiction of the 
Applicant’s legal creation, existence, or recognition; 

ii) A Reliable Data Source; 

iii) Communication with a government agency responsible for the management of such DBAs or 
tradenames; 

iv) An Attestation Letter accompanied by documentary support; or 

v) A utility bill, bank statement, credit card statement, government-issued tax document, or other form 
of identification that the CA determines to be reliable. 

Verification of Country: QuoVadis verifies the country associated with the Subject using one of the following: 

i) the IP Address range assignment by country for either (i) the web site’s IP 

ii) address, as indicated by the DNS record for the web site or (ii) the Applicant’s IP address; 

iii) the ccTLD of the requested Domain Name; 

iv) information provided by the Domain Name Registrar; or 

v) a method identified in “Identity” above. 

Application Process 

During the Certificate approval process, QuoVadis Validation Specialists employ controls to validate the 
identity of the Applicant and other information featured in the Certificate Application to ensure compliance 
with this CP/CPS. 
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• Where the Business Entity represents itself under an assumed name, QuoVadis MUST verify the 
Business Entity’s use of the assumed name; 

• The Business Entity and the identified Principal Individual associated with the Business Entity 
MUST NOT be located or residing in any country where QuoVadis is prohibited from doing 
business or issuing a Certificate under the laws of Bermuda or the United States; and 

• The Business Entity and the identified Principal Individual associated with the Business Entity 
MUST NOT be listed on any government denial list or prohibited list (such as a trade embargo) 
under the laws of Bermuda or the United States. 

iv) Non-Commercial Entity Subjects 

Non-Commercial Entities are entities who do not qualify under subSections (a), (b) or (c) above, but that do 
satisfy the following requirements: 

• The Applicant is an International Organisation Entity, created under a charter, treaty, convention 
or equivalent instrument that was signed by, or on behalf of, more than one country's 
government. The CA/Browser Forum may publish a listing of International Organizations that 
have been approved for EV eligibility; and 

• The International Organisation Entity MUST NOT be headquartered in any country where the CA 
is prohibited from doing business or issuing a certificate by the laws of Bermuda or the United 
States; and 

• The International Organisation Entity MUST NOT be listed on any government denial list or 
prohibited list (e.g., trade embargo) under the laws of Bermuda or the United States. 

• Subsidiary organisations or agencies of qualified International Organisations may also qualify for 
EV Certificates issued in accordance with the EV Guidelines. 

Additional Warranties and Representations for EV Certificates 

QuoVadis makes the following EV Certificate Warranties solely to Subscribers, Certificate Subjects, 
Application Software Vendor
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• Subscriber Agreement: The Subject named in the EV Certificate has entered into a legally valid 
and enforceable Subscriber Agreement with QuoVadis that satisfies the requirements of the EV 
Guidelines or the Applicant Representative has acknowledged and accepted the Terms of Use; 

• Status: QuoVadis will follow the requirements of the EV Guidelines and maintains a 24/7 online-
accessible Repository with current information regarding the status of the EV Certificate as Valid 
or Revoked; and 

• Revocation: QuoVadis will follow the requirements of the EV Guidelines and revoke the EV 
Certificate upon the occurrence of any revocation event as specified in the EV Guidelines. 

Verification Requirements 

Before issuing an EV Certificate, QuoVadis ensures that all Subject organisation information in the EV 
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Step 5: All signatures by Certificate Requesters, Certificate Approvers and Contract Signers are verified 
through follow- up procedures or telephone calls. 

Step 6: QuoVadis obtains and documents further explanation or clarification from the Applicant, Certificate 
Approver, Certificate Requester, and/or other sources of information as necessary to resolve discrepancies or 
details requiring further explanation. QuoVadis procedures ensure that a second Validation Specialist who is 
not responsible for the collection and review of information reviews all of the information and documentation 
assembled in support of the EV Certificate and looks for discrepancies or other details requiring further 
explanation. Two QuoVadis Validation Specialists must approve issuance of the Certificate. 

Step 7: QuoVadis creates the EV Certificate. 

Step 8: The EV Certificate is delivered to the Certificate Requester. 

QuoVadis may not issue an EV Certificate until the entire corpus of information and documentation 
assembled in support of the EV Certificate is such that issuance of the EV Certificate will not communicate 
inaccurate factual information that QuoVadis knows, or by the exercise of due diligence should discover, from 
the assembled information and documentation. If satisfactory explanation and/or additional documentation 
are not received within a reasonable time, QuoVadis will decline the EV Certificate Request and notify the 
Applicant accordingly. 

Renewal 

Under the EV Guidelines, renewal requirements and procedures are generally the same as those employed for 
the validation and issuance for new Applicants. The maximum validity period for validated data that can be 
used to support issuance of an EV Certificate (before revalidation is required) is thirteen months, except for 
the identity and authority of individuals identified in the EV Authority Letter. 

In the case of outdated information, QuoVadis repeats the verification processes required by the EV 
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field is absent. Optional if the 
subject:stateOrProvinceName 
field is present. 

Country subject:countryName (2.5.4.6) Required field. 
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• That the Subject named in the Certificate is trustworthy, honest, or reputable in its business 
dealings; or 

• That it is “safe” to do business with the Subject named in the Certificate. 

Eligible Applicants 

Eligible Applicants include Individual Applicants and Organisational Applicants. 
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iv) a unique identifying number from an identification document of the Applicant, 

v) the date and time of the verification, and 

vi) a declaration of identity by the Applicant that is signed in handwriting in the presence of the person 
performing the verification. 

Application Process 


	



