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Important Note About this Document  

 

This doc u me n t is the Ce rtific a te Pol ic y / C e rtific a tion Pra c tic e Sta te me nt ( CP/ C P S ) of  QuoVa dis 
Limite d (Qu o Va dis ) , a comp a ny of DigiC e rt, Inc . I t  con ta ins an ove rv ie w of the pra c ti c e s and 
proc e du re s tha t QuoVa dis empl oy s fo r its ope ra tio n as a Ce rtific a tio n Auth o rity  (CA ) . This d oc u me nt 
is not inte nde d t o cre a te con tra c tu a l re l a tions h ips be twe e n Quo Va dis Limite d and a n y oth e r pe rs on. 
Any pe rs o n se e k ing t o re l y o n Ce rtif ic a te s or pa rtic ipa te with i n the QuoVa dis PKI mu s t do so 
purs u a nt to de fi nit iv e cont ra c tu a l doc u me nta tion. This d oc u me nt is inte n de d fo r use onl y in 
conne c tio n w ith QuoVa dis a nd its bus i ne s s .  

This ve rs io n of the CP/ C PS h a s be e n app ro v e d fo r use by the QuoVa dis Pol ic y Ma na ge me nt Auth o rity 
(PM A ) and is su bje c t to ame ndme nt and cha nge in ac c or da nc e with the pol ic ie s and guide l ine s 

mailto:compliance@quovadisglobal.com
https://www.quovadisglobal.com/certificate-revocation
mailto:qvcomplaints@digicert.com
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mainta ins ove ra l l re s pons i bi l ity  and u nde rta k e s proc e du re s to ens u re tha t the se c u rit y and fu nc tio na l ity of 
the tru s t se rv ic e me e t the a p prop ria te re qu ire me n ts .  

In the eve nt of any inc o ns is t e nc y be twe e n this CP/ C P S  a nd  the nor ma tiv e p rov is io ns of  
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Exte rna l Iss u ing CAs cha inin g to a publ ic l y - tru s te d QuoV a dis Root mus t eith e r be te c h nic a l l y cons tra ine d, or 
unde rgo an i nde pe nde nt au dit and be publ ic l y dis c l os e d in the Quo Va dis Re pos ito ry .  

1.3.2. Registration  Authorities  
A Re gis tra tion Auth or ity  (R A ) is an enti ty tha t pe rfo rms I de ntific a tio n and A uth e ntic a tion o f C e rti fic a te 
Appl ic a nts ,  and  in i tia te s , 



https://www.quovadisglobal.com/
mailto:compliance@quovadisglobal.com
mailto:qvcomplaints@digicert.com
https://www.quovadisglobal.com/certificate-revocation
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Contract Signer : A Con tra c t Sig ne r is a na tu ra l pe rs o n w ho is empl oy e d by the A ppl ic a nt and who ha s 
expre s s auth ority to si gn Su bs c ribe r  Agre e me nts on be h a l f of the Ap pl ic a nt.  

Internal Server Name : A Se rv e r Na me (wh ic h ma y or m a y not i nc l u de an U nre gis te r e d Doma in Na me ) tha t is 
not re s ol v a bl e using the pub l ic DN S.  

National Competent Authority :  A na tio na l auth ority re s pons ibl e f or pa yme nt se rv i c e s . The NCA approv e s 
or re je c ts Au th oris a tio ns fo r Pa yme nt Se rv ic e Prov ide rs i n its cou nt ry .  

Participants: A Pa rtic ipa n t i s an in div idu a l o r enti ty wit h in the QuoVa dis PKI and m a y inc l u de : CAs and the i r 
Subs idia r ie s and H ol ding Co mpa nie s ; Su bs c ri be r s i nc l u ding Ap pl ic a nts ; and Re l y ing Pa rti e s .  

Qualified Certificate
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Standards / Law  

W e bTru s t for Ce rtific a tio n A uth oritie s –  Ex te nde d Va l ida tion  SSL  

We bTru s t for Ce rtific a tio n A uth oritie s – Publ ic l y T ru s te d Code Sig ni ng 
Ce rtific a te s  

ETSI E N 31 9 401  Ge ne ra l Pol ic y Re qu ire me nt s for Tru s t Se rv ic e P rov ide rs  

ETSI EN 31 9 411 -

https://www.quovadisglobal.com/repository
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QuoVa dis ma y re gis te r  TL S Ce rtific a te s with publ ic l y ac c e s s ibl e Ce rtific a te Tra ns pa re nc y (CT) Logs . Onc e 
submitte d, Ce rtific a te i nfo r ma tion ca n not be re mov e d f rom a C T Log.  

QuoVa dis ’ CA Ce rtif ic a te s , CR L s and OCSP re s po ns e s are re gu l a rl y ac c e s s ibl e onl ine with sys te ms de s c ri be d i n 
Se c tion 5 . 

2.2. PUBLICATION OF CERTIFICATE INFORMATION 
Qu oVa dis  publ is h e s  a Re pos i tory tha t lis ts al l Ce rtific a te s tha t ha ve be e n  iss u e d o r  re v ok e d. Whe re a 
Ce rtific a te inc l u din g an ema i l addre s s is iss u e d, the Su bs c ribe r cons e nts for the Ce rti fi c a te to be pu bl is h e d i n 
the Re pos itory ava il a bl e for Re l y ing Pa rtie s to do wnl oa d. T he loc a tion of the R e pos ito ry and OCS P  re s po nde rs 
are give n i n the i ndiv i du a l Ce rtific a te Pr ofil e s more ful l y dis c l os e d in Appe ndix A and Appe ndix B t o this 
CP/ C PS . 

QuoVa dis hos ts te s t We b pa ge s tha t al l ow Appl ic a tion S oftwa re Suppl ie rs to te s t the ir soft w a re with 
Subs c ri be r Ce rt ific a te s tha t c ha in up to ea c h pu bl ic l y tru s te d Root Ce rt ific a te  at htt ps : / / c h a in -
de mos .digic e rt.c o m/   

2.3. TIME OR FREQUENCY OF PUBLICATION 
Qu oVa dis publ is h e s CR L and OCSP re s ou rc e s to al l ow Re l y ing Pa rtie s to de te rmi ne th e va l idity of a QuoVa dis 
Ce rtific a te . Ce rtific a te  
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3.1.2. Need For Names To Be Meaningful 
Qu oVa dis  use s D is ti ngu is h e d N a me s tha t ide nti fy both t he entity (i.e . pe rs on, or ga ni s a tion, de vic e , o r o bje c t) 
tha t is the sub je c t of the Ce rt ific a te and the en tity tha t is t he iss u e r of the Ce rt ific a te . Q uoVa dis  o nl y al l ows 
dire c tory inf orma ti on tre e s t ha t ac c u ra te l y re fl e c t orga ni s a tion stru c tu re s .  

3.1.3. Pseudonymous Subscribers  
Qu oVa dis ma y iss u e pse u do ny mou s en d ent ity Ce rti fic a te s if the y are not proh i bite d by p ol ic y and i f 
appl ic a bl e na me spa c e uniq u e ne s s re qu ire me n ts are me t. Quo Va dis re qu ire s ide ntifi c a tion of the re a l ide nt ity 
of the Ap pl ic a nt i n ac c orda n c e with Se c tio n 3. 2.3. Fo r I nt e rna tiona l is e d Do ma in Na m e s (IDN ) , QuoVa dis ma y 
inc l u de the Puny c o de ve rs io n of the IDN as a Su bje c t Na me .  

3.1.4. Rules For Interpreting Various  Name Forms 
D is tingu is h e d Na me s i n Ce rt ific a te s are inte rp re te d usi n g X.5 00 sta nda rds and ASN .1 synta x.  

3.1.5. Uniqueness Of Names 
Th e Sub je c t Na me of ea c h Ce rtific a te  iss u e d by an Iss u i ng CA sha l l be uniq u e with in e a c h cl a ss of Ce rtific a te  
iss u e d by tha t Iss u i ng CA ov e r the  life time of tha t Iss u i ng CA and sha l l confo rm to ap p l ic a bl e X.500 sta nda rds 
for the u ni qu e ne s s of na me s .  

The Iss u ing CA ma y, if ne c e s s a ry , ins e rt additio na l nu mb e rs or le tte rs t o the Subs c ri b e r ’s Su bje c t Com mon 
Na me , or othe r attr ibu te suc h as subje c t se r ia l N u mbe r, i n o rde r t o dis t ingu is h be t we e n two Ce rtif ic a te s tha t 
wou l d oth e rwis e ha ve the sa me Sub je c t Na me .  Na me uni qu e ne s s is no t viol a te d whe n mul ti pl e Ce rtific a te s 
are iss u e d to the sa me ent ity .  

3.1.6. Recognition, Authentication, And Role Of Trademarks  
U nl e s s oth e rwis e spe c ific a l l y sta te d in this CP/ C P S, Quo Va dis doe s not ve ri fy an App l ic a nt’s righ t to use a 
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https : / / tool s .ie tf.or g/ h tml / dra ft- ie tf - a c me - ip - 0 4# Sectio n - 4 , pe rf or me d in ac c orda nc e with BR 
Se c tion 3. 2.2.5 .6 ; or  

vii)  C onfir min g the Ap pl ic a nt’s c ontr ol ove r the IP Ad dre s s by pe rfo rmi ng the pr oc e du re doc u me nte d f or 
a “tl s - a l pn - 0 1 ” cha l l e nge in d ra ft 04 of “AC M E IP I de ntif ie r Va l ida tio n Exte ns ion, ” ava i l a bl e at 
https : / / tool s .ie tf.or g/ h tml / dra ft- ie tf - a c me - ip - 0 4# Sectio n - 4 , pe rf or me d in ac c orda nc e with BR 
Se c tion 3. 2.2.5 .7 .  

3.2.2.3. Wildcard Domain Validation  

B e for e iss u ing a Ce rtific a te  with a wil dc a rd cha ra c te r (* ) in a CN o r su bje c tA l tN a me of type DN S ‐ I D , Qu oVa dis 
prog ra mma tic a l l y enforc e s t ha t the wil dc a rd cha ra c te r o c c u rs in the firs t la be l pos iti on t o the le ft o f a 
“re gis try ‐ c on trol l e d” la be l o r “pu bl ic suffi x ”.  

3.2.2.4. Verification of Country  

I f the Appl ic a nt re qu e s ts a publ ic l y - tru s te d TL S  Ce rt ific a te tha t wil l con ta in the cou nt ry N a me fie l d and o th e r 
Subje c t Ide ntity I nfo rma ti on , the n QuoVa dis  ve rifie s the i de ntity of the A ppl ic a nt, a nd the auth e ntic ity of the 
Appl ic a nt Re pre s e nta tiv e ’s C e rtific a te R e qu e s t using a ve rific a tio n p roc e s s me e ting th e re qu ire me nts of 
Se c tion 3. 2.2.1 in the CA/ B r ows e r For u m’s 
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3.2.5. Validation Of Authority  
Va l ida tion o f auth o rity is co ndu c te d i n com pl ia nc e with this CP/ C PS a nd the Ce r tific a te Profil e s de ta il e d in 
Appe ndix B. Va l idi ty of auth ority of Ap pl ic a nt Re pre s e nt a tiv e s and Age nts is ve rifie d aga ins t cont ra c tu a l 
doc u me nta tio n an d Re l ia bl e Da ta Sou rc e s .
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QuoVa dis ma inta i ns an i nte r na l da ta ba s e of p re v iou s l y re v ok e d Ce rtific a te s  and p re v iou s l y re je c te d 
C e rtific a te R e qu e s ts .  Quo Va dis use s this in for ma tion to i de ntify su bs e qu e nt sus pic io u s C e rtific a te R e qu e s ts  .  

4.1.2. Enrolment Process A nd Responsibilities  
C e rtific a te Re qu e s ts mus t be in a for m p re s c ribe d by the Iss u ing CA and  typ ic a l l y inc l u de i) an ap pl ic a tion 
form inc l u di ng al l re gis tra ti o n i nfor ma tio n as de s c ribe d by this CP/ C PS , ii) se c u re ge n e ra tion of Ke yPa ir an d 
de l iv e ry of the Pu bl ic Ke y to QuoVa dis , (a CSR ma y not be re qu i re d) , iii) ac c e pta nc e of the re l e v a nt Subs c r ibe r 
Agre e me nt  o r othe r te r ms of use  upon whic h the Ce rtific a te  is to be iss u e d, iv) an d pa yme nt o f fe e s . Al l 
appl ic a tions are sub je c t to re vie w, appr ov a l , and ac c e pta nc e by the Iss u i ng CA in its d is c re tion.  

A C e rtific a te R e qu e s t ma y be use d for mul tipl e Ce rti fic a te s to be iss u e d to the sa me Ap pl ic a nt, (su bje c t t o the 
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4.4. CERTIFICATE ACCEPTANCE 

4.4.1. Conduct Constituting  Certificate Acceptance 
Th e Ce rtific a te Re qu e s te r is re s pons i bl e for ins ta l l ing the iss u e d Ce rtific a te o n the Su bs c ribe r ’s com pu te r or 
cryptog ra ph ic mo du l e ac c ording to the Subs c r ibe r ' s sys t e m spe c ific a tions . A Su bs c ri be r
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4.6. 
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4.8.5. Conduct Constituting Acceptance O f A Modified Certificate  
C ondu c t co ns titu ti ng ac c e pt a nc e of a mo difie d Ce r tific a t e is in ac c orda nc e with Se c ti on  4.4 .1M odi fie d 
C e rtific a te s are cons ide re d a c c e pte d 30 da ys afte r the Ce rtific a te is modif ie d, o r ea rl ie r upo n use of the 
Ce rtific a te whe n evide nc e exis ts tha t the Su bs c ri be r use d the Ce rtific a te .  

4.8.6. Publication O f The Modified Certificate B y The CA  
Qu oVa dis  publ is h e s mod ifie d Ce rtific a te s by de l iv e ring t he m to Su bs c ri be rs .  

4.8.7. Notification O f Certificate Modification B y The CA To Other Entities  
R A s ma y re c e iv e notific a tio n of a Ce rt ific a te ’s mo dific a tio n if the RA wa s i nvol v e d i n t he iss u a nc e proc e s s .  

4.9. CERTIFICATE REVOCATION 
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ii)  Th e Iss u ing CA  not ifie s Quo Va dis tha t the o rigi na l Ce rtif ic a te Re qu e s t wa s not auth o ris e d and doe s 
not re troa c tiv e l y gra nt auth oris a tion;  

iii)  

https://problemreport.digicert.com/
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iv)  F or re qu e s ts fro m thi rd pa rt ie s , QuoVa dis pe rs on ne l be gi n i nve s tiga ting the re qu e s t with i n 24 hours 
afte r re c e ipt an d de c ide whe th e r re voc a tio n is ap pro pria te ba s e d on the fol l owi ng cri te ria :  

�x th e na tu r e o f the al l e ge d pro bl e m;  

�x th e num be r o f re p orts re c e iv e d abou t a pa rtic u l a r Ce rt ific a te or we bs ite ;  

�x th e ide ntity of the compl a ina nts (fo r exa mpl e , com pl a ints fro m a la w en forc e me nt off i c ia l tha t a 
we b site is enga ge d i n il l e ga l ac tiv itie s ha ve more we igh t tha n a compl a in t f rom a con s u me r 
al l e ging the y ne ve r re c e iv e d the goods the y orde re d) ; a n d  

�x re l e v a nt le gis l a tion.  

v)  I f Quo Va dis de te rm ine s tha t re voc a tion is appr opr ia te , Q uoVa dis pe rs o nne l re v ok e th e Ce rtific a te 
and upda te the Ce r tific a te St a tu s .  If QuoVa dis de e ms app rop ria te , Quo Va dis ma y for wa rd the 
re voc a tion re por ts to la w en forc e me nt.  

In the ca s e of a PSD2 Ce rtific a te , the NCA ide ntifie d in the Ce rtific a te ma y re qu e s t re v oc a tion by co nta c ting 
psd2@ qu ov a dis gl o ba l .nl .  N CA re voc a tion re qu e s ts are a uth e ntic a te d using eith e r a pre v iou s l y commu nic a te d 
sha re d se c re t, or use o f a Dig ita l S igna tu re suppo rte d by Qua l ifie d Ce rtific a te iss u e d t o the NCA .  

QuoVa dis ma inta i ns a cont in u ou s 24 x 7 abil ity to i nte r na l l y re s pond to h igh p rio rity re voc a tion re qu e s ts a nd 
ce rtific a te pro bl e m re p orts a t https : / / w ww. qu ov a dis gl o b a l .c om/ c e rtific a te - re v oc a tion  and oth e r re s ou rc e s  
lis te d in Se c tio n 1. 5.2.1 .   Su b s c ribe rs ma y al s o re vok e the ir Ce rti fic a te s via the Quo Va dis Po rta l . 

4.9.4. Revocation Request Grace Period  
Su bs c ri be rs are re qu i re d to re qu e s t re voc a tio n with i n o ne da y afte r de te c ting the lo s s or com pro mis e of the 
Priv a te Ke y .  
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4.9.6. Revocation  Checking Requirement For Relying Parties  
Prio r to re l y ing on in for ma ti on lis te d i n a Ce rt ific a te , a Re l y ing Pa rty mus t co nfi rm th e va l idity of ea c h 
Ce rtific a te in the Ce rtific a te pa th in ac c orda nc e wi th IET F PKIX sta nda r ds , i nc l u ding che c k ing for Ce r tific a te 
va l idity , iss u e r - to- s u bje c t na me cha ining, pol ic y an d ke y use cons tra ints , and re voc a ti on sta tu s th rou gh CR L s 
or OCSP re s pon de rs ide n tifi e d in ea c h Ce rtific a te i n the c ha in.  

4.9.7. CRL Issuance Frequency 
Qu oVa dis use s its offl ine R o ot CAs to pu bl is h CR L s for i t s Iss u ing  CAs at le a s t eve ry 6 mon th s and with in 18  
hours afte r re vok ing a n  Iss u i ng  CA C e rt ific a te .  QuoVa dis  upda te s the  CR L  for  e nd - u s e r  Ce rtif ic a te s  at  le a s t  
eve ry  12 .5 hou rs  and  the  da t e  of  the  ne xtU pda te  f ie l d  wil l  not  be  more  tha n  72. 5 hou r s  afte r  the  da te  i n  the  
this U pda te  fie l d.  

Before re vok ing an Iss u i ng C A Ce rtific a te a la s t CR L is ge ne ra te d wi th a “ ne xtU p da te ”  fie l d va l u e of 
"99991231 2 3 5 9 5 9 Z ”. The la s t CR L is ava il a bl e in ac c ord a nc e with Se c tion 5.5.2.  Qu o Va dis doe s not iss u e a 
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5.1.5. Media Storage 
Qu oVa dis  prote c ts i ts me dia from ac c ide nta l da ma ge , env iron me nta l ha z a rds , una u th oris e d phys ic a l ac c e s s , 
and fr om obs ol e s c e nc e / de teriora ti on duri ng the pe rio d t ha t re c ords are re qu i re d to be re ta ine d . Ba c k u p fil e s 
are cre a te d on a da il y ba s is . QuoVa dis  ba c k u p fil e s are m a inta ine d at eith e r w ith in th e QuoVa dis se rv ic e 
ope ra tions are a or in a se c u re off - s ite stora ge are a .  

5.1.6. Waste Disposal 
A l l unne c e s s a ry copie s of p ri nte d se ns itiv e i nfo rma tio n a re shre dde d o n - s ite be fo re d is pos a l . Al l el ec tronic 
me dia are phys ic a l l y de s troy e d or are ove rw ritte n mul ti p l e time s to p re v e nt the re c ov e ry of the da ta .  

5.1.7. Off-Site Backup 
A n offs i te loc a tion is use d fo r the sto ra ge and re te ntio n o f ba c k u p sof twa re an d da ta . The off si te stora ge is 
ava il a bl e to auth oris e d pe rs onne l 24 x 7 fo r the pu rp os e o f re tr ie v ing so ftwa re and da ta ; and ha s app rop ria te 
le ve ls of phys ic a l se c u rity in pl a c e (i.e . , softwa re and da ta are store d in fire - ra te d sa fe s and con ta ine rs whic h 
are loc a te d be h ind ac c e s s - c ontrol l e d do ors i n are a s ac c e s s ibl e onl y by auth or is e d pe r s onne l ) .  

5.2. PROCEDURAL CONTROLS 
A dminis t ra tiv e p roc e s s e s are de s c ribe d i n de ta il i n the v a riou s doc u me n ts use d w ith in and supp orti ng the 
QuoVa dis PKI. A dmi nis tra tiv e proc e du re s re l a te d to pe rs onne l and pr oc e du ra l re qu i r e me nts , as we l l as 
phys ic a l and te c h nol ogic a l se c u rity me c h a nis ms , are ma inta ine d i n ac c orda nc e with t his CP/ C PS an d oth e r 
re l e v a nt ope ra tio na l doc u m e nts . Exc e pt f or ce rta i n RA f unc tions de s c ribe d in this C P/ C PS, QuoVa dis doe s no t 
outs ou rc e ope ra ti ons ass oc i a te d with Ro ot CA2.  

5.2.1. Trusted  Roles 
Pe rs on ne l ac ting i n t rus te d rol e s inc l u de CA, TSA , a nd RA sys te m admin is tra tio n pe rs onne l , and pe rs o nne l 
inv ol v e d wi th ide ntity  ve tt in g and the iss u a nc e and re voc a tion o f Ce rti fic a te s . The fun c tions and dutie s 
pe rfor me d by pe rs o ns i n t ru s te d rol e s are dis tr ibu te d so tha t one pe rs on al one ca nno t circ u mv e nt se c u rity 
me a s u re s or subv e r t the se c u rity an d t ru s two rth i ne s s of the PKI or TSA ope ra tio ns . A lis t of pe rs on ne l 
appointe d to trus te d rol e s is ma inta ine d a nd re vie we d an nu a l l y .  
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5.2.1.6. Security Officers 

Th e Se c u rity Offic e r is re s po ns ibl e fo r admi nis te ri ng a nd impl e me nti ng se c u rity p ra c tic e s .  

5.2.2. Number Of Persons Required Per Task  
Qu oVa dis  re qu i re s tha t at le a s t two pe opl e ac ting in a tr us te d rol e ta k e ac tion f or the mos t se ns it iv e  ta s k s , 
suc h as ac tiv a ting Quo Va dis ’  Priv a te Ke ys , ge ne ra ti ng a C A Ke y Pa ir, o r ba c k ing up a QuoVa dis  P riv a te Ke y. 
The Inte r na l Audito r ma y se rv e to f ul fil l the re qu i re me nt of mul tipa rty cont rol fo r ph ys ic a l ac ce s s to the CA 
sys te m but not logic a l ac c e s s.  

5.2.3. Identification And Authentication  For Each Role 
Pe rs ons f il l ing t ru s te d rol e s mus t unde rgo a n app rop ria t e se c u rity sc re e ning pr oc e du re  comme ns u ra te to 
the ir rol e  and ac c e s s priv il e ge s are configu re d using the “ l e a s t priv il e ge s ” pri nc ipl e fo r the rol e . Al l pe rs onne l 
are re qu i re d to auth e ntic a te the ms e l v e s to CA, TSA , an d RA sys te ms be fore the y a re al l owe d ac c e ss to 
sys te ms ne c e s s a ry to pe rfo r m the ir tru s te d rol e s .  

5.2.4. Roles Requiring Separation Of Duties  
Tru s te d rol e s re qu i ring a se pa ra tion of dutie s i nc l u de thos e pe rfor min g:  

�x a u th oris a tion func t ions suc h as the ve rific a tio n of in for m a tion i n Ce rt ific a te Re qu e s ts and ce rta in 
approv a l s of Ce r tific a te appl ic a tions and re voc a tio n re qu e s ts ,  

�x ba c k u ps , re c ordi ng, a nd re c ord ke e ping func ti ons ;  

�x a u dit, re v ie w, ov e rs igh t, or re c onc il ia tion fu nc tio ns ; and  

�x du tie s re l a te d to CA/ TSA ke y ma na ge me nt or CA/ TSA a dminis t ra tio n.  

To ac c ompl is h this se pa ra tio n of dutie s , QuoVa dis s pe c ifi c a l l y de s igna te s indiv idu a l s to the trus te d rol e s 
de fine d i n Se c tio n 5. 2.1 a bov e . Indiv idu a l s de s igna te d as Re gis tra tion Offic e r or Admi nis tra to r ma y pe rfo rm 
Ope ra to r dutie s , but an I nte r na l Auditor ma y not ass u me any oth e r rol e . Qu oVa dis sys te ms ide ntify and 
auth e ntic a te indiv id u a l s ac ting i n t rus te d rol e s and re s t ri c t an i ndiv idu a l f rom ass u ming mul ti pl e rol e s at the 
sa me time .  

5.3. PERSONNEL CONTROLS 

5.3.1. Qualifications, Experience, And Clearance Requirements  
Th e PM A  is re s pons i bl e and ac c ou nta bl e for QuoVa dis  P KI ope ra tions a nd ens u re s compl ia nc e wi th this  
CP/ C PS. P rio r to the enga ge me nt o f any p e rs on in the Ce rtific a te m a na ge me n t p roc e s s , QuoVa dis  ve rifie s the 
ide ntity a nd t ru s tw orth ine s s of suc h pe rs on.  Quo Va dis de te rmine s tha t al l indiv idu a l s ass igne d to t rus te d 
rol e s pe rfo rm the i r p ros pe c t iv e job re s po ns ibil itie s co mp e te ntl y and sa tis fa c toril y  as re qu ire d.  

With ou t limita ti on, Quo Va di s sha l l not be lia bl e fo r em pl oy e e condu c t tha t is outs ide of the ir dutie s and fo r 
whic h Quo Va dis ha s no con t rol inc l u di ng, with ou t limita t ion, ac ts o f espio na ge , sa bot a ge , crimina l co ndu c t, o r 
ma l ic iou s inte rfe re nc e .  

5.3.2. Background Check  Procedures Qu oVa dis  
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in loc a l la w, Quo Va dis  util is e s a subs titu te i nve s tiga tiv e t e c h niqu e pe rm itte d by la w t ha t prov i de s 
subs ta nt ia l l y simil a r i nfo rm a tion, i nc l u ding bu t not limi t e d to o bta in ing a ba c k grou n d che c k pe rfor me d by the 
appl ic a bl e gov e rnme n ta l age nc y .  

5.3.3. Training Requirements  
Qu oVa dis prov i de s re l e v a nt sk il l s tra ining i n QuoVa dis ’ P KI and TSA ope ra ti ons  for th e pe rs on ne l pe rfo rmi ng 
info rma tio n ve ri fic a tion duti e s inc l u ding :  

•  ba s ic PKI kno wl e dge ;   

•  s oftwa re ve rs io ns use d by Q uoVa dis ;   

•  a u th e ntic a tion a nd ve ri fic a ti on p ol ic ie s and p roc e du re s ;   

•  Qu oVa dis se c u rity pr inc ipl e s and me c h a nis ms ;   

•  dis a s te r re c ov e ry and bus i n e s s continu ity p roc e du re s ;   

•  c ommon thre a ts t o the va l id a tion p roc e s s , inc l u di ng phis h ing an d oth e r soc ia l engine e ring 
ta c tic s ;  and  

•  C A / B rows e r Fo ru m Gui de l in e s and oth e r a ppl ic a bl e indu s try and gove r nme nt guide l i ne s .  
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5.4. AUDIT LOGGING PROCEDURES 

5.4.1. Types Of Events Recorded 
Qu oVa dis re c ords de ta il s  of t he ac tions ta k e n to pr oc e s s a C e rtific a te R e qu e s t and to is s u e a Ce rtific a te , 
inc l u ding al l in for ma tio n ge ne ra te d and doc u me nta t ion re c e iv e d in con ne c tion wi th the C e rtific a te R e qu e s t. 
QuoVa dis logs the fol l owi ng eve nts :  

•  C A Ce rtific a te and ke y life c y c l e ma na ge me nt eve nts ;  

-  C e rtific a te re qu e s ts , re ne wa l , and re - k e y re qu e s ts , and re voc a tion;  

-  A pprov a l and re je c tio n of Ce rtific a te Re qu e s ts ;  

-  
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5.4.3. Retention Period  For Audit Log  
A u dit logs re l a ting to the Ce r tific a te  
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•  C ompl ia nc e audito r re p orts  

•  C P / C PS  ve rs io ns  

•  C ontra c tu a l obl iga ti ons a nd oth e r agre e me nts co nc e rni n g the ope ra ti on of the CA  

•  Sy s te m and e qu ip me nt co nfi gu ra tions , mo dific a tio ns , a n d  upda te s  

•  C e rtific a te re qu e s t an d ve rif i c a tion  

•  R e je c tion or ac c e pta nc e of a C e rtific a te  R e qu e s t  

•  C e rtific a te iss u a nc e , re k e y , re ne wa l , and re voc a tio n  re qu e s ts  (a nd re l a te d ac tions )  

•  C e rtific a te ac c e pta nc e inc l u ding Subs c ri be r A gre e me nts  

•  E s c row  an d re t rie v a l re qu e s ts  

•  A u dit logs  

•  C A Ke y ge ne ra tio n an d  de s tr u c tion  

•  A ppoi ntme nt of an i ndiv i du a l to a tr us te d rol e  

•  D e s tru c tion of a c rypto gra p h ic  modu l e  

5.5.2. Retention Period For Archive 
A u dit logs re l a ting to the ce r tific a te life c y c l e are re ta ine d as arc h iv e re c ords f or a pe ri od of fo r se ve n (7) 
ye a rs . De ta il e d sys te m ge ne ra te d logs are re ta ine d for 18 month s ba s e d o n a ris k ass es s me nt.  
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i)  n otify re l e v a nt Gove r nme nt and Ce rtif ic a tion bod ie s und e r appl ic a bl e la ws and re l a ted re gu l a tions ;  

ii)  p rov ide not ic e and i nfo rma ti on ab ou t the te rmi n a tio n by se nding not ic e by ema il to it s cus tome rs , 
Appl ic a tion Soft wa re Su ppl i e rs  
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6.1.4. CA Public  Key To Relying Parties  
Qu oVa dis ’ Pu bl ic Ke ys are p r ov ide d to Re l y ing Pa r tie s as spe c ifie d in a ce rt ific a te va l ida tion or pa th dis c ov e ry 
pol ic y fil e , as trus t a nc h ors i n com me rc ia l br ows e rs an d ope ra ting sys te m root st ore s , and/ or as ro ots sig ne d 
by othe r CAs . Al l A c c re dita ti on A uth o ritie s sup por tin g Q uoVa dis Ce rtif ic a te s and al l A ppl ic a tion S oft wa re 
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6.2. PRIVATE KEY PROTECTION AND CRYPTOGRAPHIC MODULE ENGINEERING 
CONTROLS 

6.2.1. Cryptographic Module Standards  And Controls  
Th e crypto gra ph ic modu l e s use d by the QuoVa dis PKI ar e va l ida te d to pr ov ide FIPS 1 40 - 2 Le v e l -
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6.2.9. Method Of Deactivating  Private Key  
Qu oVa dis ’ Pr iv a te Ke ys are d e a c tiv a te d via ma nu a l and p a s s iv e logou t proc e du re s on the appl ic a bl e HSM 
de vic e whe n not i n use . Quo Va dis ne v e r le a v e s its HSM d e vic e s in an ac tiv e unl oc k e d or u na tte nde d sta te .  

Subs c ri be rs shou l d de a c tiv a te the ir P riv a te Ke ys via log o u t and re mov a l p roc e du re s whe n not i n use .  

6.2.10. Method  Of Destroying Private Key  
Qu oVa dis pe rs on ne l , ac ting i n t rus te d rol e s , de s troy CA, RA, and sta tu s se rv e r Priv a t e Ke ys whe n no lo nge r 
ne e de d. Subs c r ibe rs sha l l de s troy the i r P riv a te Ke ys whe n the co rre s po ndin g Ce rti fic a te is re vok e d or expire d 
or if the P riv a te Ke y is no lo nge r ne e de d.  

QuoVa dis ma y de s troy a Pr i v a te Ke y by de l e ting it fr om al l known sto ra ge pa rt itio ns . QuoVa dis al s o ze roiz e s 
the HSM de vic e and ass oc ia te d ba c k u p tok e ns ac c ordi ng to the spe c ific a tio ns of the h a rdwa re ma nu fa c tu re r. 
This re in itia l iz e s the de vic e and ove r write s the da ta wi t h bi na ry ze ros . If the ze r oiz a tion or re -  
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6.4. ACTIVATION DATA 

6.4.1. Activation Data Generation And  Installation  
Qu oVa dis ac tiv a te s the cryp t ogra ph ic modu l e conta i nin g its CA Pr iv a te Ke y s ac c ordi n g to the spe c ific a tions of 
the ha rdwa re ma nu fa c tu re r me e ting the re qu i re me nts o f FIPS 14 0 - 2 Le v e l 3  and/ or Commo n Cr ite ria EAL 4 . 
The crypto gra ph ic ha r dwa re is he l d unde r tw o - pe rs on co ntrol as ex pl a ine d in Se c tio n 5.2.2 and el s e wh e re in 
this CP/ C PS. Quo Va dis wil l o nl y tra ns mit ac tiv a tio n da ta via an app rop ria te l y pro te c te d cha nne l and at a time 
and pl a c e tha t is dis t inc t fro m the de l iv e ry of the ass oc ia te d cry pto gra ph ic modu l e .  

QuoVa dis pe rs on ne l and Sub s c ribe rs are i ns tru c te d to us e strong pa s s wo rds and to p rote c t PIN s an d 
pa s s words tha t me e t the re q u ire me nts spe c ifie d by the C A/ B rows e r Fo ru m’s Ne twor k Se c u rity Re qu i re me nts  
and oth e r re l e v a nt sta nda r d s .  

6.4.2. Activation Data Protection  
I f ac tiv a tion da ta mus t be t ra ns mitte d, it sha l l be via a cha nne l of a ppr opr ia te pro te c tion, an d dis t inc t i n time 
and pl a c e from the ass oc ia te d Crypt ogra ph ic Modu l e . PI N s  ma y be suppl ie d to Use rs in t wo por tions using 
diffe re nt de l iv e ry me th ods , f or exa mpl e by e- ma il and by sta nda rd pos t, t o p rov ide inc re a s e d se c u rity aga ins t 
third- pa rty in te rc e ptio n of t he PIN . Ac tiv a tion Da ta shou l d be me mo ris e d, not wr itte n do wn. Ac tiv a tio n Da ta 
mus t ne ve r be sha re d. Ac tiv a tion da ta mus t not c o ns is t s ol e l y of info rma ti on tha t cou l d be ea s il y gue s s e d, e.g., 
a Subs c ri be r ’s pe rs o na l info r ma tion.  

6.4.3. Other Aspects Of Activation Data  
W h e re a PIN  is use d, the Use r is re qu ire d to e nte r the PI N  and ide n tific a tio n de ta il s s uc h as the ir 
D is tingu is h e d N a me be fore t he y are abl e to ac c e s s and in s ta l l the ir Ke ys and Ce rt ific a te s .  

6.5. COMPUTER SECURITY CONTROLS 
Qu oVa dis ha s a forma l I nfo r ma tion Se c u rity Pol ic y tha t doc u me nts the QuoVa dis pol ic ie s , sta nda rds and 
guide l ine s re l a ting t o i nfo rm a tion se c u rity . This I nfo rma t ion Se c u rity Pol ic y ha s be e n approv e d by 
ma na ge me nt an d is co mmu n ic a te d to al l empl oy e e s .  

6.5.1. Specific Computer Security Technical Requirements  
Qu oVa dis se c u re s its CA sys t e ms and auth e nti c a te s and p rote c ts commu nic a tio ns be t we e n its sys te ms an d 
tru s te d rol e s . QuoVa dis ’ CA s e rv e rs and sup por t - a nd - v e tting work s ta tio ns run on trus twor th y sys te ms tha t 
are configu re d and ha rde ne d using in du s try be s t p ra c tic e s . Al l CA sys te ms are sc a nne d for ma l ic iou s code and 
prote c te d aga ins t spywa re and vi ru s e s .  Ina c tiv ity lo g out time fra me s are se t a nd en fo rc e d throu gh i nte rna l 
info rma tio n se c u rity pol ic ie s and p roc e du re s t o ens u re s e c u rity .  

RAs mus t ens u re tha t the sys te ms ma inta in ing RA soft w a re and da ta f il e s are tru s tw orth y sys te ms se c u re 
from una u th o riz e d ac c e s s , whic h ca n be de m ons t ra te d by compl ia nc e wi th audit crit e ria appl ic a bl e unde r 
Se c tion 5. 4.1.   

QuoVa dis ’ CA sys te ms are co nfigu re d to:  
i)  a u th e ntic a te the ide ntity of use rs be fore pe rmit tin g ac c e s s to the sys te m o r ap pl ic a tions ;  
ii)  ma na ge the pr iv il e ge s of use rs and li mit use rs to the i r ass igne d rol e s ;  
iii)  ge ne ra te and arc h iv e audit re c ords for al l tra ns a c tions ;  
iv)  e nforc e do ma in inte g rity bo u nda rie s fo r se c u rity critic a l proc e s s e s ; and  
v)  s u pport re c ov e ry fro m  
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The QuoVa dis se c u rity p ol ic y is to bl oc k al l ports a nd pr otoc ol s and o pe n onl y p orts ne c e s s a ry to ena bl e CA 
func tio ns . Al l CA equip me nt is configu re d with a min imu m nu mbe r of se rv ic e s and al l unu s e d ne t wo rk po rts 
and se rv ic e s are dis a bl e d.  

6.8. TIME-STAMPING 
See Sec tion 5.5.5 . In additi on , QuoVa d is p rov ide s a Time - Sta mp Auth ority (TSA ) se rv i c e for use w ith spe c ific 
QuoVa dis pro du c ts suc h as Code Sig nin g Ce rtif ic a te s . The QuoVa dis Time - Sta m p P ol ic y / Pra c tic e Sta te me nt  is 
stru c tu re d i n ac c orda nc e wit h ETSI EN 319 42 1  and shou l d be re a d i n co nju nc t ion wi t h this CP/ C PS .  

7. CERTIFICATE, CRL, AND OCSP PROFILES 
Qu oVa dis use s the I TU X.509 , ve rs ion 3 sta n da rd to co ns t ru c t Ce rtif ic a te s . QuoVa dis a dds ce rta in ce rt if ic a te 
exte ns ions t o the ba s ic ce rtif ic a te stru c tu re fo r the purp o s e s inte nde d by X.509v 3 as pe r Ame nd me nt 1 to 
ISO/ I E C 9594 - 8, 1995.  See  Appe ndi x A an d Ap pe ndix B.  

For pu bl ic l y - tru s te d TL S Ce r tific a te s , QuoVa dis me e ts th e te c h nic a l re qu ire me nts se t forth  in Se c tio ns 2.2, 
6.1.5, and 6.1.6 of the CA/ B r ows e r Ba s e l ine Re qu ire me n ts and this CP/ C PS.  

QuoVa dis ge ne ra te s no n - s e qu e ntia l Ce rtific a te se ria l nu mbe rs (p os itiv e n umbe rs gr e a te r tha n ze ro) tha t 
conta in at le a s t 64 bi ts of ou tpu t f rom a CSPR N G .  

7.1. CERTIFICATE PROFILE 

7.1.1. Version Number( s) 
A l l Ce rtific a te s are X.509 ve r s ion 3 Ce rtific a te s .  

7.1.2. Certificate  Extensions 
Th e exte ns ions de fine d fo r X.509 v3 Ce r tific a te s pr ov ide me th ods fo r ass oc ia ting addi tiona l attri bu te s with 
use rs or P ubl ic Ke ys an d f or ma na ging re l a tions h ips be t we e n CAs .  See Appe nd ix A and Ap pe ndi x B.  

For Root CA, Su bor dina te CA , and Subs c ri be r C e r tific a te s use d for publ ic l y - tru s te d TL S, Quo Va dis abi de by 
Se c tion  7. 1.2 o f the Ba s e l ine Re qu ire me nts an d con figu re the Ce rtific a te exte ns io ns t o thos e re qu i re me nts .  

For TL S Ce rtific a te s , the su bj e c tA l tN a me exte ns ion is po p u l a te d in ac c orda nc e w ith R F C 5280 w ith the 
auth e ntic a te d va l u e in the C ommo n Na me fie l d of the su b je c t DN (do ma in na me o r p ubl ic iPA dd re s s ) . The 
Subje c tA l tN a me exte ns ion m a y conta in ad ditio na l auth e n tic a te d doma in na me s o r pu bl ic iPA dd re s s e s .  

For in te rna ti ona l iz e d doma i n na me s , the Comm on Na me is re p re s e nte d as a puny - c o de va l u e and tha t 
Commo n Na me w il l be re p re s e nte d in the Su bje c t Al te rna tiv e Na me exte ns ion as a pu ny - c ode d A - l a be l va l u e . 
The s e diffe re nt enc odi ngs of the sa me na me are t re a te d as equa l va l u e s for the pur p os e s of Comm on Na me to 
Subje c t Al te rna t iv e Na me du pl ic a tion re qu ire me nts .  

QuoVa dis ’  Te c h nic a l l y Cons t ra ine d Su bo rdi na te CA Ce rtif ic a te s inc l u de an Exte nde d K e y Usa ge (EKU ) 
exte ns ion s pe c ify ing al l exte nde d ke y usa ge s for whic h t he Subo rdi na te CA Ce rtific a t e is auth oriz e d t o iss u e 
ce rtific a te s . The anyE xte n de dKe y U s a ge Ke yPu rp os e I d d oe s not ap pe a r i n the E KU ex te ns ion of publ ic l y -
tru s te d ce rtif ic a te s .  

7.1.3. Algorithm Object Identifiers  
Qu oVa dis Ce rt ific a te s are sig ne d using o ne of the fol l owi ng al gori th ms  o r o the rs as approv e d in ac c orda nc e 
with  S e c tion 1.1 :  

sha 256W ith R SA E nc ry pti on   [is o( 1 ) me mbe r - body ( 2 ) us( 840) rsa ds i( 1 1 3 5 4 9 ) pk c s ( 1 ) pk c s - 1( 1 ) 11]  
sha 384W ith R SA E nc ry pti on  [is o( 1) me mbe r - body ( 2 ) us( 840) rsa ds i( 1 1 3 5 4 9 ) pk c s ( 1 ) pk c s - 1( 1 ) 12]  
sha 512W ith R SA E nc ry pti on  [is o( 1 ) me mbe r - body ( 2 ) us( 840) rsa ds i( 1 1 3 5 4 9 ) pk c s ( 1 ) pk c s - 1( 1 ) 

sha 512W ith R SA E nc ry pti on( 1 3 ]  
ec ds a - with - SHA 2 5 6   [is o( 1 ) me mbe r - body ( 2 ) us( 840) ans i - X9 - 6 2 (10045)  

signa tu re s ( 4 ) ec ds a - with - SH A 2 (3) 2 ]  
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ecds a - with - SHA 3 8 4   [is o( 1 ) me mbe r - body ( 2 ) us( 840) ans i - X9 - 6 2 (10045) sig na tu re s ( 4 ) 
ec ds a - with - SHA 2 ( 3 ) 3]  

id - R SA SSA - PSS  [ is o( 1 ) me mbe r - body m b- me 526 Tm4r3 1 8 . T 6 1 0 9.96 6 (1)0. 8 (0)
E T 
 Q T 
 9 o 4 4 . 5 ( me14) - 1 
 B pboA 2 p me mbe r-
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Field  Value  

https://www.quovadisglobal.com/accreditations.


http://www.quovadisglobal.com/accreditations.aspx
http://www.quovadisglobal.com/accreditations.aspx








  50  

•  A l l Re l y ing Pa rtie s who re a s ona bl y re l y o n a Va l id Ce rtifi c a te ; and  

•  A l l Appl ic a tion So ftwa re Ve n dor s with whom Quo Va dis h a s ente re d int o a co ntra c t f o r  inc l u s io n 
of its Ro ot Ce rti fic a te in soft wa re dis t ribu te d by suc h Ap pl ic a tion S oft wa re Ve nd or .  

QuoVa dis d is c h a rge s its o bl iga tions by:  

•  Qu oV a dis co mpl ie s , in al l ma te ria l aspe c ts , with th is  CP/ C PS, an d al l appl ic a bl e la ws and 
re gu l a tions ;  

•  Qu oVa dis p ubl is h e s  and u pd a t e s  CR L s and OCSP re s pons e s on a re gu l a r  ba s is ;  
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i)  Se c u re l y ge ne ra te its P riv a te Ke y s and pro te c t its P riv a te Ke ys fro m com pro mis e , and e xe rc is e sol e 
and compl e te con trol a nd us e of its Priv a te Ke ys ; 

ii)  Prov ide ac c u ra te and compl e te infor ma tio n whe n com m u nic a ting with Quo Va dis , an d  to re s pon d to 
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iii)  R e l y ing Pa rtie s ’ re l ia nc e on t he auth e ntic a tion pro du c t o r se rv ic e is re a s ona bl e ba s e d on the 
circ u ms ta nc e s . Re l y ing Pa rti e s re l ia nc e wil l be de e me d re a s ona bl e if:   

�x th e attri bu te s of the Ce rtific a te re l ie d upon and the le ve l of ass u ra nc e in the Ide nt ific a tion a nd 
Auth e ntic a tion pr ov ide d by the Ce rtific a te are app rop ria te in al l re s pe c ts to the le ve l of ris k a nd 
the re l ia nc e pl a c e d upon tha t Ce rtific a te by the Re l y ing P a rty ;  

�x th e Re l y ing Pa rty ha s , at the time of tha t re l ia nc e , use d th e Ce rtific a te for pu rpos e s ap prop ria te 
and pe r mitte d by the CP/ C P S and unde r the la ws and re gu l a tions of the jur is dic tio n i n wh ic h the 
Re l y ing Pa rty is loc a te d;  

�x th e Re l y ing Pa rty ha s , at the time of tha t re l ia nc e , ac te d i n go od fa ith and in a ma n ne r 

�
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PER M I TTE D B Y AP PL I C A B L E LAW AN D NOTW I TH STA N D I N G AN Y FAIL U R E OF ESSE N TI A L PUR POSE OF 
AN Y LIM ITE D REM E D Y OR L IM ITA TI ON OF LIA B I L I TY: ( A) QUOVA D I S AN D I TS AF F I L I A TE S, SUB SI D I A R I E S, 
OF F I C E R S, DIR E C TOR S, EM P L OYE E S, AGE N T S, PAR TN E R S AN D LIC E N SOR S ( THE “ QU OVA D I S EN TI TI E S ”) 
WIL L NOT BE LIA B L E FOR A N Y SPE C I A L , IN DI R E C T, IN C I D E N TA L , CON SE QU E N TI A L , OR PUN I TI VE 
DAM A G E S (IN C L U D I N G AN Y DAM A G E S AR ISI N G FR OM L OSS OF USE , LOS S OF DATA , LOST PR OF I TS,  
BUSI N E SS IN TE R R U PTI ON , OR COS TS OF PR OC U R I N G S UB STI TU TE S OF TW A R E OR SER VI C E S) AR ISI N G OU T 
OF OR REL A TI N G T O T HIS C P/ C PS OR THE SUB JE C T MA TTE R HER E OF ; AN D (B) TH E QUOVA D I S EN TI TI E S’ 
TOTA L CUM U L A TI VE LIA B I L I TY AR ISI N G OUT OF OR R EL A TI N G TO THIS CP/ C PS O R TH E SUB JE C T MA TTE R 
HER E OF WIL L NOT EXC E E D THE AM OU N TS PAID B Y OR ON BEHA L F OF SUB SC R I B E R TO QUO VA D I S IN THE 
TW E L VE MON TH S PR IOR T O THE EVE N T GI VI N G RISE TO SUC H LIA B I L I TY, REG A R D L E SS OF WHE THE R 
SUC H LIA B I L I TY AR I SE S FR OM CON TR A C T, IN DE M N I F I C A TI ON , WAR R A N TY, TOR T (IN C L U D I N G 
NEG L I G E N C E ) , STR I C T LIA B I L I TY OR OT HE R W I SE , AN D REG A R D L E SS OF WHE THE R QUO VA D I S HAS BEE N 
ADVI SE D OF THE PO SSI B I L I TY OF SUC H LOSS OR DAM A G E . NO CL A I M , REG A R D L E SS OF FOR M , WHIC H IN 
AN Y WAY AR ISE S OU T OF T HIS CP/ C P S, MAY BE MADE OR BR OU G HT BY S UB SC R I B E R OR SUB SC R I B E R ’S 
REPR E SE N TA TI VE S M OR E T HA N ON E (1) YEA R AF TE R T HE BASI S F OR THE CL A I M BEC OM E S KN OW N TO 
SUB SC R I B E R .  

 

F or EU Qua l ifie d Ce rtific a te s , QuoVa d is lia bil ity is in ac c orda nc e wi th Ext ra c t 37 a nd Artic l e 
13 of the eIDA S Re gu l a tion.  

9.9. INDEMNITIES 

9.9.1. Indemnification By QuoVadis  
To the exte n t pe rmitte d by appl ic a bl e la w, QuoVa d is sha l l inde mn ify ea c h Appl ic a tion Soft wa re Ve ndor 
aga ins t any cl a im, da ma ge , o r los s suffe re d by an Appl ic a tion Soft wa re Ve ndo r re l a te d to a n Ce rti fic a te iss u e d 
by Qu oVa dis , re ga rdl e s s of t he ca u s e of ac tion o r le ga l the ory inv ol v e d, exc e pt whe re the cl a im, da ma ge , or 
los s suffe re d by the Appl ic a t ion Soft wa re Ve n dor wa s di r e c tl y ca u se d by the A ppl ic a tion S oft wa re Ve n dor ’s 
softwa re d is pl a y ing eith e r (i ) a va l id and t ru s tw or th y Ce rtific a te as no t va l id o r t rus t worth y or (ii) d is pl a y ing 
as trus two rth y (a ) an Ce rtifi c a te tha t ha s expire d o r ( b) a re vok e d Ce rtific a te whe re t he re voc a tion sta tu s is 
ava il a bl e onl ine but the Appl ic a tion S oft wa re Ve nd or ’s so ftwa re fa il e d t o che c k or  ig n ore d the sta tu s .  

9.9.2. Indemnification By Subscribers  
To the exte n t pe rmitte d by la w, ea c h Subs c ri be r sha l l in de mnify QuoVa d is , its pa rt n e rs , and the i r re s pe c tiv e 
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9.10. TERM AND TERMINATION 

9.10.1. Term  

https://www.quovadisglobal.com/repository
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efforts t o re s ol v e suc h dis pu te via bus i ne s s dis c u s s ions . I f the dis pu te is not re s ol v e d with i n s ixty (60) da ys 
afte r the in itia l no tic e , the n a pa rty ma y p roc e e d as pe rmi tte d unde r appl ic a bl e la w an d as spe c ifie d un de r 
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limita tion of lia bil ity , dis c l a i me r of a wa r ra nty , or an exc l u s ion o f da ma ge s is se ve ra bl e and in de pe nde nt of 
any othe r prov is ion.   

9.16.4. Enforcement (Waiver Of Rights)  
Qu oVa dis  ma y se e k inde mni fic a tion an d atto rne y s ' fe e s f rom a pa rty for da ma ge s , los s e s , and expe ns e s 
re l a te d to tha t pa rty ' s condu c t. QuoVa dis ’ fa il u re t o enf or c e a prov is io n o f this C P/ C PS doe s no t wa iv e 
QuoVa dis ’ righ t to enfo rc e th e sa me prov is io n la te r o r rig h t to en forc e any oth e r pr ov i s ion o f this C P/ C PS. To 
be effe c tiv e , wa iv e rs mus t be in writ ing and si gne d by Q uoVa dis .  

9.16.5. Force Majeure 
Qu oVa dis is no t lia bl e f o r an y de l a y or fa il u re t o pe r for m an obl iga ti on unde r this CP/ C PS to the exte nt tha t 
the de l a y or fa il u re is ca us e d by a n oc c u r re nc e be y on d Q uoVa dis ’ re a s ona bl e cont rol . The ope ra ti on of the 
Inte rne t is be yond QuoVa d is ’ re a s ona bl e co ntrol .  

To the exte n t p e rmitte d by appl ic a bl e la w, Subs c r ibe r Ag re e me nts and Re l y ing Pa rty Agre e me nts sha l l 
inc l u de a forc e ma je u re cl a u s e prote c tin g Qu oVa dis .   

9.17. OTHER PROVISIONS 
N o stipu l a tion.  
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10. APPENDIX A –  ROOT CA PROFILES 
QuoVadis Root CA2 

Field  Value 

Ve rs ion  V3  

Se ria l Numbe r  Uniqu e num be r 0 509  

Iss u e r Signa tu re Al gori th m  sha - 1W ith R SA E nc ry ptio n {1 2 840 11354 9 1 1 5}  

Iss u e r Dis tingu is h e d Na me  Uniqu e X.500 CA DN .  

CN = QuoVa d is Root CA 2  
O =Qu oVa dis Lim ite d  
C = BM  

Va l idity Pe ri od  25 ye a rs expre s s e d i n UTC f orma t  

NotB e fore : 11/ 24/ 2 0 0 6 18: 27: 0 0  
NotA fte r:  11/ 24/ 2 0 3 1 18: 2 3: 3 3  

Subje c t Dis t ingu is h e d Na me  CN = QuoVa d is Root CA 2  
O =Qu oVa dis Lim ite d  
C = BM  

Subje c t Pu bl ic Ke y I nfo rma ti on  Publ ic Ke y Al go rith m:  

Al gorith m O bje c tI d: 1.2. 840 . 1 1 3 5 4 9 .1 .1 . 1  
RSA Al gorith m Pa ra me te rs :  05 00  
Publ ic Ke y Le ng th : 4096 - bit  

Iss u e r’s Sig na tu re  sha - 1W ith R SA E nc ry ptio n {1 2 840 11354 9 1 1 5}  

Extension  Value 

A u th ority Ke y Ide n tifie r  c=no;  

Ke yID =1 a 84 6 2 bc 48 4c 33 25 04 d4 ee d0 f6 03 c4 19 4 6 d1 9 4 6 b   

Certific a te Iss u e r:  

Dire c tory A ddre s s :  

CN=Qu oVa dis Root CA 2  
O=Qu o Va dis Limite d  
C=B M  

Ce rtific a te Se ria l N u mbe r= 0 5 09  

Subje c t Ke y Ide nti fie r  c=no; 1a 84 62 bc 48 4c 33 2 5 04 d 4 ee d0 f 6 03 c4 19 46 d1 94 6b  

Ke y Usa ge  c=no; Ce rti fic a te Sig ning, O ff - l ine CR L Signi ng, CR L Si gni n g (06)  

Ba s ic Cons tra ints  c=ye s ; Subje c t Ty pe =C A  

Pa th Le ngth Co ns tra i nt= N on e  

Ke y Id Ha s h ( s h a 1 ) :  73 97 8 2 ea b4 04 16 6e 25 d4 82 3c 37 d b f8 a8 12 f b cf 26  

Ce rt Ha s h ( s h a 1 ) :  ca 3a fb cf 12 40 36 4b 44 b2 16 20 88 8 0 48 39 1 9 93 7c f7  
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QuoVadis Root CA 2 G3 
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11. APPENDIX B 

11.1. BUSINESS SSL 

Field  Value 

Ve rs ion  V3  

Se ria l Numbe r  Uniqu e num be r  

Iss u e r Signa tu re Al gori th m  sha 256R SA (1.2.84 0 .1 1 3 5 4 9 .1 .1 .1 1 )  

Iss u e r Dis tingu is h e d Na me  Uniqu e X.500 CA DN .  

CN = Va ria bl e  

O = QuoVa dis Limite d  

C = BM  

Va l idity Pe ri od  397 da ys  

Subject Distinguished Name  

Orga niz a ti on Na me  subje c t: orga nis a ti onN a me ( 2.5.4.1 0 )  

Orga nis a ti on U nit  No t pe rmi tte d i n QuoVa dis B us ine s s  SSL .  

Commo n Na me  subje c t: c ommo nN a me (2.5.4 .3 )  

cn = Co mmo n na me  

Sta te or pr ov inc e (if any)  subje c t: s ta te OrPr ov inc e N a m e (2.5.4.8 )  

Cou ntry  subje c t: c ou ntry N a me (2.5. 4 . 6 )  

Subje c t Pu bl ic Ke y I nfo rma ti on  2048 - bit RSA ke y modu l u s , rsa E nc ry ptio n (1.2.8 4 0 .1 1 3 5 4 9 .1 .1 .1 )  

Signa tu re Al gorith m  sha 256R SA (1.2.84 0 .1 1 3 5 4 9 .1 .1 .1 1 )  

Extension  Value 

A u th ority Ke y Ide n tifie r  c=no; Oc te t St ring –  Sa me as Iss u e r' s Subje c t Ke y I de ntifi e r  

Subje c t Ke y Ide nti fie r  c=no; Oc te t St ring –  Sa me as ca l c ul a te d by CA fr om PKC S#10  

Ke y Usa ge  c=ye s ;  

Digita l Sig na tu re , Ke y Enc ip h e rme nt (a 0)  

Exte nde d Ke y Usa ge  c=no;  

Se rv e r Auth e nt ic a tion (1 .3.6. 1 .5 .5 .7 .3 .1 )  

Cl ie nt Auth e ntic a tio n (1.3.6. 1 .5 .5 .7 .3 .2 )  

Ce rtific a te Pol ic ie s  c=no; Ce rti fic a te Pol ic ie s ;  {1. 3.6.1 .4 .1 .8 0 2 4 .0 .2 .1 0 0 .1 .1 }  
Certific a te Pol ic ie s ; { 2.2 3.14 0 .1 .2 .2  } 

[1,1] P ol ic y Qua l ifie r I nfo:  
Pol ic y Qua l ifie r Id =C PS  

Qua l ifie r: htt p: / / ww w.q u ov a dis gl oba l .c om/ re pos ito ry  

http://www.quovadisglobal.com/repository
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Auth ority Inf orma ti on Ac c e s s  c=no; Ac c e s s Me th od= -  Id - a d - oc s p (On - l ine Ce rti fic a te St a tu s 
Protoc ol - 1.3.6.1 . 5 .5 .7 .4 8 . 1 ) ; UR L = http: / / oc s p. qu ov a dis gl oba l .c om  

CR L Dis tribu t ion Poi nts  

http://ocsp.quovadisglobal.com/
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
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Verification of Country: Qu oVa dis ve rifie s the cou nt ry a ss oc ia te d with the Subje c t u sing o ne of the 
fol l owing:  

i)  th e IP Add re s s ra nge ass ign me nt by cou ntry for eith e r (i ) the we b site ’s IP  addre s s , a s indic a te d by 
the DN S re c or d fo r the we b site or (i i) the Ap pl ic a nt’s IP addre s s ;  

ii)  th e cc TL D of the re qu e s te d Doma in Na me ;  

iii)  info rma tio n p rov i de d by the Doma in Na me Re gis tra r; o r  

iv)  a me th od ide ntifie d in “Ide nt ity ” ab ov e .  
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ce N a me 
(1.3.6.1 .4 .1 .3 1 1 .6 0 .2 . 1 .2 )  

Ful l na me of Ju ris dic tio n of I nc orp ora tio n f or a n 
Inc orp ora ti ng o r Re gis tra ti o n Age nc y at the sta te or 
prov i nc e le ve l , inc l u ding cou ntry inf orma t ion as 
fol l ows , bu t not city or to wn info rma tio n ab ov e .  

(1.3.6.1 .4 .1 .3 1 1 .6 0 .2 .
1 .2 )  

subje c t: ju ris dic ti on OfI nc o r
pora tio nC ou n try N a me 
(1.3.6.1 .4 .1 .3 1 1 .6 0 .2 . 1 .3 )  

ASN .1 -  X5 20c ou nt ry N a me as spe c ifie d in RF C 5280  

Juris dic ti on of I nc or pora ti on for an I nc or pora ti ng or 
Re gis tra tion Age nc y at the c ountry le ve l wou l d 
inc l u de cou ntry in for ma tio n but wou l d not inc l u de 
sta te or p rov i nc e or ci ty o r t own in for ma tion.  

Cou ntry in for ma tion MUST be spe c ifie d usin g the 
appl ic a bl e ISO cou ntry code .  

subje c t: ju ris dic ti on O
fI nc or pora ti onC ou nt
ry N a me 
(1.3.6.1 .4 .1 .3 1 1 .6 0 .2 .
1 .3 )  

Subje c t: s e ria l N u mbe r 
(2.5.4.5 )  

For P riv a te O rga nis a tio ns an d Bus ine s s Enti tie s , this 
fie l d MUST co nta in the un iq u e Re gis tra tion Num be r 
ass ig ne d to the Sub je c t by th e Inc orp ora ti ng o r 
Re gis tra tion Age nc y in its Ju ris dic tio n of 
Inc orp ora tio n. I f the I nc orp o ra ting or Re gis tra tio n 
Age nc y doe s no t p rov ide Re gis tra tio n Num be rs , the n 
the fie l d wil l conta i n the da te of inc o rp ora tio n o r 
re gis tra tio n. F o r Gove r nme n t Enti tie s , tha t d o not 
ha ve a Re gis tra tion Num be r or ve ri fia bl e da te of 
cre a tion, the fie l d wil l con ta in the la be l “Gov e r nme nt 
Entity ”.  

Subje c t: s e ria l N u mbe
r (2.5.4. 5 )  

Subje c t: bu s i ne s s C a te gory 
(2.5.4.1 5 )  

This fie l d MUS T con ta in one of the fol l ow ing stri ngs : 
"Priva te O rga niz a tio n", "Gov e rnme nt Enti ty", 
"Busine s s Entity", or "Non - C omme rc ia l Enti ty", 
de pe nding o n wh ic h Se c tio n  of the EV Guide l ine s 
appl ie s to the Su bje c t.  

Subje c t: bu s i ne s s C a te
gory (2.5 .4.15)  

Numbe r & street 
(optio na l )  

subje c t: s tre e tA ddre s s (2.5.4. 9)  

City or to wn  subje c t: l oc a l ity N a me (2.5.4.7 )  

Sta te or pr ov inc e (if any)  subje c t: s ta te OrPr ov inc e N a m e (2.5.4.8 )  

Cou ntry  subje c t: c ou ntry N a me (2.5. 4 . 6 )  

Pos ta l code (optio na l )  subje c t: pos ta l C ode (2.5.4.1 7 )  

Subje c t Pu bl ic Ke y 
Infor ma tio n  

2048 -
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Ce rtific a te Pol ic ie s ; {  2.2 3.14 0 .1 .1 }  

[1,1] P ol ic y Qua l ifie r I nfo:  
Pol ic y Qua l ifie r Id =C PS  

Qua l ifie r: 
http: / / ww w. qu ov a dis gl o ba l .c om/ re pos ito ry   

[1,2] P ol ic y Qua l ifie r I nfo:  
Pol ic y Qua l ifie r Id =U s e r Noti c e  

Qua l ifie r: Notic e Te xt = Any use of this Ce rt ific a te 

http://www.quovadisglobal.com/repository
http://ocsp.quovadisglobal.com/
http://crl.quovadisglobal.com/QVSSLICA.crl
http://crl.quovadisglobal.com/qvsslg2.crl
http://crl.quovadisglobal.com/qvsslg3.crl
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•  Sta tu s : Quo Va dis w il l fol l ow the re qu i re me nts o f the EV Guide l ine s and ma i nta ins a 2 4/ 7 onl i ne -
a c c e ss ibl e Re p os itory with c urre nt in for ma tion re ga rd in g the sta tu s of the EV Ce r tific a te as Va l id 
or Re vok e d; and  

•  R e v oc a tion: Quo Va dis wil l f o l l ow the re qu i re me nts of the EV Guide l ine s and re vok e th e EV 
Ce rtific a te upo n the oc c u r re nc e of any re voc a tio n eve nt as spe c ifie d in the E V Guide l i ne s .  

Verification Requirements  

B e fore iss u ing an EV Ce rtific a te , QuoVa dis ens u re s tha t a l l Subje c t or ga nis a tio n i nfo r ma tion in the EV 
Ce rtific a te confo rms to the re qu ire me nts of, a nd ha s be e n ve rif ie d in ac c orda nc e w it h , the EV Gui de l in e s and 
ma tc h e s the info rma tio n co n firme d a nd d oc u me nte d by t he CA purs u a nt to its ve rif ic a tion p roc e s s e s . Suc h 
ve rific a tion pr oc e s s e s are inte nde d to ac c ompl is h the fol l owing:  

i)  Ve rify Ap pl ic a nt’s exis te nc e and ide n tity , i nc l u ding;  

•  Ve rify Ap pl ic a nt’s le ga l exis t e nc e and ide nt ity (a s esta bl i s h e d with an Inc o rpo ra tin g Age nc y ) ,  

•  Ve rify Ap pl ic a nt’s phys ic a l exis te nc e (bu s ine s s p re s e nc e at a phys ic a l addre s s ) , and  

•  Ve rify Ap pl ic a nt’s ope ra tio n a l exis te nc e (bu s ine s s ac tiv ity ) .  

ii)  Ve rify Ap pl ic a nt (o r a cor por a te pa re nt/ s u bs idia ry ) is a re gis te re d hol de r o r ha s exc l u s iv e control of 
the doma in na me t o be inc l u de d in the EV Ce rt ific a te ;  

iii)  Ve rify Ap pl ic a nt’s auth o ris a t ion f or the  EV Ce r tific a te , inc l u ding;  

•  Ve rify the na me , ti tl e , and au th ority of the Cont ra c t Si gne r, Ce rtif ic a te Appr ov e r, an d Ce rtific a te 
Re qu e s te r;  

•  Ve rify tha t Cont ra c t Si gne r signe d the Subs c ri be r  Agre e me nt; and  

•  Ve rify tha t a Ce rtific a te Ap pr ov e r ha s signe d or othe r wis e approv e d the EV Ce rti fic a te Re qu e s t.  

The ve tting re gime of the E V Guide l ine s inc l u de s de ta il e d ve rific a tio n p roc e du re s , whi c h va ry by Su bs c ribe r , 
and ma y i nc l u de dire c t co nfi rma tio n w ith I nc or pora ti ng Age nc ie s as we l l as corre l a tion o f i nfo rma tio n f rom 
ce rta in qua l ifie d co mme rc ia l da ta pr ov ide rs , site v is its , a nd i nde pe nde nt co nf ir ma tio ns fr om se ni or offic e rs of 
the Appl ic a nt. Ve rifie d opi ni on le tte rs f rom attor ne y s an d ac c ou nta nts re pre s e nti ng t he Appl ic a nt, as we l l as 
ba nk ac c ou nt ve rific a tio ns , ma y al s o be use d to ful fil asp e c ts of the ve ttin g p roc e s s .  
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•  C onfir min g Pe rs on: Mus t be a se nior o ffic e r of the A ppl ic a nt (e .g., Se c re ta ry , Pre s ide n t, CEO, CF O, 
COO, CI O, CS O, Di re c tor, etc .) abl e to sig n the QV Au th ori t y Le tte r on be h a l f of the App l ic a nt.  

Subscriber  Agreement  

E a c h Appl ic a nt mus t e nte r i nto a Subs c r ibe r  Agre e me nt with QuoVa dis whic h spe c ifi c a l l y na me s both the 
Appl ic a nt and the i ndiv idu a l Cont ra c t Sig ne r sig ni ng the Agre e me nt o n the A ppl ic a nt’ s be h a l f, and co nta ins 
prov is io ns i mpos i ng o n the Appl ic a nt the f ol l owing o bl iga tions an d wa rra nt ie s :  

•  A c c u ra c y of Inf orma ti on: A n obl iga tio n and wa r ra nty to p rov ide ac c u ra te and co mpl e t e 
info rma tio n at al l time s t o th e QuoVa dis , both in the EV Ce rtific a te Re qu e s t and as o th e rwis e 
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Orga nis a ti on U nit  subje c t: orga nis a ti onU nit (2. 5.6.5 )  No t pe rmi tte d  

Commo n Na me  subje c t: c ommo nN a me (2.5.4 .3 )  
cn = Co mmo n na me  

Subje c tA l te rna tiv e N a me : dN SN a me is 
found be l ow in this ta bl e .  
This fie l d MUS T con ta in one or m ore 
hos t doma i n na me ( s ) owne d or 
control l e d by the Su bje c t an d to be 
ass oc ia te d with Su bje c t’s pu bl ic l y 
ac c e ss ibl e se rv e r. Suc h se rv e r ma y 
be ow ne d an d o pe ra te d by t he 
Subje c t o r an oth e r en tity (e . g., a 
hos ting se rv ic e ) . Wil dc a rd 
Ce rtific a te s are not al l owe d f or EV 
Ce rtif ic a te s .  

City or  
Tow n o f Inc o rpo ra tio n  

subje c t: ju ris dic ti on OfI nc o rp o ra tionL
oc a l ity N a me 
(1.3.6.1 .4 .1 .3 1 1 .6 0 .2 . 1 .1 )  

ASN .1 -  X5 20L oc a l ity N a me as 
spe c ifie d in RF C 52 80  
Ful l na me of Ju ris dic tio n of 
Inc orp ora tio n f or a n I nc orp o ra ting 
or Re gis tra ti on A ge nc y at th e city or 
town le ve l , inc l u ding both co u ntry 
and sta te or p rov inc e i nfo rm a tion as 
fol l ows .  

Sta te /  
Prov i nc e of I nc or pora ti on  

subje c t: ju ris dic ti on OfI nc o rp ora tion St
a te OrProv inc e N a me 
(1.3.6.1 .4 .1 .3 1 1 .6 0 .2 . 1 .2 )  

ASN .1 -  X5 20Sta te O rPr ov inc e N a me 
as spe c ifie d in RF C 528 0  
Ful l na me of Ju ris dic tio n of 
Inc orp ora tio n f or a n I nc orp o ra t ing 
or Re gis tra ti on A ge nc y at th e sta te or 
prov i nc e le ve l , inc l u ding cou ntry 
info rma tio n as fol l ows , bu t not city 
or to w n i nfor ma tio n ab ov e .  

Cou ntry of Inc or po ra tion  subje c t: ju ris dic ti on OfI nc o rp ora tionC
ou ntry N a me 
(1.3.6.1 .4 .1 .3 1 1 .6 0 .2 . 1 .3 )  

ASN .1 -  X5 20c ou nt ry N a me as 
spe c ifie d in RF C 52 80  
Juris dic ti on of I nc or pora ti on for an 
Inc orp ora ti ng o r Re gis tra ti o n Age nc y 
at the cou nt ry le ve l wou l d i n c l u de 
cou ntry inf orma t ion but w o u l d not 
inc l u de sta te or prov i nc e or city or 
town i nfor ma tio n.  
Cou ntry in for ma tion MUST be 
spe c ifie d using the appl ic a bl e ISO 
cou ntry code .  

Re gis tra tion Num be r  Subje c t: s e ria l N u mbe r (2. 5.4. 5 )  For P riv a te O rga nis a tio ns an d 
Bus ine s s Entitie s , this fie l d MU ST 
conta in the uni qu e Re gis tra t ion 
Numbe r ass igne d to the Su bj e c t by 
the Inc or pora ti ng or Re gis t r a tion 
Age nc y in its Ju ris dic ti on of 
Inc orp ora tio n. I f the I nc orp o ra ting 
or Re gis tra ti on A ge nc y doe s not 
prov ide Re gis t ra tion Num be rs , the n 
the fie l d wil l conta i n the da te of 
inc orp ora tio n or re gis tra ti o n. For 
Gove rnme nt Ent itie s , tha t do not 
ha ve a Re gis tra tion Num be r or 
ve rifia bl e da te of cre a tion, th e fie l d 
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Ce rtific a te Tra ns pa re nc y 
(optio na l )  

(1.3.6.1 .4 .1 .1 1 1 2 9 .2 .4 .4 )  

This fie l d MAY inc l u de t wo o r mo re 
Ce rtific a te Tra ns pa re nc y p r oofs f rom 
approv e d C T Logs .  

 

Subje c t Al te rna t iv e Na me  c=no; DN S = FQDN of De vic e (e .g., 
doma in.c o m)  

 

Auth ority Inf orma ti on 
Ac c e s s  

c=no; Ac c e s s Me th od= -  Id - a d - oc s p  
(On - l ine Ce rtific a te S ta tu s P r otoc ol - 
1.3.6.1 .5 .5 . 7 .4 8 .1 ) ; UR L 
= http: / / oc s p.qu ov a dis gl oba l .c om  

Ac c e s s Me th od= C e rtific a tion 
Auth ority Iss u e r (1.3.6.1 . 5 .5 . 7 .4 8 .2 ) ;  
URL = 
http: / / tru s t. qu ov a dis gl o ba l .c om/ qv q
we bg1.c r t  

 

CRL Dis tribu t ion Poi nts  c = no; CR L HTT P UR L = 
http: / / c rl .qu ov a dis gl o ba l .c om/ qv q w
e bg1.c rl  

 

c abf Orga niz a tionI de ntif ie r  ca bfOrga niz a tionI de ntif ie r  
2.23.14 0 .3 . 1  
 

Optio na l  

Re fe r to:  
CA/ B rows e r Fo ru m Ba l l ot S C17  

qcStatements  

id - e ts i - qc s -  Qc C ompl ia nc e  id - e ts i - qc s (1 0.4.0.1 8 6 2 .1 .1 )  
esi4 - qc Sta te me nt- 1 : Cl a im t ha t the 
ce rtific a te is an EU Qua l ifie d 
Ce rtific a te in ac c or da nc e wit h 
Re gu l a tion EU No 910/ 2 01 4  

Re fe r to:  
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attribu te s of the le ga l pe rs o n, sha l l be ve rifie d  using me t h ods whic h prov ide equ iv a l e nt ass u ra nc e in te r ms of 
re l ia bil ity to the phys ic a l pre s e nc e of an auth o ris e d re p re s e nta tiv e of the le ga l pe rs on and fo r whic h 
QuoVa dis ca n pr ov e the equ i v a l e nc e .  This ma y inc l u de vi a phys ic a l pre s e nc e , Re mote Ide ntity Ve rific a tio n 
(R IV4 onl y ) , o r re l ia nc e on a Qua l ifie d E l e c tronic S igna tu r e .  

 

11.4. QUOVADIS QCP-W-PSD2  
E TSI T S 11 9 495  de fi ne s QW A C prof il e s and T SP pol ic y re qu ire me nts u nde r the Pa y me nt Se rv ic e s Dire c tiv e 
(EU ) 2015/ 23 6 6 , whic h are suppl e me nte d by Ba l l ot SC1 7 of the CA/ B rows e r Foru m .  

QuoVa dis QCP - w- ps d2  fol l o w the sa me p rofil e as Qu oVa dis QEVC P - w Ce rti fic a te s wit h the fol l owi ng 
va ria tions :  

Field  Value Comments 

Subject Distinguished Name  

Orga niz a ti on Ide ntif ie r  subje c t: orga nis a ti on I de n tifi e r  
(2.5.4.9 7 ) 

PSD2 Auth oris a tio n Num be r  

Re fe r to:  
ETSI T S 11 9 495 5.1  

CA/ B rows e r Fo ru m Ba l l ot S C17  

Extension  Value 

C e rtific a te Pol ic ie s  c=no;  

[1]  Ce rtific a te Pol ic y :  
Pol ic y 
Ide ntifie r= 0 .4 .0 .1 9 4 1 1 2 .1 .4  

[2]  Ce rtific a te Pol ic y :  
Pol ic y Ide ntif ie r= 
1.3.6.1 .4 .1 . 8 0 2 4 .0 .2 .1 0 0 .1 .2  

[3]  Ce rtific a te Pol ic y :  
Pol ic y Ide ntif ie r= 
1.3.6.1 .4 .1 . 8 0 2 4 .1 .4 5 0  

[3,1]  Pol ic y Qua l ifie r I nfo:  
Pol ic y Qua l ifie r Id =C PS 
Qua l ifie r:  
http: / / ww w. qu ov a dis gl o ba
l .c om/ re pos itory   

[4]  Ce rtific a te Pol ic y :  
Pol ic y Ide ntif ie r= 2 .2 3 . 1 4 0 .1 . 1  

[5]  Ce rtific a te Pol ic y :  
Pol ic y Ide ntif ie r= 0 .4 .0 .1 9 4 9 5 .3 .1  

[1] QE VC P - W  pol ic y f rom ET SI EN 
319 411 - 2 

[2] Qu oVa dis EV pol ic y OID  

[3] Qu oVa dis Qua l ifie d (not on QSC D 
pol ic y OID  

[4] CAB Foru m EV OID  

[5] P SD2 OID QCP - w- PSD 2  

cabfOrganizationIdentifier  

c a bf Orga niz a tionI de ntif ie r  ca bfOrga niz a tionI de ntif ie r  
2.23.14 0 .3 . 1  
 

Refe r to:  
CA/ B rows e r Fo ru m Ba l l ot S C17  

qcStatements  

id - e ts i - qc s -  Qc C ompl ia nc e  id - e ts i - qc s (1 0.4.0.1 8 6 2 .1 .1 )  
esi4 - qc Sta te me nt- 1 : Cl a im t ha t the 
ce rtific a te is an EU Qua l ifie d 

Re fe r to:  

http://www.quovadisglobal.com/repository
http://www.quovadisglobal.com/repository
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Ce rtific a te in ac c or da nc e wit h 
Re gu l a tion EU No 910/ 2 01 4  

https://www.quovadisglobal.com/repository
https://www.quovadisglobal.com/repository
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Note : PSP ide nti fie rs MAY co nta in hy ph e ns , bu t Re gis t ra tion Sc h e me s , ISO 3166 cou n try code s , an d NCA 
ide ntifie rs do not. The re fo re if mo re tha n one hy ph e n ap p e a rs in the f ina l PS P ide ntifie r, the le ftmos t hyph e n 
is a se pa ra tor an d the re ma i ning hyph e ns a re pa rt of the PSP ide ntif ie r.  

PSD2 Roles 

Th e N CA ca n ass ign o ne o r more rol e s (R ol e s OfPSP) to pa yme nt se rv ic e p rov ide rs . QuoVa dis al s o con fir ms 
the PSD2 rol e of the Ce rtif ic a te Appl ic a nt (R ol e s OfPS P) :  

i)   acc ou nt se rv ic in g  (PS P_ A S)  

- OI D : id - ps d 2 - rol e - ps p- a s { 0. 4.0.1 9 4 9 5 .1 .1 }  
Rol e : PSP_ A S  

ii)  pa y me nt i nitia ti on ( PSP_ PI )  

- OI D : id - ps d 2 - rol e - ps p- pi { 0. 4.0.1 9 4 9 5 .1 .2 }  
Rol e : PSP_ PI  

iii)  a c c ou nt inf orma ti on  (PSP_ A I )  

- OI D : id - ps d 2 - rol e - ps p- a i { 0. 4.0.1 9 4 9 5 .1 .3 }  
Rol e : PSP_ A I  

iv)  is s u ing of ca rd- ba s e d pa yme nt  i ns tru me nts (P SP_ I C )  

- OI D : id - ps d 2 - rol e - ps p- ic { 0. 4.0.1 9 4 9 5 .1 .4 }  
Rol e : PSP_ I C   

Revocation Requests 

B a s e d on an auth e n tic a te d re qu e s t fro m an NCA , i n ac c o rda nc e wi th ET SI T S 119 49 5  Se c tion  6.2.6,  Quo Va dis 
sha l l re vok e a PSD2 ce rtific a te with i n 24 hours if:  

•  th e Auth oris a tio n o f the P SP ha s be e n re vok e d;  

•  a ny PS P rol e inc l u de d in the ce rtific a te ha s be e n re vok e d.  

QuoVa dis wil l inve s tiga te u n a u th e ntic a te d re qu e s ts f rom an NCA , and sha l l re vok e the affe c te d ce rtific a te ( s ) if 
ne c e s s a ry . Una u th e ntic a te d NCA  notific a tio n s  ne e d not be proc e s s e d with i n 24 hou rs .  
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11.5. CODE SIGNING 

Field  Value Comments 

Ve rs ion  V3   

Se ria l Numbe r  Uniqu e sys te m ge ne ra te d ra ndom 
numbe r ass igne d to ea c h ce r tific a te , 
conta ini ng at le a s t 64 bits of outpu t.  

 

I s s u e r Signa tu re Al gori th m  sha 256R SA (1.2.84 0 .1 1 3 5 4 9 .1 .1 .1 1 )   

I s s u e r Dis tingu is h e d Na me  CN = QuoVa d is Code S igni ng CA G1  

O = QuoVa dis Limite d  

C = BM  

 

Va l idity Pe ri od  1, 2, o r 3 ye a rs expre s s e d i n UTC 
forma t  

 

Subject Distinguished Name  

Orga ni s a ti on Na me  subje c t: orga nis a ti onN a me ( 2.5.4.1 0 )  Re qu ire d fie l d. The Su bje c t’s ve rifie d 
le ga l na me .  

Orga nis a ti on U nit  subje c t: orga nis a ti onU nit (2. 5.6.5 )  Optio na l fie l d. Mus t not inc l u de a 
na me , DBA , t ra de na me , t ra d e ma rk , 
addre s s , loc a tion, o r o the r te xt tha t 
re fe rs to a s pe c ific na tu ra l p e rs on o r 
Le ga l Entity unl e s s QuoVa di s ha s 
ve rifie d this inf orma ti on  

Commo n Na me  subje c t: c ommo nN a me (2.5.4 .3 )  Re qu ire d fie l d. The Su bje c t’s ve rifie d 
le ga l na me .  

Sta te or pr ov inc e (if any)  subje c t: s ta te OrPr ov inc e N a m e 
(2.5.4.8 )  

Re qu ire d if the subje c t: l oc a l ity N a me 
fie l d is abs e nt. Opt iona l if th e 
subje c t: l oc a l ity N a me fie l ds is 
pre s e nt.  

Loc a l ity  subje c t: l oc a l ity (2 .5.4.6)  Re qu ire d if the 
subje c t: s ta te OrPr ov inc e N a m e fie l d is 
abs e nt. O ptio na l if the 
subje c t: s ta te OrPr ov inc e N a m e fie l d is 
pre s e nt.  

Cou ntry  subje c t: c ou ntry N a me (2.5. 4 . 6 )  Re qu ire d fie l d.  

Subje c t Pu bl ic Ke y 
Infor ma tio n  

2048 - bit RSA ke y modu l u s , 
rsa E nc ry pti on 
(1.2.84 0 .1 1 3 5 4 9 .1 .1 .1 )  

Inc re a s e to 3072 - bit  June 1, 2021.  

Signa tu re Al gorith m  
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Ce rtific a te Pol ic ie s  c=no;  

Ce rtific a te Pol ic ie s ; 
{1.3.6.1 .4 . 1 .8 0 2 4 . 0 .2 .2 0 0 . 1 .1 }  

Ce rtific a te Pol ic ie s ; { 2.2 3.14 0 .1 .4 .1 }  

[1,1]  Pol ic y Qua l ifie r I nfo:  
Pol ic y Ide ntif ie r  Id=C PS  

Qua l ifie r: 
http: / / ww w. qu ov a dis gl o ba l .c om/ re p
os itory  

1.3.6.1 .4 .1 . 8 0 2 4 .0 .2 .2 0 0 .1 .1 i s the 
QuoVa dis Co de Sig nin g OI D.  

2.23.14 0 .1 . 4 .1 is the Code Si gnin g 
Ba s e l ine Re qu ire me nts OID.  

Auth ority Inf orma ti on 
Ac c e s s  

 

c=no; Ac c e s s Me th od= -  Id - a d - oc s p 
(On - l ine Ce rtific a te S ta tu s P r otoc ol - 
1.3.6.1 .5 .5 . 7 .4 8 .1 ) ; UR L 
= http: / / oc s p.qu ov a dis gl oba l .c om  

- id- a d - c a I s s ue rs (Ce rtific a tion 
Auth ority Iss u e r - 1.3.6. 1 .5 .5 .7 .4 8 .2 ) ; 
UR L = 
http: / / tru s t. qu ov a dis gl o ba l .c om/ qv c
s c a g1.c rt  

 

CRL Dis tribu t ion Poi nts  c = no; CR L HTT P UR L 
= http: / / c rl .qu ov a dis gl o ba l .c om/ qv c s
c a g1.c rl  

 

 

Purposes of Code Signing 

Th e pri ma ry purp os e of Quo Va dis Code Si gni ng Ce rt ific a t e s is to esta bl is h tha t exe c u t a bl e code origi na te s 
from a sourc e ide ntifie d by QuoVa dis . QuoVa dis Ce rtific a te s foc u s onl y o n the ide ntit y of the Sub je c t na me d i n 
the Ce rtific a te , and not on th e be h a v iou r o f the Subje c t. A s suc h , Ce rtific a te s are not in te nde d to pr ov ide any 
ass u ra nc e s , or othe r wis e re p re s e nt or wa r ra nt:  

•  Th a t the Su bje c t na me d in th e Ce rtific a te is ac tiv e l y enga ge d in doi ng bus ine s s ;  

•  Th a t the Su bje c t na me d in th e Ce rtific a te compl ie s wi th a ppl ic a bl e la ws ;  

•  Th a t the Su bje c t na me d in th e Ce rtific a te is trus t wo rth y , hone s t, o r re pu ta bl e in its bu s ine s s 
de a l ings ; or  

•  Th a t it is “sa fe ” to do bus i ne s s with the Sub je c t na me d i n the Ce rtific a te .  

Eligible Applicants  

Qu oVa dis o nl y iss u e s Code S igni ng Ce rti fic a te s to O rga ni s a tiona l Appl ic a nts and doe s not iss u e suc h 
ce rtific a te s to In div idu a l Ap pl ic a nts .  

An In div idu a l Appl ic a nt is a n Appl ic a nt tha t is an i ndiv i d u a l and re qu e s ts a Ce rti fic a te tha t wil l lis t the 
Appl ic a nt’s le ga l na me as th e Ce rtific a te subje c t.  

An O rga nis a tio na l Appl ic a nt is an Appl ic a nt tha t re qu e s ts a Ce rtific a te subje c t oth e r th a n the na me of an 

http://www.quovadisglobal.com/repository
http://www.quovadisglobal.com/repository
uuhttp://ocsp.quovadisglobal.com/
http://trust.quovadisglobal.com/qvcscag1.crt
http://trust.quovadisglobal.com/qvcscag1.crt
http://crl.quovadisglobal.com/qvcscag1.crl
http://crl.quovadisglobal.com/qvcscag1.crl
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11.6. IGTF GRID CERTIFICATES 
A l l Grid Ce rtific a te s w il l be i ss u e d to Appl ic a nts ba s e d o n cryp tog ra ph ic da ta ge ne ra te d by the Appl ic a nt, or 
ba s e d on c rypto gra ph ic da ta tha t ca n be he l d onl y by the Appl ic a nt o n a se c u re ha rd w a re tok e n. Any singl e 
subje c t Dis ti ngu is h e d Na me mus t be li nk e d to one an d o nl y one en tity a nd mus t not be link e d to any o th e r 
entity ove r th
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Orga niz a ti on Na me  subje c t: orga nis a ti onN a me ( 2.5.4.1 0 )  

Orga nis a ti on U nit  subje c t: orga nis a ti on u nit N a me (2.5.4.1 0 )  

Commo n Na me  subje c t: c ommo nN a me (2.5.4 .3 )  

cn = give nN a me +su rN a me 

Loc a l ity (if any)  subje c t: l oc a l ity (2.5.4.6 )  

Sta te or pr ov inc e (if any)  subje c t: s ta te OrPr ov inc e N a m e (2.5.4.8 )  

Cou ntry  subje c t: c ou ntry N a me (2.5. 4 . 6 )  

Subje c t Pu bl ic Ke y I nfo rma ti on  2048 - bit RSA ke y modu l u s , rsa E nc ry ptio n (1.2.8 4 0 .1 1 3 5 4 9 .1 .1 .1 )  

Signa tu re Al gorith m  sha 256R SA (1.2.84 0 .1 1 3 5 4 9 .1 .1 .1 1 )  

Doma in C ompo ne nts (DC )  DC=c om, DC= qu ov a dis gl oba l , DC=gri d, DC=< orga n is a tion  
ide ntifie r > , DC= h os ts  

Extension  Value 

A u th ority Ke y Ide n tifie r  c=no; Oc te t St ring –  Sa me as Iss u e r' s Subje c t Ke y I de ntifi e r  

Subje c t Ke y Ide nti fie r  c=no; Oc te t St ring 
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Orga niz a ti on Na me  subje c t: orga nis a ti onN a me ( 2.5.4.1 0 )  

Orga nis a ti on U nit  No t pe rmi tte d .  

Commo n Na me  subje c t: c ommo nN a me (2.5.4 .3 )  

cn = Co mmo n na me  

Loc a l ity (if any)  subje c t: l oc a l ity (2.5.4.6 )  

Sta te or pr ov inc e (if any)  subje c t: s ta te OrPr ov inc e N a m e (2.5.4.8 )  

Cou ntry  subje c t: c ou ntry N a me (2.5. 4 . 6 )  

 

http://ocsp.quovadisglobal.com/
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
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