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1. INTRODUCTION 

1.1. OVERVIEW 
This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the certification processes that the 
QuoVadis PKI uses in the generation, issue, use, and management of Certificates and serves to notify 
Subscribers and Relying Parties of their roles and responsibilities concerning Certificates.  This CP/CPS 
applies to the following Root CAs: 

• QuoVadis Root CA 1 G3 

• QuoVadis Root CA 3 / QuoVadis Root CA 3 G3 

QuoVadis maintains accreditations and certifications of its PKI. These include: 

• Qualified Trust Service Provider (QTSP) under Regulation (EU) No. 910/2014 (eIDAS). QuoVadis 
is listed on the EU Trusted List (EUTL) for the Netherlands and for Belgium; 

• Trust Service Provider under PKIoverheid in the Netherlands;  

• Qualified Certification Service Provider in Switzerland (ZertES); 

• WebTrust for CAs and WebTrust SSL Baseline with Network Security; 

• Accredited CA by the EU Policy Management Authority for Grid Authentication in e-Science 
(EUGridPMA). This entitles QuoVadis to issue Certificates meeting the guidelines of the 
International Grid Trust Federation (IGTF); and 

• Authorised Certification Service Provider (Bermuda) entitled to issue Accredited Certificates 
under the requirements of the Electronic Transactions Act 1999.  

Any person seeking to rely on Certificates or participate within the QuoVadis PKI must do so pursuant to 
definitive contractual documentation. Other important documents include both private and public 
documents, QuoVadis’ agreements with its customers, Relying Party agreements, and QuoVadis’ privacy 
policies. QuoVadis may provide additional certificate policies or certification practice statements. These 
supplemental policies and statements are available to applicable users or relying parties. 

Pursuant to the IETF PKIX RFC 3647 framework, this CP/CPS is divided into nine parts that cover the security 
controls and practices and procedures for certificate and time-stamping services within the QuoVadis PKI. To 
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied with the 
statement “Not applicable” or “No stipulation”. 

In addition, a 

https://webg21u<</K 594ec.eue64ecpae64/tl-brown2435915 0 R/S/TR>><</.>><u<</5 0B18/Lang(rk/BE/VATBE-05376.627/Lan8>>/Border[530 0]/H/I/Rect[407.983 524.627 447.752 541.351]/StructPa320.2727/Subtype37ink8 59e/Annot>><</S/URI/URI(h6an8>>/Border[530 0]/H/I/Rect[407.983 524.627 447.752 541.351]/StructPa320.2727/Subtype37ink8 an8>]/StrNTRNL-30237459)<</K 3/Lang(EN-US)/P 10Type/Border/W 0>>/BorH1ody>><</ang(EN-US)/P 10Type/Border/W 0>>/BorH2><</K 4/Lang(EN-US)/P 1063 0 R/Pg 2960 R/S/P>><</A 58 5951 0 R/BS<</S/79940 0 R/Pg 26 0 R/S/LBody>><<1K 36/Lang(EN-US)/P</K 5910R/Pg 26 0 R/S/LBody>><<1/Lang(EN-US)/P 1063 0 R/Pg 2960 R/S/P>><</A 54/Lang(EN-US)/P 1063 0 R/Pg 2960 R/S/P>><</A 544Lang(EN-US)/P 1063 0 R/Pg 2960 R/S/P>><
http://www.cabforum.org/
https://aka.ms/csbr
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and undertakes procedures to ensure that the security and functionality of the trust service meet 
the appropriate requirements. 

1.2. DOCUMENT NAME, IDENTIFICATION AND APPLICABILITY 
The Object Identifier (OID) assigned to QuoVadis is 1.3.6.1.4.1.8024. This CP/CPS applies to all CAs and 
Subscriber Certificates that are signed by the following Root CAs: 

Root CA OID 

QuoVadis Root CA 1 G3 1.3.6.1.4.1.8024.0.1 

QuoVadis Root CA 3 / 
QuoVadis Root CA 3 G3 1.3.6.1.4.1.8024.0.3 

 

The inclusion of the TLS OIDs (1.3.6.1.4.1.8024.0.1.100.1.1 and 1.3.6.1.4.1.8024.0.3.100.1.1) in the 
certificatePolicies extension of an end entity Subscriber Certificate asserts adherence to and compliance with 
the Baseline Requirements. 

Separate policy documents in the QuoVadis Repository apply to QuoVadis Certificates signed by the following 
Root CAs: 

• Root CA 2 and QuoVadis Root CA 2 G3 (OID 1.3.6.1.4.1.8024.0.2) 

• Netherlands PKIoverheid 

• QuoVadis Private PKI / Trust Anchor Root CA (OID 1.3.6.1.4.1.8024.0.4) 

QuoVadis also operates Time-stamping Authority (TSA) services under a separate QuoVadis Time-Stamp 
Policy/Practice Statement (OID 1.3.6.1.4.1.8024.0.2000.6). Additional OIDs assigned by QuoVadis include: 

• HydrantID / Avalanche Cloud Corporation (1.3.6.1.4.1.8024.0.3.900.0 and 
1.3.6.1.4.1.8024.0.3.900.0.1) 

• BEKB - BCBE Issuing CA G2 (1.3.6.1.4.1.8024.0.3.700.0)  

• HIN Health Info Net CA G2 (1.3.6.1.4.1.8024.0.3.800.0).  HIN certs follow the “QV Standard” 
Certificate Class. 

QuoVadis may include other OIDs as appropriate. OIDs in this list and in QuoVadis certificates belong to their 
respective owners. 

1.3. PUBLIC KEY INFRASTRUCTURE PARTICIPANTS 

1.3.1. Certification Authorities 
QuoVadis operates certification authorities (CAs) that issue digital certificates. As the operator of CAs, 
QuoVadis performs functions associated with Public Key operations, including receiving Certificate Requests, 
issuing, revoking, rekeying, and renewing a digital Certificate, and maintaining, issuing, and publishing CRLs 
and OCSP responses.  

Issuing CAs may be operated by QuoVadis or by other Organisations that have been authorised by QuoVadis 
to participate within the QuoVadis PKI. Issuing CAs are required to ensure that the services they perform 
within the QuoVadis PKI are in compliance at all times with their respective Issuing CA Agreements and this 
CP/CPS. 
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between QuoVadis and Belgian Mobile ID. QuoVadis retains overall responsibility toward relying 
parties for all Certificates issued from the of the itsme Sign Issuing CA. 

 

In the case of Qualified Certificates, where QuoVadis manages Key Pairs on behalf of the 
Subscriber, QuoVadis shall ensure: 

• where the policy requires the use of a Qualified Electronic Signature/Seal Creation 
Device (QSCD) then the signatures are only created by the QSCD; 

• in the case of natural persons, the Subscribers’ Private Key is maintained and used 
under their sole control and used only for Electronic Signatures; and  

• in the case of legal persons, the Subscribers’ Private Key is maintained and used under 
their control and used only for Electronic Seals. 

An Issuing CA may, b
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Certificate on a trusted system. Prior to verification of identity and issuance of a Certificate, a Subscriber is an 
Applicant. Within the QuoVadis Portal a Subscriber may also be referred to as Certificate Holder.  

Subscribers are required to act in accordance with this CP/CPS and Subscriber Agreement. See also Section 
9.6.3. 

1.3.4. Relying Parties 
Relying Parties are entities that act in Reasonable Reliance on a Certificate and/or Digital Signature issued by 
QuoVadis. A Relying Party may, or may not, also be a Subscriber of the QuoVadis PKI. Relying parties must 
check the appropriate CRL or OCSP response prior to relying on information featured in a Certificate. The 
location of the Certificate Status service is detailed within the Certificate.  

Relying Parties are required to act in accordance with this CP/CPS and the Relying Party Age requi 615.5 T3Td
( )Tj
/TT3( 632.52 Tm
(1.3.4.)Tj
/TT3 1 Tf
0 Tc 0 Tw 2.47 0 Td
( )Tj
/TT2 1 Tf
-0.001 Tc 0.001 Tw 0.83 0 Td
[(R)1 -(-4.2 (i)j
/TT3( 6)6.6 (3 )0.8 (r)3.3 (ia) .687 ( )]TJ
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1.5. POLICY ADMINISTRATION 

1.5.1. Organisation Administering The CP/CPS 
This CP/CPS and related agreements and security policy documents referenced within this document are 
administered by the QuoVadis Policy Management Authority (PMA). 

1.5.2. Contact Person 
Enquiries or other communications about this CP/CPS should be addressed to the QuoVadis PMA. 

Policy Director 
QuoVadis Limited 
11 Bermudiana Road, Suite 1640 
Hamilton HM-08, Bermuda 

Website: https://www.quovadisglobal.com  
Electronic mail: compliance@quovadisglobal.com 
Customer complaints: qvcomplaints@digicert.com 
 
1.5.2.1. Revocation Reporting Contact Person 

QuoVadis provides additional information for entities requiring assistance with revocation or an investigative 
report at 

https://www.quovadisglobal.com/
mailto:compliance@quovadisglobal.com
mailto:qvcomplaints@digicert.com
https://www.quovadisglobal.com/certificate-revocation
https://problemreport.digicert.com/
mailto:revoke@digicert.com
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Policy Management Authority (PMA) means the QuoVadis body responsible for overseeing and approving 
CP/CPS amendments and general management. 

Private Key means the key of a Key Pair that is kept secret by the holder of the Key Pair, and that is used to 
create digital signatures and/or to decrypt electronic records or files that were encrypted with the 
corresponding Public Key. 

Public Key means the key of a Key Pair that may be publicly disclosed by the holder of the corresponding 
Private Key and that is used by a Relying Party to verify digital signatures created with the holder's 
corresponding Private Key and/or to encrypt messages so that they can be decrypted only with the holder's 
corresponding Private Key. 

Qualified Certificate A Certificate whose primary purpose is to identify a person with a high level of 
assurance, where the Certificate meets the qualification requirements defined by the applicable legal 
framework of the eIDAS Regulation. 

Qualified Certificate for Electronic Signature means a Certificate for Electronic Signatures, that is issued by 
a QTSP and meets the requirements laid down in Annex I of the eIDAS Regulation. 

Qualified Certificate for Electronic Seal means a Certificate issued to a Legal Person (company) by a QTSP 
and is used to secure authenticity, integrity and confidentiality in electronic communication of messages and 
documents. 

Qualified Electronic Signature means an Advanced Electronic Signature that is created by a QSCD and 
which is based on a Qualified Certificate for Electronic Signatures. 

Qualified Electronic Signature/Seal Creation Device (QSCD) means an Electronic Signature/seal creation 
device that meets the requirements laid down in Annex II of the eIDAS. 

Qualified Trust Service Provider (QTSP) means a trust service provider which is granted Qualified status 
by the relevant Supervisory Authority of an EU country under the eIDAS Regulation. A Qualified TSP’s 
Approved Qualified services are shown on an EU Trusted List. 

Registration Authority means a RA designated by an Issuing CA to operate within the QuoVadis PKI 
responsible for identification and authentication of Subscribers. 

Regulated Certificate means a Certificate that meets the requirements of Article 7 of ZertES (see Section 
8.1.1). 

Regulated Electronic Signature means an Advanced Electronic Signature which has been created using a 
secure signature creation unit as referred to in Article 6 of ZertES and is based on a Regulated Certificate 
issued to a natural person and valid at the time the Electronic Signature is generated. 

Relying Party means an Individual or Organisation that has entered into a Relying Party Agreement 
authorising that person or Organisation to exercise Reasonable Reliance on Certificates, subject to the terms 
and conditions set forth in the applicable Relying Party Agreement. 

Subscriber means a Holder of a 
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Standards / Law 
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Standards / Law 
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3. IDENTIFICATION AND AUTHENTICATION 
The Identification and Authentication procedures used by QuoVadis depend on the Class of Certificate being 
issued (See Appendix A and Appendix B). Issuing CAs may delegate the responsibility to one or more RAs. 

3.1. NAMING 

3.1.1. Types Of Names 
All Subscribers require a distinguished name that complies with the ITU X.500 standard for Distinguished 
Names (DN). The QuoVadis PMA approves naming conventions for the creation of distinguished names for 
Issuing CA applicants. Different naming conventions may be used by different Issuing CAs. 

The Subject name of all Certificates issued to Individuals shall be the authenticated common name of the 
Subscriber. Names consisting of multiple words are permitted. Subjects MAY chose name order in accordance 
with national preference. 

Each User must have a unique and readily identifiable Subject DN.  Alternatively, DNs may be based on 
domain name components, e.g. CN=John Smith, DC=QuoVadis, DC=BM. The Common Name may contain the 
applicant’s first and last name (surname).  

For Certificates issued under the Baseline Requirements, the use of Internal Server Names and Reserved IP 
Addresses is prohibited, and the FQDN or authenticated domain name is placed in the Common Name (CN) 
attribute of the Subject field and/or the Subject Alternative Name extension. 

The Distinguished Names of a Code Signing Certificate must identify the legal entity that intends to have 
control over the use of the Private Key when signing code.  

3.1.2. Need For Names To Be Meaningful 
QuoVadis uses Distinguished Names that identify both the entity (i.e. person, organisation, device, or object) 
that is the subject of the Certificate and the entity that is the issuer of the Certificate. QuoVadis only allows 
directory information trees that accurately reflect organisation structures. 

3.1.3. Pseudonymous Subscriber
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3.1.6. Recognition, Authentication, And Role Of Trademarks 
Unless otherwise specifically stated in this CP/
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3.2.2.1. Validation of Domain and Email Authorisation and Control 

For each FQDN listed in a Certificate, QuoVadis confirms that, as of the date the Certificate was issued, the 
Applicant either is the Domain Name Registrant or has control over the FQDN by: 

i) BR Section 3.2.2.4.1 is no longer used as it is deprecated as of August 1, 2018; 

ii) Communicating directly with the Domain Name Registrant via email, fax or postal mail provided by 
the Domain Name Registrar. Performed in accordance with BR Section 3.2.2.4.2 





   

 

 

  

 

15 

iv) BR Section 3.2.2.5.3 
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ii) Date and place of birth, or reference to at least one nationally recognised identity document, or other 
attributes which may be used to, as far as possible, distinguish the person from others with the same 
name.  

If the Subject is a natural person identified in association with an organisational entity (legal person), 
additional evidence shall be provided of: 

i) Full name and legal status of the associated organisational entity; 

ii) 
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Entities that can perform this verification include the CA, RA, or third-party validators approved by QuoVadis. 

3.2.4. Non-Verified Subscriber 
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4. CERTIFICATE LIFE-CYCLE OPERATION REQUIREMENTS 

4.1. CERTIFICATE APPLICATION 

4.1.1. Who Can Submit A Certificate Application 
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4.2.1.1. Certificate Authority Authorisation (CAA) 

Prior to issuing TLS Certificates, QuoVadis checks for CAA records for each dNSName in the subjectAltName 
extension of the Certificate to be issued. If the QuoVadis Certificate is issued, it will be issued within the TTL 
of the CAA record, or 8 hours, whichever is greater. 

When processing CAA records, QuoVadis processes the issue, issuewild, and iodef property tags as specified 
in RFC 8659. QuoVadis may not act on the contents of the iodef property tag. QuoVadis will not issue a 
Certificate if an unrecognised property is found with the critical flag. 

CAA checking is optional for Certificates issued by a Technically Constrained Issuing CA as set out in Baseline 
Requirements Section 7.1.5, or where CAA was checked prior to the creation of a corresponding CT pre-
certificate that was logged in at least 2 public CT log servers. 

DNS access failure can be treated as permission to issue when the failure is proven to be outside QuoVadis 
infrastructure, was retried at least once, and the domain zone does not have a DNSSEC validation chain to the 
ICANN root. 

QuoVadis documents potential issuances that were prevented by a CAA record, and may not dispatch reports 
of such issuance requests to the contact stipulated in the CAA iodef record(s), if present. QuoVadis supports 
mailto: and https: URL schemes in the iodef record. 

The identifying CAA domains recognised by QuoVadis: are “digicert.com”, “digicert.ne.jp”, "cybertrust.ne.jp”, 
“symantec.com”, “thawte.com”, “geotrust.com”, “quovadisglobal.com”, “rapidssl.com”, 
“digitalcertvalidation.com” and any domain containing those identifying domains as suffixes (e.g. 
example.digicert.com) or registered country jurisdictions (e.g., digicert.de). 

4.2.2. Approval Or Rejection Of Certificate Applications 
After receiving a Certificate Application, QuoVadis or an RA verifies the application information and other 
information in accordance with this CP/CPS. 

If an RA (including an Enterprise RA) assists in the verification, the RA must create and maintain records 
sufficient to establish that it has performed its required verification tasks and communicate the completion of 
such performance to QuoVadis. After verification is complete, QuoVadis evaluates the corpus of information 
and decides whether or not to issue the Certificate. 

QuoVadis, in its sole discretion, may refuse to issue a Certificate, without incurring any liability for loss or 
damages arising out of such refusal. QuoVadis reserves the right not to disclose reasons for such a refusal. 
Rejected Applicants may re-apply. Subscribers are required to check the Certificate’s contents for accuracy 
prior to using the Certificate. 

4.2.3. Time To Process Certificate Applications 
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protected from unauthorised modification. After issuance is complete, the Certificate is stored in a database 
and sent to the Subscriber. 

4.3.2. Notification To Applicant Subscriber B
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A Relying Party should use discretion when relying on a Certificate and should consider the totality of the 
circumstances and risk of loss prior to relying on a Certificate. If the circumstances indicate that additional 
assurances are required, the Relying Party must obtain such assurances before using the Certificate. Any 
warranties provided by QuoVadis are only valid if a Relying Party’s reliance was reasonable and if the Relying 
Party adhered to the Relying Party Agreement set forth in the QuoVadis Repository. 

A Relying Party should rely on a Digital Signature or TLS handshake only if: 

i) the Digital Signature or TLS session was created during the operational period of a valid Certificate 
and can be verified by referencing a valid Certificate, 

ii) the Certificate is not revoked and the Relying Party checked the revocation status of the Certificate 
prior to the Certificate’s use by referring to the relevant CRLs or OCSP responses, and 

iii) the Certificate is being used for its intended purpose and in accordance with this CP/CPS. 

4.6. 
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4.8.2. Who May Request Certificate Modification  
QuoVadis modifies Certificates at the request of certain Certificate Subjects or in its own discretion. QuoVadis 
does not make certificate modification services available to all Subscribers.  

4.8.3. Processing Certificate Modification Requests  
After receiving a request for modification, QuoVadis verifies any information that will change in the modified 
Certificate. QuoVadis will only issue the modified Certificate after completing the verification process on all 
modified information. RAs are required to perform Identification and Authentication of all modified 
Subscriber information in accordance with the requirements of the applicable Certificate Profile.  

4.8.4. Notification of Certificate Modification To Subscriber  
QuoVadis may deliver the Certificate in any secure fashion, such as using a QuoVadis Portal.  

4.8.5. Conduct Constituting Acceptance Of A Modified Certificate  
Conduct constituting acceptance of a modified Certificate is in accordance with Section 4.4.1. Modified 
Certificates are considered accepted 30 days after the Certificate is modified, or earlier upon use of the 
Certificate when evidence exists that the Subscriber used the Certificate.  

4.8.6. Publication of the Modified Certificate By The CA  
QuoVadis 
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In the absence of exceptional circumstances confirmed with the relevant Supervisory Authority, QuoVadis 
will revoke a Certificate within 24 hours when QuoVadis becomes aware that a QSCD used for QCP-n-qscd or 
QCP-l-qscd loses its certification status. 

QuoVadis may revoke a Certificate within 24 hours and will revoke a Certificate within 5 days after receipt 
and confirming that one or more of the following occurred: 

i) QuoVadis obtains evidence that the Certificate was misused and/or used outside the intended 
purpose as indicated by the relevant agreement; 

ii) The Subscriber breached a material obligation under the CP/CPS or the relevant agreement 

iii) QuoVadis 
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vi) The Subscriber was added as a denied party or prohibited person to a blocklist or is operating from a 
destination prohibited under the laws of the United States; 

vii) For Adobe Signing Certificates, Adobe has requested revocation; or 

viii) For code-signing Certificates, the Certificate was used to sign, publish, or distribute malware, code 
that is downloaded without user consent, or other harmful content. 

ix) QuoVadis receives notice or otherwise becomes aware that there has been some other modification 



   

 

 

  

 

27 

QuoVadis provides Anti-Malware Organisations, Subscribers, Relying Parties, Application Software Vendors, 
and other third parties (such as a National Competent Authority that issued the Authorisation Number in a 
PSD2 Certificate) with clear instructions on how they can report suspected Private Key compromise, 
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5.1.3. Power And Air-Conditioning 
Datacentres have primary and secondary power supplies that ensure continuous and uninterrupted access to 
electric power. Uninterrupted power supplies (UPS) and generators provide redundant backup power.  

5.1.4. Water Exposures 
The cabinets housing QuoVadis’ CA and TSA systems are designed to prevent and protect against water 
exposure.  

5.1.5. Fire Prevention And Protection 
QuoVadis datacentres are equipped with fire suppression mechanisms.  

5.1.6. 
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5.2.1.3. System Administrators/ System Engineers (Operator) 

The System Administrator/System Engineer installs and configures system hardware, including servers, 
routers, firewalls, and network configurations. The System Administrator/System Engineer also keeps critical 
systems updated with software patches and other maintenance needed for system stability and 
recoverability. 

5.2.1.4. Internal Auditors 

Internal Auditors are responsible for reviewing, maintaining, and archiving audit logs and performing or 
overseeing internal compliance audits to determine if QuoVadis, an Issuing CA, or RA is operating in 
accordance with this CP/CPS or approved registration procedures. 

5.2.1.5. RA Administrators 

RA Administrators manage the RA certificate management systems. 

5.2.1.6. Security Officers 



   

 

 

  

 

34 

5.3.1. Qualifications, Experience And Clearance Requirements 
The PMA is responsible and accountable for QuoVadis PKI operations and ensures compliance with this 
CP/CPS. Prior to the engagement of any person in the Certificate management process, QuoVadis verifies the 
identity and trustworthiness of such person. QuoVadis determines that all individuals assigned to trusted 
roles perform their prospective job responsibilities competently and satisfactorily as required. 

Without limitation, QuoVadis shall not be liable for employee conduct that is outside of their duties and for 
which QuoVadis has no control including, without limitation, acts of espionage, sabotage, criminal conduct, or 
malicious interference. 

5.3.2. Background Check Procedures 
QuoVadis 
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5.3.6. Sanctions for Unauthorised Actions 
QuoVadis employees and agents failing to comply with this CP/CPS, whether through negligence or malicious 
intent, are subject to internally maintained processes specifying guidance on administrative or disciplinary 
actions, up to and including termination of employment or agency and criminal sanctions.  

5.3.7. Independent Contractor Requirements 
Independent contractors who are assigned to perform trusted roles are subject to the duties and 



   

 

 

  

 

36 

­ Entries to and exits from the CA facility. 

QuoVadis event logs include: 

• Date and time of the record; 

• Identity of the entity making the journal record; and  

• Details of the of record. 

5.4.2. 
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If QuoVadis needs to transfer any media to a different archive site or equipment, QuoVadis will maintain both 
archived locations and/or pieces of equipment until the transfer are complete. All transfers to new archives 
will occur in a secure manner.  

5.5.4. Archive Backup Procedures 
QuoVadis maintains and implements backup procedures so that in the event of the loss or destruction of the 
primary archives a complete set of backup copies is readily available. 

5.5.5. Requirements For Time-Stamping Of Records 
QuoVadis supports time stamping of its records. All events that are recorded within the QuoVadis service 
include the date and time of when the event took place. This date and time are based on the system time on 
which the CA system is operating. QuoVadis uses procedures to review and ensure that all systems op0 b (n)2.94 0 Td(t)6.6 (e all9g)66.9 (m)6.7 (e o)-5i
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5.7.3. Entity Private Key Compromise Procedures 
If QuoVadis suspects that one of its CA Private Keys has been compromised, the PMA will convene a response 
team to assess the incident and take appropriate action. QuoVadis will meet the requirements of Section 1.1 
by following incident response plans whose steps generally include the following:  

i) Collect information related to the incident;  

ii) Determine the degree and scope of compromise; and report on the course of action that should be 
taken to correct the problem and prevent reoccurrence;  

iii) If appropriate, contact government agencies, law enforcement, and other interested parties and 
activate any other appropriate additional security measures; and  

iv) Incorporate lessons learned into the implementation of long term solutions and the Incident 
Response Plan.  

QuoVadis may generate a new Key Pair and sign a new Certificate. If a disaster physically damages QuoVadis’ 
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to a regulatory body and the continuation of revocation status in the event of termination. 
QuoVadis also has formally documented complaint and dispute resolution procedures. 

QuoVadis has made arrangements to cover the costs associated with fulfilling these requirements in case 
QuoVadis becomes bankrupt or is unable to cover the costs. Any requirements of this Section that are varied 
by contract apply only the contracting parties. 

6. TECHNICAL SECURITY CONTROLS 

6.1. KEY PAIR GENERATION AND INSTALLATION 

6.1.1. Key Pair Generation 
QuoVadis CA Key Pairs are generated by multiple trusted individuals acting in trusted roles and using a 
cryptographic hardware device as part of scripted key generation ceremony in the environments described in 
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In the case of natural persons, the Subscribers’ Private Key is maintained and used under their sole 
control and used only for Electronic Signatures. In the case of legal persons, the Private Key is 
maintained and used under their control and used only for Electronic Seals. 

6.1.3. Electronic Signature Public Key Delivery To Certificate Issuer 
Subscribers generate Key Pairs and deliver Public Keys to the Issuing CA in a secure and trustworthy manner, 
such as submitting a CSR message to a QuoVadis Portal.  

6.1.4. CA Public Key To Relying Parties 
QuoVadis’ Public Keys are provided to Relying Parties as specified in a certificate validation or path discovery 
policy file, as trust anchors in commercial browsers and operating system root stores, and/or as roots signed 
by other CAs. All Accreditation Authorities supporting QuoVadis Certificates and all Application Software 
Vendors are permitted to redistribute QuoVadis CA Certificates.  
 
QuoVadis may also distribute Public Keys that are part of an updated signature Key Pair as a self-signed 
Certificate, as a new 
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6.1.7. Key Usage Purposes (As Per X.509 V3 Key Usage Field) 
Private Keys corresponding to QuoVadis Root Certificates are not used to sign Certificates except in the 
following cases: 

i) Self-signed Certificates to represent the QuoVadis Root CAs; 

ii) Certificates for subordinate Issuing CAs and Cross Certificates;  

iii) Certificates for infrastructure purposes (administrative role certificates, internal CA operational 
device certificates); and 

iv) Certificates for OCSP Response verification. 

Subscriber Certificates assert key usages based on the intended application of the Key Pair and cannot include 
anyExtendedKeyUsage. Key usage bits and extended key usages are specified in Appendix A and Appendix B. 

An Issuing CA’s Private Keys may be used for Certificate signing and CRL and OCSP response signing and shall 
not be used for any other purpose.  

6.2. PRIVATE KEY PROTECTION AND CRYPTOGRAPHIC MODULE ENGINEERING 
CONTROLS 

All Participants in the QuoVadis PKI are required to take all appropriate and adequate steps to protect their 
Private Keys in accordance with the requirements of this QuoVadis CP/CPS. Without limitation to the 
generality of the foregoing, all Participants in the QuoVadis PKI must (i) secure their Private Key and take all 
reasonable and necessary precautions to prevent the loss, damage, disclosure, modification, or unauthorised 
use of their Private Key (to include password, Token or other activation data used to control access to the 
Private Key); and (ii) exercise sole and complete control and use of the Private Key that corresponds to their 
Public Key. 

6.2.1. Cryptographic Module Standards And Controls 
The generation and maintenance of the Root and Issuing CA Private Keys are facilitated through the use of 
HMS. The HSM used by Issuing CAs in the QuoVadis PKI are designed to provide at least FIPS 140-2 Level 3 
and/or Common Criteria EAL 4 security standards in both the generation and the maintenance in all Root and 
Issuing CA Private Keys. 

 

For Qualified Certificates of type QCP-n-qscd, the Subscriber Private Keys are generated and stored 
on a QSCD. 

 

For relevant EU Qualified Certificates of type QCP-n-qscd or QCP-l-
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• using cloud-based generation and protection solution as defined in Section 16.3.1 of the Code Signing 
Baseline Requirements; or 

• using signing service as defined in Section 16.2 of the Code Signing Baseline Requirements. 

6.2.2. Private Key (Nof-M) Multi-Person Control 
QuoVadis’ authentication mechanisms are protected securely when not in use and may only be accessed by 
actions of multiple trusted persons. Backups of CA Private Keys are securely stored and require two-person 
access. Re-activation of a backed-
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For TLS Certificates, the subjectAltName extension is populated in accordance with RFC 5280 with the 
authenticated value in the Common Name field of the subject DN (domain name or public iPAddress). The 
SubjectAltName extension may contain additional authenticated domain names or public iPAddresses.  

For internationalized domain names, the Common Name is represented as a puny-code value and that 
Common Name will be represented in the Subject Alternative Name extension as a puny-coded A-label value. 
These different encodings of the same name are treated as equal values for the purposes of Common Name to 
Subject Alternative Name duplication requirements. 

QuoVadis’ Technically Constrained Subordinate CA Certificates include an Extended Key Usage (EKU) 
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7.1.9. Processing Semantics For The Critical Certificate Policies Extension 
No stipulation. 

7.2. CRL PROFILE 
If present, this extension cannot be marked critical. This extension must be present for a Root CA or Issuing 
CA Certificate, including Cross Certificates. This extension may be present for Certificates not technically 
capable of causing issuance, subject to the requirement that the CRLReason cannot be certificateHold (6).  

If a reasonCode CRL entry extension is present, the CRLReason must indicate the most appropriate reason for 
revocation of the certificate.  QuoVadis may use the following reasonCode values from RFC 5280. When the 
CRLReason is not one of the following, then the reasonCode extension will not be provided:  

• keyCompromise (1) 

• affiliationChanged (3) 

• superseded 
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superseded  

The CRLReason superseded is intended to be used to indicate when:  

• the 
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7.3. OCSP PROFILE 

7.3.1. OCSP Version Numbers 
The QuoVadis OCSP Responders conform to version 1, as defined by RFC 6960. If an OCSP response is for a 
Root CA or Issuing CA, including Cross Certificates, and that Certificate has been revoked, the 
revocationReason field within the RevokedInfo of the CertStatus is present and asserted. 

OCSP Responder Certificates have a maximum validity of 12 months. 

7.3.2. OCSP Extensions 
The singleExtensions of an OCSP response cannot contain the reasonCode (OID 2.5.29.21) CRL entry 
extension.  

7.4. LDAP PROFILE 
QuoVadis hosts a Repository in the form of a Lightweight Directory Access Protocol (LDAP) directory for the 
purpose of (i) storing and making available all X.509 v3 Certificates issued under the QuoVadis PKI, (ii) 
facilitating public access to download these Certificates for Subscriber and Relying Party requirements, and 
(iii) receiving (from the QuoVadis PKI), storing and making publicly available, regularly updated CRL v2 
information, for the purpose of Certificate validation. 

7.4.1. LDAP Version Numbers 
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7.5. CERTIFICATE FIELDS AND ROOT CA CERTIFICATE HASHES 

7.5.1. Certificate Fields 
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8.2. IDENTITY AND QUALIFICATIONS OF ASSESSOR 
WebTrust auditors must meet the requirements of Section 8.2 of the CA/Browser Forum Baseline 
Requirements. ETSI Conformance Assessment Bodies must meet the requirements of the relevant national 
accrediting authority. Auditors shall be experienced in performing information security audits, specifically 
having significant experience with PKI and cryptographic technologies.  

8.3. ASSESSOR’S RELATIONSHIP TO ASSESSED ENTITY 
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9. OTHER BUSINESS AND LEGAL MATTERS 

9.1. FEES 

9.1.1. Certificate Issuance Or Renewal Fees 
QuoVadis charges fees for verification, 
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9.4. PRIVACY OF PERSONAL INFORMATION 

9.4.1. Privacy Plan 
QuoVadis follows the Privacy Notices posted on its website when handling personal information. See 
https://www.quovadisglobal.com/privacy-policy which also includes privacy information for Remote 
Identity Verification. Personal information is only disclosed when the disclosure is required by law or when 
requested by the subject of the personal information. Such privacy policies shall conform to applicable local 
privacy laws and regulations including the Council Directive 95/46/EC of the European Parliament and of the 
Council of 24 October 1995 and the Swiss Federal Act on Data Protection of June 19, 1992 (SR 235.1). 

9.4.2. Information Treated As Private 
QuoVadis treats all personal information about an individual that is not publicly available in the contents of a 
Certificate or CRL as private information. QuoVadis protects private information using appropriate 
safeguards and a reasonable degree of care. 

9.4.3. Information Deemed Not Private 
Subject to local laws, private information does not include CP/CPS and other Repository documents, 
Certificates, CRLs, or their contents.  

9.4.4. Responsibility To Protect Private Information 
QuoVadis employees and contractors are expected to handle personal information in strict confidence and 
meet the requirements of US and European law concerning the protection of personal data. QuoVadis will not 
divulge any private 
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9.5.1. Property Rights In Certificates And Revocation Information 
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v) 
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• the Relying Party has, at the time of that reliance, acted in good faith and in a manner 
appropriate to all the circumstances known, or circumstances that ought reasonably to have 
been known, to the Relying Party;  

• the Relying Party has, at the time of that reliance, verified the Digital Signature, if any;  

• the Relying Party has, at the time of that reliance, verified that the Digital Signature, if any, was 
created during the Operational Term of the Certificate being relied upon; 

• 
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HEREOF WILL NOT EXCEED THE AMOUNTS PAID BY OR ON BEHALF OF SUBSCRIBER TO QUOVADIS IN THE 
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9.10.2. Termination 
This CP/CPS as amended from time to time 

https://www.quovadisglobal.com/repository
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i) Arbitration: In the event a dispute is allowed or required to be resolved through arbitration, the 
parties will maintain the confidential nature of the existence, content, or results of any arbitration 
hereunder, except as may be necessary to prepare for or conduct the arbitration hearing on the 
merits, or except as may be necessary in connection with a court application for a preliminary 
remedy, a judicial confirmation or challenge to an arbitration award or its enforcement, or unless 
otherwise required by law or judicial decision.  

ii) Class Action and Jury Trial Waiver: THE PARTIES EXPRESSLY WAIVE THEIR RESPECTIVE RIGHTS TO 
A JURY TRIAL FOR THE PURPOSES OF LITIGATING DISPUTES HEREUNDER. Each party agrees that 
any dispute must be brought in the respective party’s individual capacity, and not as a plaintiff or 
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Customer is Domiciled in: Governing Law is laws 
of: 

Court or arbitration body with exclusive 
jurisdiction: 
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9.16.3. Severability 
If any provision of this CP/CPS is held invalid or unenforceable by a 
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Certificate 
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10.1.2. Key Usage And Escrow 
Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for optional 
Key Escrow, according to the following table: 

Certificate 
Type 

Key Usage/  
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10.2. QV STANDARD 
Purpose 

Standard Certificates provide flexibility for a range of uses appropriate to their reliance value including S/MIME, 
electronic signatures, authentication, and encryption. 

Registration Process 

Validation procedures for QuoVadis Standard Certificates collect either direct evidence or an attestation from an 
appropriate and authorised source of the identity (such as name and organisational affiliation) and other 
specific attributes of the Subject. 

Subjects may include an Individual (natural person); an Organisation (legal person); or a natural person, device, 
or system identified in association with an Organisation.  Identity proofing may be conducted via enterprise 
records, physical presence; Remote Identity Verification (RIV1-4), reliance on electronic signature, or video 
verification. 

Attribute Values Comment 

Subject /CN (mandatory) (GN+SN or Pseudonym) 
/GN (mandatory if CN without Pseudonym)    
/SN (mandatory if CN without Pseudonym)  

Pseudonym (optional for natural person) 

/O (optional)  
/OU (optional)  
/organizationalIdentifier (optional) 
/serialNumber (optional) 
/E (optional) 
/L (optional) /ST (optional) /C (mandatory)  

See definitions in 
Section 7.1.1. 

Variable 

SAN /E 
1.3.6.1.4.1.311.20.2.3 UPN  

Variable 

Certificate Policies  1.3.6.1.4.1.8024.1.100 QV Standard Certificate 
0.4.0.2042.1.3 ETSI LCP OID (optional) 

Fixed 

Key Usage (Critical) digitalSignature (optional) 
nonRepudiation 
keyEncipherment (optional) 
keyAgreement (optional) 

Variable 

Extended Key Usage clientAuth 
emailProtection  
documentSigning 
smartcardLogon 
enrolmentAgent 

Variable (at least one 
is present) 
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10.3. QV ADVANCED 
Purpose 

QV Advanced Certificates provide reliable verification of the Subject’s identity and may be used for a broad 
range of applications including Digital Signatures, encryption, and authentication. 

Registration Process 

Validation procedures for QV Advanced Certificates are based on the Normalised Certificate Policy (NCP) 
described in ETSI EN 319 411-1. 

Subjects may include an Individual (natural person); an Organisation (legal person); or a natural person, device, 
or system identified in association with an Organisation. See Section 3.2.2 and 3.2.3. Identity proofing may be 
conducted via physical presence, Remote Identity Verification (RIV4 for NFC with RIV2 as a fallback option if 
NFC is not available), or reliance on electronic signature. 

Attribute Values Comment 
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10.4. QV ADVANCED + 
Purpose 

QuoVadis 
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1.2.840.113583.1.1.9.2 Adobe Archive RevInfo 
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Attribute Values Comment 

Subject /CN (mandatory) 
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Subjects may include an Individual (natural person) or a natural person identified in association with an 
Organisation. Only methods approved for eIDAS Qualified Certificates may be used.  
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https://www.quovadisglobal.com/repository
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Attribute Values Comment 

Subject /CN (mandatory) 
= Natural Person (/GN+/SN or Pseudonym) 

/GN (mandatory if CN without Pseudonym)    
/SN (mandatory if CN without Pseudonym)  

Pseudonym (optional 
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id-etsi-qcs-QcPDS 
(0.4.0.1862.1.5) id-etsi-qcs-5 

URL= 
https://www.quovadisglobal.com/repository 

Language = EN 

Fixed 

id-qcs-pkixQCSyntax-v2 
(1.3.6.1.5.5.7.11.2) 

0.4.0.194121.1.1 (id-etsi-qcs-semanticsId-
Natural) (optional semantics identifier OID that is 
included in QuoVadis Certificates) 

Fixed 

id-etsi-qcs-QcCompliance 
(0.4.0.1862.1.1) id-etsi-qcs-1 

esi4-qcStatement-1: Claim that the certificate is 
an EU Qualified Certificate in accordance with 
Regulation EU No 910/2014 

Fixed 

 

10.5.3. eIDAS Qualified Certificate issued to a Legal Person on a QSCD 
Purpose 
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• iii) account information (PSP_AI) 
OID: id-psd2-role-psp-ai { 0.4.0.19495.1.3 }  

• iv) issuing of card-based payment instruments (PSP_IC)  
OID: id-psd2-role-psp-ic { 0.4.0.19495.1.4 }  

These Certificates require a QSCD that meets the requirements laid down in Annex II of the eIDAS Regulation. 
The Subscriber's obligations (or respectively the obligations on the TSP managing the key on their behalf) 
require that the Private Key is maintained (or respectively is used) under the Subject's sole control. 

Attribute Values Comment 

Subject /CN (mandatory) =/0 

/O (optional)  
/OU (optional)   
organizationalIdentifier (optional) 
/serialNumber (optional) 
/E (optional) 
/L (optional) /ST (optional) /C (mandatory)  

If serialNumber is present then it must be 
structured per Section 5.1.3 of ETSI EN 319 412-
1: 

• 3 character identity type reference (e.g. PAS 
or IDC); 

• 2 character ISO 3166 country code; 

• hyphen-minus "-" (0x2D (ASCII), U+002D 
(UTF-8)); and 

• identifier. 

For PSD2: 

• “PSD" as 3 character legal person identity 
type reference; 

• 2 character ISO 3166 [7] country code 
representing the NCA country; 

• hyphen-minus "-" (0x2D (ASCII), U+002D 
(UTF-8)); and 

• 2-8 character NCA identifier (A-Z uppercase 
only, no separator) 

• hyphen-minus "-" (0x2D (ASCII), U+002D 
(UTF-8)); and 

• PSP identifier (authorisation number as 
specified by the NCA). 

See definitions in 
Section 7.1.1 

Variable 

SAN /E Optional 

Certificate Policies  1.3.6.1.4.1.8024.1.400 QV Qualified – QSCD or 
1.3.6.1.4.1.8024.1.410 QV Qualified QSCD – on 
behalf of  
0.4.0.194112.1.3 (QCP-l-qscd) 

URL: 
https://www.quovadisglobal.com/repository 

Fixed 
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Adobe Acrobat Trust List  1.2.840.113583.1.1.9.1 Adobe Time-stamp  
(link to TSA) 

1.2.840.113583.1.1.9.2 Adobe Archive RevInfo 
(long term validation) 

Optional 

Key Usage (Critical) Nonrepudiation 
digitalSignature (optional) 

Variable 

Extended Key Usage clientAuth (optional) 
emailProtection (optional) 
documentSigning (optional) 

Variable (at least one 
is present) 

qcStatements 

id-etsi-qcs-QcCompliance 
(0.4.0.1862.1.1) 
id-etsi-qcs-1 

esi4-qcStatement-1: Claim that the certificate is 
an EU Qualified Certificate in accordance with 
Regulation EU No 910/2014 

Fixed 

id-etsi-qcs

s
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• 2 character ISO 3166 [7] country code 
representing the NCA country; 

• hyphen-minl Tm
(¹1 0 T.446 0 TdN Tm
(¹1 0 T.4ox [57.38-0.001 Tc -0002 Tw 0.337 04Td
[(min)2.8 (l T" T.41)-1(O)-11)-0n
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Certificate Policies  1.3.6.1.4.1.8024.1.400 QV Qualified – QSCD or 
1.3.6.1.4.1.8024.1.410 QV Qualified QSCD – on 
behalf of 
0.4.0.194112.1.2 (QCP-n-qcsd) 

URL: 
https://www.quovadisglobal.com/repository 

https://www.quovadisglobal.com/repository
https://www.quovadisglobal.com/repository
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10.7.1. Grid Certificates 
This Section provides an overview of the requirements and Certificate contents for Grid Certificates issued in 
accordance with the requirements of the International Grid Trust Federation (IGTF) or one of its member 
bodies.  

All Grid End User Certificates and Grid Server Certificates issued must comply with the Grid Certificate Profile 
as defined by the Open Grid Forum GFD.125.  

All Grid Certificates will be issued to Applicants based on cryptographic data generated by the Applicant, or 
based on cryptographic data tha
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/ST (optional)  
/C (mandatory)  

Domain Components (DC) DC=com, DC=quovadisglobal, DC=grid, 
DC=<organisation identifier>, DC=hosts 

Holder Variable 

SAN SAN dNSName with the Fully Qualified Domain 
Name or an iPAddress 

Variable 

Certificate Policies  1.3.6.1.4.1.8024.0.1.10.0.0 QV Grid  
1.2.840.113612.5.2.2.1 IGTF Classic 
Authentication Profile 
2.23.140.1.2.2 CABF OV  

Fixed 
 

Key Usage (Critical) digitalSignature 
keyEncipherment 
dataEncipherment 

Fixed 

Extended Key Usage clientAuth 
serverAuth 

Fixed 
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If the codeSigning EKU is present:  
= 2.23.140.1.2.3 

If the timeStamping EKU is present, operated by 
QuoVadis: 
1.3.6.1.4.1.8024.0.2000.6 

Certificate Transparency (1.3.6.1.4.1.11129.2.4.4) 

If the serverAuth EKU is present, this field MAY 
include two or more Certificate Transparency 
proofs from approved CT Logs. 

Optional 

 

11. APPENDIX B 

11.1. BUSINESS SSL 
Field Value 

Validity Period 

http://www.quovadisglobal.com/repository
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iii) the ccTLD of the requested Domain Name; 

iv) information provided by the Domain Name Registrar; or 

v) a method identified in “Identity” above. 

Application Process 

During the Certificate approval process, QuoVadis Validation Specialists employ controls to validate the 
identity of the Applicant and other information featured in the Certificate Application to ensure compliance 
with this CP/CPS. 

Step 1: The Applicant provides a signed Certificate Application to QuoVadis, which includes identifying 
information to assist QuoVadis in processing the request and issuing the Business SSL Certificate, along with a 
PKCS#10 CSR and billing details. 

Step 2: QuoVadis independently verifies information using a variety of sources. 

Step 3: The Applicant accepts the Subscriber Agreement and approves Certificate issuance. Step 4: All 
signatures are verified through follow-up procedures or telephone calls. 

Step 5: QuoVadis obtains and documents further explanation or clarification as necessary to resolve 
discrepancies or details requiring further explanation. If satisfactory explanation and/or additional 
documentation are not received within a reasonable time, QuoVadis will decline the Certificate Request and 
notify the Applicant accordingly. Two QuoVadis Validation Specialists must approve issuance of the 
Certificate. 

Step 6: QuoVadis creates the Business SSL Certificate. 

Step 7: The Business SSL Certificate is delivered to the Applicant. 

Renewal 



http://www.quovadisglobal.com/repository
http://www.quovadisglobal.com/repository
http://ocsp.quovadisglobal.com/
http://trust.quovadisglobal.com/%3cCA%20Name%3e.crt
http://trust.quovadisglobal.com/%3cCA%20Name%3e.crt
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
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The primary purpose of QuoVadis Code Signing Certificates is to establish that executable code originates 
from a source identified by QuoVadis. QuoVadis Certificates focus only on the identity of the Subject named in 
the Certificate, and not on the behaviour of the Subject. As such, Certificates are not intended to provide any 
assurances, or otherwise represent or warrant: 

• That the Subject named in the Certificate is actively engaged in doing business; 

• That the Subject named in the Certificate complies with applicable laws; 

• That the Subject named in the Certificate is trustworthy, honest, or reputable in its business 
dealings; or 

• That it is “safe” to do business with the Subject named in the Certificate. 

Eligible Applicants 

Eligible Applicants include Individual Applicants and Organisational Applicants. 




	



