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1. INTRODUCTION 

1.1. OVERVIEW 
This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the certification processes that the 
QuoVadis PKI uses in the generation, issue, use, and management of Certificates and serves to notify 
Subscribers and Relying Parties of their roles and responsibilities concerning Certificates.  This CP/CPS 
applies to the following Root CAs: 

•  
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and undertakes procedures to ensure that the security and functionality of the trust service meet 
the appropriate requirements. 

1.2. DOCUMENT NAME, IDENTIFICATION AND APPLICABILITY 
The Object Identifier (OID) assigned to QuoVadis is 1.3.6.1.4.1.8024. This CP/CPS applies to all CAs and 
Subscriber Certificates that are signed by the following  Root CAs: 

Root CA OID 

QuoVadis Root CA 1 G3 1.3.6.1.4.1.8024.0.1 

QuoVadis Root CA 3 /  
QuoVadis Root CA 3 G3 

1.3.6.1.4.1.8024.0.3 

 

The inclusion of the TLS OIDs (1.3.6.1.4.1.8024.0.1.100.1.1 and 1.3.6.1.4.1.8024.0.3.100.1.1) in the 
certificatePolicies extension of an end entity Subscriber Certificate asserts adherence to and compliance with 
the Baseline Requirements. 

Separate policy documents in the QuoVadis Repository apply to QuoVadis Certificates signed by the following 
Root CAs: 

•  Root CA 2 and QuoVadis Root CA 2 G3 (OID 1.3.6.1.4.1.8024.0.2) 

•  Netherlands PKIoverheid 

•  QuoVadis Private PKI /  Trust Anchor Root CA (OID 1.3.6.1.4.1.8024.0.4) 

QuoVadis also operates Time-stamping Authority (TSA) services under a separate QuoVadis Time-Stamp 
Policy/Practice Statement (OID 1.3.6.1.4.1.8024.0.2000.6). Additional OIDs assigned by QuoVadis include: 

•  HydrantID / Avalanche Cloud Corporation (1.3.6.1.4.1.8024.0.3.900.0 and 
1.3.6.1.4.1.8024A• 
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between QuoVadis and Belgian Mobile ID. QuoVadis retains overall responsibility toward relying 
parties for all Certificates issued from the of the itsme Sign Issuing CA. 

 

In the case of Qualified Certificates, where QuoVadis manages Key Pairs on behalf of the 
Subscriber, QuoVadis shall ensure: 

•  where the policy requires the use of a Qualified Electronic Signature/Seal Creation 
Device (QSCD) then the signatures are only created by the QSCD; 

• in the case of natural persons, the Subscribers’ Private Key is maintained and used 
under their sole control and used only for Electronic Signatures; and  

•  in the case of legal persons, the Subscribers’ Private Key is maintained and used under 
their control and used only for Electronic Seals. 

An Issuing CA may, but shall not be obliged to, detail its specific practices and other requirements in a policy 
or practices statement adopted by it following approval by the QuoVadis PMA. Issuing CAs are required to 
conduct regular compliance audits of their RAs to ensure that they are complying their respective RA 
Agreements and this CP/CPS.  

Issuing CAs must not be used for Man in the Middle (MITM) purposes for the interception of encrypted 
communications or for traffic management of domain names /IP addresses that the entity does not own or 
control. External Issuing CAs publicly-trusted must either be technically constrained, or undergo an 
independent audit and be publicly disclosed in the QuoVadis Repository. 

See also Section 9.6.1. 

1.3.2. Registration Authorities and Other Delegated Third Parties  
A Registration Authority (RA) is an entity that performs Identification and Authentication of Certificate 
Applicants, and initiates, passes along revocation requests for end user Subscriber Certificates, and approves 
applications for renewal or re-keying Certificates on behalf of an Issuing CA. QuoVadis and Issuing CAs may 
act as RAs for Certificates they issue. 

RAs may be authorised by QuoVadis to delegate the performance of certain functions to third party validators 
if it meets the requirements of the QuoVadis CP/CPS. QuoVadis contractually obligates each RA and delegated 
third party to abide by the policies and industry standards that are applicable to their responsibilities. Where 
required by a Certificate Class, QuoVadis only allows the use of identity validation methods that have been 
approved by the relevant Supervisory Authority . Validation of Domains and IP Addresses for TLS and of email 
addresses included in Certificate Subject fields cannot be delegated. 

Third parties, who enter into a contractual relationship with QuoVadis, may act as Enterprise RAs (ERAs) and 
authorise the issuance of Certificates by QuoVadis for Organisations and Domains that have been pre-
authenticated by QuoVadis. ERAs must abide by all the requirements of this CP/CPS and the terms of their 
services agreement with QuoVadis.  

See also Section 9.6.2. 

1.3.3. Subscribers  
Subscribers use QuoVadis’ services and PKI to support transactions and communications. Subscribers under 
this CP/CPS include all end users (including entities) of Certificates issued by an Issuer CA. A Subscriber is the 
entity named as the end-user Subscriber of a Certificate. End-user Subscribers may be individuals, 
organisations or, infrastructure components such as firewalls, routers, trusted servers or other devices used 
to secure communications within an organisation. 

Subscribers are not always the party identified in a Certificate. The Subject of a Certificate is the party named 
in the Certificate. A Subscriber, as used herein, may refer to the Subject of the Certificate and the entity that 
contracted with QuoVadis for the Certificate’s issuance, or the individual responsible for requesting and  a 
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Certificate on a trusted system. Prior to verification of identity and issuance of a Certificate, a Subscriber is an 
Applicant. Within the QuoVadis Portal a Subscriber may also be referred to as Certificate Holder.  

Subscribers are required to act in accordance with this CP/CPS and Subscriber Agreement. See also Section 
9.6.3. 

1.3.4. Relying Parties  
Relying Parties are entities that act in Reasonable Reliance on a Certificate and/or Digital Signature issued by 
QuoVadis. A Relying Party may, or may not, also be a Subscriber of the QuoVadis PKI. Relying parties must 
check the appropriate CRL or OCSP response prior to relying on information featured in a Certificate. The 
location of the Certificate Status service is detailed within the Certificate.  

Relying Parties are required to act in accordance with this CP/CPS and the Relying Party Agreement. See also 
Section 9.6.4.   

1.3.5. Other Participants  
Other Participants in the QuoVadis PKI are required to act in accordance with this CP/CPS and/or applicable 
agreements. Other participants include Accreditation 
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1.5. POLICY ADMINISTRATION 

1.5.1. Organisation Administering  The CP/CPS 
This CP/CPS and related agreements and security policy documents referenced within this document are 
administered by the QuoVadis Policy Management Authority (PMA). 

1.5.2. Contact Person 
P e r 4 7 1  ( V  ( V ) 0 . 6    r u ) - 3 . 3  ( o ) - 1 2 . 1  ( ( V ) 0 . 1  ( V a ) - 7  J 
 - 0 m m u n g ) ] ( i ) - 1 2 . 2  ( r ) ] T a M 1  T c a 9 . 9 6 7  ( d ) 6 i c a - 1 2 . 1  ( h ) - 3 . 3  o ( r ) 3 . 4  ( i t h ) - 3 . 2  ( i t y ) - 3  (  ( i c ) - 5 . 7  ( C t h ) 6 ( i ) - y ) - 3 . 1  /

https://www.quovadisglobal.com/
mailto:compliance@quovadisglobal.com
mailto:qvcomplaints@digicert.com
https://www.quovadisglobal.com/certificate-revocation
https://problemreport.digicert.com/
mailto:revoke@digicert.com
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CA Certification Authority or Certificate Authority 

CAA Certificate Authority Authorisation 

CP/CPS Certificate Policy & Certification Practice Statement  

CRL Certificate Revocation List 

CSR Certificate Signing Request 

CT Certificate Transparency 

eIDAS Regulation (EU) 910/2014  

ERA Enterprise Registration Authority 

ETSI European Telecommunications Standards Initiative 

EUTL EU Trusted List 

EV Extended Validation 

FIPS Federal Information Processing Standard 

FQDN Fully Qualified Domain Name  

ICANN Internet Corporation for Assigned Names and Numbers  

IETF Internet Engineering Task Force 

IGTF International Grid Trust Federation 

ITU International Telecommunication Union 

OID Object Identifier 

OCSP Online Certificate Status Protocol 

PKCS Public Key Cryptography Standard 

PKI Public Key Infrastructure 

PKIX IETF Working Group on Public Key Infrastructure  

PMA QuoVadis Policy Management Authority 

Portal Certificate Management System 

PSP Payment Service Provider 

RA Registration Authority 

SSL Secure Sockets Layer 

TLS Transaction Layer Security 

UTC Coordinated Universal Time 

X.509 The ITU-T standard for Certificates and their corresponding authentication framework 

1.6.3. References 
This CP/CPS describes the practices used to comply with the current versions of the following policies, 
standards, and requirements as relevant: 

Standards / Law  

WebTrust  WebTrust Principles and Criteria for Certification Authorities 

WebTrust Principles and Criteria for Certification Authorities – SSL 
Baseline with Network Security 



   

 

 

  

 

9 

Standards / Law  

WebTrust for Certification Authorities – Extended Validation SSL 

WebTrust for Certification Authorities – Publicly Trusted Code Signing 
Certificates 

SR 943.03 [ZertES] Bundesgesetz über Zertifizierungsdienste im Bereich der elektronischen 
Signatur und anderer Anwendungen digitaler Zertifikate (Bundesgesetz 
über die elektronische Signatur, ZertES) vom 18. März 2016 

SR 943.032 [VZertES] Verordnung über Zertifizierungsdienste im Bereich der elektronischen 
Signatur und anderer Anwendungen digitaler Zertifikate (Verordnung über 
die elektronische Signatur, VZertES) vom 23. November 2016 

SR 943.032.1 [TAV] R 943.032.1 / Anhang: Technische und administrative Vorschriften über 
Zertifizierungsdienste im Bereich der elektronischen Signatur und anderer 
Anwendungen digitaler Zertifikate Ausgabe 1: 23.11.2016 
Inkrafttreten:  1.1.2017 

ETSI EN 319 401 General Policy Requirements for Trust Service Providers 

ETSI EN 319 411-1 Policy and security requirements for Trust Service Providers issuing 
certificates;  Part 1: General Requirements 

ETSI EN 319 411-2 Policy and security requirements for Trust Service Providers issuing 
certificates;  Part 2: Requirements for trust service providers issuing EU 
qualified certificates 

ETSI EN 319 421 Policy and Security Requirements for Trust Service Providers issuing 
Electronic Time-Stamps 

ETSI EN 319 412-1 Certificate Profiles; Part 1: Overview and common data structures 

ETSI EN 319 412-2 Certificate Profiles; Part 2: Certificate profile for certificates issued to 
natural persons  

ETSI EN 319 412-3 Certificate Profiles; Part 3: Certificate profile for certificates issued to legal 
persons 

ETSI EN 319 412-4 Certificate Profiles; Part 4: Certificate profile for web site certificates 

ETSI EN 319 412-5 Certificate Profiles; Part 5: QCStatements 

ETSI EN 319 422 Time stamping protocol and electronic time-stamp profiles 

ETSI TS 119 431-1 Policy and security requirements for Trust Service Providers; Part 1: TSP 
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Standards / Law  

Application Software 
Vendor 

Adobe Approved Trust List Technical Requirements, v.2.0 

Apple Root Store Program 

Microsoft Trusted Root Store (Program Requirements) 

Mozilla Root Store Policy v.2.7.1 

Chromium Project Root Store Certificate Policy 

 

2. PUBLICATION AND REPOSITORY RESPONSIBILITIES 

2.1. REPOSITORIES 
QuoVadis provides public repositories for its CA Certificates, revocation data for issued Certificates, CP/CPS, 
Terms and Conditions, and other important policy documents. The QuoVadis Repository is located at 
https://www.quovadisglobal.com/repository .  
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3. IDENTIFICATION AND AUTHENTICATION 
The Identification and Authentication procedures used by QuoVadis depend on the Class of Certificate being 
issued (See Appendix A and Appendix B). 
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that does not appear in the request used to retrieve the file and receipt of a successful HTTP 2xx 
status code response from the request). Performed in accordance with BR Section 3.2.2.4.18;  

xix)  Confirming the Applicant's control over a FQDN by validating domain control of the FQDN using the 
ACME HTTP Challenge method. Performed in accordance with BR Section 3.2.2.4.19 and section 8.3 
of RFC 8555 as prescribed; or 

xx) Confirming the Applicant’s control over a FQDN by validating domain control of the FQDN by 
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vi)  Confirming the Applicant’s control over the IP Address by performing the procedure documented for 
an “http-01” challenge in draft 04 of “ACME IP Identifier Validation Extension,” available at 
https://tools.ietf.org/html/draft- ietf-acme-ip-04#--
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i)  Full name and legal status of the associated organisational entity; 

ii)  
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QuoVadis supports four levels of Remote Identity Verification: 

Level Description  

RIV1 Base RIV plus manual review in defined cases (e.g, fraud risk, changes made by RA) 

RIV2 



   

 

 

  

 

18 

3.2.5. Validation Of Authority  
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4.2.1.1. Certificate Authority Authorisation (CAA) 

Prior to issuing TLS Certificates, QuoVadis checks for CAA records for each dNSName in the subjectAltName 
extension of the Certificate to be issued. If the QuoVadis Certificate is issued, it will be issued within the TTL 
of the CAA record, or 8 hours, whichever is greater. 

When processing CAA records, QuoVadis processes the issue, issuewild, and iodef property tags as specified 
in RFC 8659. QuoVadis may not act on the contents of the iodef property tag. QuoVadis will not issue a 
Certificate if an unrecognised property is found with the cr
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protected from unauthorised modification. After issuance is complete, the Certificate is stored in a database 
and sent to the Subscriber. 

4.3.2. Notification To Applicant Subscriber By The CA  Of Issuance Of Certificate 
QuoVadis may deliver Certificates in any secure manner within a reasonable time after issuance. Generally, 
QuoVadis delivers instructions via email to the email address designated by the Subscriber during the 
application process. 

4.3.3. Notification to NCA for PSD2 Certificates  
QuoVadis maintains a register of NCA contact information. When a PSD2 Certificate is issued, QuoVadis will 
send a notification email to the NCA identified in the Certificate using the pre-registered contact information. 

4.4. CERTIFICATE ACCEPTANCE 

4.4.1. Conduct Constituting  Certificate A cceptance 
The Certificate Requester is responsible for installing the issued Certificate on the Subscriber’s computer or 
cryptographic module according to the Subscriber's system specifications. A Subscriber is deemed to have 
accepted a Certificate when: 

•  The Subscriber downloads, installs, or otherwise takes delivery of the Certificate; or 

•  30 days pass since issuance of the Certificate. 
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A Relying Party should use discretion when relying on a Certificate and should consider the totality of the 
circumstances and risk of loss prior to relying on a Certificate. If the circumstances indicate that additional 
assurances are required, the Relying Party must obtain such assurances before using the Certificate. Any 
warranties provided by QuoVadis are only valid if a Relying Party’s reliance was reasonable and if the Relying 
Party adhered to the Relying Party Agreement set forth in the QuoVadis Repository. 

A Relying Party should rely on a Digital Signature or TLS handshake only if: 

i)  the Digital Signature or TLS session was created during the operational period of a valid Certificate 
and can be verified by referencing a valid Certificate, 

ii)  the Certificate is not revoked and the Relying Party checked the revocation status of the Certificate 
prior to the Certificate’s use by referring to the relevant CRLs or OCSP responses, and 

iii)  
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4.6.7. Notification of Certificate Issuance B y The CA To Other Entities  
RAs may receive notification of a Certificate’s renewal if the RA was involved in the issuance process. 

4.7. CERTIFICATE RE-KEY 
Re-keying means creating a new Certificate with a new Public Key and serial number while keeping the 
Subject information the same. 

4.7.1. Circumstance  For Certificate Re-Key 
Certificates may be re-keyed upon request. After re-
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4.8.2. Who May Request Certificate Modification  
QuoVadis modifies Certificates at the request of certain Certificate Subjects or in its own discretion. QuoVadis 
does not make certificate modification services available to all Subscribers.  

4.8.3. Processing Certificate Modification Requests  
After receiving a request for modification, QuoVadis verifies any information that will change in the modified 
Certificate. QuoVadis will only issue the modified Certificate after completing the verification process on all 
modified information . RAs are required to perform Identification and Authentication of all modified 
Subscriber information in accordance with the requirements of the applicable Certificate Profile.  

4.8.4. Notification of Certificate Modification T o Subscriber  
QuoVadis may deliver the Certificate in any secure fashion, such as using a QuoVadis Portal .  

4.8.5. Conduct Constituting Acceptance O f A Modified Certificate  
Conduct constituting acceptance of a modified Certificate is in accordance with Section 4.4.1. Modified 
Certificates are considered accepted 30 days after the Certificate is modified, or earlier upon use of the 
Certificate when evidence exists that the Subscriber used the Certificate.  

4.8.6. Publication of the Modified Certificate By The CA  
QuoVadis publishes modified Certificates by delivering them to Subscribers.  

4.8.7. Notification of Certificate Mo dification By The CA T o Other Entities  
RAs may receive notification of a Certificate’s modification if the RA was involved in the issuance process. 

4.9. CERTIFICATE REVOCATION AND SUSPENSION 
Revocation of a Certificate permanently ends the operational period of the Certificate prior to the Certificate 
reaching the end of its stated validity period. Prior to revoking a Certificate, QuoVadis and Issuing CAs verify 
that a revocation request was initiated by Subscribers, an RA, an Issuing CA, and other entities listed in 
Section 
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In the absence of exceptional circumstances confirmed with the relevant Supervisory Authority, QuoVadis 
will revoke a Certificate within 24 hours when QuoVadis becomes aware that a QSCD used for QCP-n-qscd or 
QCP-l-qscd loses its certification status. 

QuoVadis may revoke a Certificate within 24 hours and will revoke a Certificate within 5 days after receipt 
and confirming that one or more of the following occurred: 

i)  QuoVadis obtains evidence that the Certificate was misused and/or used outside the intended 
purpose as indicated by the relevant agreement; 

ii)  The Subscriber breached a material obligation under the CP/ CPS or the relevant agreement 

iii)  QuoVadis confirms any circumstance indicating that use of a FQDN, IP address, or email address in 
the Certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a Domain Name 
registrant’s right to use the Domain Name, a relevant licensing or services agreement between the 
Domain Name registrant and the Applicant has terminated, or the Domain Name registrant has failed 
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vi)  The Subscriber was added as a denied party or prohibited person to a blocklist or is operating from a 
destination prohibited under the laws of the United States; 

vii)  For Adobe Signing Certificates, Adobe has requested revocation; or 

viii)  For code-signing Certificates, the Certificate was used to sign, publish, or distribute malware, code 
that is downloaded without user consent, or other harmful content. 

ix)  QuoVadis receives notice or otherwise becomes aware that there has been some other modification 
of the information pertaining to the Subscriber that is contained within the Certificate; 

x) The Subscriber fails or refuses to comply, or to promptly correct inaccurate, false or misleading 
information after being made aware of such inaccuracy, misrepresentation or falsity; 

QuoVadis always revokes a Certificate if the binding between the subject and the subject’s Public Key in the 
Certificate is no longer valid or if an associated Private Key is compromised. 

QuoVadis will revoke an Issuing CA Certificate within seven (7) days after receipt and confirming one or more 
of the following occurred: 

i)  The Issuing CA requests revocation in writing; 

ii)  The Issuing CA notifies QuoVadis that the original Certificate Request was not authorised and does 
not retroactively grant authorisation; 

iii)  QuoVadis obtains evidence that the Issuing CA’s Private Key corresponding to the Public Key in the 
Certificate suffered a key compromise or no longer complies with the requirements of Sections 6.1.5 
and 6.1.6 of the CA/Browser Forum baseline requirements or any Section of the Mozilla Root Store 
policy; 

iv)  QuoVadis obtains evidence that the CA Certificate was misused and/or used outside the intended 
purpose as indicated by the relevant agreement; 

v) QuoVadis confirms that the CA Certificate was not issued in accordance with or that Issuing CA has 
not complied with the CP/CPS; 

vi)  QuoVadis determines that any of the information appearing in the CA Certificate is inaccurate or 
misleading; 

vii)  QuoVadis or the Issuing CA ceases operations for any reason and has not made arrangements f(ou)-3.2c -0.004  
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QuoVadis provides Anti-Malware Organisations, Subscribers, Relying Parties, Application Software Vendors, 
and other third parties (such as a National Competent Authority that issued the Authorisation Number in a 
PSD2 Certificate) with clear instructions on how they can report suspected Private Key compromise, 
Certificate misuse, Certificates used to sign Suspect Code, Takeover Attacks, or other types of possible fraud, 
compromise, misuse, inappropriate conduct, or any other matter related to Certificates at 
https:// problemreport.digicert.com/  and other resources listed in Section 1.5.2.1. 

4.9.3. Procedure For Revocation  Request 
QuoVadis processes a revocation request as follows: 

i)  QuoVadis logs the request or problem report and the reason for requesting revocation based on the 
list in Section 4.9.1, including contact information for the requestor. QuoVadis may also include its 
own reasons for revocation in the log. 

mailto:psd2@quovadisglobal.nl
https://www.quovadisglobal.com/certificate-revocation.aspx
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Upon expiry of the Issuing CA, the associated OCSP Responder service is discontinued. QuoVadis does not use 

https://www.quovadisglobal.com/certificate-revocation/
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4.10. CERTIFICATE STATUS SERVICES 

4.10.1. Operational  Characteristics  
Certificate status information is available via CRL and OCSP responder. For publicly-trusted TLS certificates, 
revocation entries on a CRL or OCSP Response are not removed until after the expiration of the revoked 
Certificate. The serial number of a revoked Certificate remains on the CRL until one additional CRL is 
published after the end of the Certificate’s validity period, except for revoked Code Signing Certificates, which 
remain on the CRL for at least 10 years following the Certificate’s validity period. 

4.10.2. Service Availability  
Certificate status services are available 24x7. QuoVadis operates and maintains its CRL and OCSP capability 
with resources sufficient to p
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5.1.3. Power And Air -Conditioning  
Datacentres have primary and secondary power supplies that ensure continuous and uninterrupted access to 
electric power. Uninterrupted power supplies (UPS) and generators provide redundant backup power.  

5.1.4. Water Exposures  
The cabinets housing QuoVadis’ CA and TSA systems are designed to prevent and protect against water 
exposure.  

5.1.5. Fire Prevention  And Protection  
QuoVadis datacentres are equipped with fire suppression mechanisms.  

5.1.6. Media Storage 
QuoVadis protects its media from accidental damage, environmental hazards, unauthorised physical access, 
and from obsolescence/deterioration during the period that records are required to be retained. Backup files 
are created on a daily basis. QuoVadis backup files are maintained at either within the QuoVadis service 
operations area or in a secure off-site storage area. 

5.1.7. Waste Disposal 
All unnecessary copies of printed sensitive information are shredded on-site before disposal. All electronic 
media are physically destroyed or are overwritten multiple times to prevent the recovery of the data.  

5.1.8. Off-Site Backup 
An off-site location is used for the storage and retention of backup software and data. The off-site storage: 

i)  is available to authorised personnel 24x7for the purpose of retrieving software and data; and 

ii)  has appropriate levels of physical security in place (i.e., software and data are stored in fire-rated 
safes and containers which are located behind access-controlled doors in areas accessible only by 
authorised 
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5.2.1.3. System Administrators/ System Engineers (Operator) 

The System Administrator/System Engineer installs and configures system hardware, including servers, 
routers, firewalls, and network configurations. The System Administrator/System Engineer also keeps critical 
systems updated with software patches and other maintenance needed for system stability and 
recoverability. 

5.2.1.4. Internal Auditors 

Internal Auditors are responsible for reviewing, maintaining, and archiving audit logs and performing or 
overseeing internal compliance audits to determine if QuoVadis, an Issuing CA, or RA is operating in 
accordance with this CP/CPS or approved registration procedures. 

5.2.1.5. RA Administrators 

RA Administrators manage the RA certificate management systems. 

5.2.1.6. Security Officers 

The Security Officer is responsible for administering and implementing security practices. 

5.2.2. Number of Persons Required Per Task  
QuoVadis requires that at least two people acting in a trusted role take action for the most sensitive tasks, 
such as activating QuoVadis’ Private Keys, generating a CA Key Pair, or backing up a QuoVadis Private Key. 
The Internal Auditor may serve to fulfill the requirement of multiparty control for physical access to the CA 
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5.3.1. Qualifications, Experienc e And Clearance Requirements  
The PMA is responsible and accountable for QuoVadis PKI operations and ensures compliance with this 
CP/CPS. Prior to the engagement of any person in the Certificate m
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5.3.6.
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­ Entries to and exits from the CA facility. 

QuoVadis event logs include: 

•  Date and time of the record; 

•  Identity of the entity making the journal record; and  

•  Details of the of record. 

5.4.2. 
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QuoVadis’ audit log monitoring tools alert the appropriate personnel of any events, such as repeated failed 
actions, requests for privileged information, attempted access of system files, and unauthenticated responses.  

 

QuoVadis performs annual risk assessments that identify and assess reasonably foreseeable internal and 
external threats that could result in unauthorized access, disclosure, misuse, alteration, or destruction of any 
certificate data or certificate issuance process. QuoVadis also routinely assesses the sufficiency of the polienc
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If QuoVadis needs to transfer any media to a different archive site or equipment, QuoVadis will maintain both 
archived locations and/or pieces of equipment until the transfer are complete. All transfers to new archives 
will occur in a secure manner.  

5.5.4. Archive Backup P rocedures  
QuoVadis maintains and implements backup procedures so that in the event of the loss or destruction of the 
primary archives a complete set of backup copies is readily available. 

5.5.5. Requirements For Time -Stamping Of Records 
QuoVadis supports time stamping of its records. All events that are recorded within the QuoVadis service 
include the date and time of when the event took place. This date and time are based on the system time on 
which the CA system is operating. QuoVadis uses procedures to review and ensure that all systems op0 b (n)2.94 0 Td(t)6.6 (e all9g)66.9 (m)6.7 (e o)-5i



   

 

 

  

 

39



   

 

 

  

 

40 

to a regulatory body and the continuation of revocation status in the event of termination. 
QuoVadis also has formally documented complaint and dispute resolution procedures. 

QuoVadis has made arrangements to cover the costs associated with fulfilling these requirements in case 
QuoVadis becomes bankrupt or is unable to cover the costs. Any requirements of this Section that are varied 
by contract apply only the contracting parties. 

6. TECHNICAL SECURITY CONTROLS 

6.1. KEY PAIR GENERATION AND INSTALLATION 

6.1.1. Key Pair Generation  
QuoVadis CA Key Pairs are generated by multiple trusted individuals acting in trusted roles and using a 
cryptographic hardware device as part of scripted key generation ceremony in the environments described in 
Section 5.1 and logged in accordance with Section 5.4
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access. Re-activation of a backed-up CA Private Key (unwrapping) requires the same security and multi-
person control as when performing other sensitive CA Private Key operations. 

6.2.3. Private Key  Escrow 
QuoVadis does not escrow its CA signature keys. QuoVadis may provide escrow services for end entity 
Subscriber Certificates in order to provide key recovery as described in Section 4.12.1.  

6.2.4. Private Key Backup  
QuoVadis CA Private Keys are generated and operated inside cryptographic modules which have been 
evaluated to at least FIPS 140-2 Level 3. When keys are transferred to other media for backup and disaster 
recovery purposes, the keys are transferred and stored in an encrypted form. QuoVadis’ CA Key Pairs are 
backed up by multiple trusted individuals using a cryptographic hardware device as part of scripted key 
backup process. 

6.2.5. Private Key Archive  
See Section 4.12. QuoVadis does not archive CA Certificate Private Keys.  

6.2.6. Private Key Transfer Into Or From A Cryptographic Module  
All CA keys must be generated by and in a cryptographic module. Private Keys are exported from the 
cryptographic module into backup tokens only for HSM transfer, offline storage, and backup purposes. The 
Private Keys are encrypted when transferred out of the module and never exist in plaintext form. When 
transported between cryptographic modules, QuoVadis encrypts the Private Key and protects the keys used 
for encryption from disclosure. Private Keys used to encrypt backups are securely stored and require two-
person access. If QuoVadis becomes aware that an Issuing CA’s Private Key has been communicated to an 
unauthorised person or an organization not affiliated with the Issuing CA, then QuoVadis will revoke all 
certificates that include the Public Key corresponding to the communicated Private Key. 

If QuoVadis pre-generates Private Keys and transfers them into a hardware token, for example transferring 
generated end-entity Subscriber Private Keys into a smart card, it will securely transfer such Private Keys 
into the token to the extent necessary to prevent loss, theft, modification, unauthorized disclosure, or 
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ii)  manage privileges to limit users to their assigned roles; 
iii)  enforce domain integrity boundaries for security critical processes; and  
iv)  
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allow access only by the addresses, ports, protocols and commands required for the trustworthy provision of 
PKI services by such systems. 

QuoVadis performs vulnerability scans of its networks at least once a quarter, and penetration tests at least 
annually. 

The QuoVadis security policy is to block all ports and protocols and open only ports necessary to enable CA 
functions. All CA equipment is configured with a minimum number of services and all unused network ports 
and services are disabled. 

6.8. TIME-STAMPING 
The QuoVadis Time-stamping Authority (TSA) uses PKI and trusted time sources to provide reliable 
standards-based time- stamps. The QuoVadis Time-stamp Policy defines the operational and management 
practices of the QuoVadis TSA such that Participants and Relying Parties may evaluate their confidence in the 
operation of the time- stamping services. 

The QuoVadis Time-Stamp Policy/Practice Statement is structured in accordance with ETSI EN 319 421 and 
should be read in conjunction with this CP/CPS. The QuoVadis Time-stamp Policy aims to deliver time-
stamping services used in support of either Swiss or eIDAS Qualified Electronic Signatures, as well as any 
application requiring proof that a datum existed before a particular time.  

7. CERTIFICATE, CRL, AND OCSP PROFILES  
QuoVadis uses the ITU X.509, version 3 standard to construct Certificates. QuoVadis adds certain certificate 
extensions to the basic certificate structure for the purposes intended by X.509v3 as per Amendment 1 to 
ISO/IEC 9594-8, 1995.  See Appendix A and Appendix B.  

For publicly-trusted TLS Certificates, QuoVadis meets the technical requirements set forth in Sections 2.2, 
6.1.5, and 6.1.6 of the CA/Browser Forum Baseline Requirements and this CP/CPS. 

QuoVadis generates non-sequential Certificate serial numbers (positive numbers greater than zero) that 
contain at least 64 bits of output from a CSPRNG. 

7.1. CERTIFICATE PROFIILE 
The table below describes the basic fields that may be included in QuoVadis Certificates. Refer to APPENDIX A 
for additional Certificate contents that are specific to the individual Certificate Profiles. 

7.1.1. Version Number(s)  
All Certificates are X.509 version 3 Certificates. 

7.1.2. Certificate  Extensions 
The extensions defined for X.509 v3 Certificates provide methods for associating additional attributes with 
users or Public Keys and for managing relationships between CAs. See Appendix A and Appendix B. 

For Root CA, Subordinate CA, and Subscriber Certificates used for publicly-trusted TLS, QuoVadis abide by 
Section 7.1.2 of the Baseline Requirements and configure the Certificate extensions to those requirements. 

For TLS Certificates, the subjectAltName extension is populated in accordance with RFC 5280 with the 
authenticated value in the Common Name field of the subject DN (domain name or public iPAddress). The 
SubjectAltName extension may contain additional authenticated domain names or public iPAddresses.  

For internationalized domain names, the Common Name is represented as a puny-code value and that 
Common Name will be r
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QuoVadis’ Technically Constrained Subordinate CA Certificates include an Extended Key Usage (EKU) 
extension specifying all extended key usages for which the Subordinate CA Certificate is authorized to issue 
certificates. The anyExtendedKeyUsage KeyPurposeId does not appear in the EKU extension of publicly 
trusted certificates. 

7.1.3. Algorithm  Object Identifiers  
QuoVadis Certificates are signed using one of the following algorithms or others as approved in accordance 
with Section 1.1:  

sha384WithRSAEncryption  [iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 12]  
sha512WithRSAEncryption [iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 

sha512WithRSAEncryption(13] 
sha256WithRSAEncryption  [iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 11]  
ecdsa-with -sha256  [iso(1) member-body(2) us(840) ansi-X9-62 (10045)  

signatures(4) ecdsa-with -SHA2 (3) 2 ]  
ecdsa-with -Sha384  [iso(1) member-body(2) us(840) ansi-X9-62 (10045) signatures(4) 

ecdsa-with -SHA2(3) 3]  
id-RSASSA-PSS [iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 

rsassa-pss(10)] 
 

Issuing CAs shall not issue Certificates with SHA-1 as an algorithm.   

RSASSA-PSS is not used for TLS Certificates and specifies the SHA-256 hash algorithm 
(2.16.840.1.101.3.4.2.1) as a parameter. For all other RSA algorithms the parameters field is NULL.  

QuoVadis and Subscribers may generate Key Pairs using the following: 

id-dsa  [iso(1) member-body(2) us(840) x9-57(10040) x9cm(4) 1]  
RsaEncryption  [iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 1]  
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7.2. CRL PROFILE 
If present, this extension cannot be marked critical. This extension must be present for a Root CA or Issuing 
CA Certificate, including Cross Certificates. This extension may be present for Certificates not technically 
capable of causing issuance, subject to the requirement that the CRLReason cannot be unspecified (0) or 
certificateHold (6).  

If a reasonCode CRL entry extension is present, the CRLReason must indicate the most appropriate reason for 
revocation of the certificate.  QuoVadis uses the following reasonCode values from RFC 5280: 

•  keyCompromise (1)  

•  cACompromise (2) 

•  affiliationChanged (3) 

•  superseded (4)  

•  cessationOfOperation (5)  
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7.3. OCSP PROFILE 

7.3.1. OCSP Version Numbers  
The QuoVadis OCSP Responders conform to version 1, as defined by RFC 6960. If an OCSP response is for a 
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7.5. CERTIFICATE FIELDS AND ROOT CA CERTIFICATE HASHES 

7.5.1. Certificate  Fields 
 

 
 



https://www.quovadisglobal.com/repository
https://www.quovadisglobal.com/accreditations.
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8.2. IDENTITY AND QUALIFICATIONS OF ASSESSOR 
WebTrust auditors must meet the requirements of Section 8.2 of the CA/Browser Forum Baseline 
Requirements. ETSI Conformance Assessment Bodies must meet the requirements of the relevant national 
accrediting authority. Auditors shall be experienced in performing information security audits, specifically 
having significant experience with PKI and cryptographic technologies.  

8.3. 

https://www.quovadisglobal.com/accreditations


   

 

 

  

 

55 

9. OTHER BUSINESS AND LEGAL MATTERS 

9.1. FEES 

9.1.1. Certificate  Issuance Or Renewal Fees 
QuoVadis charges fees for verification, certificate issuance and renewal. QuoVadis may change its fees at any 
time in accordance with the applicable customer agreement.  

9.1.2. Certificate Access Fees 
QuoVadis may charge a reasonable fee for access to its certificate databases. 

9.1.3. Revocation Or  Status Information Access Fees 
QuoVadis does not charge a certificate revocation fee or a fee for checking the validity status of an issued 
Certificate using a CRL. QuoVadis may charge a fee for providing customized CRLs, OCSP services, or other 
value-added revocation and status information services. QuoVadis does not permit access to revocation 
information, Certificate status information, or time stamping in their Repositories by third parties that 
provide products or services that utilize such Certificate status information without QuoVadis’ prior express 
written consent.  

9.1.4. Fees For Other Services 
QuoVadis does not charge a fee for access to this CP/CPS. Any use made for purposes other than simply 
viewing the document, such as reproduction, redistribution, modification, or creation of derivative works, 
shall be subject to a license agreement with the entity holding the copyright to the document.  

9.1.5. Refund Policy  
QuoVadis or Issuing CAs under the QuoVadis hierarchy may establish a refund policy, details of which may be 
contained in relevant contractual agreements. 

9.2. FINANCIAL RESPONSIBILITIES 

9.2.1. Insurance Coverage 
QuoVadis maintains in full force and effect a liability insurance policy. Within the QuoVadis PKI the Root CA 
and all Issuing CAs and RAs 
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9.2.4. Fiduciary  Relationships  
QuoVadis is not the agent, fiduciary or other representative of any 
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9.4. PRIVACY OF PERSONAL INFORMATION 

9.4.1. Privacy Plan  
QuoVadis follows the Privacy Notices 

https://www.quovadisglobal.com/privacy-policy
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9.5.1. Property Rights In Certificates A nd Revocation Information  
QuoVadis retains all intellectual property rights in and to the Certificates and revocation information that it 
issues. QuoVadis and customers shall grant permission to reproduce and distribute Certificates on a 
nonexclusive royalty-free basis, provided that they are reproduced in full and that use of Certificates is 
subject to the Relying Party Agreement referenced in the Certificate. QuoVadis, and customers shall grant 
permission to use revocation information to perform Relying Party functions subject to the applicable CRL 
usage agreement, Relying Party Agreement, or any other applicable agreements. 

9.5.2. Property Rights In T he CP/CPS 
Issuing CAs acknowledge that QuoVadis retains all intellectual property rights in and to this CP/CPS. 

9.5.3. Property Rights In Names  
A Subscriber and/or Applicant retains all rights it has (if any) in any trademark, service mark, or trade name 
contained in any Certificate and Distinguished Name within any Certificate issued to such Subscriber or 
Applicant. 

9.5.4. Property Rights In Keys A nd Key Material  
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QuoVadis hereby warrants (i) it has taken reasonable steps to verify that the information contained in any 
Certificate is accurate at the time of issue (ii) Certificates shall be revoked if QuoVadis believes or is notified 
that the contents of the Certificate are no longer accurate, or that the Private Key associated with a Certificate 
has been compromised in any way. 

QuoVadis makes no other warranties, and all warranties, express or implied, statutory or otherwise, are 
excluded to the greatest extent permissible by applicable law, including without limitation all warranties as to 
merchantability or fitness for a particular purpose. 

QuoVadis provides test certificates for all types of Certificates. 

9.6.2. RA Representations And Warranties  
RAs represent and warrant that: 

i)  The RA’s certificate issuance and management services conform to the QuoVadis CP/CPS and 
applicable CA or RA Agreements; 

ii)  Information provided by the RA does not contain any false or misleading information; 

iii)  Reasonable steps are taken to verify that the information contained in any Certificate is accurate at 
the time of issue; 

iv)  Translations performed by the RA are an accurate translation of the original information;  

v) All Certificates requested by the RA meet the requirements of this CP/CPS and RA Agreement; and 

vi)  The RA will request that Certificates be revoked by QuoVadis if they believe or are notified that the 
contents of the Certificate are no longer accurate, or that the key associated with a Certificate has 
been compromised in any way. 

QuoVadis’ RA Agreement may contain additional representations. Subscriber Agreements may include 
additional representations and warranties. 

9.6.3. Subscriber Representations A nd Warranties  
Prior to being issued and receiving a Certificate, Subscribers are solely responsible for any 
misrepresentations they make to third parties and for all transactions that use Subscriber’s Private Key, 
regardless of whether such use was authorised. Subscribers are required to notify QuoVadis and any 
applicable RA if a change occurs that could affect the status of the Certificate. 

QuoVadis requires, as part of the Subscriber Agreement or Terms of Use, that the Applicant make the 
commitments and warranties in this Section for the benefit of QuoVadis and all Relying Parties and 
Application Software Vendors. This make take the form of either: 

i)  The Applicant’s agreement to the Subscriber Agreement with QuoVadis; or 

ii)  The Applicant’s acknowledgement of the Terms of Use. 

Subscribers represent to QuoVadis, Application Software Vendors, and Relying Parties that, for each 
Certificate, the Subscriber will: 

i)  Securely generate its Private Keys and protect its Private Keys from compromise, and exercise sole 
and complete control and use of its Private Keys; 

ii)  Provide accurate and complete information when communicating with QuoVadis, and to respond to 
QuoVadis’ instructions concerning Key Compromise or Certificate misuse; 

iii)  Confirm the accuracy of the certificate data prior to installing or using the Certificate; 

iv)  For Qualified Certificates (a) if the policy requires the use of a QSCD, Electronic Signatures must only 
be created by a QSCD, (b) in the case of natural persons, the Private Key should only be used for 
Electronic Signatures, and (c) in the case of legal persons, the Private Key must be maintained and 
used under the control of the Subscriber and it should only be used for Electronic Seals. 
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v) Promptly (a) request revocation of a Certificate, cease using it and its associated Private Key, and 
notify QuoVadis if there is any actual or suspected misuse or compromise of the Private Key 
associated with the Public Key included in the Certificate, and (b) request revocation of the 
Certificate, and cease using it, if any information in the Certificate is or becomes incorrect or 
inaccurate; 

vi)  For Remote Identity Verification, use the identity proofing software distributed by QuoVadis. The 
Subscriber is obliged to agree with the processing of biometric data for identity verification purposes 
during Remote Identity Verification;  

vii)  Ensure that individuals using Certificates on behalf of an organisation have received security training 
appropriate to the Certificate; 

viii)  Use the Certificate only for authorised and legal purposes, consistent with the Certificate purpose, 
this CP/CPS, and the relevant Subscriber 
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• the Relying Party has, at the time of that reliance, acted in good faith and in a manner 
appropriate to all the circumstances known, or circumstances that ought reasonably to have 
been known, to the Relying Party;  

• the Relying Party has, at the time of that reliance, verified the Digital Signature, if any;  

• the Relying Party has, at the time of that reliance, verified that the Digital Signature, if any, was 
created during the Operational Term of the Certificate being relied upon; 

• the Relying Party ensures that the data signed has not been altered following signature by 
utilising trusted application software, 

• the signature is trusted and the results of the signature are displayed correctly by utilising 
trusted application software; 

• the identity of the Subscriber is displayed correctly by utilising trusted application software; and 

• any alterations arising from security changes are identified by utilising trusted application 
software. 

If the circumstances indicate a need for additional assurances, it is Relying Parties’ responsibility to obtain 
such assurances. A Relying Party shall make no assumptions about information  that does not appear in a 
Certificate. All obligations within  this Section relate to Reasonable Reliance on the validity  of a Digital 
Signature, not the accuracy of the underlying electronic record. Relying Party Agreements may include 
additional representations and warranties. 

9.6.5. Representations  And Warranties O f Other Participants  
Participants within the QuoVadis PKI represent and warrant that they accept and will perform any and all 
duties and obligations as specified by this CP/CPS. 

9.7. DISCLAIMERS OF WARRANTIES 
OTHER THAN AS PROVIDED IN SECTION 9.6.1, THE CERTIFICATES ARE PROVIDED “AS IS” AND “AS 
AVAILABLE” AND TO THE MAXIMUM EXTENT PERMITTED BY LAW, QUOVADIS DISCLAIMS ALL EXPRESS 
AND IMPLIED WARRANTIES, INCLUDING WARRANTIES OF MERCHANTABILITY, FITNESS FOR A 
PARTICULAR PURPOSE, AND NON-INFRINGEMENT. QUOVADIS DOES NOT WARRANT THAT ANY 
CERTIFICATE WILL MEET SUBSCRIBER’S OR ANY OTHER PARTY’S EXPECTATIONS OR THAT ACCESS TO 
THE CERTIFICATES WILL BE TIMELY OR ERROR-FREE. QuoVadis does not guarantee the accessibility of any 
Certificates and may modify or discontinue offering any Certificates at any time. Subscriber’s sole remedy for 
a defect in the Certificates is for QuoVadis to use commercially reasonable efforts, upon notice of such defect 
from Subscriber, to correct the defect, except that QuoVadis has no obligation to correct defects that arise 
from (i) misuse, damage, modification or damage of the Certificates or combination of the Certificates with 
other products and services by parties other than QuoVadis, or (ii) Subscriber’s breach of any provision of the 
Subscriber Agreement.  

9.8. LIABILITY AND LIMITATIONS OF LIABILITY 
This Section 9.8 does not limit a party’s liability for: (i) death or personal injury resulting from the negligence 
of a party; (ii) gross negligence, willful misconduct or violations of applicable law, or (iii) fraud or fraudulent 
statements made by a party to the other party in connection with this CP/ CPS. TO THE FULLEST EXTENT 
PERMITTED BY APPLICABLE LAW AND NOTWITHSTANDING ANY FAILURE OF ESSENTIAL PURPOSE OF 
ANY LIMITED REMEDY OR LIMITATION OF LIABILITY: (A) QUOVADIS AND ITS AFFILIATES, SUBSIDIARIES, 
OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, PARTNERS AND LICENSORS (THE “QUOVADIS ENTITIES”) 
WILL NOT BE LIABLE FOR ANY SPECIAL, INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR PUNITIVE 
DAMAGES (INCLUDING ANY DAMAGES ARISING FROM LOSS OF USE, LOSS OF DATA, LOST PROFITS, 
BUSINESS INTERRUPTION, OR COSTS OF PROCURING SUBSTITUTE SOFTWARE OR SERVICES) ARISING OUT 
OF OR RELATING TO THIS CP/ CPS OR THE SUBJECT MATTER HEREOF; AND (B) THE QUOVADIS ENTITIES’ 
TOTAL CUMULATIVE LIABILITY ARISING OUT OF OR RELATING TO THIS CP/ CPS OR THE SUBJECT MATTER 
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HEREOF WILL NOT EXCEED THE AMOUNTS PAID BY OR ON BEHALF OF SUBSCRIBER TO QUOVADIS IN THE 
TWELVE MONTHS PRIOR TO THE EVENT GIVING RISE TO SUCH LIABILITY, REGARDLESS OF WHETHER 
SUCH LIABILITY ARISES FROM CONTRACT, INDEMNIFICATION, WARRANTY, TORT (INCLUDING 
NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, AND REGARDLESS OF WHETHER QUOVADIS HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE. NO CLAIM, REGARDLESS OF FORM, WHICH IN 
ANY WAY ARISES OUT OF THIS CP/

/
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i)  Arbitration: In the event a dispute is allowed or required to be resolved through arbitration, the 
parties will maintain the confidential nature of the existence, content, or results of any arbitration 
hereunder, except as may be necessary to prepare for or conduct the arbitration hearing on the 
merits, or except as may be necessary in connection with a court application for a preliminary 
remedy, a judicial confirmation or challenge to an arbitration award or its enforcement, or unless 
otherwise required by law or judicial decision.  

ii)  Class Action and Jury Trial Waiver: THE PARTIES EXPRESSLY WAIVE THEIR RESPECTIVE RIGHTS TO 
A JURY TRIAL FOR THE PURPOSES OF LITIGATING DISPUTES HEREUNDER. Each party agrees that 
any dispute must be brought in the respective party’s individual capacity, and not as a plaintiff or 
class member in any purported class, collective, representative, multiple plaintiff, or similar 
proceeding (“Class Action”). The parties expressly waive any ability to maintain any Class Action in 
any forum in connection with any dispute. If the dispute is subject to arbitration, the arbitrator will 
not have authority to combine or aggregate similar claims or conduct any Class Action nor make an 
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Customer is Domiciled in:  Governing Law is laws 
of: 

Court or arbitration body with exclusive 
jurisdiction:  
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10. APPENDIX A  

10.1. CERTIFICATE PROFILES  
Within the QuoVadis PKI an Issuing CA can only issue 
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Certificate 
Class 

Description  Policy OID Assurance 
Level 

Requires 
token?  

Relevant to the Policy in ETSI 
EN 319 411-2 for: 

EU Qualified C
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10.1.2. Key Usage And Escrow 
Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for optional 
Key Escrow, according to the following table: 

Certificate 
Type 

Key Usage/  
Extended Key 
Usage Options  

Applicability to QuoVadis Certificate Classe s 

QV Standard QV Advanced QV Advanced 
+ 

QV Qualified  

Signing and 
Encryption 

Key Usage 
digitalSignature 
nonRepudiation 
keyEncipherment 

Extended Key 
Usage 
smartcardlogon 
clientAuth 
emailProtection 
documentSigning 
enrolmentAgent 

Allowed 
(Escrow only 
permitted for 
certain Issuing 
CAs. Not 
permitted for 
any CAs on 
EUTL) 

Allowed 
(Escrow only 
permitted for 
certain Issuing 
CAs. Not 
permitted for 
any CAs on 
EUTL) 

Allowed 
(Escrow not 
permitted)  

Not Allowed 

Signing Key Usage 
digitalSignature 
nonrepudiation 

Extended Key 
Usage 
smartcardlogon 
clientAuth 
emailProtection  
documentSigning 
enrolmentAgent 

Allowed 
(Escrow not 
permitted)  

Allowed 
(Escrow not 
permitted)  

Allowed 
(Escrow not 
permitted)  

Allowed 
(Escrow not 
permitted)  

Encryption Key Usage 
keyEncipherment 

Extended Key 
Usage 
emailProtection 

Allowed 
(Escrow 
permitted)  

Allowed 
(Escrow 
permitted)  

Allowed 
(Escrow not 
permitted)  

Not Allowed 

Authentication Key Usage 
digitalSignature 

Extended Key 
Usage 
smartcardlogon 
clientAuth 
enrolmentAgent 

Allowed 
(Escrow not 
permitted)  

Allowed 
(Escrow not 
permitted)  

Allowed 
(Escrow not 
permitted)  

Not Allowed 

 

The Certificate Profiles that follow indicate the fields which are VARIABLE on initial registration by the 
Subscriber (“Holder Variable”) and those which are FIXED by the Issuing CA either based on policy or by IETF 
Standard, applicable law, or regulation. 
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10.2. QV STANDARD 
Purpose 

Standard Certificates provide flexibility for a range of uses appropriate to their reliance value including S/MIME, 
electronic signatures, authentication, and encryption. 

Registration Process  
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1.2.840.113583.1.1.9.2 Adobe Archive RevInfo 
(long term validation) 

Key Usage (Critical)  digitalSignature (optional)  
nonRepudiation 
keyEncipherment (optional)  

Variable 

Extended Key Usage clientAuth 
emailProtection  
documentSigning 
smartcardLogon 

Variable (at least one 
is present) 

 

10.4.1. Swiss Regulated Certificate  issued to a Natural P erson 

Purpose 

Swiss Regulated Certificates (non qualified) issued under the Swiss Federal signature law (ZertES) are included 
in the QuoVadis Advanced+ C
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/E (optional)  
/L  (optional)  /ST (optional)  /C (mandatory)  

SAN /E  
1.3.6.1.4.1.311.20.2.3 UPN  

Variable 

Certificate Policies  1.3.6.1.4.1.8024.1.300 QV Advanced+ Certificate 
0.4.0.2042.1.2 ETSI NCP+ OID 

URL: 
https://www.quovadisglobal.com/repository  

User Notice:  Regulated certificate 

Fixed 
 

Adobe Acrobat Trust List  1.2.840.113583.1.1.9.1 Adobe Time-stamp  
(link to TSA) 

1.2.840.113583.1.1.9.2 Adobe Archive RevInfo 
(long term validation) 

Optional 

Key Usage (Critical)  digtalSignature Fixed 

Extended Key Usage clientAuth 
emailProtection 
smartcardlogon 

Fixed 

 

10.4.2. Swiss Regulated Certificate  issued to a Legal Person (Company Seal) 

Purpose 
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Attribute  Values Comment 

Subject /CN (mandatory) = /O 

/O (mandatory)  
/OU (optional)   
organizationalIdentifier (optional)  
/E (optional)  
/L  /ST /C (mandatory)  

See definitions in 
Section 7.1.1 

Variable 

SAN /E  Variable 

Certificate Policies  1.3.6.1.4.1.8024.1.300 QV Advanced+ Certificate 
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Subjects may include an Individual (natural person) or a natural person identified in association with an 
Organisation. Only methods approved for eIDAS Qualified Certificates may be used.  
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keyEncipherment (optional) 

Extended Key Usage clientAuth (optional)  
emailProtection 
documentSigning 

Variable (at least one 
is present) 

qcStatements  

id-etsi-qcs-QcCompliance 
(0.4.0.1862.1.1) id-etsi-qcs-1 



   

 

 

  

 

78 

Attribute  Values Comment 

Subject /CN (mandatory) 
= Natural Person (/GN+/SN or Pseudonym) 

/GN (mandatory if CN without Pseudonym)    
/SN (mandatory if  CN without Pseudonym)  

Pseudonym (optional 
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id-etsi-qcs-QcPDS 
(0.4.0.1862.1.5) id-etsi-qcs-5 

URL= 
https://www.quovadisglobal.com/repository  

Language = EN 

Fixed 

id-qcs-pkixQCSyntax-v2 
(1.3.6.1.5.5.7.11.2) 

0.4.0.194121.1.1 (id-etsi-qcs-semanticsId-
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•  iii) account information (PSP_AI) 
OID: id-psd2-role-psp-ai { 0.4.0.19495.1.3 }  

•  iv) issuing of card-based payment instruments (PSP_IC)  
OID: id-psd2-role-psp-ic { 0.4.0.19495.1.4 }  
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•  2 character ISO 3166 [7] country code 
representing the NCA country; 

•  hyphen-minus "-" (0x2D (ASCII), U+002D 
(UTF-8)); and 

•  2-8 character NCA identifier (A-Z uppercase 
only, no separator) 

•  hyphen-minus "-" (0x2D (ASCII), U+002D 
(UTF-8)); and 

•  PSP identifier (authorisation number as 
specified by the NCA). 

SAN /E  Variable 
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Certificate Policies  1.3.6.1.4.1.8024.1.400 QV Qualified – QSCD or 
1.3.6.1.4.1.8024.1.410 QV Qualified QSCD – on 
behalf of 
0.4.0.194112.1.2 (QCP-n-qcsd) 

URL: 
https://www.quovadisglobal.com/repository  
User Notice : qualified certificate 

Fixed 
 
 
 

Adobe Acrobat Trust List  1.2.840.113583.1.1.9.1 Adobe Time-stamp  
(link to TSA) 

1.2.840.113583.1.1.9.2 Adobe Archive RevInfo 
(long term validation) 

Optional 

Key Usage (Critical)  nonRepudiation Fixed 

Extended Key Usage emailProtection 
documentSigning 

Fixed 

qcStatements  

id-etsi-qcs-QcCompliance 
(0.4.0.1862.1.1) 
id-etsi-qcs-1 

id-etsi-qcs-QcCClegislation 
(0.4.0.1862.1.7) 
id-etsi-qcs-7 

esi4-qcStatement-1: Claim that the certificate is 
an EU Qualified Certificate in accordance with 
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/ST (optional)  
/C (mandatory)  

Domain Components (DC) DC=com, DC=quovadisglobal, DC=grid, 
DC=<organisation identifier>, DC=hosts 

Holder Variable 

SAN SAN dNSName with the Fully Qualified Domain 
Name or an iPAddress 

Variable 

Certificate Policies  1.3.6.1.4.1.8024.0.1.10.0.0 QV Grid  
1.2.840.113612.5.2.2.1 IGTF Classic 
Authentication Profile 
2.23.140.1.2.2 CABF OV  

Fixed 
 

Key Usage (Critical)  digitalSignature 
keyEncipherment 
dataEncipherment 

Fixed 

Extended Key Usage clientAuth 
serverAuth 

Fixed 

 

10.8. QUOVADIS DEVICE 
Purpose  

QuoVadis Device Certificates are intended for a variety of uses including for Time-stamp Authority (TSA) 
applications.  QuoVadis Device Certificates that have the serverAuth EKU comply with the CA/Browser  
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If the codeSigning EKU is present:  
= 2.23.140.1.2.3 

If the timeStamping EKU is present, operated by 
QuoVadis: 
1.3.6.1.4.1.8024.0.2000.6 

Certificate Transparency (1.3.6.1.4.1.11129.2.4.4) 

If the serverAuth EKU is present, this field MAY 
include two or more Certificate Transparency 
proofs from approved CT Logs. 

Optional 

 

11. APPENDIX B 

11.1. BUSINESS SSL 
Field  Value 

Validity Period 1 or 2 years expressed in UTC format.  Effective September 1, 2020: 
maximum 397 days. 

Subject Distinguished Name  

Organisation Name subject:organisationName (2.5.4.10 ) 

Organisation Unit subject:organisationUnit (2.5.6.5) 

Discontinued effective August 31, 2020. 

Common Name subject:commonName (2.5.4.3) 

cn = Common name 

State or province (if any) subject:stateOrProvinceName (2.5.4.8)

http://www.quovadisglobal.com/repository
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This field MAY include two or more Certificate Transparency proofs 
from approved CT Logs. 

 

Purposes of Business SSL 

QuoVadis Business SSL Certificates are intended for use in establishing web-based data communication 
conduits via TLS protocols. The primary purposes of a Business SSL Certificate are to: 

•  Identify the individual or entity that controls a website; and 

•  Facilitate the exchange of encryption keys in order to enable the encrypted communication of 
information over the Internet between the user of an Internet browser and a website. 

QuoVadis Certificates focus only on the identity of the Subject named in the Certificate, and not on the 
behaviour of the Subject. As such, Certificates are not intended to provide any assurances, or otherwise 
represent or warrant: 

•  That the Subject named in the Certificate is actively engaged in doing business; 

•  That the Subject named in the Certificate complies with applicable laws; 

•  That the Subject named in the Certificate is trustworthy, honest, or reputable in its business 
dealings; or 

•  That it is “safe” to do business with the Subject named in the Certificate. 

Eligible Applicants  

Individuals (natural persons), incorporated entities, government entities, general partnerships, 
unincorporated associations, and sole proprietorships may apply for QuoVadis Business SSL Certificates. 

Verification Requirements  

Identity: QuoVadis verifies the identity and address of the organisation and that the address is the Applicant’s  
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iii)  the ccTLD of the requested Domain Name; 

iv)  



   

 

 

  

 

92 

absent. Optional if the 
subject:localityName fields is 
present. 

Locality subject:locality (2.5.4.6) Required if the 
subject:stateOrProvinceName 
field is absent. Optional if the 
subject:stateOrProvinceName 
field is present. 

Country subject:countryName (2.5.4.6) Required field. 

Subject Public Key Information 2048-bit RSA key modulus, 
rsaEncryption (1.2.840.113549.1.1.1) 

 

http://www.quovadisglobal.com/repository
http://www.quovadisglobal.com/repository
http://ocsp.quovadisglobal.com/
http://trust.quovadisglobal.com/%3cCA%20Name%3e.crt
http://trust.quovadisglobal.com/%3cCA%20Name%3e.crt
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl


   

 

 

  

 

93 

The primary purpose of QuoVadis Code Signing Certificates is to establish that executable code originates 
from a source identified by QuoVadis. QuoVadis Certificates focus only on the identity of the Subject named in 
the Certificate, and not on the behaviour of the Subject. As such, Certificates are not intended to provide any 
assurances, or otherwise represent or warrant: 

•  That the Subject named in the Certificate is actively engaged in doing business; 

•  That the Subject named in the Certificate complies with applicable laws; 

•  That the Subject named in the Certificate is trustworthy, honest, or reputable in its business 
dealings; or 

•  That it is “safe” to do business with the Subject named in the Certificate. 

Eligible Applicants  

Eligible Applicants include Individual Applicants and Organisational Applicants. 

An Individual Applicant is an Applicant that is an individual and requests a Certificate that will list the 
Applicant’s legal name as the Certificate subject. 

An Organisational Applicant is an Applicant that requests a Certificate subject other than the name of an 
individual. Organisational Applicants include private and public corporations, LLCs, partnerships, 
government entities, non-profit organisations, trade associations, and other entities. 

Private Key Protection  

Subscriber Key Pairs must be generated and protected in one of the following options: 

•  A Trusted Platform Module (TPM) that generates and secures a Key Pair and that can document 
the Certificate 

•  Holder’s Private Key protection through a TPM key attestation 

•  A hardware cryptographic module with a unit design form factor certified as conforming to at 
least FIPS 140 Level 2, Common Criteria EAL 4+, or equivalent. 

•  Another type of hardware storage token with a unit design form factor of SD Card or USB token 
(not necessarily certified as conformant with FIPS 140 Level 2 or Common Criteria EAL 4+). The 
Subscriber MUST also warrant that it will keep the token physically separate from the device that 
hosts the code signing function until a signing session is begun. 

Verification Requirements  
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