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Important Note About this Document 

 

This document is the Certificate Policy/Certification Practice Statement (CP/CPS) of QuoVadis 
Limited (QuoVadis), a company of DigiCert, Inc. It contains an overview of the practices and 
procedures that QuoVadis employs as a Certification Authority (CA). This document is not intended 
to create contractual relationships between QuoVadis Limited and any other person. Any person 
seeking to rely on Certificates or participate within the QuoVadis Public Key Infrastructure 
(QuoVadis PKI) must do so pursuant to a definitive contractual document. This document is intended 
for use only in connection with QuoVadis and its business.  

This version of the CP/CPS has been approved for use by the QuoVadis Policy Management Authority 
(PMA) and is subject to amendment and change in accordance with the policies and guidelines 
adopted, from time to time, by the PMA and as otherwise set out herein. The date on which this 
version of the CP/CPS becomes effective is indicated on this CP/CPS. The most recent effective copy 
of this CP/CPS supersedes all previous versions. No provision is made for different versions of this 
CP/CPS to remain in effect at the same time. 

This document covers aspects of the QuoVadis PKI that relate to all CAs established by QuoVadis 
under QuoVadis Root CA 1 G3, QuoVadis Root CA 3, and QuoVadis Root CA 3 G3. QuoVadis Root CA 2 
and QuoVadis Root CA 2 G3

https://www.quovadisglobal.com/
mailto:compliance@quovadisglobal.com
https://www.quovadisglobal.com/certificate-revocation
mailto:qvcomplaints@digicert.com
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and undertakes procedures to ensure that the security and functionality of the trust service meet 
the appropriate requirements. 

1.2. DOCUMENT NAME, IDENTIFICATION AND APPLICABILITY 
The Object Identifier (OID) assigned to QuoVadis is 1.3.6.1.4.1.8024. This CP/CPS applies to all CAs and 
Subscriber Certificates that are signed by the following Root CAs: 

Root CA OID 

QuoVadis Root CA 1 G3 1.3.6.1.4.1.8024.0.1 

QuoVadis Root CA 3 / 
QuoVadis Root CA 3 G3 1.3.6.1.4.1.8024.0.3 

 

The inclusion of the TLS OIDs (1.3.6.1.4.1.8024.0.1.100.1.1 and 1.3.6.1.4.1.8024.0.3.100.1.1) in the 
certificatePolicies extension of an end entity Subscriber Certificate asserts adherence to and compliance with 
the Baseline Requirements. 

Separate policy documents in the QuoVadis Repository apply to QuoVadis Certificates signed by the following 
Root CAs: 

• Root CA 2 and QuoVadis Root CA 2 G3 (OID 1.3.6.1.4.1.8024.0.2) 

• Netherlands PKIoverheid 

• QuoVadis Private PKI / Trust Anchor Root CA (OID 1.3.6.1.4.1.8024.0.4) 

QuoVadis also operates Time-stamping Authority (TSA) services under a separate QuoVadis Time-Stamp 
Policy/Practice Statement (OID 1.3.6.1.4.1.8024.0.2000.6). 
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1.5. POLICY ADMINISTRATION 

1.5.1. Organisation Administering The CP/CPS 
This CP/CPS and related 
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1.6. DEFINITIONS AND ACRONYMS 

1.6.1. Definitions 
Advanced Electronic Signature means an Electronic Signature 
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Policy Management Authority (PMA) means the QuoVadis body responsible for overseeing and approving 
CP/CPS amendments and general management. 

Private Key means the key of a Key Pair that is kept secret by the holder of the Key Pair, and that is used to 
create digital signatures and/or to decrypt electronic records or files that were encrypted with the 
corresponding Public Key. 

Public Key means the key of a Key Pair that may be publicly disclosed by the holder of the corresponding 
Private Key and that is used by a Relying Party to verify digital signatures created with the holder's 
corresponding Private Key and/or to encrypt messages so that they can be decrypted only with the holder's 
corresponding Private Key. 

Qualified Certificate A Certificate whose primary purpose is to identify a person with a high level of 
assurance, where the Certificate meets the qualification requirements defined by the applicable legal 
framework of the eIDAS Regulation. 

Qualified Certificate for Electronic Signature means a Certificate for Electronic Signatures, that is issued by 
a QTSP and meets the requirements laid down in Annex I of the eIDAS Regulation. 

Qualified Certificate for Electronic Seal means a Certificate issued to a Legal Person (company) by a QTSP 
and is used to secure authenticity, integrity and confidentiality in electronic communication of messages and 
documents. 

Qualified Electronic Signature means an Advanced Electronic Signature that is created by a QSCD and 
which is based on a Qualified Certificate for Electronic Signatures. 

Qualified Electronic Signature/Seal Creation Device (QSCD) means an Electronic Signature/seal creation 
device that meets the requirements laid down in Annex II of the eIDAS. 

Qualified Trust Service Provider (QTSP) means a trust service provider which is granted Qualified status 
by the relevant supervisory authority of an EU country under the eIDAS Regulation. A Qualified TSP’s 
Approved Qualified services are shown on an EU Trusted List. 

Registration Authority means a RA designated by an Issuing CA to operate within the QuoVadis PKI 
responsible for identification and authentication of Subscribers. 

Regulated Certificate means a Certificate that meets the requirements of Article 7 of ZertES (see Section 
8.1.1). 

Regulated Electronic Signature 
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CA Certification Authority or Certificate Authority 

CAA Certificate Authority Authorisation 

CP/CPS Certificate Policy & Certification Practice Statement  

CRL Certificate Revocation List 

CSR Certificate Signing Request 

CT Certificate Tranr
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Standards / Law 

WebTrust for Certification Authorities – Extended Validation SSL 

WebTrust for Certification Authorities – Publicly Trusted Code Signing 
Certificates 

SR 943.03 [ZertES] Bundesgesetz über Zertifizierungsdienste im Bereich der elektronischen 
Signatur und anderer Anwendungen digitaler Zertifikate (Bundesgesetz 
über die elektronische Signatur, ZertES) vom 18. März 2016 

SR 943.032 [VZertES] Verordnung über Zertifizierungsdienste im Bereich der elektronischen 
Signatur und anderer Anwendungen digitaler Zertifikate (Verordnung über 
die elektronische Signatur, VZertES) vom 23. November 2016 

SR 943.032.1 [TAV] R 943.032.1 / Anhang: Technische und administrative Vorschriften über 
Zertifizierungsdienste im Bereich der elektronischen Signatur und anderer 
Anwendungen digitaler Zertifikate Ausgabe 1: 23.11.2016 
Inkrafttreten: 1.1.2017 

ETSI EN 319 401 General Policy Requirements for Trust Service Providers 

ETSI EN 319 411-1 
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3.2. INITIAL IDENTITY VALIDATION 
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ii) Communicating directly with the Domain Name Registrant via email, fax or postal mail provided by 
the Domain Name Registrar. Performed in accordance with BR Section 3.2.2.4.2 using a Random 
Value (valid for no more than 30 days from its creation); 

iii) BR Section 3.2.2.4.3 is no longer used because it is deprecated as of May 31, 2019;  

iv) Communicating with the Domain’s administrator using a constructed email address created by pre-
pending ‘admin’, ‘administrator’, ‘webmaster’, ‘hostmaster’, or ‘postmaster’ to the Authorisation 
Domain Name (ADN). Performed in accordance with BR Section 3.2.2.4.4; 

v) BR Section 3.2.2.4.5 is no longer used because it is deprecated as of August 1, 2018; 

vi) BR Section 3.2.2.4.6 is no longer used because it is deprecated as of April 24, 2020; 

vii) Confirming the Applicant's control over the requested ADN (which may be prefixed with a label that 
begins with an underscore character) by confirming the presence of an agreed-upon Random Value 
in a DNS record. Performed in accordance with BR Section 3.2.2.4.7; 

viii) Confirming the Applicant’s control over the FQDN through control of an IP address returned from a 
DNS lookup for A or AAAA records for the FQDN, performed in accordance with BR Sections 3.2.2.5 
and 3.2.2.4.8; 

ix) BR Section 3.2.2.4.9 is no longer used because it was deprecated as of March 16, 2019;  

x) BR Section 3.2.2.4.10 is no longer used because it was deprecated as of September 22, 2020;  

xi) BR Section 3.2.2.4.11 is no longer used because it is deprecated as of February 5, 2018;  

xii) Confirming that the Applicant is the Domain Contact for the Base Domain Name (provided that the 
CA or RA is also the Domain Name Registrar or an Affiliate of the Registrar), performed in accordance 
with BR Section 3.2.2.4.12;  

xiii) Confirming the Applicant’s control over the FQDN by sending a Random Value via email to a DNS CAA 
Email Contact and then receiving a confirming response utilising the Random Value. The relevant 
CAA Resource Record Set is found using the search algorithm defined in RFC 8659 performed in 
accordance with BR Section 3.2.2.4.13;  

xiv) Confirming the Applicant’s control over the FQDN by sending a Random Value via email to the DNS 
TXT Record Email Contact for the ADN and then receiving a confirming response utilising the 
Random Value, performed in accordance with BR Section 3.2.2.4.14;  

xv) Confirming the Applicant’s control over the FQDN by calling the Domain Contact’s phone number and 
obtaining a confirming response to validate the ADN. Each phone call can confirm control of multiple 
ADNs provided that the same Domain Contact phone number is listed for each ADN being verified 
and they provide a confirming response for each ADN, performed in accordance with BR Section 
3.2.2.4.15;  

xvi) Confirming the Applicant’s control over the FQDN by calling the DNS TXT Record Phone Contact’s 
phone number and obtaining a confirming response to validate the ADN. Each phone call can confirm 
control of mult-5.d(u)3.8 (le)7.8 (h)3.l.1(in)2.8 (0.001 Tc 0.01 Tw3(ac)1.02 Tw -41.048 -1.181 Td
[(ob)3.8 (ta)d
[(ob)3.8 06 Tc335.771 l01 Tw [(A)-2.56.9 ( )]A)-2.5642(i))]TJ2.9 (d)C
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that does not appear in the request used to retrieve the file and receipt of a successful HTTP 2xx 
status code response from the request). Performed in accordance with BR Section 3.2.2.4.18;  

xix) Confirming the Applicant's control over a FQDN by validating domain control of the FQDN using the 
ACME HTTP Challenge method. Performed in accordance with BR Section 3.2.2.4.19 and section 8.3 
of RFC 8555 as prescribed; or 

xx) Confirming the Applicant’s control over a FQDN by validating domain control of the FQDN by 
negotiating a new application layer protocol using the ALPN Extension, performed in accordance 
with BR Section 3.2.2.4.20 as defined in RFC 8737.  

Wildcard Domain Name validation is completed using the above list as permitted by the CA/B Forum Baseline 
Requirements along with current best practice of consulting a public suffix list. 

QuoVadis and its Issuing CAs verify an Applicant’s or Organisation’s right to use or control of an email 
address to be contained in a Certificate that will have the “Secure Email” EKU using one of the following 
procedures, which may not be delegated: 

i) By verifying domain control over the email Domain Name using one of the procedures listed in this 
Section; or 

ii) By sending an email message containing a Random Value to the email address to be included in the 
Certificate and receiving a confirming response within a limited period of time that includes the 
Random Value to indicate that the Applicant controls that same email address. 

QuoVadis maintains a list of High Risk Domains and has implemented technical controls to prevent the 
issuance of Certificates to certain domains. QuoVadis follows documented procedures that identify and 
require additional verification activity for High Risk Certificate Requests prior to the Certificate’s approval. 

QuoVadis uses a documented internal process to check the accuracy of information sources and databases to 
ensure the data is acceptable, including reviewing the database provider’s terms of use. A list of the approved 
sources/Trusted Registers is published in a file linked at 
https://github.com/digicert/reports/tree/master/validation-sources. 

QuoVadis may include the Legal Entity Identifier (LEI) numbers in Certificates after verification through 
appropriate mechanisms, such as provided by Global Legal Entity Identifier Foundation (GLEIF), that the LEI 
is associated with the Subject.  LEI lookups are not relied upon by QuoVadis as a primary source of 
information for verification and this information is treated as additional correlation of identity information 
found in the certificate. 

3.2.2.2. Verification of IP Address 
For each IP Address listed in a publicly-trusted TLS Certificate, QuoVadis confirms that, as of the date the 
Certificate was issued, the Applicant controlled the IP Address by: 

i) Having the Applicant demonstrate practical control over the IP Address by confirming the presence 
of a Request Token or Random Value contained in the content of a file or webpage in the form of a 
meta tag under the “/.well-known/pki-validation” directory on the IP Address, performed in 
accordance with BR Section 3.2.2.5.1; 

ii) Confirming the Applicant’s control over the IP Address by sending a Random Value via email, fax, 
SMS, or postal mail and then receiving a confirming response utilising the Random Value, performed 
in accordance with BR Section 3.2.2.5.2; 

iii) Performing a reverse-IP address lookup and then verifying control over the resulting Domain Name, 
as set forth above and in accordance with BR Section 3.2.2.5.3; 

iv) BR Section 3.2.2.5.3 is no longer used because it was deprecated as of July 31, 2019. 

v) Confirming the Applicant’s control over the IP Address by calling the IP Address Contact’s phone 
number, as identified by the IP Address RA, and obtaining a response confirming the Applicant’s 
request for validation of the IP Address, performed in accordance with BR Section 3.2.2.5.5; 

https://github.com/digicert/reports/tree/master/validation-sources
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vi) Confirming the Applicant’s control over the IP Address by performing the procedure documented for 
an “http-01” challenge in draft 04 of “ACME IP Identifier Validation Extension,” available at 
https://tools.ietf.org/html/draft-ietf-acme-ip-04#Section-4, performed in accordance with BR 
Section 3.2.2.5.6; or 

vii) Confirming the Applicant’s control over the IP Address by performing the procedure documented for 
a “tls-alpn-01” challenge in draft 04 of “ACME IP Identifier Validation Extension,” available at 
https://tools.ietf.org/html/draft-ietf-acme-ip-04#Section-4, performed in accordance with BR 
Section 3.2.2.5.7. 

3.2.2.3. Wildcard Domain Validation 

Before issuing a certificate with a wildcard character (*) in a CN or subjectAltName of type DNS-ID, QuoVadis 
follows a documented procedure that determines if the wildcard character occurs in the first label position to 
the left of a “registry-controlled” label or “public suffix”. If a wildcard would fall within the label immediately 
to the left of a registry-controlled /1 or public suffix, QuoVadis refuses issuance unless the Applicant proves 
its rightful control of the entire Domain Namespace.   

3.2.2.4. Verification of Country 
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i) Full name and legal status of the associated organisational entity; 

ii) Any relevant existing registration information (e.g. company registration) of the organisational 
entity; and 

iii) Evidence that the Subject is affiliated with the organisational entity which may include reference to 
an attestation or a Trusted Register. Attestations may be made by directors, executives, board 
members, or a natural person with authorisation duly delegated from another natural person in an 
authorised role. 

The current validity must be established of any attestation or document regarding a natural person’s 
relationship to a legal person. The ro
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QuoVadis supports four levels of Remote Identity Verification: 

Level Description 

RIV1 Base RIV plus manual review in defined cases (e.g, fraud risk, changes made by RA) 

RIV2 





   

 

 

  

 

19 

4. CERTIFICATE LIFE-CYCLE OPERATION REQUIREMENTS 

4.1. CERTIFICATE APPLICATION 

4.1.1. Who Can Submit A Certificate Application 
Either the Applicant or an individual authorised to request Certificates on behalf of the Applicant may submit 
Certificate Requests. Applicants are responsible for any data that the Applicant or an agent of the Applicant 
supplies to QuoVadis.  

QuoVadis does not issue Certificates to entities on a government denied list maintained by the United States 
or that are 
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protected from unauthorised modification. After issuance is complete, the Certificate is stored in a database 
and sent to the Subscriber. 

4.3.2. Notification To Applicant Subscriber By The CA Of Issuance Of Certificate 
QuoVadis may deliver Certificates in any secure manner within a reasonable time after issuance. Generally, 
QuoVadis delivers instructions via email to the email address designated by the Subscriber during the 
application process. 

4.3.3. Notification to NCA for PSD2 Certificates  
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A Relying Party should use discretion when relying on a Certificate and should consider the totality of the 
circumstances and risk of loss prior to relying on a Certificate. If the circumstances indicate that additional 
assurances are required, the Relying Party must obtain such assurances before using the Certificate. Any 
warranties provided by QuoVadis are only valid if a Relying Party’s reliance was reasonable and if the Relying 
Party adhered to the Relying Party Agreement set forth in the QuoVadis Repository. 

A Relying Party should rely on a Digital Signature or TLS handshake only if: 

i) the Digital Signature or TLS session was created during the operational period of a valid Certificate 
and can be verified by referencing a valid Certificate, 

ii) the Certificate is not revoked and the Relying Party checked the revocation status of the Certificate 
prior to the Certificate’s use by referring to the relevant CRLs or OCSP responses, and 

iii) the Certificate is being used for its intended purpose and in accordance with this CP/CPS. 

4.6. CERTIFICATE RENEWAL 

4.6.1. Circumstance For Certificate Renewal 
Renewal means the issuance of a new Certificate to the Subscriber without changing the Subscriber or other 
participant’s Public Key or any other information in the Certificate.  QuoVadis may renew a Certificate if: 

i) the associated Public Key has not reached the end of its validity period; 

ii) the Subscriber and attributes are consistent; and 

iii) the associated Private Key remains uncompromised. 

QuoVadis may also renew a Certificate if a CA Certificate is re-keyed or as otherwise necessary to provide 
services to a customer. QuoVadis may notify Subscribers prior to a Certificate’s expiration date. QuoVadis 
renewal requires payment of additional fees. QuoVadis may renew a certificate after expiration if the relevant 
industry permits such practices. 

4.6.2. Who May Request Renewal 
Only the Certificate Subject or an authorised representative of the Certificate Subject may request renewal of 
the Subscriber’s Certificates. 

4.6.3. Processing Certificate Renewal Requests 
Renewal application requirements and procedures are generally the same as those used during the 
Certificate’s original issuance. QuoVadis will revalidate any information that is older than the periods 
specified in applicable standards for the Certificate Profile. 

4.6.4. Notification Of New Certificate Issuance To Subscriber 
QuoVadis may deliver the Certificate in any secure fashion, such as using a QuoVadis Portal. 

4.6.5. Conduct Constituting Acceptance Of A Renewal Certificate 
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4.6.7. Notification of Certificate Issuance By The CA To Other Entities 
RAs may receive notification of a Certificate’s renewal if the RA was involved in the issuance process. 

4.7. 
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vii) QuoVadis becomes aware that a QSCD used for QCP-n-qscd or QCP-l-qscd loses its certification status. 

QuoVadis may revoke a Certificate within 24 hours and will revoke a Certificate within 5 days after receipt 
and confirming that one or more of the following occurred: 

i) QuoVadis obtains evidence that the Certificate was misused and/or used outside the intended 
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viii) For code-signing Certificates, the Certificate was used to sign, publish, or distribute malware, code 
that is downloaded without user consent, or other harmful content. 

ix) QuoVadis receives notice or otherwise becomes aware that there has been some other modification 
of the information pertaining to the Subscriber that is contained within the Certificate; 

x) The Subscriber fails or refuses to comply, or to promptly correct inaccurate, false or misleading 
information after being made aware of such inaccuracy, misrepresentation or falsity; 

QuoVadis always revokes a Certificate if the binding between the subject and the subject’s Public Key in the 
Certificate is no longer valid or if an associated Private Key is compromised. 

QuoVadis will revoke an Issuing CA Certificate within seven (7) days after 
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compromise, misuse, inappropriate conduct, or any other matter related to Certificates at 
https://problemreport.digicert.com/ and other resources listed in Section 1.5.2.1. 

4.9.3. Procedure For Revocation Request 
QuoVadis processes a revocation request as follows: 

i) QuoVadis logs the request or problem report and the reason for requesting revocation based on the 
list in Section 4.9.1, including contact information for the requestor. QuoVadis may also include its 
own reasons for revocation in the log. 

ii) QuoVadis may request confirmation of the revocation from a known administrator, where applicable, 
via out-of-band communication (e.g., telephone, fax, etc.). 

iii) 

https://problemreport.digicert.com/
mailto:psd2@quovadisglobal.nl
https://www.quovadisglobal.com/certificate-revocation.aspx
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i) The nature of the alleged problem (scope, context, severity, magnitude, risk of harm); 

ii) The consequences of revocation (direct and collateral impacts to Subscribers and Relying Parties); 

iii) The number of Certificate problem reports received about a particular Certificate or Subscriber; 

iv) The entity making the complaint (for example, a complaint from a law enforcement official that a 
Web site is engaged in illegal activities should carry more weight than a complaint from a consumer 
alleging that she didn’t receive the goods she ordered); and 

v) Relevant legislation. 

The time used for the provision of revocation services is synchronised with UTC at least every 24 hours. 
Under normal operating circumstances, QuoVadis will revoke Certificates as quickly as practical after 
validating the revocation request following the guidelines of this Section and Section 4.9.1.  For Certificates 
containing the ETSI OIDs defined in Section 10.1.1 the maximum delay between the receipt of the revocation 
request and the update of the Certificate Status information is at most 24 hours. For Certificates issued from 
the itsme sign Issuing CA, this 24 hour time period starts with the receipt of the revocation request at the 
itsme first-line helpdesk.  

4.9.6. Revocation Checking Requirement For Relying Parties 
Prior to relying on information listed in a Certificate, a Relying Party must confirm the validity of each 
Certificate in the Certificate path in accordance with IETF PKIX standards, including checking for Certificate 
validity, issuer-to-subject name chaining, policy and key use constraints, and revocation status through CRLs 
or OCSP responders identified in each Certificate in the chain. 

4.9.7. CRL Issuance Frequency 
QuoVadis uses its offline Root CAs to publish CRLs for its Issuing CAs at least every 6 months and within 18 
hours after revoking an Issuing CA Certificate.  QuoVadis updates the CRL for end-user Certificates at least 
every 12.5 hours and the date of the nextUpdate field will not be more than 72.5 hours after the date in the 
thisUpdate field.  

Before revoking an Issuing CA Certificate a last CRL is generated with a nextUpdate field value of 
"99991231235959Z”. The last CRL is available in accordance with Section 5.5.2. QuoVadis does not issue a 



https://www.quovadisglobal.com/certificate-revocation/
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published after the end of the Certificate’s validity period, except for revoked Code Signing Certificates, which 
remain on the CRL for at least 10 years following the Certificate’s validity period. 

4.10.2. Service Availability 
Certificate status services are available 24x7. QuoVadis operates and maintains its CRL and OCSP capability 
with resources sufficient to provide a response time of ten seconds or less under normal operating 
conditions. 

QuoVadis also maintains a continuous 24x7 ability to respond internally to a high-priority Certificate Problem 
Report, and where appropriate, forward such a complaint to law enforcement authorities, and/or revoke a 
Certificate that is the subject of such a complaint. 

4.10.3. Optional Features 
No stipulation. 

4.11. END OF SUBSCRIPTION 
A Subscriber’s subscription service ends if its Certificate expires or is revoked or if the applicable Subscriber 
Agreement expires without renewal.  

4.12. KEY ESCROW AND RECOVERY 
QuoVadis provides optional Private Key Escrow services for certain Certificate Profiles (see Appendix A, 
Section 10.1.2) under this CP/CPS. Private Key Escrow is only available if the Enterprise RA Administrator 
directs at the Account level. Private Key Escrow is prohibited for the following Certificate types: 

• CA Certificates 

• QV Advanced+ Certificates 

• QV Qualified Certificates 

• Any Certificate whose Private Key Usage is dedicated to Signing or Authentication 

• TLS Certificates  

• Codesigning Certificates 

Private Key Escrow shall not be allowed when the nonRepudiation keyUsage is present in a Certificate as of 
version 4.32 of this CP/CPS. 

4.12.1. Key Escrow And Recovery Policy And Practices 
RAs are permitted to instruct QuoVadis to escrow the Subscriber’s Encryption Private Key as specified in 
their RA Agreement. End-user Subscriber Private Keys shall only be recovered under the circumstances 
permitted within the RA Agreement and QuoVadis Portal administrator guide. 

Escrowed Private Keys are stored in encrypted form using the QuoVadis Portal. Subscribers are notified when 
their Private Keys are escrowed. Properly authenticated Subscribers may subsequently retrieve their own 
Private Keys. 

In addition, properly authenticated RA Officers with specific Key Recovery permissions may request retrieval 
of a Subscriber’s Private Keys under the following conditions: 

• RAs must protect Subscriber’s escrowed Private Keys from unauthorised disclosure. 

• RAs may retrieve Subscriber’s escrowed Private Keys only for properly authenticated and 
authorised requests for recovery. 
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5.1.4. Water Exposures 
The cabinets housing QuoVadis’ CA and TSA systems are designed to prevent and protect against water 
exposure.  

5.1.5. Fire Prevention And Protection 
QuoVadis datacentres are equipped with fire suppression mechanisms.  

5.1.6. Media Storage 
QuoVadis protects its media from accidental damage, environmental hazards, unauthorised physical access, 
and from obsolescence/deterioration during the period that records are required to be retained. Backup files 
are created on a daily basis. QuoVadis backup files are maintained at either within the QuoVadis service 
operations area or in a secure off-site storage area. 

5.1.7. Waste Disposal 
All unnecessary copies of printed sensitive information are shredded on-site before disposal. All electronic 
media are physically destroyed or are overwritten multiple times to prevent the recovery of the data.  

5.1.8. Off-Site Backup 
An off-site location is used for the storage and retention of backup software and data. The off-site storage: 

i) is available to authorised personnel 24x7for the purpose of retrieving software and data; and 

ii) has appropriate levels of physical security in place (i.e., software and data are stored in fire-rated 
safes and containers which are located behind access-controlled doors in areas accessible only by 
authorised personnel). 

5.2. PROCEDURAL CONTROLS 
Administrative processes are dealt with and described in detail in the various documents used within and 
supporting the QuoVadis PKI. 
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systems updated with software patches and other maintenance needed for system stability and 
recoverability. 

5.2.1.4. Internal Auditors 

Internal Auditors are responsible for reviewing, maintaining, and archiving audit logs and performing or 
overseeing internal compliance audits to determine if QuoVadis, an Issuing CA, or RA is operating in 
accordance with this CP/CPS or approved registration procedures. 

5.2.1.5. RA Administrators 

RA Administrators manage the RA certificate management systems. 

5.2.1.6. Security Officers 

The Security Officer is responsible for administering and implementing security practices. 

5.2.2. Number of Persons Required Per Task 
QuoVadis requires that at least two people acting in a trusted role take action for the most sensitive tasks, 
such as activating QuoVadis’ Private Keys, generating a CA Key Pair, or backing up a QuoVadis Private Key. 
The Internal Auditor may serve to fulfill the requirement of multiparty control for physical access to the CA 
system but not logical access. 

5.2.3. Identification and Authentication For Each Role 
Persons filling trusted roles must undergo an appropriate security screening procedure commensurate to 
their role and access privileges are configured using the “least privileges” principle for the role. All personnel 
are required to authenticate themselves to CA, TSA, and RA systems before they are allowed access to 
systems necessary to perform their trusted roles.  

5.2.4. Roles Requiring Separation of Duties 
Trusted roles requiring a separation of duties include those performing: 

• authorisation functions such as the verification of information in Certificate Requests and certain 
approvals of Certificate applications and revocation requests, 

• backups, recording, and record keeping functions; 

• audit, review, oversight, or reconciliation functions; and 

• duties related to CA/TSA key management or CA/TSA administration. 

To accomplish this separation of duties, QuoVadis specifically designates individuals to the trusted roles 
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Without limitation, QuoVadis shall not be liable for employee conduct that is outside of their duties and for 
which QuoVadis has no control including, without limitation, acts of espionage, sabotage, criminal conduct, or 
malicious interference. 

5.3.2. Background Check Procedures 
QuoVadis verifies the identity of each employee appointed to a trusted role and performs a background check 
prior to allowing such person to act in a trusted role. QuoVadis requires each individual to appear in-person 
before a human resources employee whose responsibility it is to verify identity. The human resources 
employee verifies the individual’s identity using government-issued photo. Background checks may include a 
combination of the following as required; verification of individual identity, employment history, education, 
character references, social security number, previous residences, driving records, professional references, 
and criminal background.  

These procedures are subject to any limitations on background checks imposed by local law. To the extent 
one of the requirements imposed by this Section cannot be met by QuoVadis due to a prohibition or limitation 
in local law, QuoVadis utilises a substitute investigative technique permitted by law that provides 
substantially similar information, including but not limited to obtaining a background check performed by the 
applicable governmental agency.  

5.3.3. Training Requirements 
QuoVadis provides relevant skills training in QuoVadis’ PKI and TSA operations for the personnel performing 
information verification duties including:  

i) basic PKI knowledge;  
ii) software versions used by QuoVadis;  
iii) authentication and verification policies and procedures;  
iv) QuoVadis security principles and mechanisms;  
v) disaster recovery and business continuity procedures;  
vi) common threats to the validation process, including phishing and other social engineering tactics; 

and  
vii) CA/Browser Forum Guidelines and other applicable industry and government guidelines.  

 
QuoVadis maintains records of who received training and what level of training was completed. Registration 
Officers must have the minimum skills necessary to satisfactorily perform validation duties before being 
granted validation privileges. All Registration Officers are required to pass an internal examination on the EV 
Guidelines and the Baseline Requirements prior to validating and approving the issuance of Certificates. 

5.3.4. Retraining Frequency And Requirements 
Employees must maintain skill levels that are consistent with QuoVadis’ industry-relevant training and 
performance programs in order to continue acting in trusted roles. QuoVadis makes employees acting in 
trusted roles aware of any changes to QuoVadis’ operations as necessary for them to perform their role. If 
QuoVadis’ operations change, QuoVadis will provide documented training, in accordance with an executed 
training plan, to all employees acting in relevant trusted roles to those changes.  

5.3.5. Job Rotation Frequency And Sequence 
Not applicable.  

5.3.6. Sanctions for Unauthorised Actions 
QuoVadis employees and agents failing to comply with this CP/CPS, whether through negligence or malicious 
intent, are subject to internally maintained processes specifying guidance on administrative or disciplinary 
actions, up to and including termination of employment or agency and criminal sanctions.  
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5.3.7. Independent Contractor Requirements 
Independent contractors who are assigned to perform trusted roles are subject to the duties and 
requirements specified for such roles in this Section 5.3 and are subject to sanctions stated above in Section 
5.3.6.  

5.3.8. Documentation Supplied To Personnel 
Personnel in trusted roles are provided with the documentation necessary to perform their duties, including 
a copy of the CP/CPS, applicable CA/Browser Forum standards, and other technical and operational 
documentation needed to maintain the integrity of QuoVadis’ CA operations. Personnel are also given access 
to information on internal systems and security documentation, identity vetting policies and procedures, 
discipline-specific books, treatises and periodicals, and other information.  

5.4. AUDIT LOGGING PROCEDURES 

5.4.1. Types Of Events Recorded 
QuoVadis records details of the actions taken to process a Certificate Request and to issue a Certificate, 
including all information generated and documentation received in connection with the Certificate Request. 

QuoVadis logs the following events: 

• CA Certificate and key lifecycle management events; 

­ Certificate requests, renewal, and re-key requests, and revocation; 

­ Approval and rejection of Certificate Requests; 

­ Cryptographic device lifecycle management events; 

­ Generation of CRLs and OCSP entries; and 

­ Certificate Profiles management. 

• Subscriber Certificate lifecycle management events, including: 

­ Certificate Requests, renewal, and re-key requests, and revocation; 

­ Verification activities; 

­ Approval and rejection of Certificate Requests;  

­ Issuance of Certificates; and 

­ Generation of CRLs and OCSP entries. 

• 
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• Details of the of record. 

5.4.2. Frequency Of Processing Log 
As required, generally within at least once every two months, a QuoVadis administrator reviews the logs 
generated by QuoVadis’ systems, makes system and file integrity checks, and conducts a vulnerability 
assessment. The administrator may perform the checks using automated tools. During these checks, the 
administrator (i) checks whether anyone has tampered with the log, (ii) scans for anomalies or specific 
conditions, including any evidence of malicious activity, and (iii) if necessary, prepares a written summary of 
the review. Any anomalies or irregularities found in the logs are investigated. The summaries may include 
recommendations to DigiCert’s operations management committee and are made available to auditors upon 
request. QuoVadis documents any actions taken as a result of a review. 

5.4.3. Retention Period For Audit Log 
Audit logs relating to the Certificate lifecycle are retained as archive records for a period no less than eleven 
(11) years for Swiss Qualified Certificates and for seven (7) years for all other Certificates starting from the 
destruction of the CA Private Key or revocation or expiration of the Certificate. Certain high volume system 
generated logs are retained for 18 months based on a risk assessment. QuoVadis makes the audit logs 
available to auditors, as defined in Section 8, available upon request. 

5.4.4. Protection Of Audit Log 
The relevant audit data collected is regularly analysed for any attempts to violate the integrity of any element 
of the QuoVadis PKI. Only certain QuoVadis Trusted Roles and auditors may view audit logs in whole. 
QuoVadis decides whether particular audit records need to be viewed by others in specific instances and 
makes those records available. Consolidated logs are protected from modification and destruction. All audit 
logs are protected in an encrypted format via a Key and/or Certificate generated especially for the purpose of 
protecting the logs. 

5.4.5. Audit Log Backup Procedures 
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5.7.3. Entity Private Key Compromise Procedures 
If QuoVadis suspects that one of its CA Private Keys has been compromised, the PMA will convene a response 
team to assess the incident and take appropriate action. QuoVadis will meet the requirements of Section 1.1 
by following incident response plans whose steps generally include the following:  

i) Collect information related to the incident;  

ii) Determine the degree and scope of compromise; and report on the course of action that should be 
taken to correct the problem and prevent reoccurrence;  

iii) If appropriate, contact government agencies, law enforcement, and other interested parties and 
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In the case of natural persons, the Subscribers’ Private Key is maintained and used under their sole 
control and used only for Electronic Signatures. In the case of legal persons, the Private Key is 
maintained and used under their control and used only for Electronic Seals. 

6.1.3. Electronic Signature Public Key Delivery To Certificate Issuer 
Subscribers generate Key Pairs and deliver Public Keys to the Issuing CA in a secure and trustworthy manner, 
such as submitting a CSR message to a QuoVadis Portal.  

6.1.4. CA Public Key To Relying Parties 
QuoVadis’ Public Keys are provided to Relying Parties as specified in a certificate validation or path discovery 
policy file, as trust anchors in commercial browsers and operating system root stores, and/or as roots signed 
by other CAs. All Accreditation Authorities supporting QuoVadis Certificates and all Application Software 
Vendors are permitted to redistribute QuoVadis CA Certificates.  
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6.1.7. Key Usage Purposes (As Per X.509 V3 Key Usage Field) 
Private Keys corresponding to QuoVadis Root Certificates are not used to sign Certificates except in the 
following cases: 

i) Self-signed Certificates to represent the QuoVadis Root CAs; 

ii) Certificates for subordinate Issuing CAs and Cross Certificates;  

iii) Certificates for infrastructure purposes (administrative role certificates, internal CA operational 
device certificates); and 

iv) Certificates for OCSP Response verification. 

Subscriber Certificates assert key usages based on the intended application of the Key Pair and cannot include 
anyExtendedKeyUsage. Key usage bits and extended key usages are specified in Appendix A and Appendix B. 

An Issuing CA’s Private Keys may be used for Certificate signing and CRL and OCSP response signing and shall 
not be used for any other purpose.  

6.2. PRIVATE KEY PROTECTION AND CRYPTOGRAPHIC MODULE ENGINEERING 
CONTROLS 

All Participants in the QuoVadis PKI are required to take all appropriate and adequate steps to protect their 
Private Keys in accordance with the requirements of this QuoVadis CP/CPS. Without limitation to the 
generality of the foregoing, all Participants in the QuoVadis PKI must (i) secure their Private Key and take all 
reasonable and necessary precautions to prevent the loss, damage, disclosure, modification, or unauthorised 
use of their Private Key (to include password, Token or other activation data used to control access to the 
Private Key); and (ii) exercise sole and complete control and use of the Private Key that corresponds to their 
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access. Re-
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6.2.10. Method Of Destroying Private Key 
QuoVadis personnel, acting in trusted roles, destroy CA, RA, and status server Private Keys when no longer 
needed. Subscribers shall destroy their Private Keys when the corresponding Certificate is revoked or expired 
or if the Private Key is no longer needed. 

QuoVadis may destroy a Private Key by deleting it from all known storage partitions. QuoVadis also zeroizes 
the HSM device and associated backup tokens according to the specifications of the hardware manufacturer. 
This reinitializes the device and overwrites the data with binary zeros. If the zeroization or re-initialization 
procedure fails, QuoVadis will crush, shred, and/or incinerate the device in a manner that destroys the ability 
to extract any Private Key. Such destruction shall be documented. 

6.2.11. Cryptographic Module Rating 
The cryptographic modules used by the QuoVadis PKI are validated to FIPS 140-2 Level-3 and/or Common 
Criteria EAL 4 security standards or higher. 

 
For Qualified Certificates, the Subscriber Private Keys are generated and stored on a QSCD. 

 

For relevant Qualified Certificates, in accordance with the eIDAS Regulation, the Subscriber Private 
Keys are generated and stored on a QSCD that meets the requirements laid down in Annex II of 
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the Issuing CA’s Public Key term or that exceeds the routine re-key identification requirements specified in 
Section 3.1.1. 

6.4. ACTIVATION DATA 

6.4.1. Activation Data Generation And Installation 
QuoVadis activates the cryptographic module containing its CA Private Keys according to the specifications of 
the hardware manufacturer meeting the requirements of FIPS 140-2 Level-3 and/or Common Criteria EAL 4. 
The cryptographic hardware is held under two-person control as explained in Section 5.2.2 and elsewhere in 
this CP/CPS. QuoVadis will only transmit activation data via an appropriately protected channel and at a time 
and place that is distinct from the delivery of the associated cryptographic module. 

QuoVadis personnel and Subscribers are instructed to use strong passwords and to protect PINs and 
passwords that meet the requirements specified by the CA/Browser Forum’s Network Security Requirements 
and other relevant standards.  

6.4.2. Activation Data Protection 
If activation data must be transmitted, it shall be via a channel of appropriate protection, and distinct in time 
and place from the associated Cryptographic Module. PINs may be supplied to Users in two portions using 
different delivery methods, for example by e-
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ii) manage privileges to limit users to their assigned roles;;;

;
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QuoVadis’ Technically Constrained Subordinate CA Certificates include an Extended Key Usage (EKU) 
extension specifying all extended key usages for which the Subordinate CA Certificate is authorized to issue 
certificates. The anyExtendedKeyUsage KeyPurposeId does not appear in the EKU extension of publicly 
trusted certificates. 

7.1.3. Algorithm Object Identifiers 
QuoVadis Certificates are signed using one of the following algorithms or others as approved in accordance 
with Section 1.1:  

sha384WithRSAEncryption  [iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 12] 
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7.1.5. Name Constraints 
QuoVadis may include name constraints in the nameConstraints field when appropriate. For publicly-trusted 
TLS certificates, QuoVadis follows the requirements of Section 7.1.5 of the Baseline Requirements. 

7.1.5.1. Name-Constrained serverAuth CAs 

If the 
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7.2. CRL PROFILE 
If present, this extension cannot be marked critical. This extension must be present for a Root CA or Issuing 
CA Certificate, including Cross Certificates. This extension may be present for Certificates not technically 
capable of causing issuance, subject to the requirement that the CRLReason cannot be unspecified (0) or 
certificateHold (6).  

If a reasonCode CRL entry extension is present, the CRLReason must indicate the most apprd
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7.3. OCSP PROFILE 

7.3.1. OCSP Version Numbers 
The QuoVadis OCSP Responders conform to version 1, as defined by RFC 6960. If an OCSP response is for a 
Root CA or Issuing CA, including Cross Certificates, and that Certificate has been revoked, the 
revocationReason field within the RevokedInfo of the CertStatus is present and asserted. 

OCSP Responder Certificates have a maximum validity of 12 months. 

7.3.2. OCSP Extensions 
The singleExtensions of an OCSP response cannot contain the reasonCode (OID 2.5.29.21) CRL entry 
extension.  

7.4. LDAP PROFILE 
QuoVadis hosts a Repository in the form of a Lightweight Directory Access Protocol (LDAP) directory for the 
purpose of (i) storing and making available all X.509 v3 Certificates issued under the QuoVadis PKI, (ii) 
facilitating public access to download these Certificates for Subscriber and Relying Party requirements, and 
(iii) receiving (from the QuoVadis PKI), storing and making publicly available, regularly updated CRL v2 
information, for the purpose of Certificate R
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7.5. CERTIFICATE FIELDS AND ROOT CA CERTIFICATE HASHES 

7.5.1. Certificate Fields 
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7.5.2. QuoVadis Root Certificate Hashes 

https://www.quovadisglobal.com/repository
https://www.quovadisglobal.com/accreditations.
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8.2. IDENTITY AND QUALIFICATIONS 

https://www.quovadisglobal.com/accreditations
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9.2.4. Fiduciary Relationships 
QuoVadis is not the agent, fiduciary or other representative of any Subscriber and/or Relying Party and must 
not be represented by the Subscriber and/or Relying Party to be so. Subscribers and/or Relying Parties have 
no authority to bind QuoVadis by contract or otherwise, to any obligation. 

Participation in the QuoVadis PKI does not make any participant an agent, fiduciary, trustee, or other 
representative of any entity, legal or otherwise. Nothing contained in this QuoVadis CP/CPS or in any 
corresponding Subscriber or Relying Party Agreement shall be deemed to constitute QuoVadis, QuoVadis PKI 



   

 

 

https://www.quovadisglobal.com/privacy-policy
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QuoVadis hereby warrants (i) it has taken reasonable steps to verify that the information contained in any 
Certificate is accurate at the time of issue (ii) Certificates shall be revoked if QuoVadis believes or is notified 
that the contents of the Certificate are no longer accurate, or that the Private Key associated with a Certificate 
has been compromised in any way. 

QuoVadis makes no other warranties, and all warranties, express or implied, statutory or otherwise, are 
excluded to the greatest extent permissible by applicable law, including without limitation all warranties as to 
merchantability or fitness for a particular purpose. 

QuoVadis provides test certificates for all types of Certificates. 

9.6.2. RA Representations And Warranties 
RAs represent and warrant that: 

i) The RA’s certificate issuance and management services conform to the QuoVadis CP/CPS and 
applicable CA or RA Agreements; 

ii) 
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v) Promptly (a) request revocation of a Certificate, cease using it and its associated Private Key, and 
notify QuoVadis if there is any actual or suspected misuse or compromise of the Private Key 
associated with the Public Key included in the Certificate, and (b) request revocation of the 
Certificate, and cease using it, if any information in the Certificate is or becomes incorrect or 
inaccurate; 

vi) For Remote Identity Verification, use the identity proofing software distributed by QuoVadis. The 
Subscriber is obliged to agree with the processing of biometric data for identity verification purposes 
during Remote Identity Verification;  

vii) Ensure that individuals using Certificates on behalf of an organisation have received security training 
appropriate to the Certificate; 

viii) Use the Certificate only for authorised and legal purposes, consistent with the Certificate purpose, 
this CP/CPS, and the relevant Subscriber Agreement, including only installing TLS Server Certificates 
on servers accessible at the Domain listed in the Certificate and not using code signing Certificates to 
sign malicious code or any code that is downloaded without a user’s consent; and 

ix) Promptly cease using the Certificate and related Private Key after the Certificate’s expiration or 
revocation, or in the event that QuoVadis notifies the Subscriber that the QuoVadis PKI has been 
compromised. 

Subscriber Agreements may include additional representations and warranties. 

9.6.4. Relying Parties Representations And Warranties 
Relying parties are required to act in accordance with this CP/CPS and the Relying Party Agreement. A 
Relying Party must exercise Reasonable Reliance as set out in this Section.  

i) Prior to relying on the Certificate or other authentication product or service, Relying Parties are 
obliged to check all status information provided by QuoVadis related to the Certificate or other 
authentication product or service to confirm that the information was still valid and that the product 
or service had not expired or been revoked. For Certificates, this includes checking to ensure that 
each Certificate in the Certificate Chain is valid, unexpired, and non-revoked (by using any CRL or 
OCSP information available).  

 

To be relied upon as an EU Qualified Certificate, the CA/trust anchor for the validation of the 
Certificate shall be as identified in a service digital identifier of an EU Trusted List entry with 
service type identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC" for a QTSP. ETSI TS 119 
615 provides guidance on how to validate a Certificate against the EU 
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• the Relying Party has, at the time of that reliance, acted in good faith and in a manner 
appropriate to all the circumstances known, or circumstances that ought reasonably to have 
been known, to the Relying Party;  

• the Relyin
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HEREOF WILL NOT EXCEED THE AMOUNTS PAID BY OR ON BEHALF OF SUBSCRIBER TO QUOVADIS IN THE 
TWELVE MONTHS PRIOR TO THE EVENT GIVING RISE TO SUCH LIABILITY, REGARDLESS OF WHETHER 
SUCH LIABILITY ARISES FROM CONTRACT, INDEMNIFICATION, WARRANTY, TORT (INCLUDING 
NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, AND REGARDLESS OF WHETHER QUOVADIS HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE. NO CLAIM, REGARDLESS OF FORM, WHICH IN 
ANY WAY ARISES OUT OF THIS CP/CPS, MAY BE MADE OR BROUGHT BY SUBSCRIBER OR SUBSCRIBER’S 
REPRESENTATIVES MORE THAN ONE (1) YEAR AFTER THE BASIS FOR THE CLAIM BECOMES KNOWN TO 
SUBSCRIBER. 

 

For Swiss Qualified Certificates, QuoVadis liability is in accordance with Articles 17, 18, 19 of 
ZertES. 

 

For EU Qualified Certificates, QuoVadis liability is in accordance with Extract 37 and Article 
13 of the eIDAS Regulation. 

9.9. INDEMNITIES 

9.9.1. Indemnification By QuoVadis  
To the extent permitted by applicable law, QuoVadis shall indemnify each Application Software Vendor 
against any claim, damage, or loss suffered by an Application Software Vendor related to an Certificate issued 
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9.10.2. Termination 
This CP/CPS as amended from time to time shall remain in force until it is replaced by a newer version. 

9.10.3. Effect Of Termination And Survival 
The conditions and effect resulting from termination of this CP/CPS will be communicated via the QuoVadis 
website upon termination. That communication will outline the provisions that may survive termination of 
this CP/CPS and remain in force. The responsibilities for protecting business confidential and private 
personal information shall survive termination, and the terms and conditions for all existing Certificates shall 
remain valid for the remainder of the validity periods of such Certificates. 

9.11. INDIVIDUAL NOTICES AND COMMUNICATIONS WITH PARTICIPANTS 
QuoVadis accepts notices related to this CP/CPS at the locations specified in Section 2.2. Notices are deemed 
effective after the sender receives a valid and digitally signed acknowledgment of receipt from QuoVadis. If an 
acknowledgement of receipt is not received within five days, the sender must resend the notice in paper form 
to the street address specified in Section 2.2 using either a courier service that confirms delivery or via 
certified or registered mail with postage prepaid and return receipt requested. QuoVadis may allow other 
forms of notice in its Subscriber Agreements.  

Notices to Application Software Vendors are sent out in accordance with the respective requirements. 

9.12. AMENDMENTS 

9.12.1. Procedure For Amendment 
Amendments to this CP/CPS are made and approved by the QuoVadis PMA at least annually. Amendments are 
made by posting an updated version of the CP/CPS to the R

https://www.quovadisglobal.com/repository
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i) Arbitration: In the event a dispute is allowed or required to be resolved through arbitration, the 
parties will maintain the confidential nature of the existence, content, or results of any arbitration 
hereunder, except as may be necessary to prepare for or conduct the arbitration hearing on the 
merits, or except as may be necessary in connection with a court application for a preliminary 
remedy, a judicial confirmation or challenge to an arbitration award or its enforcement, or unless 
otherwise required by law or judicial decision.  

ii) Class Action and Jury Trial Waiver: THE PARTIES EXPRESSLY WAIVE THEIR RESPECTIVE RIGHTS TO 
A JURY TRIAL FOR THE PURPOSES OF LITIGATING DISPUTES HEREUNDER. Each party agrees that 
any dispute must be brought in the respective party’s individual capacity, and not as a plaintiff or 
class member in any purported class, collective, representative, multiple plaintiff, or similar 
proceeding (“Class Action”). The parties expressly waive any ability to maintain any Class Action in 
any forum in connection with any dispute. If the dispute is subject to arbitration, the arbitrator will 
not have authority to combine or aggregate similar claims or conduct any Class Action nor make an 
award to any person or entity not a party to the arbitration. Any claim that all or part of this Class 
Action waiver is unenforceable, unconscionable, void, or voidable may be determined only by a court 
of competent jurisdiction and not by an arbitrator. 

 

For Swiss Qualified Certificates such arbitration shall, unless agreed otherwise between the 
parties, take place in Switzerland. 

 

For Qualified Certificates issued in accordance with eIDAS, arbitration for disputes related to 
financial or commercial matters will be dealt with in the country of the relevant QuoVadis entity 
named in the contract with the client. Arbitration for Certificate-related disputes will be dealt with 
in the country named in relevant QuoVadis Issuing CA Certificate. 

9.14. GOVERNING LAW 
The (i) laws that govern the interpretation, construction, and enforcement of this Agreement and all matters, 
claims or disputes related to it, including tort claims, and (ii) the courts or arbitration bodies that have 
exclusive jurisdiction over any of the matters, claims or disputes contemplated in sub-Section (i) above, will 
each depend on where Customer is domiciled, as set forth in the table below.  

In instances where the International Chamber of Commerce is designated below as the court or arbitration 
body with exclusive jurisdiction of such matters, claims or disputes
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Customer is Domiciled in: Governing Law is laws 
of: 

Court or arbitration body with exclusive 
jurisdiction: 
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10. APPENDIX A  

10.1. CERTIFICATE PROFILES  
Within the QuoVadis PKI an Issuing CA can only issue Certificates with approved Certificate Profiles. All 
Certificate Profiles within the QuoVadis PKI are detailed below.  

Procedures for Subscriber registration as well as descriptions of fields are described below for each type of 
Certificate issued. Additionally, specific Certificate Policies and QuoVadis’ liability arrangements that are not 
described in this CP/CPS may be drawn up under contract for individual Subscribers.  

10.1.1. QuoVadis Certificate Class 
Certificate 
Class 

Description Policy OID Assurance 
Level 

Requires 
token?  

QV 
Standard 

Based on the ETSI 
Lightweight Certificate Policy 
(LCP), which has the policy 
identifier OID 0.4.0.2042.1.3 

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.100 

ETSI policy identifier OID: 
0.4.0.2042.1.3 (optional) 

Low Optional 

QV 
Advanced 

Based on the ETSI 
Normalised Certificate Policy 
(NCP), which has the OID 
0.4.0.2042.1.1. Features face-
to-face (or equivalent) 
authentication of holder 
identity and organisational 
affiliation (if included). 
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Certificate 
Class 

Description Policy OID Assurance 
Level 

Requires 
token? 
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10.1.2. Key Usage And Escrow 
Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for optional 
Key Escrow, according to the following table: 

Certificate 
Type 

Key Usage/  
Extended Key 
Usage Options 

Applicability to QuoVadis Certificate Classes 

QV Standard QV Advanced QV Advanced 
+ 

QV Qualified 

Signing and 
Encryption 

Key Usage 
digitalSignature 
nonRepudiation 
keyEncipherment 

Extended Key 
Usage 
smartcardlogon 
clientAuth 
emailProtection 
documentSigning 
enrolmentAgent 

Allowed 
(Escrow only 
permitted for 
certain Issuing 
CAs. Not 
permitted for 
any CAs on 
EUTL) 

Allowed 
(Escrow only 
permitted for 
certain Issuing 
CAs. Not 
permitted for 
any CAs on 
EUTL) 

Allowed 
(Escrow not 
permitted) 

Not Allowed 

Signing Key Usage 
digitalSignature 
nonrepudiation 

Extended Key 
Usage 
smartcardlogon 
clientAuth 
emailProtection  
documentSigning 
enrolmentAgent 

Allowed 
(Escrow not 
permitted) 

Allowed 
(Escrow not 
permitted) 

Allowed 
(Escrow not 
permitted) 

Allowed 
(Escrow not 
permitted) 

Encryption Key Usage 
keyEncipherment 

Extended Key 
Usage 
emailProtection 

Allowed 
(Escrow 
permitted) 

Allowed 
(Escrow 
permitted) 

Allowed 
(Escrow not 
permitted) 

Not Allowed 

Authentication Key Usage 
digitalSignature 

Extended Key 
Usage 
smartcardlogon 
clientAuth 
enrolmentAgent 

Allowed 
(Escrow not 
permitted) 

Allowed 
(Escrow not 
permitted) 

Allowed 
(Escrow not 
permitted) 

Not Allowed 

 

The Certificate Profiles that follow indicate the fields which are VARIABLE on initial registration by the 
Subscriber (“Holder Variable”) and those which are FIXED by the Issuing CA either based on policy or by IETF 
Standard, applicable law, or regulation. 
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10.2. QV STANDARD 
Purpose 

Standard Certificates provide flexibility for a range of uses appropriate to their reliance value including S/MIME, 
electronic signatures, authentication, and encryption. 

Registration Process 

Validation procedures for QuoVadis Standard Certificates collect either direct evidence or an attestation from an 
appropriate and authorised source of the identity (such as name and organisational affiliation) and other 
specific attributes of the Subject. 

Subjects may include an Individual (natural person); an Organisation (legal person); or a natural person, device, 
or system identified in association with an Organisation.  Identity proofing may be conducted via physical 
presence; Remote Identity Verification (RIV1-4), reliance on electronic signature, or video verification. 

Attribute Values Comment 

Subject Tvs
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10.3. QV ADVANCED 
Purpose 
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10.4. QV ADVANCED + 
Purpose 

QuoVadis Advanced+ Certificates are used for the same purposes as QuoVadis Advanced Certificates, with the 
only difference being that they are issued on a Secure Cryptographic Device. The QuoVadis Advanced+ 
Certificate Class is trusted in the Adobe Approved Trust List (AATL). 

Registration Process 

QuoVadis Advanced+ Certificates are based on with the Normalised Certificate Policy (NCP+) described in ETSI 
EN 319 411-1. 

Subjects may include an Individual (natural person); an Organisation (legal person); or a natural person, device, 
or system identified in association with an Organisation. See Section 3.2.2 and 3.2.3. Identity proofing may be 
conducted via physical presence, Remote Identity Verification, or reliance onelectronic signature. AATL 
Certificates may use RIV1 or higher, ETSI Certificates may use RIV4 for NFC with RIV2 as a fallback option if NFC 
is not available. 

QuoVadis Advanced+ Certificates must be issued on a Secure Cryptographic Device either held by the Subscriber 
or managed by QuoVadis and adhere to the following requirements: 

• Secure Cryptographic Device storage, preparation, and distribution is securely controlled by CA or 
RA; 

• User activation data is securely prepared and distributed separately from the Secure Cryptographic 
Device; 

• If keys are generated under the Subscriber’s control, they are generated within the Secure 
Cryptographic Device used for signing or decrypting; 

• The Subscriber’s Private Key can be maintained under the subject's sole control; and 

• Only use the Subscriber’s Private Key for signing or decrypting with the Secure Cryptographic 
Device. 

Attribute Values Comment 

Subject /CN (mandatory) 
= Natural Person (/GN+/SN or Pseudonym) 
= Legal Person (/O) 

/GN (mandatory if CN without Pseudonym)    
/SN (mandatory if CN without Pseudonym)  

Pseudonym (optional 
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1.2.840.113583.1.1.9.2 Adobe Archive RevInfo 
(long term validation) 

Key Usage (Critical) digitalSignature (optional) 
nonRepudiation 
keyEncipherment (optional) 

Variable 
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/E (optional) 
/L (optional) /ST (optional) /C (mandatory)  

SAN /E 
1.3.6.1.4.1.311.20.2.3 UPN  

Variable 

Certificate Policies  1.3.6.1.4.1.8024.1.300 QV Advanced+ Certificate 
0.4.0.2042.1.2 ETSI NCP+ OID 

URL: 
https://www.quovadisglobal.com/repository 

User Notice:  Regulated certificate 

Fixed 
 

Adobe Acrobat Trust List  1.2.840.113583.1.1.9.1 Adobe Time-stamp  
(link to TSA) 

1.2.840.113583.1.1.9.2 Adobe Archive RevInfo 
(long term validation) 

Optional 

Key Usage (Critical) digtalSignature Fixed 

Extended Key Usage clientAuth 
emailProtection 
smartcardlogon 

Fixed 

 

10.4.2. Swiss Regulated Certificate issued to a Legal Person (Company Seal) 
Purpose 

Swiss Regulated Certificates (non qualified) issued under the Swiss Federal signature law (ZertES) are included 
in the QV Advanced+ Certificate Class. They are issued out of Swiss Regulated CAs and have the notice text 
“regulated certificate” in the CertificatePolicies user notice. Swiss Qualified Certificates are described in a 
separate Section of this CP/CPS. 

Registration Process 

Swiss Regulated Certificates are issued in accordance with the ZertES requirements using the QuoVadis Signing 
Service. The guidelines in TAV-ZERTES apply to the specification of Swiss Regulated Certificates. 

For the issuance and life cycle management of Swiss Regulated Certificates, QuoVadis adheres to the same 
organisational and operational procedures and uses the same technical infrastructure as for a ZertES compliant 
Qualified Certificate. 

Subjects may include an Organisation (legal person). Only methods approved for ZertES may be used to verify 
the identity, authorisation, and approval of the authorised representative of the legal person. See Section 3.2.2 
and 3.2.3. Identity proofing may be conducted via physical presence, Remote Identity Verification (RIV4 for NFC 
with RIV2 as a fallback option if NFC is not available), reliance on electronic signature, or video verification (in 
enrolments involving Financial Intermediaries).  

Only a valid passport or national ID which allows entrance into Switzerland is accepted as evidence. Storage of 
personal data is in accordance with ZertES 

Private Keys for Swiss Regulated Certificates are generated and stored on a Hardware that meets FIPS PUB 140-
2 level 3 or EAL 4 standards. This Hardware is either a USB-token handed out to clients or an HSM located in a 
QuoVadis datacentre. The level of assurance using an HSM aims to be the same as achieved by a stand-alone 
SSCD. Access by the Subscriber to the keys is protected using multifactor authentication. 

Swiss Regulated Certificates have a maximum validity of three years. 

 



   

 

 

  

 

75 

Attribute Values Comment 

Subject /CN (mandatory) = /O 

/O (mandatory)  
/OU (optional)   
organizationalIdentifier (optional) 
/E (optional) 
/L /ST /C (mandatory)  

See definitions in 
Section 7.1.1 

Variable 

SAN /E Variable 

Certificate Policies  1.3.6.1.4.1.8024.1.300 QV Advanced+ Certificate 
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Subjects may include an Individual (natural person) or a natural person identified in association with an 
Organisation. Only methods approved for eIDAS Qualified Certificates may be used.  See Section 3.2.2 and 3.2.3. 
Identity proofing may be conducted via physical presence, Remote Identity Verification (for Netherlands 
Qualified, RIV4 only; for Belgium Qualified, RIV4 for NFC with RIV2 as a fallback option if NFC is not available), 
or reliance on Qualified Electronic Signature.  

These Certificates require a QSCD that meets the requirements laid down in Annex II of the eIDAS Regulation. 
The Subscriber's obligations (or respectively the obligations on the TSP managing the key on their behalf) 
require that the Private Key is maintained (or respectively is used) under the Subject's sole control. 

Attribute Values 
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keyEncipherment (optional) 

Extended Key Usage clientAuth (optional) 
emailProtection 
documentSigning 

Variable 
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Attribute Values Comment 

Subject /CN (mandatory) 
= Natural Person (/GN+/SN or Pseudonym) 

/GN (mandatory if CN without Pseudonym)    
/SN (mandatory if CN without Pseudonym)  

Pseudonym (optional if natural person) 

/T (optional) 
/O (optional)  
/OU (optional)   
organizationalIdentifier (optional) 
/serialNumber (optional) 
/E (optional) 
/L (optional) /ST (optional) /C (mandatory)  

If serialNumber is present then it must be 
structuTd
t443Q2-37.8 2 (s)2. (Td
tr.6 ( )]TJ
-0.001 Tc 0.0016.434.217 0 TS)1eo(a)-7 (tio)-12.2())]TJ
0 Tc 03.145.337 0 Td
( )Tj
0.001 Tc -0.001 Tw 0.217 0 T5 ( p)0.1 ( p)0. 
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id-etsi-qcs-QcPDS 
(0.4.0.1862.1.5) id-etsi-qcs-5 

URL= 
https://www.quovadisglobal.com/repository 

Language = EN 

Fixed 

id-qcs-pkixQCSyntax-v2 
(1.3.6.1.5.5.7.11.2) 

0.4.0.194121.1.1 (id-etsi-qcs-semanticsId-
Natural) (optional semantics identifier OID that is 
included in QuoVadis Certificates) 

Fixed 

id-etsi-qcs-QcCompliance 
(0.4.0.1862.1.1) id-etsi-qcs-1 

esi4-qcStatement-1: Claim that the certificate is 
an EU Qualified Certificate in accordance with 
Regulation EU No 910/2014 

Fixed 

 

10.5.3. eIDAS Qualified Certificate issued to a Legal Person on a QSCD 
Purpose 

The purpose of these EU Qualified Certificates are to identify the Subscriber with a high level of assurance, for 
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Adobe Acrobat Trust List  1.2.840.113583.1.1.9.1 Adobe Time-stamp  
(link to TSA) 

1.2.840.113583.1.1.9.2 Adobe Archive RevInfo 
(long term validation) 

Optional 

Key Usage (Critical) Nonrepudiation 
digitalSignature (optional) 

Variable 

Extended Key Usage clientAuth (optional) 
emailProtection (optional) 
documentSigning (optional) 

Variable (at least one 
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Registration Process 
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• 2 character ISO 3166 [7] country code 
representing the NCA country; 

• hyphen-minus "-" (0x2D (ASCII), U+002D 
(UTF-8)); and 

• 2-8 character NCA identifier (A-Z uppercase 
only, no separator) 

• hyphen-minus "-" (0x2D (ASCII), U+002D 
(UTF-8)); and 

• PSP identifier (authorisation number as 
specified by the NCA). 

SAN /E Variable 

https://www.quovadisglobal.com/repository
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Certificate Policies  1.3.6.1.4.1.8024.1.40



   

 

 

  

 

86 

10.7.1. Grid Certificates 
This Section provides an overview of the requirements and Certificate contents for Grid Certificates issued in 
accordance with the requirements of the International Grid Trust Federation (IGTF) or one of its member 
bodies.  

All Grid End User Certificates and Grid Server Certificates issued must comply with the Grid Certificate Profile 
as defined by the Open Grid Forum GFD.125.  

All Grid Certificates will be issued to Applicants based on cryptographic data generated by the Applicant, or 
based on cryptographic data that can be held only by the Applicant on a secure hardware token. Any single 
subject Distinguished Name must be linked to one and only one entity and must not be linked to any other 
entity over the life of the CA. Pseudonyms will not be allowed for Grid Certificates. Private Key archival or 
escrow is forbidden for all Grid Certificates. Revocation requests must be properly authenticated before they 
are accepted. Revocation requests can be made by end entities, RAs and QuoVadis. Others can also request 
revocation if they can sufficiently prove compromise of the associated Private Key. Subscribers must request 
revocation as soon as possible. This should be within one working day after detection of loss or compromise 
of the Private Key pertaining to the Certificate, or if the data in the Certificate is no longer valid. Proxy 
Certificates will be supported in relation to Grid Certificate. A Grid Certificate must be revoked if a related 
Proxy Certificate is compromised in any way. The maximum Certificate Revocation List lifetime for Grid 
Certificates is 30 days. 

Grid Certificate Re-Keying can only take place if the Subscriber is already in possession of a valid Grid 
Certificate and uses this Certificate to submit the Re-Key request. Certificates can only be Re-Keyed for up to a 
maximum of 3 years, after which period the Subscriber is required to apply for a new Certificate. If the 
Subscriber has lost their Private Key, or if their existing Certificate has expired, they will need to apply for 
new Certificate. 

10.7.1.1. Grid End User Certificate 

Purpose 

Grid technology provides the software infrastructure for sharing of computing resources across various 
domains. The purpose of a Grid End User Certificate is to help the Subscriber to access the Grid services that 
require Certificate-based authentication. 

Registration Process 

The identity vetting of all Applicants must be performed by an approved RA. Face to face registration is required 
at the RA or alternatively the Applicants can have their identity vetted at a post office providing an approved 
identity vetting service. The Applicant must present a valid photo ID and/or valid official documents in 
accordance with formally documented RA procedures. The RA is responsible for recording, at the time of 
validation, sufficient information regarding the Applicant to identify the Applicant. The RA is responsible for 
maintaining documented evidence on retaining the same identity over time. The Certificate request submitted 
for certification must be bound to the act of identity vetting. 

Digital Certificate Delivery 

All successful Grid End User Certificate Requests will be processed by the QuoVadis Grid Issuing CA. QuoVadis 
will not generate the Private Keys for Grid End User Certificates. If software tokens are used, the Private Key 
must be protected with a strong pass phrase that follows current best practices for choosing high-quality 
passwords. 

Attribute Values Comment 

Issuer /CN = Variable 
/O = QuoVadis Limited  /C = BM 

Fixed 



   

 

 

  

 

87 

Subject /CN (mandatory) 
= Natural Person (/GN+/SN) 

/O (mandatory) /OU (optional)   
/L (optional)  
/ST (optional)  
/C (mandatory)  

See definitions in 
Section 7.1.1 

Variable 

Domain Components (DC) DC=com, DC=quovadisglobal, DC=grid, 
DC=<organisation identifier>, DC=users 

Holder Variable 

SAN /E Variable 

Certificate Policies  1.3.6.1.4.1.8024.0.1.10.0.0 QV Grid  
1.2.840.113612.5.2.2.1 IGTF Classic 
Authentication Profile 

Fixed 
 

Key Usage (Critical) digitalSignature 
keyEncipherment 
dataEncipherment 

Fixed 

Extended Key Usage clientAuth 
emailProtection



   

 

 

  

 

88 



http://www.quovadisglobal.com/repository
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This field MAY include two or more Certificate Transparency proofs 
from approved CT Logs. 

 

Purposes of Business SSL 

QuoVadis Business SSL Certificates are intended for use in establishing web-based data communication 
conduits via TLS protocols. The primary purposes of a Business SSL Certificate are to: 

• Identify the individual or entity that controls a website; and 

• Facilitate the exchange of encryption keys in order to enable the encrypted communication of 
information over the Internet between the user of an Internet browser and a website. 

QuoVadis Certificates focus only on the identity of the Subject named in the Certificate, and not on the 
behaviour of the Subject. As such, Certificates are not intended to provide any assurances, or otherwise 
represent or warrant: 

• That the Subject named in the Certificate is actively engaged in doing business; 

• That the Subject named in the Certificate complies with applicable laws; 

• That the Subject named in the Certificate is trustworthy, honest, or reputable in its business 
dealings; or 

• That it is “safe” to do business with the Subject named in the Certificate. 

Eligible Applicants 

Individuals (natural persons), incorporated entities, government entities, general partnerships, 
unincorporated associations, and sole proprietorships may apply for QuoVadis Business SSL Certificates. 

Verification Requirements 

Identity: QuoVadis verifies the identity and address of the organisation and that the address is the Applicant’s 
address of existence or o2.7 (c)-5.8 (e)-6.9 ( o)-12.7 (l)-7.i 9
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iv) Verifies the Certificate Requester’s authority to request a Certificate and the authenticity of the 
Certificate Request using a verified method of communication. 

A Declaration of Identity is a written document that consists of the following: 

i) the identity of the person performing the verification, 

ii) a signed declaration by the v
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