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Important Notice about this Document  
 
This document is the PKI Disclosure Statement (PDS) of QuoVadis Limited (QuoVadis), a company of 
DigiCert, Inc.  The purpose of this document is to summarise the key points of the QuoVadis CP/CPS 
for the benefit of Subscribers and Relying Parties. 
 
This document does not substitute or replace the Certificate Policy/Certification Practice Statement 
(CP/CPS) under which Certificates issued by QuoVadis are issued.  This PDS relates to the following 
CP/CPS documents: 
 

•  CP/CPS for QuoVadis Root CA 1 G3, QuoVadis Root CA 3, and QuoVadis Root CA 3 G3  
•  CP/CPS for QuoVadis Root CA 2 and QuoVadis Root CA 2 G3 

 
You must read the relevant CP/CPS at https://www.quovadisglobal.com/repository before you apply 

https://www.quovadisglobal.com/repository
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Version Control:  
 

Author  Date Version  Comment 
QuoVadis PMA 27 May 2008 1.0 Based on ETSI TS101 456 model disclosure 

statement 
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1. CA CONTACT INFO 
 
Website:  https://www.quovadisglobal.com/  
Repository:  https://www.quovadisglobal.com/repository  
Customer complaints email: qvcomplaints@digicert.com 
 

Bermuda  
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2. CERTIFICATE TYPE, VALIDATION, PROCEDURES AND USAGE 
 
Within the QuoVadis PKI an Issuing CA can only issue Certificates with approved Certificate Profiles. The 
procedures for Subscriber registration and validation are described below for each type of Certificate issued.  
Additionally, specific Certificate Policies and QuoVadis’ liability arrangements that are not described below or 
in the CP/CPS may be drawn up under contract for individual customers.  Please refer to the CP/CPS for the 
full details.   
 
Please note that where the term “Qualified Certificate” is used in this document it is consistent with the  

https://webgate.ec.europa.eu/tl-browser/%23/trustmark/R30A.30Ae730Ae730Ae7
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Certificate 
Class 

Description  Policy OID Assurance 
Level 

Requires 
token?  
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Certificate 
Class 

Description  Policy OID Assurance 
Level 

Requires 
token?  

 QuoVadis Qualified 
Certificate not on a QSCD, 
where the device is managed 
by a QTSP. 

Relevant to the Policy in ETSI 
EN 319 411-2 for:  

EU Qualified Certificates 
issued to a natural person 
(QCP-n), with the OID 
0.4.0.194112.1.0  

EU Qualified Certificates 
issued to a legal person (QCP-
l), with the OID 
0.4.0.194112.1.1  

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.460  

 
ETSI policy identifier OIDs: 
0.4.0.194112.1.0  
(QCP-n) 

 
 

 
0.4.0.194112.1.1  
(QCP-l)  

High No 

QV Closed 
Community 

Used for reliance by 
members of the Issuer 
community only. Policies are 
defined in the CP/CPS of the 
Issuing CA. 

1.3.6.1.4.1.8024.1.500 Medium Optional 

QV Device Issued to devices, including 
Time-stamp Certificates. 

1.3.6.1.4.1.8024.1.600 Medium Optional 

 
QuoVadis provides test certificates for all types of Certificates. 
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2.2. KEY USAGE AND ARCHIVE 
 
Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for Key 
Escrow, according to the following table:  
 

QuoVadis 
Certificate 
Type 

Key Usage/ 
Extended Key Usage 
Options  

Applicability to QuoVadis Certificate Class es 

QV Standard QV Advanced QV Advanced + QV Qualified  

Signing and 
Encryption  
 

Key Usage 
digitalSignature 
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2.3. IDENTITY AUTHENTICATION 
If the Subject is an Organisation (legal person), evidence shall be provided of: 

i)  Full name of the legal person;  
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2.4. CERTIFICATE CLASSES 

2.4.1. QV Standard 
 

Purpose 
Standard Certificates provide flexibility for a range of uses appropriate to their reliance value including 
S/MIME, electronic signatures, authentication, and encryption. 
 
Registration Process  
Validation procedures for QuoVadis Standard Certificates collect either direct evidence or an attestation 
from an appropriate and authorised source of the identity (such as name and organisational affiliation) 
and other specific attributes of the Subject. 
 
Subjects may include an Individual (natural person); an Organisation (legal person); or a natural person, 
device, or system identified in association with an Organisation.  Identity proofing may be conducted via 
physical presence, Remote Identity Verification (RIV1-4), reliance on electronic signature, or video 
verification. 
 

 

2.4.2. QV Advanced 
 

Purpose 
QV Advanced Certificates provide reliable verification  of the Subject’s identity and may be used for a 
broad range of applications including Digital Signature, encryption, and authentication.  
 
Registration Process  
Validation procedures for Advanced Certificates are based on the Normalised Certificate Policy (NCP) 
described in ETSI EN 319 411-1.   
 
Subjects may include an Individual (natural person); an Organisation (legal person); or a natural person, 
device, or system identified in association with an Organisation. See Section 3.2.2 and 3.2.3 of the relevant 
CP/CPS. Identit y proofing may be conducted via physical presence, Remote Identity Verification (RIV4 for 
NFC with RIV2 as a fallback option if NFC is not available), or reliance on electronic signature. 
 
If the Subscriber is a natural person who is identified in association with a legal person (organisational 
entity), additional evidence shall be provided of: 

•  Full name and legal status of the associated legal person; 
•  Any relevant existing registration information (e.g. company registration) of the associated 

legal person; and 
• Evidence that the Subscriber is affiliated with the legal person. 

 
If the Subscriber is a legal person (organisational entity), evidence shall be provided of: 

•  Full name of the legal person; and 
• Reference to a nationally recognized registration or other attributes which may be used to, as 

far as possible, distinguish the legal person from others with the same name. 
 
If the Subscriber is a device or system operated by or on behalf of a legal person, evide
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2.4.3. QV Advanced + 
 

Purpose 
QuoVadis Advanced+ Certificates are used for the same purposes as Advanced Certificates, with the only 
difference being that they are issued on a Secure Cryptographic Device either held by the Subscriber or 
managed by QuoVadis.  The QuoVadis Advanced+ Certificate Class is trusted in the Adobe Approved Trust 
List (AATL). 
 
Swiss Regulated Certificates issued under the Swiss Federal signature law (ZertES) are included in the 
Advanced+ class.   
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“QuoVadis Swiss Regulated CA G1” and have the notice text “qualified certificate” in the CertificatePolicies 
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details are provided by the Certificate Applicant and confirmed by QuoVadis using authentic information 
from the NCA. 
 

 

2.4.4.4. eIDAS Qualified Certificate issued to a Legal Person 
 

Purpose 
The purpose of these EU Qualified C
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ii)  Extended Validation SSL Certificates  are issued in compliance with the “Guidelines for the Issuance and 
Management of Extended Validation Certificates” published by the CA/Browser Forum (OID 
1.3.6.1.4.1.8024.0.2.100.1.2).   

iii)  Qualified Website Authentication Certificates (QWAC) are Certificates issued in compliance with the 
eIDAS Regulation (OID 0.4.0.194112.1.4) or for PSD2 (also with OID 0.4.0.19495.3.1).  See also Section 
2.6.6. 
 

Validation of Domain and Email Authorisation and Control  
For each FQDN listed in a TLS 
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SUBSCRIBER OR SUBSCRIBER’S REPRESENTATIVES MORE THAN ONE (1) YEAR AFTER THE BASIS FOR THE 
CLAIM BECOMES KNOWN TO SUBSCRIBER. 
 

•  For Swiss Qualified Certificates, QuoVadis liability is in accordance with Articles 17, 18, 19 of 
ZertES. 

•  For EU Qualified Certificates, QuoVadis liability is in accordance with Extract 37 and Article 13 of 
the eIDAS Regulation. 

 

4. OBLIGATIONS OF SUBSCRIBERS 
 
Prior to being issued and receiving a Certificate, Subscribers are solely responsible for any 
misrepresentations they make to third parties and for all transactions that use Subscriber’s Private Key, 
regardless of whether such use was authorised. Subscribers are required to notify QuoVadis and any 
applicable RA if a change occurs that could affect the status of the Certificate. 
QuoVadis requires, as part of the Subscriber Agreement or Terms of Use, that the Applicant make the 
commitments and warranties in this section for the benefit of QuoVadis and all Relying Parties and 
Application Software Vendors. This make take the form of either:  

i)  The Applicant’s agreement to the Subscriber Agreement with QuoVadis; or 

ii)  The Applicant’s acknowledgement of the Terms of Use. 

Subscribers represent to QuoVadis, Application Software Vendors, and Relying Parties that, for each 
Certificate, the Subscriber will: 

i)  Securely generate its Private Keys and protect its Private Keys from compromise, and exercise sole 
and complete control and use of its Private Keys.; 

ii)  Provide accurate and complete information when communicating with QuoVadis, and to respond to 
QuoVadis’ instructions concerning Key Compromise or Certificate misuse; 

iii)  Confirm the accuracy of the certificate data prior to installing or using the Certificate; 

iv)  
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6. LIMITED WARRANTY AND DISCLAIMER/LIMITATION OF LIABILITY 
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hearing on the merits, or except as may be necessary in connection with a court application for a 
preliminary remedy, a judicial confirmation or challenge to an arbitration award or its 
enforcement, or unless otherwise required by law or judicial decision.  

•  Class Action and Jury Trial Waiver: THE PARTIES EXPRESSLY WAIVE THEIR RESPECTIVE 
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