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Important Note About this Document 

 
This document is the Certificate Policy/Certification Practice Statement (CP/CPS) of QuoVadis 
Limited (QuoVadis), a company of DigiCert, Inc. It contains an overview of the practices and 
procedures that QuoVadis employs for its operation as a Certification Authority (CA)
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1. INTRODUCTION 

1.1. OVERVIEW 
This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the certification processes that 
QuoVadis Root CA2 uses in the generation, issue, use, and management of Certificates and serves to notify 
Subscribers and Relying Parties of their roles and responsibilities concerning Certificates. The term 
“QuoVadis Root CA2” applies to all generations of this Root. 
QuoVadis ensures the integrity of its Public Key Infrastructure (PKI) operational hierarchy by binding 
Participants to contractual agreements. This CP/CPS is not intended to create a contractual relationship 
between QuoVadis and any Participant in the QuoVadis PKI. Any person seeking to rely on Certificates or 
participate within the QuoVadis PKI must do so pursuant to definitive contractual documentation. 

QuoVadis issues four forms of Certificates according to the terms of this CP/CPS: 
i) Business SSL Certificates are Organisation Validated (OV) Certificates for which limited 

authentication and authorisation checks are performed on the Subscriber and the individuals acting 
for the Subscriber. 

ii) Extended Validation SSL Certificates are issued in compliance with the EV Guidelines published by 
the CA/Browser Forum. The EV Guidelines are intended to provide enhanced assurance of identity of 
the Subscriber by enforcing uniform and detailed validation procedures across all EV-issuing CAs. 

iii) Qualified Website Authentication Certificates (QWAC) (QCP-w) are issued in compliance with 
Regulation (EU) No. 910/2014 on electronic identification and trust services for electronic 
transactions in the internal market (the “eIDAS Regulation”). QuoVadis is a Qualified Trust Service 
Provider (TSP) listed on the Trusted List for the 
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maintains overall responsibility and undertakes procedures to ensure that the security and functionality of 
the trust service meet the appropriate requirements. 
In the event of any inconsistency between this CP/CPS and the normative provisions of the foregoing 
Applicable Requirements, then those Applicable Requirements take precedence over this document. 

1.2. DOCUMENT NAME AND IDENTIFICATION 
This document is the QuoVadis Root CA2 CP/CPS which was adopted by the QuoVadis Policy Management 
Authority (PMA). The Object Identifier (OID) assigned to QuoVadis Root CA2/ QuoVadis Root CA 2 G3 is 
1.3.6.1.4.1.8024.0.2. 
Separate policy documents in the QuoVadis Repository apply to QuoVadis Certificates signed by the following 
Root CAs: 

• QuoVadis Root CA 1 G3 (OID 1.3.6.1.4.1.8024.0.1) and QuoVadis Root CA 3/QuoVadis Root CA 3 
G3 (OID 1.3.6.1.4.1.8024.0.3) 

• Netherlands PKIoverheid 

• QuoVadis Private PKI / Trust Anchor Root CA (OID 1.3.6.1.4.1.8024.0.4) 
QuoVadis also operates Time-stamping Authority (TSA) services under a separate QuoVadis Time-Stamp 
Policy/Practice Statement (OID 1.3.6.1.4.1.8024.0.2000.6).   

1.3. PKI PARTICIPANTS 

1.3.1. Certification Authorities 
The following is a non-comprehensive list of OIDs that are pertinent to this CP/CPS
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External Issuing CAs chaining to a publicly-trusted QuoVadis Root must either be technically constrained, or 
undergo an independent audit and be publicly disclosed in the QuoVadis Repository. 

1.3.2. Registration Authorities 
A Registration Authority (RA) is an entity that performs Identification and Authentication of Certificate 
Applicants, and initiates, passes along revocation requests for end user Subscriber Certificates, and approves 
applications for renewal or re-keying Certificates on behalf of an Issuing CA. QuoVadis and Issuing CAs may 
act as RAs for Certificates they issue. 
RAs may be authorised by QuoVadis to delegate the performance of certain functions to third parties if it 
meets the requirements of the QuoVadis CP/CPS. QuoVadis contractually obligates each RA and delegated 
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1.4. CERTIFICATE USAGE 
At all times, participants in the QuoVadis PKI are required to utilise Certificates in accordance with this 
QuoVadis CP/CPS and all applicable laws and regulations. 

1.4.1. Appropriate Certificate Uses 
Certificates issued pursuant to this CP/CPS may be used for all legal authentication, encryption, access 
control, and Digital Signature purposes, as designated by the key usage and extended key usage fields found 
wi



  5 

For anyone listed in Section 4.9.2 of this CPS and the CA/Browser Baseline Requirements that requires 
assistance with revocation or investigative reports, QuoVadis provides this page for reporting and submitting 
requests with all of the necessary information as outlined in Section 4.9: https://problemreport.digicert.com/ 
If the problem reporting page is unavailable, 
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Contract Signer: A Contract Signer is a natural person who is employed by the Applicant and who has 
express authority to sign Subscriber Agreements on behalf of the Applicant. 
Internal Server Name: A Server Name (which may or may not include an Unregistered Domain Name) that is 
not resolvable using the public DNS. 
National Competent Authority:  A national authority responsible for payment services. The NCA approves 
or rejects Authorisations for Payment Service Providers in its country. 
Participants: A Participant is an individual or entity within the QuoVadis PKI and may include: CAs and their 
Subsidiaries and Holding Companies; Subscribers including Applicants; and Relying Parties. 
Qualified Certificate: A Digital Certificate whose primary purpose is to identify a person with a high level of 
assurance, where the Digital Certificate meets the qualification requirements defined by the applicable legal 
framework of Regulation (EU) No. 910/2014 on electronic identification and trust services for electronic 
transactions in the internal market (the “eIDAS Regulation”). A Qualified Website Authentication Certificate is 
a TLS Certificate. 
Reliable Data Source: An identification document or source of data used to verify Subject Identity 
Information that is generally recognized among commercial enterprises and governments as reliable, and 
which was created by a third party for a purpose other than the Applicant obtaining a Certificate. 
Relying Party: The Relying Party is an individual or entity that relies upon the information contained within 
the Certificate. 
Relying Party Agreement: The Relying Party Agreement is an agreement which must be read and accepted 
by a Relying Party prior to validating, relying on or using a Certificate or accessing or using the QuoVadis 
Repository. 
Repository: The Repository refers to the CRL, OCSP, and other directory services provided by QuoVadis 
containing issued and revoked Certificates. 
Required Website Content: Either a Random Value or a Request Token, together with additional 
information that uniquely identifies the Subscriber, as specified by the CA. A Random Value is specified by 
QuoVadis and exhibits at least 112 bits of entropy. 

Reserved IP Address: An IPv4 or IPv6 address that the IANA has marked as reserved. 
Subordinate CA: A Certification Authority whose Certificate is signed by the Root CA, or another Subordinate 
CA. Also known as Issuing CA. 
Subscriber: Means either the Individual to whom an end entity Certificate is issued or the Individual 
responsible for requesting, installing and maintaining the trusted system for which an TLS Certificate has 
been issued. 
Subscriber Agreement: Is the agreement executed between a Subscriber and QuoVadis relating to the 
provision of designated Certificate-related services that governs the Subscriber’s rights and obligations 
related to the Certificate. 
Technically Constrained Subordinate CA Certificate: A Subordinate CA Certificate which uses a 
combination of Extended Key Usage settings and Name Constraint settings to limit the scope within which the 
Subordinate CA Certificate may issue Subscriber or additional Subordinate CA Certificates. 
Terms and Conditions means the Master Services Agreement, Certificate Terms of Use, Privacy Policy and 
relevant QuoVadis CP/CPS. The Master Services Agreement references and makes the Certificate Terms of 
Use, Privacy Policy and relevant QuoVadis CP/CPS part of the Terms and Conditions. The itsme Issuing CA 
provides its own Terms and Conditions. 

1.6.2. Acronyms 
AND Authorisation Domain Name  

ALPN TLS Application-
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Standards / Law 
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QuoVadis’ CA Certificates, CRLs and OCSP responses are regularly accessible online with systems described in 
Section 5. 

2.2. PUBLICATION OF CERTIFICATE INFORMATION 
QuoVadis publishes a Repository that lists all Certificates that have been issued or revoked. Where a 
Certificate including an email address is issued, the Subscriber consents for the Certificate to be published in 
the Repository available for Relying Parties to download. The location of the Repository and OCSP responders 
are given in the individual Certificate Profiles more fully disclosed in Appendix A and Appendix B to this 
CP/CPS. 
QuoVadis hosts test Web pages that allow Application Software Suppliers to test their software with 
Subscriber Certificates that chain up to each publicly trusted Root Certificate at https://chain-
demos.digicert.com/  

2.3. TIME OR FREQUENCY OF PUBLICATION 
QuoVadis publishes CRL and OCSP resources to allow Relying Parties to determine the validity of a QuoVadis 
Certificate. Certificate information is published promptly following generation and issue and immediately 
following the completion of the revocation process. 
QuoVadis updates this CP/CPS at least annually to describe how QuoVadis meets the requirements of 
standards referred to in Sections 1.1 and 1.6.3 including the CA/Browser Forum Baseline Requirements. 
Those updates indicate conformance by incrementing the version number and adding a dated changelog 
entry even if no other changes are made to the document as specified in Section 1.2 of this CP/CPS 
New or modified versions of the CP/CPS and other policies are typically published within seven days after 
their approval. 

2.4. ACCESS CONTROLS ON REPOSITORIES 
Read-only access to the Repository is unrestricted
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3.1.2. Need For Names To Be Meaningful 
QuoVadis uses Distinguished Names that identify both the entity (i.e. person, organisation, device, or object) 
that is the subject of the Certificate and the entity that is the issuer of the Certificate. QuoVadis only allows 
directory information trees that accurately reflect organu 
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iv) Communicating with the Domain’s administrator using a constructed email address created by pre-
pending ‘admin’, ‘administrator’, ‘webmaster’, ‘hostmaster’, or ‘postmaster’ to the Authorisation 
Domain Name (ADN)
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3.2.2.3.  
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so would allow the Subscriber to use the Certificate beyond the limits specified for the applicable Certificate 
Profile. 

3.3.2. Identification and Authentication For Re-Key After Revocation 
QuoVadis does not allow re-key after revocation.  To re-key a revoked Certificate, the Subscriber must 
undergo the initial Identification and Authentication process prior to re-keying the Certificate.  

3.4. IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUESTS 
See Section 4.9 for information about Certificate Revocation procedures. All revocation requests are 
authenticated by QuoVadis or the RA responsible for issuing the Certificate. 

4. CERTIFICATE LIFE-CYCLE OPERATION REQUIREMENTS 

4.1. CERTIFICATE APPLICATION 

4.1.1. Who Can Submit A Certificate Application 
The process to apply for QuoVadis Certificates varies by Certificate Policy and is described in Appendix B. 
Either the Applicant or an individual authorised to request Certificates on behalf of the Applicant may submit 
Certificate Requests. Applicants are responsible for any data that the Applicant or an agent of the Applicant 
supplies to QuoVadis 
QuoVadis does not issue Certificates to entities on a government denied list maintained by the United States 
or that are loca
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procedures that require additional verifications 
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4.3. SECTIONCERTIFICATE ISSUANCE 

4.3.1. CA Actions During Certificate Issuance 
Certificate issuance is governed by the practices described in and any requirements imposed by this CP/CPS. 
QuoVadis does not issue end entity TLS Certificates directly from its Root Certificates. 
Certificate issuance by a Root CA requires a trusted role authorized by QuoVadis (i.e. the CA system operator, 
system officer, or PKI administrator) to deliberately issue a direct command in order for the Root CA to 
perform a Certificate signing operation. Databases and CA processes occurring during Certificate issuance are 
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4.6.7. Notification Of Certificate Issuance By The CA To Other Entities 
RAs may receive notification of a Certificate’s renewal if the RA was involved in the issuance process. 

4.7. CERTIFICATE RE-KEY 
Re-keying means creating a new Certificate with a new Public Key and serial number while keeping the 
Subject information the same. 

4.7.1. Circumstance for Certificate Re-Key 
Certificates may be re-keyed upon request.  After re-keying a Certificate, QuoVadis may revoke the old 
Certificate but may not further re-key, renew, or modify the previous Certificate. Subscribers requesting re-
key should identify and authenticate themselves as permitted by Section 3.3.1. 

4.7.2. Who May Request Re-Key 
QuoVadis will accept re-key requests from the Subject of the Certificate, an authorised representative for an 
Organisational certificate, or the nominating RA. QuoVadis may initiate a certificate re-key at the request of 
the Certificate Subject or at QuoVadis’ own discretion. 

4.7.3. Processing Certificate Re-Key Request 
If the Private Key and any identity and domain information in a Certificate have not changed, then QuoVadis 
may issue a replacement Certificate using a previously issued Certificate or previously provided CSR.  
QuoVadis may re-use existing verification and authentication information in accordance with Section 3.3 
unless QuoVadis believes that the information has become inaccurate. 

4.7.4. Notification of Certificate Re-Key To Subscriber 
QuoVadis may deliver the Certificate in any secure fashion, such as using a QuoVadis Portal. 

4.7.5. Conduct Constituting Acceptance Of A Re-Key Certificate 
Conduct constituting acceptance of a re-keyed Certificate is in accordance with Section 4.4.1Issued 
Certificates are considered accepted 30 days after the Certificate is re-keyed, or earlier upon use of the 
Certificate when evidence exists that the Subscriber used the Certificate. 

4.7.6. Publication of The Re-Key Certificate By The CA 
QuoVadis publishes a re-keyed Certificate by delivering it to the Subscriber.  

4.7.7. Notification of Certificate Re-Key By The CA To Other Entities 
RAs may receive notification of a Certificate’s renewal if the RA was involved in the issuance process. 

4.8. CERTIFICATE MODIFICATION 

4.8.1. Circumstances For Certificate Modification 
Modifying a Certificate means creating a new Certificate for the same Subject with authenticated information 
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4.8.3. Processing Certificate Modification Requests  
After receiving a request for modification, QuoVadis verifies any information that will change in the modified 
Certificate. QuoVadis will only issue the modified Certificate after completing the verification process on all 
modified informationRAs are required to perform Identification and Authentication of all modified Subscriber 
information in accordance with the requirements of the applicable Certificate Profile.  

4.8.4. Notification Of Certificate Modification To Subscriber n4.8.4. Notification  C
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ii) The Subscriber breached a material obligation under the CP/CPS or the relevant agreement 
iii) QuoVadis confirms any circumstance indicating that use of a FQDN, IP address, or email address in 

the Certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a Domain Name 
registrant’s right to use the Domain Name, a relevant licensing or services agreement between the 
Domain Name registrant and the Applicant has terminated, or the Domain Name registrant has failed 
to renew the Domain Name); 

iv) For code signing, the Application Software Vendor requests revocation and QuoVadis does not intend 
to pursue an alternative course of action; 

v) For code signing, the Certificate is being used to sign Suspect Code; 
vi) 



  21 

QuoVadis always revokes a Certificate if the binding between the subject and the subject’s Public Key in the 
Certificate is no longer valid or if an associated Private Key is compromised. 
QuoVadis will revoke an Issuing CA Certificate within seven (7) days after receipt and confirming one or more 
of the following occurred: 

i) The Issuing CA requests revocation in writing; 
ii) The Issuing CA notifies QuoVadis that the original Certificate Request was not authorised and does 

not retroactively grant authorisation; 
iii) QuoVadis obtains evidence that the Issuing CA’s Private Key corresponding to the Public Key in the 

Certificate suffered a key compromise or no longer complies with the requirements of Sections 6.1.5 
and 6.1.6 of the CA/Browser Forum Baseline Requirements or any Section of the Mozilla Root Store 
policy; 

iv) QuoVadis obtains evidence that the CA Certificate was misused and/or used outside the intended 
purpose as indicated by the relevant agreement; 

v) QuoVadis confirms that the CA Certificate was not issued in accordance with or that Issuing CA has 
not complied with the CP/CPS; 

vi) QuoVadis determines that any of the information appearing in the CA Certificate is inaccurate or 
misleading; 

vii) QuoVadis or the Issuing CA ceases operations for any reason and has not made arrangements for 
another CA to provide revocation support for the CA Certificate; 

viii) QuoVadis’ or the Issuing CA's right to issue Certificates under the Baseline Requirements expires or 
is revoked or terminated, unless QuoVadis has made arrangements to continue maintaining the 
CRL/OCSP Repository; 

ix) Revocation is required by the QuoVadis CP/CPS; or 
x) The technical content or format of the CA Certificate presents an unacceptable risk to Application 

Software Vendors or Relying Parties. 
In the event that an Issuing CA determines that its Certificates or the QuoVadis PKI could become 
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containing the ETSI OIDs the maximum delay between the receipt of the revocation request and the update of 
the Certificate Status information is at most 24 hours. For  

4.9.6. Revocation Checking Requirement For Relying Parties 
Prior to relying on information listed in a Certificate, a Relying Party must confirm the validity of each 
Certificate in the Certificate path in accordance with IETF PKIX standards, including checking for Certificate 
validity, issuer-to-subject name chaining, policy and key use constraints, and revocation status through CRLs 
or OCSP responders identified in each Certificate in the chain. 

4.9.7. CRL Issuance Frequency 
QuoVadis uses its offline Root CAs to publish CRLs for its Issuing CAs at least every 6 months and within 18 
hours after revoking an Issuing CA Certificate.  QuoVadis updates the CRL for end-user Certificates at least 
every 12 hours and the date of the “Next Update” field will not be more than 3 calendar days after the date in 
the field “Effective Date”. A CRL is valid for a maximum of 72 hours.  
Before revoking an Issuing CA Certificate a last CRL is generated with a nextUpdate field value of 
"99991231235959Z”. The last CRL is available in accordance with Section 5.5.2.  QuoVadis does not issue a 
last CRL until all Certificates in the scope of the CRL are either expired or revoked. 
After the expiry date of an Issuing CA the most recent CRL will be published for at least 1 month. QuoVadis 
does not use the ExpiredCertsOnCRL extension. 

4.9.8. Maximum Latency For CRL 
CRLs for Certificates issued to end entity Subscribers are posted automatically to the online Repository within 
a commercially reasonable time after generation, usually within 10 minutes of generation. Regularly 
scheduled CRLs are posted prior to the nextUpdate field in the previously issued CRL of the same scope. 

4.9.9. On-Line Revocation/Status Checking Availability 
In addition to CRLs, QuoVadis also provides certificate status information via OCSP in accordance with RFC 
6960. OCSP is updated immediately when a Certificate is revoked. OSCP responses are valid for a maximum of 
48 hours. Where applicable, the URL for the OCSP responder may be found within the Authority Information 
Access (AIA) extension of the Certificate. 
Upon expiry of the Issuing CA, the associated OCSP Responder service is discontinued. QuoVadis does not use 
the OCSP ArchiveCutoff extension and does not compute a last OCSP answer for issued Certificates with the 
"nextUpdate" field set to "99991231235959Z". 

4.9.10. OCSP Checking Requirement 
A Relying Party must confirm the validity of a Certificate in accordance with Section 4.9.6 prior to relying on 
the Certificate. The validity interval of an OCSP response is the difference in time between the thisUpdate and 
nextUpdate field, inclusive. For purposes of computing differences, a difference of 3,600 seconds shall be 
equal to one hour, and a difference of 86,400 seconds shall be equal to one day, ignoring leap-seconds. 
QuoVadis supports an OCSP capability using the GET method for Certificates. OCSP responders under 
QuoVadis’ direct control respond with an "unauthorised" status for Certificates that have not been issued. 
QuoVadis may monitor its OCSP responders for requests for non-issued Certificates as part of its security 
response procedures. 

4.9.11. Other Forms Of Revocation Advertisements Available 
Not applicable. 

4.9.12. Special Requirements for Key Compromise 
QuoVadis uses commercially reasonable efforts to notify potential Relying Parties if it discovers or suspects 
the compromise of a Private Key.  Reports to QuoVadis of key compromise must include: 
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�x Proof of key compromise in either of the following formats: 
o A CSR signed by the compromised private key with the Common Name “Proof of Key 

Compromise for DigiCert”; or 

o The private key itself 

�x A valid email address so that you can receive confirmation of your problem report and associated 
certificate revocations  

QuoVadis will select the CRLReason code “keyCompromise” (value 1) upon discovery of such reason or as 
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5.2.1.6. Security Officers 

The Security Officer is responsible for administering and implementing security practices. 

5.2.2. Number Of Persons Required Per Task 
QuoVadis requires that at least two people acting in a trusted role take action for the most sensitive tasks, 
such as activating QuoVadis’ Private Keys, generating a CA Key Pair, or backing up a QuoVadis Private Key. 
The Internal Auditor may serve to fulfill the requirement of multiparty control for physical access to the CA 
system but not logical access. 

5.2.3. Identification And Authentication For Each Role 
Persons filling trusted roles must undergo an appropriate security screening procedure commensurate to 
their role and access privileges are configured using the “least privileges” principle for the role. All personnel 
are required to authenticate themselves to CA, TSA, and RA systems before they are allowed access to 
systems necessary to perform their trusted roles.  

5.2.4. Roles Requiring Separation Of Duties 
Trusted roles requiring a separation of duties include those performing: 

�x authorisation functions such as the verification of information in Certificate Requests and certain 
approvals of Certificate applications and revocation requests, 

�x backups, recording, and record keeping functions; 

�x audit, review, oversight, or reconciliation functions; and 

�x duties related to CA/TSA key management or CA/TSA administration. 
To accomplish this separation of duties, QuoVadis specifically designates individuals to the trusted roles 
defined in Section 5.2.1 above. Individuals designated as Registration Officer or Administrator may perform 
Operator duties, but an Internal Auditor may not assume any other role. QuoVadis systems identify and 
authenticate individuals acting in trusted roles and restrict an individual from assuming multiple roles at the 
same time. 

5.3. 
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in local law, QuoVadis utilises a substitute investigative technique permitted by law that provides 
substantially similar information, including but not limited to obtaining a background check performed by the 
applicable governmental agency.  

5.3.3. Training Requirements 
QuoVadis provides relevant skills training in QuoVadis’ PKI and TSA operations for the personnel performing 
information verification duties including:  

• basic PKI knowledge,  

• software versions used by QuoVadis,  
• authentication and verification policies and procedures,  

• QuoVadis security principles and mechanisms,  

• disaster recovery and business continuity procedures,  
• common threats to the validation process, including phishing and other social engineering 

tactics, and  

• 
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5.4. AUDIT LOGGING PROCEDURES 

5.4.1. 
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5.4.3. Retention Period For Audit Log 
Audit logs relating to the Certificate lifecycle are retained as archive records for a period no less than eleven 
(11) years for Swiss Qualified Certificates and for seven (7) years for all other Certificates starting from the 
destruction of the CA Private Key or revocation or 
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• Contractual obligations and other agreements concerning the operation of the CA  

• System and equipment configurations, modifications, and updates 
• 
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5.6. KEY CHANGEOVER 
Key changeover is not automatic but procedures enable the smooth transition from expiring CA Certificates to 
new CA Certificates. Towards the end of the CA Private Key’s lifetime, QuoVadis ceases using its expiring CA 
Private Key to sign Certificates (well in advance of expiration) and uses the old Private Key only to sign CRLs 
associated with that key. A new CA signing Key Pair is commissioned and all subsequently issued Certificates 
and CRLs are signed with the new private signing key. Both the old and the new Key Pairs may be 
concurrently active. 

5.7. COMPROMISE AND DISASTER RECOVERY 

5.7.1. Incident and Compromise Handling Procedures 
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i) notify relevant Government and Certification bodies under applicable laws and related regulations; 
ii) provide notice and information about the termination by sending notice by email to its customers, 

Application Software Suppliers and by posting such information on QuoVadis’ web site; and  

iii) transfer all responsibilities to a qualified successor entity.  
Unless otherwise addressed in an applicable agreement between QuoVadis and a counterparty, if a qualified 
successor entity does not exist, QuoVadis may:  

i) transfer those functions capable of being transferred to a reliable third party and arrange to preserve 
all relevant records with a reliable third party or a government, regulatory, or legal body with 
appropriate authority;  

ii) revoke all Certificates that are still un-revoked or un-expired on a date as specified in the notice and 
publish final CRLs;  

iii) destroy all Private Keys; and  

iv) make other necessary arrangements that are in accordance with this CP/CPS.  
For EU10.80.9 ()4.1 ( )-15.9466 0 Td
[(ot)-.ody .6 (E)42)
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6.1.4. CA Public Key To Relying Parties 
QuoVadis’ Public Keys are provided to Relying Parties as specified in a certificate validation or path discovery 
policy file, as trust anchors in commercial browsers and operating system root stores, and/or as roots signed 
by other CAs. All Accreditation Authorities supporting QuoVadis Certificates and all Application Software 
Vendors are permitted to redistribute QuoVadis CA Certificates.  
 
QuoVadis may also distribute Public Keys that are part of an updated signature Key Pair as a self-signed 
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6.2. PRIVATE KEY PROTECTION AND CRYPTOGRAPHIC MODULE ENGINEERING 
CONTROLS 

6.2.1. Cryptographic Module Standards And Controls 
The cryptographic modules used by the QuoVadis PKI are validated to provide FIPS 140-2 Level-3 and/or 
Common Criteria EAL 4 security standards in both the generation and the maintenance in all Root and Issuing 
CA Private Keys. 

6.2.2. Private Key (N of M) Multi-Person Control 
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6.2.9. Method Of Deactivating Private Key 
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6.5.2. Computer Security Rating 
A version of the core Certificate Authority software used by QuoVadis has obtained the Common Criteria EAL 
4+ certification. 

6.6. LIFE CYCLE TECHNICAL CONTROLS 

6.6.1. System Development Controls 
QuoVadis has mechanisms in place to control and monitor the acquisition and development of its CA systems. 
Change requests require the approval of at least one administrator who is different from the person 
submitting the request. QuoVadis only installs software on CA systems if the software is part of the CA’s 
operation. CA hardware and software are dedicated to performing operations of the CA. 
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6.8. TIME-STAMPING 
See Section 5.5.5. In addition, QuoVadis provides a Time-Stamp Authority (TSA) service for use with specific 
QuoVadis products such as Code Signing Certificates. The QuoVadis Time-Stamp Policy/Practice Statement  is 
structured in accordance with ETSI EN 319 421 and should be read in conjunction with this CP/CPS. 

7. CERTIFICATE, CRL, AND OCSP PROFILES 
QuoVadis uses the ITU X.509, version 3 standard to construct Certificates. QuoVadis adds certain certificate 
extensions to the basic certificate structure for the purposes intended by X.509v3 as per Amendment 1 to 
ISO/IEC 9594-8, 1995.  See Appendix A and Appendix B.  
For publicly-trusted TLS Certificates, QuoVadis meets the technical requirements set forth in Sections 2.2, 
6.1.5, and 6.1.6 of the CA/Browser Baseline Requirements and this CP/CPS. 
QuoVadis generates non-sequential Certificate serial numbers (positive numbers greater than zero) that 
contain at least 64 bits of output from a CSPRNG. 

7.1. CERTIFICATE PROFILE 

7.1.1. Version Number(s) 
All Certificates are X.509 version 3 Certificates. 

7.1.2. Certificate Extensions 
The extensions d
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Issuing CAs shall not issue Certificates with SHA-1 as an algorithm.   
RSASSA-PSS 
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If the Issuing CA is not allowed to issue certificates with dNSNames, then the Issuing CA Certificate includes a 
zero‐length dNSName in excludedSubtrees. Otherwise, the Issuing CA Certificate includes at least one 
dNSName in permittedSubtrees. 

7.1.6. Certificate Policy Object Identifier 
An object identifier (OID) is a number unique that identifies an object or policy. Certificate Policy OIDs that 
incorporate this CP/CPS into different Certificate Profiles are listed in Appendix A and Appendix B. 

7.1.7. Usage Of Policy Constraints Extension 
Not applicable. 

7.1.8. Policy Qualifiers Syntax And Semantics 
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Field  Value
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8.4. TOPICS COVERED BY ASSESSMENT 
Audits as applicable cover QuoVadis’ business practices disclosure, the integrity of QuoVadis’ PKI operations, 
and an Issuing CAs’ compliance with this CP/CPS and referenced requirements. Audits verify that QuoVadis is 
compliant with the CP/CPS and applicable standards and regulatory requirements. 
Each audit scheme used by QuoVadis incorporates periodic monitoring and/or accountability procedures to 
ensure that audits continue to be conducted in accordance with the requirements of the scheme. Audits are 
conducted by a Qualified Auditor, as specified in Section 8.2. 

8.5. ACTIONS TAKEN AS A RESULT OF DEFICIENCY 
If an audit reports a material noncompliance with applicable law, this CP/CPS, or any other contractual 
obligations related to QuoVadis’ 
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9.1.4. Fees For Other Services 
QuoVadis does not charge a fee for access to this CP/CPS. Any use made for purposes other than simply 
viewing the document, such as reproduction, redistribution, modification, or creation of derivative works, 
shall be subject to a license agreement with the entity holding the copyright to the document.  

9.1.5. Refund Policy 
QuoVadis may establish a refund policy, details of which may be contained in relevant contractual 
agreements. 

9.2. FINANCIAL RESPONSIBILITIES 

9.2.1. Insurance Coverage 
QuoVadis maintains the following insurance related to its respective performance and obligations: 

• Commercial General Liability insurance (occurrence form) with policy limits of at least $2 million 
in coverage, and 

• 
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9.5. INTELLECTUAL PROPERTY RIGHTS 
QuoVadis owns the intellectual property rights in QuoVadis’ services, including the Certificates, trademarks 
and the Proprietary Marks used in providing the services, and this CP/CPS.  
For the avoidance of doubt, external documents or electronic records signed or protected using QuoVadis 
Certificates are not considered to be QuoVadis documents for the purposes of this Section, nor is QuoVadis 
responsible for the content of those documents or records. 
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• QuoVadis publishes and updates CRLs and OCSP responses on a regular basis; 
• All Certificates issued under this CP/CPS will be verified in accordance with this CP/CPS and 

meet the minimum requirements found herein and in the Baseline Requirements; and 

• QuoVadis will maintain a Repository of public information on its website. 
QuoVadis hereby warrants (i) it has taken reasonable steps to verify that the information contained in any 
Certificate is accurate at the time of issue (ii) Certificates shall be revoked if QuoVadis believes or is notified 
that the contents of the Certificate are no longer accurate, or that the Private Key associated with a Certificate 
has been compromised in any way. 
QuoVadis makes no other warranties, and all warranties, express or implied, statutory or otherwise, are 
excluded to the greatest extent permissible by applicable law, including without limitation all warranties as to 
merchantability or fitness for a particular purpose.  

QuoVadis provides test certificates for all types of Certificates. 

9.6.2. RA Representations and Warranties 
RAs represent and warrant that: 

i) The RA’s certificate issuance and management services conform to the QuoVadis CP/CPS and 
applicable CA or RA Agreements; 

ii) Information provided by the RA does not contain any false or misleading information; 
iii) Reasonable steps are taken to verify that the information contained in any Certificate is accurate at 

the time of issue; 

iv) Translations performed by the RA are an accurate translation of the original information;  
v) All Certificates requested by the RA meet the requirements of this CP/CPS and RA Agreement; and 
vi) The RA will request that Certificates be revoked by QuoVadis if they believe or are notified that the 

contents of the Certificate are no longer accurate, or that the key associated with a Certificate has 
been compromised in any way. 

QuoVadis’ RA Agreement may contain additional representations. Subscriber Agreements may include 
additional representations and warranties. 

9.6.3. Subscriber Representations And Warranties 
Prior to being issued and receiving a Certificate, Subscribers are solely responsible for any 
misrepresentations they make to third parties and for all transactions that use Subscriber’s Private Key, 
regardless of whether such use was authorised. Subscribers are required to notify QuoVadis and any 
applicable RA if a change occurs that could affect the status of the Certificate. 
QuoVadis requires, as part of the Subscriber Agreement or Terms of Use, that the Applicant make the 
commitments and warranties in this Section for the benefit of QuoVadis and all Relying Parties and 
Application Software Vendors. This make take the form of either: 

i) The Applicant’s agreement to the Subscriber Agreement with QuoVadis; or 

ii) The Applicant’s acknowledgement of the Terms of Use. 
Subscribers represent to QuoVadis, Application Software Suppliers, and Relying Parties that, for each 
Certificate, the Subscriber will: : 

i) Securely generate its Private Keys and protect its Private Keys from compromise, and exercise sole 
and complete control and use of its Private Keys; 

ii) Provide accurate and complete information when communicating with QuoVadis, and to respond to 
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iv) For Qualified Certificates (a) if the policy requires the use of a QSCD, Electronic Signatures must only 
be created by a QSCD, (b) in the case of natural persons, the Private Key should only be used for 
Electronic Signatures, and (c) in the case of legal persons, the Private Key must be maintained and 
used under the control of the Subscriber and it should only be used for Electronic Seals. 

v) Promptly (a) request revocation of a Certificate, cease using it and its associated Private Key, and 
notify QuoVadis if there is any actual or suspected misuse or compromise of the Private Key 
associated with the Public Key included in the Certificate, and (b) request revocation of the 
Certificate, and cease using it, if any information in the Certificate is or becomes incorrect or 
inaccurate; 

vi) Ensure that individuals using Certificates on behalf of an organisation have received security training 
appropriate to the Certificate; 

vii) Use the Certificate only for authorised and legal purposes, consistent with the Certificate purpose, 
this CP/CPS, and the relevant Subscriber Agreement, including only installing TLS Server Certificates 
on servers accessible at the Domain listed in the Certificate and not using code signing Certificates to 
sign malicious code or any code that is downloaded without a user’s consent; and 

viii) Promptly cease using the Certificate and related Private Key after the Certificate’s expiration or 
revocation, or in the event that QuoVadis notifies the Subscriber that the QuoVadis PKI has been 
compromised. 

Subscriber Agreements may include additional representations and warranties. 

9.6.4. Relying Parties Representations And Warranties 
Relying parties are required to act in accordance with this CP/CPS and the Relying Party Agreement. A 
Relying Party must exercise Reasonable Reliance as set out in this Section.  

i) Prior to relying on the Certificate or other authentication product or service, Relying Parties are 
obliged to check all status information provided by QuoVadis related to the Certificate or other 
authentication product or service to confirm that the information was still valid and that the product 
or service had not expired or been revoked. For Certificates, this includes checking to ensure that 
each Certificate in the Certificate Chain is valid, unexpired, and non-revoked (by using any CRL or 
OCSP information available).  

 

To be relied upon as an EU Qualified Certificate, the CA/trust anchor for the validation of the 
Certificate shall be as identified in a service digital identifier of an EU Trusted List entry with 
service type identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC" for a QTSP. ETSI TS 119 
615 provides guidance on how to validate a Certificate against the EU Trusted List
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�x the Relying Party has, at the time of that reliance, acted in good faith and in a manner 
appropriate to all the circumstances known, or circumstances that ought reasonably to have 
been known, to the Relying Party;  

�x the Relying Party has, at the time of that reliance, verified the Digital Signature, if any;  

�x the Relying Party has, at the time of that reliance, verified that the Digital Signature, if any, was 
created during the Operational Term of the Certificate being relied upon; 

�x the Relying Party ensures that the data signed has not been altered following signature by 
utilising trusted application software, 

�x the signature is trusted and the results of the signature are displayed correctly by utilising 
trusted application software; 

�x the identity of the Subscriber is displayed correctly by utilising trusted application software; and 

�x any alterations arising from security changes are identified by utilising trusted application 
software. 

If the circumstances indicate a need for additional assurances, it is Relying Parties’ responsibility to obtain 
such assurances. A Relying Party shall make no assumptions about information that does not appear in a 
Certificate. All obligations within this Section relate to Reasonable Reliance on the validity of a Digital 
Signature, not the accuracy of the underlying electronic record. Relying Party Agreements may include 
additional representations and warranties. 

9.6.5. Representations And Warranties Of Other Participants 
Participants within the QuoVadis PKI represent and warrant that they accept and will perform any and all 
duties and obligations as specified by this CP/CPS. 

9.7. DISCLAIMERS OF WARRANTIES 
OTHER THAN AS PROVIDED IN SECTION 9.6.1, THE CERTIFICATES ARE PROVIDED “AS IS” AND “AS 
AVAILABLE” AND TO THE MAXIMUM EXTENT PERMITTED BY LAW, QUOVADIS DISCLAIMS ALL EXPRESS 
AND IMPLIED WARRANTIES, INCLUDING WARRANTIES OF MERCHANTABILITY, FITNESS FOR A 
PARTICULAR PURPOSE, AND NON-INFRINGEMENT. QUOVADIS DOES NOT WARRANT THAT ANY 
CERTIFICATE WILL MEET SUBSCRIBER’S OR ANY OTHER PARTY’S EXPECTATIONS OR THAT ACCESS TO 
THE CERTIFICATES WILL BE TIMELY OR ERROR-FREE. QuoVadis does not guarantee the accessibility of any 
Certificates and may modify or discontinue offering any Certificates at any time. Subscriber’s sole remedy for 
a defect in the Certificates is for QuoVadis to use commercially reasonable efforts, upon notice of such defect 
from Subscriber, to correct the defect, except that QuoVadis has no obligation to correct defects that arise 
from (i) misuse, damage, modification or damage of the Certificates or combination of the Certificates with 
other products and services by parties other than QuoVadis, or (ii) Subscriber’s breach of any provision of the 
Subscriber Agreement.  

9.8. LIABILITY AND LIMITATIONS OF LIABILITY 
This Section 9.8 does not limit a party’s liability for: (i) death or personal injury resulting from the negligence 
of a party; (ii) gross negligence, willful misconduct or violations of applicable law, or (iii) fraud or fraudulent 
statements made by a party to the other party in connection with this CP/CPS. TO THE FULLEST EXTENT 
PERMITTED BY APPLICABLE LAW AND NOTWITHSTANDING ANY FAILURE OF ESSENTIAL PURPOSE OF 
ANY LIMITED REMEDY OR LIMITATION OF LIABILITY: (A) QUOVADIS AND ITS AFFILIATES, SUBSIDIARIES, 
OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, PARTNERS AND LICENSORS (THE “QUOVADIS ENTITIES”) 
WILL NOT BE LIABLE FOR ANY SPECIAL, INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR PUNITIVE 
DAMAGES (INCLUDING ANY DAMAGES ARISING FROM LOSS OF USE, LOSS OF DATA, LOST PROFITS, 
BUSINESS INTERRUPTION, OR COSTS OF PROCURING SUBSTITUTE SOFTWARE OR SERVICES) ARISING OUT 
OF OR RELATING TO THIS CP/CPS OR THE SUBJECT MATTER HEREOF; AND (B) THE QUOVADIS ENTITIES’ 
TOTAL CUMULATIVE LIABILITY ARISING OUT OF OR RELATING TO THIS CP/CPS OR THE SUBJECT MATTER 
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TWELVE MONTHS PRIOR TO THE EVENT GIVING RISE TO SUCH LIABILITY, REGARDLESS OF WHETHER 
SUCH LIABILITY ARISES FROM CONTRACT, INDEMNIFICATION, WARRANTY, TORT (INCLUDING 
NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, AND REGARDLESS OF WHETHER QUOVADIS HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE. NO CLAIM, REGARDLESS OF FORM, WHICH IN 
ANY WAY ARISES OUT OF THIS CP/CPS, MAY BE MADE OR BROUGHT BY SUBSCRIBER OR SUBSCRIBER’S 
REPRESENTATIVES MORE THAN ONE (1) YEAR AFTER THE BASIS FOR THE CLAIM BECOMES KNOWN TO 
SUBSCRIBER. 

 

For EU Qualified Certificates, QuoVadis liability is in accordance with Extract 37 and Article 
13 of the eIDAS Regulation. 

9.9. INDEMNITIES 

9.9.1. Indemnification By QuoVadis  
To the extent permitted by applicable law, QuoVadis shall indemnify each Application Software Vendor 
against any claim, damage, or loss suffered by an Application Software Vendor related to an Certificate issued 
by QuoVadis, regardless of the cause of action or legal theory involved, except where the claim, damage, or 
loss suffered by the Application Software Vendor was directly caused by the Application Software Vendor’s 
software displaying either (i) a valid and trustwor



  51 

this CP/CPS and remain in force. The responsibilities for protecting business confidential and private 
personal information shall survive termination, and the terms and conditions for all existing Certificates shall 
remain valid for the remainder of the validity periods of such Certificates. 

9.11. 
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proceeding (“Class Action”). The parties expressly waive any ability to maintain any Class Action in 
any forum in connection with any dispute. If the dispute is subject to arbitration, the arbitrator will 
not have authority to combine or aggregate similar claims or conduct any Class Action nor make an 
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9.15. COMPLIANCE WITH APPLICABLE LAW 
 This CP/
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10. APPENDIX A –  
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11. APPENDIX B 

11.1. BUSINESS SSL 

Field Value 

Version V3 

Serial Number Unique number 

Issuer Signature Algorithm sha256RSA (1.2.840.113549.1.1.11) 

Issuer Distinguished Name Unique X.500 CA DN. 
CN = Variable 

O = QuoVadis Limited  

C = BM 

Validity Period 397 days 

Subject Distinguished Name
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Authority Information Access c=no; Access Method= - Id-ad-ocsp (On-line Certificate Status 
Protocol - 1.3.6.1.5.5.7.48.1); URL =http://ocsp.quovadisglobal.com 

CRL Distribution Points c = no; CRL HTTP URL =http://crl.quovadisglobal.com/<CA 
Name>.crl 

 

Purposes of Business SSL 
QuoVadis Business SSL Certificates are intended for use in establishing web-based data communication 
conduits via TLS protocols. The primary purposes of a Business SSL Certificate are to: 

• Identify the individual or entity that controls a website; and 
• Facilitate the exchange of encryption keys in order to enable the encrypted communication of 

information over the Internet between the user of an Internet browser and a website. 
QuoVadis Certificates focus only on the identity of the Subject named in the Certificate, and not on the 
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11.2. EXTENDED VALIDATION SSL 

Field Value Comments 

Version V3 (2)  

Serial Number Unique system generated random number assigned 
to each certificate, containing at least 64 bits of 
output. 

 

Issuer Signature Algorithm sha256RSA (1.2.840.113549.1.1.11)  

Issuer Distinguished Name Unique X.500 CA DN. 

CN = Variable 

O = QuoVadis Limited C = BM 

 

Validity Period 397 days  
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ceName 
(1.3.6.1.4.1.311.60.2.1.2) 

Full name of Jurisdiction of Incorporation for an 
Incorporating or Registration Agency at the state or 
province level, including country information as 
follows, but not city or town information above. 

(1.3.6.1.4.1.311.60.2.
1.2) 

subject:jurisdictionOfIncor
porationCountryName 
(1.3.6.1.4.1.311.60.2.1.3) 

ASN.1 - X520countryName as specified in RFC 5280 
Jurisdiction of Incorporation for an Incorporating or 
Registration Agency at the country level would 
include country information but would not include 
state or province or city or town information. 
Country information MUST be specified using the 
applicable ISO country code. 

subject:jurisdictionO
fIncorporationCount
ryName 
(1.3.6.1.4.1.311.60.2.
1.3) 

Subject:serialNumber 
(2.5.4.5) 

For Private Organisations and Business Entities, this 
field MUST contain the unique Registration Number 
assigned to the Subject by the Incorporating or 
Registration Agency in its Jurisdiction of 
Incorporation. If the Incorporating or Registration 
Agency does not provide Registration Numbers, then 
the field will contain the date of incorporation or 
registration. For Government Entities, that do not 
have a Registration Number or verifiable date of 
creation, the field will contain the label “Government 
Entity”. 

Subject:serialNumbe
r (2.5.4.5) 
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Certificate Policies; { 2.23.140.1.1} 
[1,1] Policy Qualifier Info: 
Policy Qualifier Id=CPS 
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• That the Subject named in the Certificate is trustworthy, honest, or reputable in its business 
dealings; or 

• That it is “safe” to do business with the Subject named in the Certificate. 

Commitment to Comply with Guidelines 
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• The identified Principal Individual MUST attest to the representations made in the Subscriber 
Agreement; 

• Where the Business Entity represents itself under an assumed name, QuoVadis MUST verify the 
Business Entity’s use of the assumed name; 

• The Business Entity and the identified Principal Individual associated with the Business Entity 
MUST NOT be located or residing in any country where QuoVadis is prohibited from doing 
business or issuing a Certificate under the laws of Bermuda; and 

• The Business Entity and the identified Principal Individual associated with the Business Entity 
MUST NOT be listed on any government denial list or prohibited list (such as a trade embargo) 
under the laws of Bermuda. 

iv) Non-Commercial Entity Subjects 
Non-Commercial Entities are entities who do not qualify under subSections (a), (b) or (c) above, but that do 
satisfy the following requirements: 

• The Applicant is an International Organization Entity, created under a charter, treaty, convention 
or equivalent instrument that was signed by, or on behalf of, more than one country's 
government. The CA/Browser Forum may publish a listing of International Organizations that 
have been approved for EV eligibility; and 

• The International Organization Entity MUST NOT be headquartered in any country where the CA 
is prohibited from doing business or issuing a certificate by the laws of the CA's jurisdiction; and 

• The International Organization Entity MUST NOT be listed on any government denial list or 
prohibited list (e.g., trade embargo) under the laws of the CA's jurisdiction. 

• Subsidiary organizations or agencies of qualified International Organizations may also qualify for 
EV Certificates issued in accordance with the EV Guidelines. 

Additional Warranties and Representations for EV Certificates 
QuoVadis makes the following EV Certificate Warranties solely to Subscribers, Certificate Subjects, 
Application Software Vendors with whom QuoVadis has entered into a contract for inclusion of its Root 
Certificate in software distributed by such Application Software Vendors, and all Relying Parties that actually 
rely on such EV Certificate during the period when it is valid, that it followed the requirements of the EV 
Guidelines and this CP/CPS in issuing the EV Certificate and in verifying the accuracy of the information 
contained in the EV Certificate (EV Certificate Warranties). 

The EV Certificate Warranties specifically include, but are not limited to, warranties that: 
• Legal Existence: QuoVadis has confirmed with the Incorporating or Registration Agency in the 

Subject’s Jurisdiction of Incorporation or Registration that, as of the date the EV Certificate was 
issued, the Subject named in the EV Certificate legally exists as a valid organisation or entity in 
the Jurisdiction of Incorporation or Registration; 

• Identity: QuoVadis has confirmed that, as of the date the EV Certificate was issued, the legal 
name of the Subject named in the EV Certificate matches the name on the official government 
records of the Incorporating or Registration Agency in the Subject’s Jurisdiction of Incorporation 
or Registration, and if an assumed name is also included, that the assumed name is properly 
registered by the Subject in the jurisdiction of its Place of Business; 

• Right to Use Domain Name: QuoVadis has taken all steps reasonably necessary to verify that, as 
of the date the EV Certificate was issued, the Subject named in the EV Certificate has the 
exclusive right to use the domain name(s) listed in the EV Certificate; 

• Authorisation for EV Certificate: QuoVadis has taken all steps reasonably necessary to verify that 
the Subject named in the EV Certificate has authorised the issuance of the EV Certificate; 

• Accuracy of Information: QuoVadis has taken all steps reasonably necessary to verify that all of 
the other information in the EV Certificate is accurate, as of the date the EV Certificate was 
issued; 
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• Subscriber Agreement: The Subject named in the EV Certificate has entered into a legally valid 
and enforceable Subscriber Agreement with QuoVadis that satisfies the requirements of the EV 
Guidelines or the Applicant Representative has acknowledged and accepted the Terms of Use; 

• Status: QuoVadis will follow the requirements of the EV Guidelines and maintains a 24/7 online-
accessible Repository with current information regarding the status of the EV Certificate as Valid 
or Revoked; and 

• Revocation: QuoVadis will follow the requirements of the EV Guidelines and revoke the EV 
Certificate upon the occurrence of any revocation event as specified in the EV Guidelines. 

Verification Requirements 
Before issuing an EV Certificate, QuoVadis ensures that all Subject organisation information in the EV 
Certificate conforms to the requirements of, and has been verified in accordance with, the EV Guidelines and 
matches the information confirmed and documented by the CA pursuant to its verification processes. Such 
verification processes are intended to accomplish the following: 

i) Verify Applicant’s existence and identity, including; 

• Verify Applicant’s legal existence and identity (as established with an Incorporating Agency), 
• Verify Applicant’s physical existence (business presence at a physical address), and 

• Verify Applicant’s operational existence (business activity). 
ii) Verify Applicant (or a corporate parent/subsidiary) is a registered holder or has exclusive control of 

the domain name to be included in the EV Certificate; 

iii) Verify Applicant’s authorisation for the EV Certificate, including; 
• 
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• Contract Signer: MUST be either the Applicant, employed by the Applicant, or an authorised 
agent who has express authority to represent the Applicant, and who has authority on behalf of 
the Applicant to sign Subscriber Agreements. 

• Confirming Person: Must be a senior officer of the Applicant (e.g., Secretary, President, CEO, CFO, 
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Step 5: All signatures by Certificate Requesters, Certificate Approvers and Contract Signers are verified 
through follow- up procedures or telephone calls. 
Step 6: QuoVadis obtains and documents further explanation or clarification from the Applicant, Certificate 
Approver, Certificate Requester, and/or other sources of information as necessary to resolve discrepancies or 
details requiring further explanation. QuoVadis procedures ensure that a second Validation Specialist who is 
not responsible for the collection and review of information reviews all of the information and documentation 
assembled in support of the EV Certificate and looks for discrepancies or other details requiring further 
explanation. Two QuoVadis Validation Specialists must approve issuance of the Certificate. 

Step 7: QuoVadis creates the EV Certificate. 

Step 8: The EV Certificate is delivered to the Certificate Requester.
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11.3. QUOVADIS QUALIFIED WEBSITE AUTHENTICATION CERTIFICATE (QCP-W) 
QuoVadis Qualified Website Authentication Certificates (QCP-w) (QWAC) are issued under the requirements 
of ETSI EN 319 411-2 aim to support website authentication based on a Qualified Certificate defined in 
articles 3 (38) and 45 of the eIDAS Regulation. 
QCP-w Certificates issued under these requirements endorse the requirement of EV Certificates whose 
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Organisation Unit subject:organisationUnit (2.5.6.5) Not permitted  

Common Name subject:commonName (2.5.4.3) 
cn = Common name 

SubjectAlternativeName:dNSName is 
found below in this table. 
This field MUST contain one or more 
host domain name(s) owned or 
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Certificate Transparency 
(optional) 

(1.3.6.1.4.1.11129.2.4.4) 
This field MAY include two or more 
Certificate Transparency proofs from 
approved CT Logs. 

 

Subject Alternative Name c=no; DNS = FQDN of Device (e.g., 
domain.com) 

 

Authority Information 
Access 

c=no; Access Method= - Id-ad-ocsp 
(On-line Certificate Status Protocol - 
1.3.6.1.5.5.7.48.1); URL 
=http://ocsp.quovadisglobal.com 
Access Method=Certification 
Authority Issuer (1.3.6.1.5.5.7.48.2);  
URL = 
http://trust.quovadisglobal.com/qvq
webg1.crt 

 

CRL Distribution Points c = no; CRL HTTP URL = 
http://crl.quovadisglobal.com/qvqw
ebg1.crl 

 

cabf
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QuoVadis policy is that QuoVadis Qualified Website Authentication (QCP-w) certificates are only issued to 
legal persons and not natural persons. The identity of the legal person and, if applicable, any specific 
attributes of the legal person, shall be verified: 

I. by the physical presence of an authorised representative of the legal person; or 
II. using methods which provide equivalent assurance in terms of reliability to the physical presence of 

an authorised representative of the legal person and for which QuoVadis can prove the equivalence. 

 

11.4. QUOVADIS QCP-W-PSD2  
ETSI TS 119 495 defines 
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certificate is an EU Qualified 
Certificate in accordance with 
Regulation EU No 910/2014 

id-etsi-qcs-QcType id-etsi--

https://www.quovadisglobal.com/repository
https://www.quovadisglobal.com/repository
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Certificate Policies c=no; 
Certificate Policies; 

http://www.quovadisglobal.com/repository
http://www.quovadisglobal.com/repository
uuhttp://ocsp.quovadisglobal.com/
http://trust.quovadisglobal.com/qvcscag1.crt
http://trust.quovadisglobal.com/qvcscag1.crt
http://crl.quovadisglobal.com/qvcscag1.crl
http://crl.quovadisglobal.com/qvcscag1.crl
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• 
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Organization Name subject:organisationName (2.5.4.10) 

Organisation Unit subject:organisationunitName (2.5.4.10) 

Common Name subject:commonName (2.5.4.3) 

cn = 

http://ocsp.quovadisglobal.com/
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
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Organization Name subject:organisationName (2.5.4.10) 

Organisation Unit Not permitted. 

Common Name subject:commonName (2.5.4.3) 

cn = Common name 

Locality (if any) subject:locality (2.5.4.6) 

http://ocsp.quovadisglobal.com/
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl
http://crl.quovadisglobal.com/%3cCA%20Name%3e.crl

