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1. INTRODUCTION 

1.1. OVERVIEW 
This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the certification processes that 
QuoVadis Root CA2 uses in the generation, issue, use, and management of Certificates and serves to notify 
Subscriber

https://webgate.ec.europa.eu/tl-browser/%23/trustmark/NL/NTRNL-30237459
https://webgate.ec.europa.eu/tl-browser/%23/trustmark/BE/VATBE-0537698318
http://www.cabforum.org/
https://aka.ms/csbr
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1.2. DOCUMENT NAME AND IDENTIFICATION 
This document is the QuoVadis Root CA2 CP/CPS which was adopted by the QuoVadis Policy Management 
Authority (PMA). The Object Identifier (OID) assigned to QuoVadis Root CA2/ QuoVadis Root CA 2 G3 is 
1.3.6.1.4.1.8024.0.2. 

Separate policy documents in the QuoVadis Repository apply to QuoVadis Certificates signed by the following 
Root CAs: 

•  QuoVadis Root Certification Authority/ QuoVadis Root CA 1 G3 (OID 1.3.6.1.4.1.8024.0.1) and 
QuoVadis Root CA 3/ QuoVadis Root CA 3 G3 (OID 1.3.6.1.4.1.8024.0.3) 

•  Netherlands PKIoverheid 

•  QuoVadis Private PKI / Trust Anchor Root CA (OID 1.3.6.1.4.1.8024.0.4) 

QuoVadis also operates Time-stamping Authority (TSA) services under a separate QuoVadis Time-Stamp 
Policy/Practice Statement (OID 1.3.6.1.4.1.8024.0.2000.6).   

1.3. PKI PARTICIPANTS 

1.3.1. Certification Authorit ies 
The following OIDs are pertinent to this CP/CPS: 

QuoVadis Root CA2/ QuoVadis 
Root CA 2 G3 

1.3.6.1.4.1.8024.0.2  

QuoVadis Business SSL 1.3.6.1.4.1.8024.0.2.100.1.1 
Asserts compliance with the Baseline 
Requirements 

QuoVadis EV SSL 1.3.6.1.4.1.8024.0.2.100.1.2 
Asserts compliance with the EV 
Guidelines 

QuoVadis Code Signing 1.3.6.1.4.1.8024.0.2.200.1.1 
Asserts compliance with the Code 
Signing Minimum Requirements

 

QuoVadis QCP-w 0.4.0.194112.1.4 
Qualified Web Authentication 
Certificate (QWAC) 

QuoVadis PSD2 0.4.0.19495.3.1 QWAC for PSD2 

HydrantID (Avalanche Cloud 
Corporation) 

1.3.6.1.4.1.8024.0.3.900.0  

 

QuoVadis operates certification authorities (CAs) that issue digital certificates. As the operator of CAs, 
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RAs may be authorised by QuoVadis to delegate the performance of certain functions to third parties if it 
meets the requirements of the QuoVadis CP/CPS. QuoVadis contractually obligates each RA and delegated 
third party to abide by the policies and industry standards that are applicable to their responsibilities. 
Validation of Domains and IP Addresses for TLS and of email addresses included in Certificate Subject fields 
cannot be delegated. 

Third parties, who enter into a contractual relationship with QuoVadis, may act as Enterprise RAs (ERAs) and 
authorise the issuance of Certificates by QuoVadis for Organisations and Domains that have been pre-
authenticated by QuoVadis. ERAs must abide by all the requirements of this CP/CPS and the terms of their 
services agreement with QuoVadis.  

See also Section 9.6.2. 

1.3.3. Subscribers  
Subscribers use QuoVadis’ services and PKI to support transactions and communications. Subscribers under 
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1.4.2. Prohibited Ce rtificate  Usage 
Certificates do not guarantee that the Subject is trustworthy, honest, reputable in its business dealings, safe to 
do business with, or compliant with any laws. A Certificate only establishes that the information in the 
Certificate was verified in accordance with this CP/CPS when the Certificate was issued. Code signing 
Certificates do not indicate that the signed code is safe to install or free from malware, bugs, or 
vulnerabilities. 

QuoVadis Certificates shall be used only to the extent the use is consistent with applicable law or regulation, 
and in particular shall be used only to the extent permitted by applicable export or import laws. CA 
Certificates subject to the Mozilla Root Store Policy will not be used for any functions except CA functions. In 
addition, end-user Subscriber Certificates cannot be used as CA Certificates. 

QuoVadis may periodically re-key Intermediate CAs. Third party applications or platforms that have an 
Intermediate CA embedded as a root certificate may not operate as designed after the Intermediate CA has 
been rekeyed. 

QuoVadis strongly discourages key pinning and does not consider it a sufficient reason to delay revocation. 
Customers should also take care in not mixing Certificates trusted for the web with non-web PKI. Any 
Certificates trusted by Application Software Vendors must comply with all requirements of all applicable root 
distribution  policies, including revocation periods described in Section 4.9. 

1.5. POLICY ADMINISTRATION 

1.5.1. Organisation Administering  The CP/CPS 
This CP/CPS and related agreements and security policy documents referenced within this document are 
administered by the QuoVadis Policy Management Authority (PMA). 

1.5.2. Contact Person 
Enquiries or other communications about this CP/CPS should be addressed to the QuoVadis PMA. 

Policy Director 
QuoVadis Limited 
11 Bermudiana 
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1.5.3. Person Determining  The CP/CPS Suitability 
The QuoVadis PMA determines the suitability and applicability of this CP/
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Reliable Data Source: An identification document or source of data used to verify Subject Identity 
Information that is generally recognized among commercial enterprises and governments as reliable, and 
which was created by a third party for a purpose other than the Applicant obtaining a Certificate. 

Relying Party: The Relying Party is an individual or entity that relies upon the information contained within 
the Certificate. 

Relying Party Agreement : The Relying Party Agreement is an agreement which must be read and accepted 
by a Relying Party prior to validating, relying on or using a Certificate or accessing or using the QuoVadis 
Repository. 

Repository: The Repository refers to the CRL, OCSP, and other directory services provided by QuoVadis 
containing issued and revoked Certificates. 

Required Website Content : Either a Random Value or a Request Token, together with additional 
information that uniquely identifies the Subscriber, as specified by the CA. A Random Value is specified by 
QuoVadis and exhibits at least 112 bits of entropy. 

Reserved IP Address: An IPv4 or IPv6 address that the IANA has marked as reserved. 

Subordinate CA: A Certification Authority whose Certificate is signed by t CA
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Standards / Law  

ETSI EN 319 412-1 Certificate Profiles; Part 1: Overview and common data structures 

ETSI EN 319 412-2 Certificate Profiles; Part 2: Certificate profile for certificates issued to 
natural persons  

ETSI EN 319 412-3 Certificate Profiles; Part 3: Certificate profile for certificates issued to legal 
persons 

ETSI EN 319 412-5 Certificate Profiles; Part 5: QCStatements 

ETSI EN 319 422 Time stamping protocol and electronic time-stamp profiles 

EUGridPMA Accredited CA by the EU Policy Management Authority for Grid 
Authentication in e-Science (EUGridPMA). 

PKIoverheid Accredited Certification Service Provider under PKIoverheid. PKIoverheid 
is the name for the PKI designed for trustworthy communication within 
and with the Dutch Government. 

Bermuda Authorised 
Certificate Service Provider 

As defined in Bermuda’s Electronic Transactions Act 1999 

Application Software 
Vendor 

Adobe Approved Trust List Technical Requirements, v.2.0 

Apple Root Store Program 

Microsoft Trusted Root Store (Program Requirements) 

Mozilla Root Store Policy v.2.7 

Chromium Project Root Store Certificate Policy 

 

2. PUBLICATION AND REPOSITORY RESPONSIBILITIES 

2.1. REPOSITORIES 
QuoVadis provides public repositories for its CA Certificates, revocation data for issued Certificates, CP/CPS 
and other important policy documents. The QuoVadis legal repository for most services is located at 
https://www.quovadisglobal.com/repository .  

QuoVadis may register TLS Certificates with publicly accessible Certificate Transparency (CT) Logs. Once 
submitted, Certificate information cannot be removed from a CT Log. 

QuoVadis’ CA Certificates, CRLs and OCSP responses are regularly accessible online with systems described in 
Section 5. 

2.2. PUBLICATION OF CERTIFICATE INFORMATION 
QuoVadis publishes a Repository that lists all Certificates that have been issued or revoked. The location of 
the Repository and OCSP responders are given in the individual Certificate Profiles more fully disclosed in 
Appendix A and Appendix B to this CP/CPS. 

2.3. TIME OR FREQUENCY OF PUBLICATION 
QuoVadis publishes CRL and OCSP resources to allow Relying Parties to determine the validity of a QuoVadis 
Certificate. Certificate information is published promptly following generation and issue and immediately 
following the completion of the revocation process. 

QuoVadis updates this CP/CPS at least annually to describe how QuoVadis meets the requirements of 
standards referred to in Sections 1.1 and 1.6.3 including the CA/Browser Forum Baseline Requirements. 
Those updates indicate conformance by incrementing the version number and adding a dated changelog 
entry even if no other changes are made to the document as specified in Section 1.2 of this CP/CPS 
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3.2. INITIAL IDENTITY VALIDATION 
QuoVadis may use any legal means of communication or investigation to ascertain the identity of an 
organisational or individual Applicant in compliance with this CP/CPS. QuoVadis may refuse to issue a 
Certificate in its sole discretion. 

3.2.1. Method To Prove Possession Of Private Key 
Issuing CAs shall establish that each Applicant for a Certificate is in possession and control of the Private Key 
corresponding to the Public Key contained in the request for a Certificate. The Issuing CA shall do so in 
accordance with an appropriate secure protocol, such as the IETF PKIX Certificate Management Protocol, 
including PKCS#10. If any doubt exists, QuoVadis will not perform certification of the key. 

3.2.2. Authentication Of Organisation  Identity  
Authentication of Organisation identity is conducted in compliance with this CP/CPS and the Certificate 
Profiles detailed in Appendix B. 

3.2.2.1. Validation of Domain Authoris ation and Control  

For each FQDN listed in a Certificate, QuoVadis confirms that, as of the date the Certificate was issued, the 
Applicant either is the Domain Name Registrant or has control over the FQDN by: 

i)  Communicating directly with the Domain Name Registrant via email, fax or postal mail provided by 
the Domain Name Registrar. Performed in accordance with BR Section 3.2.2.4.2 
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listed for each ADN being verified and they provide a confirming response for each ADN, performed 
in accordance with BR Section 3.2.2.4.16.  

x) Confirming the Applicant's control over the FQDN by calling the DNS CAA Phone Contact’s phone 
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•  The CA must operate under a CPS that meets QuoVadis requirements. 

3.3. IDENTIFICATION AND AUTHENTICATION FOR RE-KEY REQUESTS 

3.3.1. Identification And Authentication For Routine Re -Key 
Subscribers may request re-key of a Certificate prior to a Certificate’s expiration. After receiving a request for 
re-key, QuoVadis creates a new Certificate with the same Certificate contents except for a new Public Key and, 
optionally, an extended validity period. If the Certificate has an extended validity period, QuoVadis may 
perform some revalidation of the Applicant but may also rely on information previously provided or 
obtained. QuoVadis does not re-key a Certificate without additional Identification and Authentication if doing 
so would allow the Subscriber to use the Certificate beyond the limits specified for the applicable Certificate 
Profile. 

3.3.2. Identification and Authentication  For Re-Key After Revocation  
QuoVadis does not allow re-key after revocation.  To re-key a revoked Certificate, the Subscriber must 
undergo the initial Identification and Authentication process prior to re-keying the Certificate.  

3.4. IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUESTS 
See Section 4.9 for information about Certificate Revocation procedures. All revocation requests are 
authenticated by QuoVadis or the RA responsible for issuing the Certificate. 

4. CERTIFICATE LIFE-CYCLE OPERATION REQUIREMENTS 

4.1. CERTIFICATE APPLICATION 

4.1.1. Who Can Submit A Certificate Application  
The process to apply for QuoVadis Certificates varies by Certificate Policy and is described in Appendix B. 
Either the Applicant or an individual authorised to request Certificates on behalf of the Applicant may submit 
Certificate Requests. Applicants are responsible for any data that the Applicant or an agent of the Applicant 
supplies to QuoVadis 

QuoVadis does not issue Certificates to entities on a government denied list maintained by the United States 
or that are located in a country with which the laws of the United States prohibit doing business. 

QuoVadis maintains an internal database of previously revoked Certificates and previously rejected 
certificate requests.  QuoVadis uses this information to identify subsequent suspicious certificate requests . 

4.1.2. Enrolment Process A nd Responsibilities  
Certificate Requests must be in a form prescribed by the Issuing CA and typically include i) an application 
form including 
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4.2. CERTIFICATE APPLICATION PROCESSING 

4.2.1. Performing  
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4.5. KEY PAIR AND CERTIFICATE USAGE 

4.5.1. Subscriber Private Key And Certificate Usage 
The Certificate shall be used lawfully in accordance with the QuoVadis CP/CPS and Subscriber Agreement. 
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4.6.4. Notification of New Certificate Issuance T o Subscriber  
QuoVadis may deliver the Certificate in any secure fashion, such as using a QuoVadis Portal. 

4.6.5. Conduct Constituting Acceptance O f A Renewal Certificate  
Conduct constituting acceptance of a renewed Certificate is in accordance with Section 4.4.1Issued 
Certificates are considered accepted 30 days after the Certificate is renewed, or earlier upon use of the 
Certificate when evidence exists that the Subscriber used the Certificate. 

4.6.6. Publication of the Renewal Certificate B y The CA 
QuoVadis publishes a renewed Certificate by delivering it to the Subscriber. All renewed CA Certificates are 
published in QuoVadis’ Repository. 

4.6.7. Notification O f Certificate Issuance B y The CA To Other Entities  
RAs may receive notification of a Certificate’s renewal if the RA was involved in the issuance process. 

4.7. CERTIFICATE RE-KEY 
Re-keying means creating a new Certificate with a new Public Key and serial number while keeping the 
Subject information the same. 

4.7.1. Circumstance  for Certificate Re- Key 
Certificates may be re-keyed upon request.  After re-keying a Certificate, QuoVadis may revoke the old 
Certificate but may not further re-key, renew, or modify the previous Certificate. Subscribers requesting re-
key should identify and authenticate themselves as permitted by Section 3.3.1. 

4.7.2. Who May Request Re-Key 
QuoVadis will accept re-key requests from the Subject of the Certificate, an authorised representative for an 
Organisational certificate, or the nominating RA. QuoVadis may initiate a certificate re-key at the request of 
the Certificate Subject or at QuoVadis’ own discretion. 

4.7.3. Processing Certificate Re -Key Request 
If the Private Key and any identity and domain information in a Certificate have not changed, then QuoVadis 
may issue a replacement Certificate using a previously issued Certif
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4.8. CERTIFICATE MODIFICATION 

4.8.1. Circumstances For Certificate Modification 
Modifying a Certificate means creating a new Certificate for the same Subject with authenticated information 
that differs slightly from the old Certificate (e.g., changes to email address or non-essential parts of names or 
attributes) provided that the modification otherwise complies with this CP/CPS. The new Certificate may 
have the same or a different subject Public KeyModified information must undergo the same Identification 
and Authentication procedures as for a new Certificate. 

4.8.2. Who May Request Certificate Modification  
QuoVadis modifies Certificates at the request of certain Certificate Subjects or in its own discretion. QuoVadis 
does not make certificate modification services available to all Subscribers.  

4.8.3. 
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iv)  QuoVadis obtains evidence that the validation of domain authorisation or control for any FDQN or IP 
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vi)  The Subscriber was added as a denied party or prohibited person to a blacklist or is operating from a 
destination prohibited under the laws of the United States; 

vii)  For Adobe Signing Certificates, Adobe has requested revocation; or 

viii)  For code-signing Certificates, the Certificate was used to sign, publish, or distribute malware, code 
that is downloaded without user consent, or other harmful content. 

ix)  QuoVadis receives notice or otherwise becomes aware that there has been some other modification 
of the information pertaining to the Subscriber that is contained within the Certificate; 

x) The Subscriber fails or refuses to comply, or to promptly correct inaccurate, false or misleading 
information after being made aware of such inaccuracy, misrepresentation or falsity; 

QuoVadis always revokes a Certificate if the binding between the subject and the subject’s Public Key in the 



  21 

PSD2 Certificate) with clear instructions on how they can report suspected Private Key compromise, 
Certificate misuse, Certificates used to sign Suspect Code, Takeover Attacks, or other types of possible fraud, 
compromise, misuse, inappropriate conduct, or any other matter related to Certificates at 
https://www.quovadisglobal.com/certificate -revocation and other resources listed in Section 1.5.2.1. 

4.9.3. Procedure For Revocation Request  
QuoVadis processes a revocation request as follows: 

i)  QuoVadis logs the request or problem report and the reason for requesting revocation based on the 
list in Section 4.9.1, including contact information for the requestor. QuoVadis may also include its 
own reasons for revocation in the log. 

ii)  QuoVadis may request confirmation of the revocation from a known administrator, where applicable, 
via out-of-band communication (e.g., telephone, fax, etc.). 

iii)  If the request is authenticated as originating from the Subscriber or an authorised party, QuoVadis 
revokes the Certificate based on the timeframes listed in 4.9.1 as listed for the reason for revocation. 

iv)  For requests from third parties, QuoVadis personnel begin investigating the request within 24 hours 
after receipt and decide whether revocation is appropriate based on the following criteria: 

�x the nature of the alleged problem; 

�x the number of reports received about a particular Certificate or website; 

�x the identity of the complainants (for example, complaints from a law enforcement official that a 
web site is engaged in illegal activities have more weight than a complaint from a consumer 
alleging they never received the goods they ordered); and 

�x relevant legislation. 

v) If QuoVadis 
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4.11. END OF SUBSCRIPTION 
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5.1.4. Fire Prevention  And Protection  
QuoVadis datacentres are equipped with fire suppression mechanisms. 

5.1.5. 



  26 

5.2.1.5. 
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These procedures are subject to any limitations on background checks imposed by local law. To the extent 
one of the requirements imposed by this Section cannot be met by QuoVadis due to a prohibition or limitation 
in local law, QuoVadis utilises a substitute investigative technique permitted by law that provides 
substantially similar information, including but not limited to obtaining a background check performed by the 
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5.4. AUDIT LOGGING PROCEDURES 

5.4.1. Types Of Events Recorded 
QuoVadis records details 
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logs are protected in an encrypted format via a Key and Certificate generated especially for the purpose of 
protecting the logs. 

5.4.5. Audit Log Backup Procedures  
Each Issuing CA performs an onsite backup of the audit log daily. The backup process includes weekly 
physical removal of the audit log copy from the Issuing CA premises and storage at a secure, offsite location. 

5.4.6. Audit Collec tion System 
The security audit process of each Issuing CA runs independently of the Issuing CA software. Security audit 
processes are invoked at system start up and cease only at system shutdown. 

5.4.7. Notification To Event -Causing Subject 
Where an event is logged, no notice is required to be given to the individual, organisation, device, or 
application that caused the event. 

5.4.8. 
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•  Appointment of an individual to a trusted role 

•  Destruction of a cryptographic module 

5.5.2. Retention Period For Archive 
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•  256-bit ECDSA Key or greater with the matching Secure Hash Algorithm version as required and 
a valid point on the elliptic curve; or  

•  a hash algorithm that is equally or more resistant to a collision attack allowed by the references 
in Sections 1.1 and 8.1.  

QuoVadis requires end-entity Certificates to contain a key size that is at least 2048 bits for RSA, DSA, or Diffie-
Hellman and 224 bits for elliptic curve algorithms. QuoVadis may require higher bit keys in its sole discretion. 

QuoVadis and Subscribers may fulfill transmission security requirements using TLS or another protocol that 
provides similar security, provided the protocol requires at least AES 128 bits or equivalent for the 
symmetric key and at least 2048-bit RSA or equivalent for the asymmetric keys 

6.1.6. Public Key Parameters Generation  And Quality Checking  
QuoVadis uses cryptographic modules that conform to FIPS 186-2 and provides random number generation 
and on-board generation of Public Keys and a wide range of ECC curves. The value of this public exponent 
equates to an odd number equal to three or more.  

6.1.7. 
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purposes, the keys are transferred and stored in an encrypted form. QuoVadis’ 
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shelf (COTS). Quality assurance is maintained throughout the process through testing and documentation or 
by purchasing from trusted vendors as discussed above. 

Updates of equipment and software are purchased or developed in the same manner as the original 
equipment or software and are installed and tested by trusted and trained personnel. All hardware and 
software essential to QuoVadis’ operations is scanned for malicious code on first use and periodically 
thereafter.  

6.6.2. Security Management  Controls  
QuoVadis has mechanisms in place to control and continuously monitor the security-related configurations of 
its CA systems. When loading software onto a CA system, QuoVadis verifies that the software is the correct 
version and is supplied by the vendor free of any modifications.  

6.6.3. Life Cycle Security Controls  
No stipulation. 

6.7. NETWORK SECURITY CONTROLS 
QuoVadis CA and RA functions are performed using networks secured in accordance to prevent unauthorised 
access, tampering, and denial-of-service attacks. Communications of sensitive information shall be protected 
using point-to-point encryption for confidentiality and Digital Signatures for non-repudiation and 
authentication. 

QuoVadis documents and controls the configuration of its systems, including any upgrades or modifications 
made. Root Keys are kept offline and brought online only when necessary to sign Issuing CA Certificates, 
OCSP Responder Certificates, or periodic CRLs. Firewalls and boundary control devices are configured to 
allow access only by the addresses, ports, protocols and commands required for the trustworthy provision of 
PKI services by such systems. 

The QuoVadis security policy is to block all ports and protocols and open only ports necessary to enable CA 
functions. All CA equipment is configured with a minimum number of services and all unused network ports 
and services are disabled. 

6.8. TIME-STAMPING 
See Section 5.5.5. In addition, QuoVadis provides a Time-Stamp Authority (TSA) service for use with specific 
QuoVadis products such as Code Signing Certificates. The QuoVadis Time-Stamp Policy/Practice Statement  is 
structured in accordance with ETSI EN 319 421 and should be read in conjunction with this CP/CPS. 

7. CERTIFICATE, CRL, AND OCSP PROFILES 
QuoVadis uses the ITU X.509, version 3 standard to construct Certificates. QuoVadis adds certain certificate 
extensions to the basic certificate structure for the purposes intended by X.509v3 as per Amendment 1 to 
ISO/IEC 9594-8, 1995.  See Appendix A and Appendix B.  

For publicly-trusted TLS Certificates, QuoVadis meets the technical requirements set forth in Sections 2.2, 
6.1.5, and 6.1.6 of the CA/Browser Baseline Requirements and this CP/CPS. 

QuoVadis generates non-sequential Certificate serial numbers (positive numbers greater than zero) that 
contain at least 64 bits of output from a CSPRNG. 

7.1. CERTIFICATE PROFILE 

7.1.1. Version Number( s) 
All Certificates are X.509 version 3 Certificates. 
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7.1.2. Certificate  Extensions 
The extensions defined for X.509 v3 Certificates provide methods for associating additional attributes with 
users or Public Keys and for managing relationships between CAs. See Appendix A and Appendix B. 

For Root CA, Subordinate CA, and Subscriber C
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QuoVadis does not issue publicly-trusted TLS Certificates to a Reserved IP address or Internal Name. 

For CA Certificates, the commonName attribute is present contains an identifier that uniquely identifies the 
CA and distinguishes it from other CAs.  Certificates are populated with the Issuer Name and Subject 
Distinguished Name required under Section 3.1.1. Issuer DNs meet the requirements in the CA/Browser 
Forum Baseline Requirements. See also Appendix A and Appendix B. 

7.1.5. Name Constraints  
QuoVadis may use nameConstraints when appropriate. For publicly-trusted TLS certificates, QuoVadis 
follows the requirements of Section 7.1.5 of the Baseline Requirements. If the technically constrained Issuing 
CA Certificates includes the id-kp-serverAuth EKU, then it includes the Name Constraints X.509v3 extension 
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7.2. CRL PROFILE 
If present, this extension cannot be marked critical. This extension must be present for a Root CA or Issuing 
CA Certificate, including Cross Certificates. This extension may be present for Certificates
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7.3.2. OCSP Extensions 
The singleExtensions of an OCSP response cannot contain the reasonCode (OID 2.5.29.21) CRL entry 
extension.  

7.4. CERTIFICATE TRANSPARENCY 
QuoVadis TLS Certificates MAY include Signed Certificate Timestamps (SCT) from independent CT 
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8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS 

8.1. FREQUENCY, CIRCUMSTANCE AND STANDARDS OF ASSESSMENT 
The practices in this CP/CPS are designed to meet or exceed the requirements of generally accepted industry 









  46 

QuoVadis. QuoVadis licenses software and hardware manufacturers to reproduce such Root CA Certificates to 
place copies in trustworthy hardware devices or software. 

9.5.5. Violation of Property Rights  
Issuing CAs shall not knowingly violate the intellectual property rights of any third party. 

9.6. REPRESENTATIONS AND WARRANTIES 

9.6.1. Certification Authority  Representations  
By issuing a Digital Certificate, QuoVadis represents and warrants that, during the period when the Digital 
Certificate is valid, QuoVadis has complied with this CP/CPS in issuing and managing the Digital Certificate to 
the parties listed below: 

•  The party to the relevant QuoVadis Subscriber Agreement and Terms of Use; 

•  All Relying Parties who reasonably rely on a Valid Certificate; and 

•  All Application Software Vendors with whom QuoVadis has entered into a contract for inclusion 
of its Root Certificate in software distributed by such Application Software Vendor. 

QuoVadis discharges its obligations by: 

•  QuoVadis complies, in all material aspects, with this CP/CPS, and all applicable laws and 
regulations; 

•  QuoVadis publishes and updates CRLs and OCSP responses on a regular basis; 

•  All Certificates issued under this CP/CPS will be verified in accordance with this CP/CPS and 
meet the minimum requirements found herein and in the Baseline Requirements; and 

•  QuoVadis will maintain a Repository of public information on its website. 

QuoVadis hereby warrants (i) it has taken reasonable steps to verify that the information contained in any 
Certificate is accurate at the time of issue (ii) Certificates shall be revoked if QuoVadis believes or is notified 
that the contents of the Certificate are no longer accurate, or that the Private Key associated with a Certificate 
has been compromised in any way. 

QuoVadis makes no other warranties, and all warranties, express or implied, statutory or otherwise, are 
excluded to the greatest extent permissible by applicable law, including without limitation all warranties as to 
merchantability or fitness for a particular purpose. 

9.6.2. RA Representations and Warranties  



  47 

9.6.3. Subscriber Representations And Warranties  
Prior to being issued and receiving a Certificate, Subscribers are solely responsible for any 
misrepresentations they make to third parties and for all transactions that use Subscriber’s Private Key, 
regardless of whether such use was authorised. Subscribers are required to notify QuoVadis and any 
applicable RA if a change occurs that could affect the status of the Certificate. 

QuoVadis requires, as part of the Subscriber Agreement or Terms of Use, that the Applicant make the 
commitments and warranties in this Section for the benefit of QuoVadis and all Relying Parties and 
Application Software Vendors. This make take the form of either: 
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To be relied upon as an EU Qualified Certificate, the CA/trust anchor for the validation of the 
Certificate shall be as identified in a service digital identifier of an EU Trusted List entry with 
service type identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC" for a QTSP. 

ii)  Prior to relying on an authentication product or service, Relying Parties must gather sufficient 
information to make an informed decision about the proper use of the authentication product or 
service and whether intended reliance on the authentication product or service was reasonable in 
light of the circumstances. This includes evaluating the risks associated with their intended use and 
the limitations associated with the authentication product or service provided by QuoVadis. 

iii)  
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from Subscriber, to correct the defect, except that QuoVadis has no obligation to correct defects that arise 
from (i) misuse, damage, modification or damage of the Certificates or combination of the Certificates with 
other products and services by parties other than QuoVadis, or (ii) Subscriber’s breach of any provision of the 
Subscriber Agreement.  

9.8. LIABILITY AND LIMITATIONS OF LIABILITY 
This Section 9.8 does not limit a party’s liability for: (i) death or personal injury res
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9.9.3. Indemnification By Relying Parties  
To the extent permitted by law, each Relying Party shall indemnify QuoVadis, its partners, and their 
respective directors, officers, employees, agents, and contractors against any loss, damage, or expense, 
including reasonable attorney’s fees, related to the Relying Party’s (i) breach of the Relying Party Agreement, 
an End-User License Agreement, this CP/CPS, or applicable law; (ii) unreasonable reliance on a Certificate; or 
(iii) failure to check the Certificate’s status prior to use. 

9.10. TERM AND TERMINATION 

9.10.1. Term  
This CP/CPS and any amendments to this CP/CPS are effective when published in the QuoVadis Repository 
and remain in effect until replaced with a newer version. 

9.10.2. Termination  
This CP/CPS as amended from time to time shall remain in force until it is replaced by a newer version. 

9.10.3. Effect Of Termination And Survival  
The conditions and effect resulting from termination of this CP/CPS will be communicated via the QuoVadis 
website upon termination. That communication will outline the provisions that may survive termination of 
this CP/CPS and remain in force. The responsibilities for protecting business confidential and private 
personal information shall survive termination, and the terms and conditions for all existing Certificates shall 
remain valid for the remainder of the validity periods of such Certificates. 

9.11. INDIVIDUAL NOTICES AND COMMUNICATIONS WITH PARTICIPANTS 
QuoVadis accepts notices related to this CP/CPS at the locations specified in Section 2.2. Notices are deemed 
effective after the sender receives a valid and digitally signed acknowledgment of receipt from QuoVadis. If an 
acknowledgement of receipt is not received within five days, the sender must resend the notice in paper form 
to the street address specified in Section 2.2 using either a courier service that confirms delivery or via 
certified or registered mail with postage prepaid and return receipt requested. QuoVadis may allow other 
forms of notice in its Subscriber Agreements.  

9.12. AMENDMENTS 

9.12.1. Procedure For Amendment  
Amendments to this CP/CPS are made and approved by the QuoVadis PMA at at least annually. Amendments 
are made by posting an updated version of the CP/CPS to the Repository. Updates supersede any designated 
or conflicting provisions of the referenced version of the CP/CPS. Controls are in place to reasonably ensure 
that this CP/CPS is not amended and published without the prior authoris



  51 

9.13. DISPUTE RESOLUTION PROVISIONS 
To the extent permitted by law, before a Participant files suit or initiates an arbitration claim with respect to a 
dispute involving any aspect of this Agreement, Participant  shall notify QuoVadis, and any other party to the 
dispute for the purpose of seeking business resolution. Both Participant and QuoVadis shall make good faith 
efforts to resolve such dispute via business discussions. If the dispute is not resolved within sixty (60) days 
after the initial notice, then a party may proceed as permitted under applicable law and as specified under 
this CP/CPS and other relevant agreements.  

i)  Arbitration: In the event a dispute is allowed or required to be resolved through arbitration, the 
parties will maintain the confidential nature of the existence, content, or results of any arbitration 
hereunder, except as may be necessary to prepare for or conduct the arbitration hearing on the 
merits, or except as may be necessary in connection with a court application for a preliminary 
remedy, a judicial confirmation or challenge to an arbitration award or its enforcement, or unless 
otherwise required by law or judicial decision.  

ii)  Class Action and Jury Trial Waiver: THE PARTIES EXPRESSLY WAIVE THEIR RESPECTIVE RIGHTS TO 
A JURY TRIAL FOR THE PURPOSES OF LITIGATING DISPUTES HEREUNDER. Each party agrees that 
any dispute must be brought in the respective party’s individual capacity, and not as a plaintiff or 
class member in any purported class, collective, representative, multiple plaintiff, or similar 
proceeding (“Class Action”). The parties expressly waive any ability to maintain any Class Action in 
any forum in connection with any dispute. If the dispute is subject to arbitration, the arbitrator will 
not have authority to combine or aggregate similar claims or conduct any Class Action nor make an 
award to any person or entity not a party to the arbitration. Any claim that all or part of this Class 
Action waiver is unenforceable, unconscionable, void, or voidable may be determined only by a court 
of competent jurisdiction and not by an arbitrator. 

9.14. GOVERNING LAW 
The (i) laws that govern the interpretation, construction, and enforcement of this Agreement and all matters, 
claims or disputes related to it, including tort claims, and (ii) the courts or arbitration bodies that have 
exclusive jurisdiction over any of the matters, claims or disputes contemplated in sub-Section (i) above, will 
each depend on where Customer is domiciled, as set forth in the table below.  

In instances where the International Chamber of Commerce is designated below as the court or arbitration 
body with exclusive jurisdiction of such matters, claims or disputes, then the parties hereby agree that (x) all 
matters, claims or disputes arising out of or in connection with this Agreement shall be finally settled under 
the Rules of Arbitration of the International Chamber of Commerce (Rules) by one or more arbitrators 
appointed in accordance with the Rules, (y) judgment on the award rendered by such arbitration may be 
entered in any court having jurisdiction, and (z) this arbitration clause shall not preclude parties from 
seeking provisional remedies in aid of arbitration from a court of appropriate jurisdiction.  

Customer is Domiciled in:  Governing Law is 
laws of:  

Court or arbitration body with exclusive 
jurisdiction:  

The United States of America, 
Canada, Mexico, Central America, 
South America, the Caribbean, or 
any other country not otherwise 
included in the rest of the table 
below 

Utah state law and 
United States federal 
law 

State and Federal courts located in Salt Lake 
County, Utah 
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Customer is Domiciled in:  Governing Law is 
laws of:  

Court or arbitration body with exclusive 
jurisdiction:  

Europe, Switzerland, the United 
Kingdom, Russia, the Middle East 
or Africa 

England International Chamber of Commerce, 
International Court of Arbitration, with seat 
of arbitration in the below city corresponding 
to the QuoVadis contracting entity listed in 
the Order Form. 

For QV CH: Zurich 
For QV NL: Amsterdam 
For QV DE: Munich 
For QV/BE/DigiCert Europe: Brussels 
For QV UK: London 
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limitation of liability, disclaimer of a warranty, or an exclusion of damages is severable and independent of 
any other provision.  

9.16.4. Enforcement (Waiver Of Rights)  
QuoVadis may seek indemnification and attorneys' fees from a party for damages, losses, and expenses 
related to that party's conduct. QuoVadis’ failure to enforce a provision of this CP/CPS does not waive 
QuoVadis’ right to enforce the same provision later or right to enforce any other provision of this CP/CPS. To 
be effective, waivers must be in writing and signed by QuoVadis. 

9.16.5. Force Majeure 
QuoVadis is not liable for any delay or failure to perform an obligation under this CP/CPS to the extent that 
the delay or failure is caused by an occurrence beyond QuoVadis’ reasonable control. The operation of the 
Internet is beyond QuoVadis’ reasonable control. 

To the extent permitted by applicable law, Subscriber Agreements and Relying Party Agreements shall 
include a force majeure clause protecting QuoVadis.  

9.17. OTHER PROVISIONS 
No stipulation. 
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10. APPENDIX A –  ROOT CA PROFILES 
QuoVadis Root CA2 

Field  Value
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QuoVadis Root CA 2 G3 

Field  Value 

Version V3 

Serial Number Unique number 445734245b81899b35f2ceb82b3b5ba726f07528 
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11. APPENDIX B 

11.1. BUSINESS SSL 

Field  Value 

Version V3 

Serial Number Unique number 

Issuer Signature Algorithm sha256RSA (1.2.840.113549.1.1.11) 

Issuer Distinguished Name Unique X.500 CA DN. 

CN = Variable 

O = QuoVadis Limited  

C = BM 

Validity Period 397 days 

Subject Distinguished Name  

Organization Name subject:organisationName (2.5.4.10) 
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Authority Information Access c=no; Access Method= - Id-ad-ocsp (On-line Certificate Status 
Protocol - 1.3.6.1.5.5.7.48.1); URL =http://ocsp.quovadisglobal.com 

CRL Distribution Points c = no; CRL HTTP URL =http://crl.quovadisglobal.com/<CA 
Name>.crl 

 

Purposes of Business SSL 
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11.2. EXTENDED VALIDATION SSL 

Field  Value Comments 

Version 
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ceName 
(1.3.6.1.4.1.311.60.2.1.2) 

Full name of Jurisdiction of Incorporation for an 
Incorporating or Registration Agency at the state or 
province level, including country information as 
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Certificate Policies; { 2.23.140.1.1} 
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•  
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•  
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Step 5: All signatures by Certificate Requesters, Certificate Approvers and Contract Signers are verified 
through follow- up procedures or telephone calls. 

Step 6: QuoVadis obtains and documents further explanation or clarification from the Applicant, Certificate 
Approver, Certificate Requester, and/or other sources of information as necessary to resolve discrepancies or 
details requiring further explanation. QuoVadis procedures ensure that a second Validation Specialist who is 
not responsible for the collection and review of information reviews all of the information and documentation 
assembled in support of the EV Certificate and looks for discrepancies or other details requiring further 
explanation. Two QuoVadis Validation Specialists must approve issuance of the Certificate. 

Step 7: QuoVadis creates the EV Certificate. 

Step 8: The EV Certificate is delivered to the Certificate Requester. 

QuoVadis may not issue an EV Certificate until the entire corpus of information and documentation 
assembled in support of the EV Certificate is such that issuance of the EV Certificate will not communicate 
inaccurate factual information that QuoVadis knows, or by the exercise of due diligence should discover, from 
the assembled information and documentation. If satisfactory explanation and/or additional documentation 
are not received within a reasonable time, QuoVadis will decline the EV Certificate Request and notify the 
Applicant accordingly. 

Renewal 

Under the EV Guidelines, renewal requirements and procedures are generally the same as those employed for 
the validation and issuance for new Applicants. The maximum validity period for validated data that can be 
used to support issuance of an EV Certificate (before revalidation is required) is thirteen months, except for 
the identity and authority of individuals identified in the EV Authority Letter. 

In the case of outdated information, QuoVadis repeats the verification processes required by the EV 
Guidelines. If a company is no longer in good standing, or if any of the other required information cannot be 
verified, the Certificate is not renewed. 
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11.3. QUOVADIS QUALIFIED WEBSITE AUTHENTICATION CERTIFICATE (QCP-W) 
QuoVadis Qualified Website Authentication Certificates (QCP-w) (QWAC) are issued under the requirements 
of ETSI EN 319 411-2 aim to support website authentication based on a Qualified Certificate defined in 
articles 3 (38) and 45 of the eIDAS Regulation. 

QCP-w Certificates issued under these requirements endorse the requirement of EV Certificates whose 
purpose is specified in clause 5.5 of ETSI EN 319 411-1 [2]. QWACs issued under this policy provide a means 
by which a visitor to a website can be assured that there is a genuine and legitimate entity standing behind 
the website as specified in the eIDAS Regulation. 

The QuoVadis QWAC is designed to comply with:  

•  CA/Browser Forum EV Guidelines; 

•  ETSI EN 319 411-2 Electronic Signatures and Infrastructures (ESI); Requirements for Trust 
Service Providers issuing EU Qualified Certificates; 

•  ETSI EN 319 412-4 Electronic Signatures and Infrastructures (ESI); Certificate profile for web 
site certificates; and 

•  ETSI EN 319 412-5 Electronic Signatures and Infrastructures (ESI); QCStatements 

Field  Value Comments 

Version V3 (2)  

Serial Number Unique system generated random 
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have a Registration Number or 
verifiable date of creation, the field 
will contain the label “Government 
Entity”. 

Business Category Subject:businessCategory (2.5.4.15) This field MUST contain one of the 
following strings: "Private 
Organization", "Government Entity", 
"Business Entity", or "Non-
Commercial Entity", depending on 
which Section of the EV Guidelines 
applies to the Subject. 

City or town 
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[4]  Certificate Policy: 
Policy Identifier=2.23.140.1.1 

Certificate Transparency 
(optional)  

(1.3.6.1.4.1.11129.2.4.4) 
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QuoVadis policy is that QuoVadis Qualified Website Authentication (QCP-w) certificates are only issued to 
legal persons and not natural persons. The identity of the legal person and, if applicable, any specific 
attributes of the legal person, shall be verified: 

I. by the physical presence of an authorised representative of the legal person; or 

II. using methods which provide equivalent assurance in terms of reliability to the physical presence of 
an authorised representative of the legal person and for which QuoVadis can prove the equivalence. 

 

11.4. QUOVADIS QCP-W-PSD2  
ETSI TS 119 495 defines QWAC profiles and TSP policy requirements under the Payment Services Directive 
(EU) 2015/2366, which are supplemented by Ballot SC17 of the CA/Browser Forum. 

QuoVadis QCP-w-psd2 follow the same profile as QuoVadis QCP-w Certificates with the following variations: 

Field  Value Comments 

Subject Distinguished Name  

Organization Identifier  subject:organisationIdentifier  
(2.5.4.97) 

PSD2 Authorisation Number 

Refer to: 
ETSI TS 119 495 5.1 

CA/Browser Forum Ballot SC17 

Extension  
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certificate is an EU Qualified 
Certificate in accordance with 
Regulation EU No 910/2014 

id-etsi-qcs-QcType id-etsi-qcs-6 (0.4.0.1862.1.6) 
esi4-
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Note: PSP identifiers MAY contain hyphens, but Registration Schemes, ISO 3166 country codes, and NCA 
identifiers do not. Therefore if more than one hyphen appears in the final PSP identifier, the leftmost hyphen 
is a separator and the remaining hyphens are part of the PSP identifier. 

PSD2 Roles 

The NCA can assign one or more roles (RolesOfPSP) to payment service providers. QuoVadis also confirms 
the PSD2 role of the Certificate Applicant (RolesOfPSP): 

i)   account servicing (PSP_AS) 

- OID: id-psd2-role-psp-as { 0.4.0.19495.1.1 }  
Role: PSP_AS  

ii)  payment initiation (PSP_PI) 
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•  A hardware cryptographic module with a unit design form factor certified as conforming to at 
least FIPS 140 Level 2, Common Criteria EAL 4+, or equivalent. 

•  Another type of hardware storage token with a unit design form factor of SD Card or USB token 
(not necessarily certified as conformant with FIPS 140 Level 2 or Common Criteria EAL 4+). The 
Subscriber MUST also warrant that it will keep the token physically separate from the device that 
hosts the code signing function until a signing session is begun. 

Verification Requirements  

Before issuing a Code Signing Certificate, QuoVadis performs limited procedures to verify that all Subject 
information in the Certificate is correct, and that the Applicant is authorised to sign code in the name to be 
included in the Certificate. 
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