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Important Note About this Document

This document is the Certificate Policy/Certification Practice Statement (CP/CPS) of QuoVadis
Limited (QuoVadis), a company of DigiCert, Inc. It contains an overview of the practices and
procedures that QuoVadis employs as a Certification Authority (CA). This document is not intended
to create contractual relationships between QuoVadis Limited and any other person. Any person
seeking to rely on Certificates or participate within the QuoVadis Public Key Infrastructure
(QuoVadis PKI) must do so pursuant to a definitive contractual document. This document is intended
for use only in connection with QuoVadis and its business.

This version of the CP/CPS has been approved for use by the QuoVadis Policy Management Authority
(PMA) and is subject to amendment and change in accordance with the policies and guidelines
adopted, from time to time, by the PMA and as otherwise set out herein. The date on which this
versio
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1.2. DOCUMENT NAME, IDENTIFICATION AND APPLICABILITY

The Private Enterprise Object Identifier (OID) assigned by the Internet Assigned Numbers Authority to
QuoVadis is 1.3.6.1.4.1.8024. This CP/CPS applies to all CAs and Subscriber Certificates that are signed by the

following Root CAs:
Root CA OID

QuoVadis Root Certification Authority /
QuoVadis Root CA 1 G3 136141802401




. in the case of natural persons, the Subscribers’ Private Key is maintained and used
under their sole control and used only for Electronic Signatures; and

. in the case of legal persons, the Subscribers’ Private Key is maintained and used under
their control and used only for Electronic Seals.

An Issuing CA may, but shall not be obliged to, detail its specific practices and other requirements in a policy
or practices statement adopted by it following approval by the QuoVadis PMA. Issuing CAs are required to
conduct regular compliance audits of their RAs to ensure that they are complying their respective RA
Agreements and this CP/CPS.

Issuing CAs must not be used for Man in the Middle (MITM) purposes for the interception of encrypted
communications or for traffic management of domain names /IP addresses that the entity does not own or
control. External Issuing CAs publicly-trusted must either be technically constrained, or undergo an
independent audit and be publicly disclosed in the QuoVadis Repository.

Seaalso Section 9.6.1.

1.3.2. Registration Authorities and Other Delegated Third Parties

A Registration Authority (RA) is an entity that performs Identification and Authentication of Certificate
Applicants, and initiates, passes along revocation requests for end user Subscriber Certificates, and approves
applications for renewal or re-keying Certificates on behalf of an Issuing CA. QuoVadis and Issuing CAs may
act as RAs for Certificates they issue.

RAs may be authorised by QuoVadis to delegate the performance of certain functions to third parties if it
meets the requirements of the QuoVadis CP/CPS. QuoVadis contractually obligates each RA and delegated
third party to abide by the policies and industry standards that are applicable to their responsibilities.
Validation of Domains and IP Addresses for TLS and of email addresses included in Certificate Subject fields
cannot be delegated.

Third parties, who enter into a contractual relationship with QuoVadis, may act as Enterprise RAs (ERAs) and
authorise the issuance of Certificates by QuoVadis for Organisations and Domains that have been pre-
authenticated by QuoVadis. ERAs must abide by all the requirements of this CP/CPS and the terms of their
services agreement with QuoVadis.

Seealso Section 9.6.2.

1.3.3. Subscribers

Subscribers use QuoVadis’ services and PKI to support transactions and communications. Subscribers under
this CP/CPS include all end users (including entities) of Certificates issued by an Issuer CA. A Subscriber is the
entity named as the end-user Subscriber of a certificate. End-user Subscribers may be individuals,
organisations or, infrastructure components such as firewalls, routers, trusted servers or other devices used
to secure communications within an organisation.

Subscribers are not always the party identified in a Certificate. The Subjectof a Certificate is the party named



check the appropriate CRL or OCSP response prior to relying on information featured in a Certificate. The
location of the Certificate Status service is detailed within the Certificate.

Relying Parties are required to act in accordance with this CP/CPS and the Relying Party Agreement. Seealso
Section 9.6.4.

1.3.5. Other Participants

Other Participants in the QuoVadis PKI are required to act in accordance with this CP/CPS and/or applicable
agreements. Other participants include Accreditation Authorities such as Policy Management Authorities,
Application Software Vendors, and applicable Community-of-Interest sponsors. Accreditation Authorities are
granted an unlimited right to re-distribute QuoVadis CA Certificates and related information in connection
with the accreditation.

1.4. CERTIFICATE USAGE

At all times, participants in the QuoVadis PKI are required to utilise Certificates in accordance with this
QuoVadis CP/CPS and all applicable laws and regulations.

1.4.1. Appropriate Certificate Uses

Certificates issued pursuant to this CP/CPS may be used for all legal authentication, encryption, access
control, and digital signature purposes, as designated by the key usage and extended key usage fields found
within the Certificate. However, the sensitivity of the information processed or protected by a Certificate
varies greatly, and each Relying Party must evaluate the application environment and associated risks before
deciding on whether to use a Certificate issued under this CP/CPS.

1.4.2. Prohibited Certificate Usage

Certificates do not guarantee that the Subject is trustworthy, honest, reputable in its business dealings, safe to
do business with, or compliant with any laws. A Certificate only establishes that the information in the
Certificate was verified in accordance with this CP/CPS when the Certificate was issued. Code signing
Certificates do not indicate that the signed code is safe to install or free from malware, bugs, or
vulnerabilities.

QuoVadis Certificates shall be used only to the extent the use is consistent with applicable law or regulation,
and in particular shall be used only to the extent p



Policy Director

QuoVadis Limited

11 Bermudiana Road, Suite 1640
Hamilton HM-08, Bermuda

Website: https://www.quovadisglobal.com
Electronic mail: compliance@quovadisglobal.com
Customer complaints: gvcomplaints@digicert.com

1.5.2.1. Revocation Reporting Contact Person

QuoVadis provides additional information for entities requiring assistance with revocation or an investigative
report at https://www.quovadisglobal.com/certificate-revocation. SeealsoSection 4.9.2.

As of 15 Oct 2020, requests that Certificates be revoked due to keyCompromise must be submitted at
https://problemreport.digicert.com/key-compromise providing the information outlined in Section 4.9.
For other types of revocation requests, and for keyCompromise reporting



Certificate Approver is a natural person who is employed by the Applicant, or an authorised agent who has
express authority to represent the Applicant to: (i) act as a Certificate Requester and to authorise other
employees or third parties to act as a Certificate Requesters, and (ii) to approve Certificate Requests
submitted by other Certificate Requesters.

Certificate Policy means a Certificate policy adopted by an Issuing
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Standards / Law

ESI (“Directive”)

Electronic Signatures and Infrastructures (ESI) regulations from EU
Telecommunication Standards Institute (ETSI)

ETSIEN 319 401

General Policy Requirements for Trust Service Providers

ETSIEN 319411-1

ETSIEN 319 411-2

Policy and security requirements for Trust Service Providers issuing
certificates; Part 1: General Requirements

Policy and security requirements for Trust Service Providers issuing
certificates; Part 2: Requirements for trust service providers issuing EU
qualified certificates




QuoVadis’ CA Certificates and its CRLs and OCSP responses are regularly accessible online with systems
described in Section 5.

2.2. PUBLICATION OF CERTIFICATE INFORMATION

QuoVadis publishes a Repository that lists all Certificates that have been issued or revoked. The location of
the Repository and OCSP responders are given in the individual Certificate Profiles more fully disclosed in
Appendix A and Appendix B to this CP/CPS.

2.3. TIME OR FREQUENGF PUBLICATION

QuoVadis publishes CRL and OCSP resources to allow Relying Parties to determine the validity of a QuoVadis
Certificate. Certificate information is published promptly following generation and issue and immediately
following the completion of the revocation process.

QuoVadis updates this CP/CPS at least annually to describe how QuoVadis meets the requirements of
standards referred to in Sections 1.1 and 1.6.3 including the CA/Browser Forum Baseline Requirements.
Those updates indicate conformance by incrementing the version number and adding a dated changelog
entry even if no other changes are made to the document as specified in Section 1.2 of this CP/CPS

New or modified versions of the CP/CPS and other policies are typically published within seven days after
their approval.

2.4. ACCESS CONTROLS ON REPOSITORIES

Read-only access to the Repository is unrestricted. Logical and physical controls prevent unauthorised write
access to Repositories.

3. IDENTIFICATION AND AUTHENTICATION

The Identification and Authentication procedures used by QuoVadis depend on the Class of Certificate being
issued (SeeAppendix A and Appendix B). Issuing CAs may delegate the responsibility to one or more RAs.

3.1. NAMING

3.1.1. Types Of Names

All Subscribers require a distinguished name that complies with the ITU X.500 standard for Distinguished
Names (DN). The QuoVadis PMA approves naming conventions for the creation of distinguished names for
Issuing CA applicants. Different naming conventions may be used by different Issuing CAs.

The Subject name of all Certificates issued to Individuals shall be the authenticated common name of the
Subscriber. Each User must have a unique and readily identifiable X.501 DN. Alternatively, DNs may be based
on domain name components, e.g. CN=John Smith, DC=QuoVadis, DC=BM. The Common Name may contain
the applicant’s first and last name (surname).

For Certificates issued under the Baseline Requirements, the use of Internal Server Names and Reserved IP
Addresses is prohibited, and the FQDN or authenticated domain name is placed in the Common Name (CN)
attribute of the Subject field and/or the Subject Alternative Name extension.

The Distinguished Names of a Code Signing Certificate must identify the legal entity that intends to have
control over the use of the Private Key when signing code.
3.1.2. Need For Names To Be Meaningful

QuoVadis uses Distinguished Names that identify both the entity (i.e. person, organisation, device, or object)
that is the subject of the Certificate and the entity that is the issuer of the Certificate. QuoVadis only allows
directory information trees that accurately reflect organisation structures.

10



3.1.3. Pseudonymous Subscribers

QuoVadis may issue pseudonymous end entity Certificates if they are not prohibited by policy and if
applicable name space uniqueness requirements are met. For Internationalised Domain Names (IDN),
QuoVadis may include the Punycode version of the IDN as a Subject Name.

3.1.4. Rules For Interpreting Various Name Forms
Distinguished Names in Certificates are interpreted using X.500 standards and ASN.1 syntax.

3.1.5. Uniqueness Of Names

11



Organisation as the telephone number of its principal place of business may be called to ensure that the
number is active and answered by the Organisation.

Where an Issuing CA or RA has a separate and pre-existing commercial relationship with the Organisation
under review, the Issuing CA or RA may authenticate the Identity of the Organisation by reference to records
kept in the ordinary course of business that, at a minimum, satisfy the requirements of this Section. In all such
cases, the Issuing CA or RA shall record the specific records upon which it relied for this purpose.

With respect to TLS Certificates, authentication of Organisation identity is conducted in compliance with this
CP/CPS and the TLS Certificate Profiles detailed in Appendix B.
3.2.2.1. Validation of Domain and Email Authoris ation and Control

For each FQDN listed in a Certificate, QuoVadis confirms that, as of the date the Certificate was issued, the
Applicant either is the Domain Name Registrant or has control over the FQDN by:

i) Communicating directly with the Domain Name Registrant via email, fax or postal mail provided by
the Domain Name Registrar. Performed in accordance with BR Section 3.2.2.4.2 using a Random
Value (valid for no more than 30 days from its creation)

ii) Communicating with the Domain’s administrator using a

12



xii) Confirming the Applicant's control over a FQDN by validating domain control of the FQDN using the
ACME HTTP Challenge method, performed in accordance with BR Section 3.2.2.4.19. This method is
suitable for validating Wildcard Domain Names; or

xiii) Confirming the Applicant’s control over a FQDN by validating domain control of the FQDN by
negotiating a new application layer protocol using the ALPN Extension, performed in accordance
with BR Section 3.2.2.4.20. This method is NOT suitable for validating Wildcard Domain Names.

QuoVadis and its Issuing CAs verify an Applicant’s or Organisation’s right to use or control of an email
address to be contained in a Certificate that will have the “Secure Email” EKU using one of the following
procedures, which may not be delegated:

i) By verifying domain control over the email Domain Name using one of the procedures listed in this
Section; or

ii) By sending an email message containing a Random Value to the email address to be included in the
Certificate and receiving a confirming response within a limited period of time that includes the
Random Value to indicate that the Applicant controls that same email address.

QuoVadis maintains a list of High Risk Domains and has implemented technical controls to prevent the
issuance of Certificates to certain domains. QuoVadis follows documented procedures that identify and
require additional verification activity for High Risk Certificate Requests prior to the Certificate’s approval.

QuoVadis uses a documented internal process to check the accuracy of information sources and databases to
ensure the data is acceptable, including reviewing the database provider’s terms of use. For EV, the approved
sources are published at https://github.com/digicert/reports/tree/master/validation-sources.

QuoVadis may include the Legal Entity Identifier (LEI) numbers in Certificates after verification through
appropriate mechanisms, such as provided by Global Legal Entity Identifier Foundation (GLEIF), that the LEI
is associated with the Subject. LEI lookups are not relied upon by QuoVadis as a primary source of
information for verification and this information is treated as additional correlation of identity information
found in the certificate.

3.2.2.2. Verification of IP

13



https://tools.ietf.org/html/draft-ietf-acme-ip-04#Section-4, performed in accordance with BR
Section 3.2.2.5.7.

3.2.2.3. Wildcard Domain Validation

Before issuing a certificate with a wildcard character (*) in a CN or subjectAltName of type DNS-ID, QuoVadis
follows a documented procedure that determines if the wildcard character occurs in the first label position to
the left of a “registry-controlled” label or “public suffix”. If a wildcard would fall within the label immediately

14






4.2. CERTIFICATE APPLICATIORROCESSING

4.2.1. Performing Identification And Authentication Functions

After receiving a certificate application, QuoVadis or an RA follows a documented procedure to verify the
application and other information in accordance with the Identification and Authentication requirements for
each Certificate Profile. Seealso Appendix A and Appendix B.

In cases where the certificate request does not contain all the necessary information about the Applicant,
QuoVadis or the RA obtains the remaining information from the Applicant or, having obtained it from a
reliable, independent third-party data source, confirm it with the Applicant.

For publicly-trusted TLS Certificates, Applicant information is required to include at least one FQDN or IP
address to be included in the Certificate’s SubjectAltName extension. QuoVadis implements documented
procedures that require additional verifications as reasonably necessary for High Risk Certificate Requests
prior to the Certificate’s approval.

QuoVadis considers a source’s availability, purpose, and reputation when determining whether a third-party
data source is reasonably reliable. For TLS QuoVadis does not consider a database, source, or form of
identification reasonably reliable if QuoVadis or the RA is the sole source of the information.

4.2.1.1. Certificate Authority Authorisation (CAA)

Prior to issuing TLS Certificates, QuoVadis checks for CAA records for each dNSName in the subjectAltName
extension of the Certificate to be issued. If the QuoVadis Certificate is issued, it will be issued within the TTL
of the CAA record, or 8 hours, whichever is greater.

When processing CAA records, QuoVadis processes the issue, issuewild, and iodef property tags as specified
in RFC 8659. QuoVadis may not act on the contents of the iodef property tag. QuoVadis will not issue a
Certificate if an unrecognised property is found with the critical flag.

CAA checking is optional for Certificates issued by a Technically Constrained Issuing CA as set out in Baseline
Requirements Section 7.1.5, or where CAA was checked prior to the creation of a corresponding CT pre-
certificate that was logged in at least 2 public CT log servers.

DNS access failure can be treated as permission to issue when the failure is proven to be outside QuoVadis
infrastructure, was retried at least once, and the domain zone does not have a DNSSEC validation chain to the
ICANN root.

QuoVadis documents potential issuances that were prevented by a CAA record, and may not dispatch reports
of such issuance requests to the contact stipulated in the CAA iodef record(s), if present. QuoVadis supports
mailto: and https: URL schemes in the iodef record.

The identifying CAA domains recognised by QuoVadis: are “digicert.com”, “digicert.ne.jp”, "cybertrust.ne.jp”,
“symantec.com”, “thawte.com”, “geotrust.com”, “quovadisglobal.com”, “rapidssl.com”,
“digitalcertvalidation.com” and any domain containing those identifying domains as suffixes (e.g.

example.digicert.com) or registered country jurisdictions (e.g., digicert.de).

4.2.2. Approval Or Rejection Of Certificate Applications

After receiving a Certificate Application, QuoVadis or an RA verifies the application information and other
information in accordance with this CP/CPS.

If an RA (including an Enterprise RA) assists in the verification, the RA must create and maintain records
sufficient to establish that it has performed its required verification tasks and communicate the completion of
such performance to QuoVadis. After verification is complete, QuoVadis evaluates the corpus of information
and decides whether or not to issue the Certificate.
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4.7.6. Publication Of The Re-Key Certificate By The CA
QuoVadis publishes a re-keyed Certificate by delivering it to the Subscriber.

4.7.7. Notification Of Certificate Re-Key By The CA To Other Entities

RAs may receive notification of a Certificate’s renewal if the RA was involved in the issuance process.
4.8. CERTIFICATE MODIFICATION

4.8.1. Circumstances For Certificate Modification

Modifying a Certificate means creating a new Certificate for the same Subject with authenticated information
that differs slightly from the old Certificate (e.g., changes to email address or non-essential parts of names or
attributes) provided that the modification otherwise complies with this CP/CPS. The new Certificate may
have the same or a different subject Public Key. Modified information must undergo the same Identification
and Authentication procedures as for a new Certificate.

4.8.2. Who May Request Certificate Modification
QuoVadis modifies Certificates at the request of certain Certificate Subjects or in its own discretion. QuoVadis
does not make certificate modification services available to all Subscribers.

4.8.3. Processing Certificate Modification Requests

After receiving a request for modification, QuoVadis verifies any information that will change in the modified
Certificate. QuoVadis will only issue the modified Certificate after completing the verification process on all
modified information. RAs are required to perform Identification and Authentication of all modified
Subscriber information in accordance with the requirements of the applicable Certificate Profile.

4.8.4. Notification of Certificate Modification T
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49.1. Circumstances For Revocation

QuoVadis will revoke a Certificate within 24 hours after receipt and confirming one or more of the following
occurred:

i) The Subscriber requests in writing that QuoVadis revoke the Certificate;

ii) The Subscriber notifies QuoVadis that the original Certificate Request was not authorised and does
not retroactively grant authorisation;

iii) QuoVadis obtains evidence that the Subscriber’s Private Key corresponding to the Public Key in the
Certificate suffered a Key Compromise; or

iv) QuoVadis obtains evidence that the validation of domain authorisation or control for any FDQN or IP
address in the Certificate should not be relied upon.

V) The NCA requests
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49.4.
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4.9.8. Maximum Latency For CRL

CRLs for Certificates issued to end entity Subscribers are posted automatically to the online Repository within
a commercially reasonable time after generation, usually within 10 minutes of generation. Regularly
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4.10. CERTIFICATE STATUWSERVICES

4.10.1. Operational Characteristics

Certificate status information is available via CRL and OCSP responder. For publicly-trusted TLS certificates,
revocation entries on a CRL or OCSP Response are not removed until after the expiration of the revoked
Certificate. The serial number of a revoked Certificate remains on the CRL until one additional CRL is
published after the end of the Certificate’s validity period, except for revoked Code Signing Certificates, which
remain on the CRL for at least 10 years following the Certificate’s validity period.

4.10.2. Service Availability

Certificate status services are available 24x7. QuoVadis operates and maintains its CRL and OCSP capability
with resources sufficient to provide a response time of ten seconds or less under normal operating
conditions.

QuoVadis also maintains a continuous 24x7 ability to respond internally to a high-priority Certificate Problem
Report, and where appropriate, forward such a complaint to law enforcement authorities, and/or revoke a
Certificate that is the subject of such a complaint.

4.10.3. Optional Features
No stipulation.

4.11. END OF SUBSCRIPTION

A Subscriber’s subscription service ends if its Certificate expires or is revoked or if the applicable Subscriber
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5.2.1.3. System Administrators/ System Engineers (Operator)

The System Administrator/System Engineer installs and configures system hardware, including servers,
routers, firewalls, and network configurations. The System Administrator/System Engineer also keeps critical
systems updated with software patches and other maintenance needed for system stability and
recoverability.

5.2.1.4. Internal Auditors

Internal Auditors are responsible for reviewing, maintaining, and archiving audit logs and performing or
overseeing internal compliance audits to determine if QuoVadis, an Issuing CA, or RA is operating in
accordance with this CP/CPS or approved registration procedures.

5.2.1.5. RA Administr ators

RA Administrators manage the RA certificate management systems.

5.2.1.6. Security Officers
The Security Officer is responsible for administering and implementing security practices.

5.2.2. Number of Persons Required Per Task

QuoVadis requires that at least two people acting in a trusted role take action for the most sensitive tasks,
such as activating QuoVadis’ Private Keys, generating a CA Key Pair, or backing up a QuoVadis Private Key.
The Internal Auditor may serve to fulfill the requirement of multiparty control for physical access to the CA
system but not logical access.

5.2.3. Identification and Authentication For Each Role
Persons filling trusted roles must undergo an appropriate security screening procedure commensurate to
their role. All personnel are required to authenticate themselves to CA, TSA, and RA systems before they are
allowed access to systems necessary to perform their trusted roles.

5.2.4. Roles Requiring Separation of Duties

Trusted roles requiring a separation of duties include those performing:

. authorisation functions such as the verification of information in Certificate Requests and certain
approvals of Certificate applications and revocation requests,

. backups, recording, and record keeping functions;

. audit, review, oversight, or reconciliation functions; and

. duties related to CA/TSA key management or CA/TSA administration.

To accomplish this separation of duties, QuoVadis specifically designates individuals to the trusted roles
defined in Section 5.2.1 above. Individuals designated as Registration Officer or Administrator may perform
Operator duties, but an Internal Auditor may not assume any other role.

5.3. PERSONNEL

29









assessment. The administrator may perform the checks using automated tools. During these checks, the
administrator (i) checks whether anyone has tampered with the log, (ii) scans for anomalies or specific
conditions, including any evidence of malicious activity, and (iii) if necessary, prepares a written summary of
the review. Any anomalies or irregularities found in the logs are investigated. The summaries may include
recommendations to DigiCert’s operations management committee and are made available to auditors upon
request. QuoVadis documents any actions taken as a result of a review.

5.4.3. Retention Period For Audit Log

Audit logs relating to the Certificate lifecycle are retained as archive records for a period no less than eleven
(11) years for Swiss Qualified Certificates and for seven (7) years for all other Certificates starting from the
expiration of the Certificate. Certain high volume system generated logs are retained for 18 months based on
a risk assessment. QuoVadis makes the audit logs available to auditors, as defined in Section 8, available upon
request.

5.4.4. Protection Of Audit Log

The relevant audit data collected is regularly analysed for any attempts to violate the integrity of any element
of the QuoVadis PKI. Only certain QuoVadis Trusted Roles and auditors may view audit logs in whole.
QuoVadis decides whether particular audit records need to be viewed by others in specific instances and
makes those records available. Consolidated logs are protected from modification and destruction. All audit
logs are protected in an encrypted format via a Key and/or Certificate generated especially for the purpose of
protecting the logs.

5.4.5. Audit Log Backup Procedures

Each Issuing CA performs an onsite backup of the audit log daily. The backup process includes weekly
physical removal of the audit log copy from the Issuing CA’s premises and storage at a secure, off-site location.

Backup procedures apply to the QuoVadis PKI and the Participants therein including the QuoVadis Root CA,
Issuing CAs and RAs.

5.4.6. Audit Collection System

The security audit process of each Issuing CA runs independently of the Issuing CA software. Security audit
processes are invoked at system start up and cease only at system shutdown.

5.4.7. Notification To Event-Causing Subject
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5.5. RECORDS ARCHIVAL
5.5.1. Types Of Records Archived

QuoVadis retains the following information in its archives (as such information pertains to QuoVadis’ CA /
TSA operations):

. QuoVadis accreditations
. Compliance auditor reports
. CP
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5.5.6. Archive Collection System
The QuoVadis Archive Collection System is internal. QuoVadis provides assistance to Issuing CAs and RAs
within the QuoVadis PKI to preserve their audit trails.

5.5.7. Procedures To Obtain And Verify Archive Information

Only specific QuoVadis Trusted Roles and auditors may view the archives in whole. The contents of the
archives will not be released as a whole, except as required by law. QuoVadis may decide to release records of
individual transactions upon request of any of the entities involved in the transaction or their authorised
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QuoVadis may generate a new Key Pair and sign a new Certificate. If a disaster physically damages QuoVadis’
equipment and destroys all copies of QuoVadis’ Private Keys then QuoVadis will provide notice to affected
parties at the earliest feasible time.

5.7.4. Business Continuity Capabilities After a Disaster
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the hardware requires the use of two-factor authentication tokens. QuoVadis creates auditable evidence
during the key generation process to prove that the CP/CPS was followed and role separation was enforced

36



6.1.5. Key Sizes

QuoVadis follows the relevant ETSI and NIST guidance in using and retiring signature algorithms and key
sizes. Key sizes for individual Certificate Profiles are disclosed in Appendix A and Appendix B. Currently
QuoVadis generates and uses at least the following key sizes, signature algorithms and hash algorithms for
signing Certificates, CRLs, and OCSP responses:

. 2048-bit or greater RSA Key (with a modulus size in bits divisible by 8);

. 256-bit ECDSA Key or greater with the matching Secure Hash Algorithm version as required and
avalid point on the elliptic curve; or

. a hash algorithm that is equally or more resistant to a collision attack allowed by the references
in Sections 1.1 and 8.1.

QuoVadis requires end-entity Certificates to contain a key size that is at least 2048 bits for RSA, DSA, or Diffie-
Hellman and 224 bits for elliptic curve algorithms. QuoVadis may require higher bit keys in its sole discretion.

Any Root Certificates participating in the AATL program issued after July 1, 2017 must be at least 3072-bit for
RSA and 256-bit for ECDSA.

QuoVadis and Subscribers may fulfill transmission security requirements using TLS or another protocol that
provides similar security, provided the protocol requires at least AES 128 bits or equivalent for the
symmetric key and at least 2048-
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If QuoVadis pre-generates Private Keys and transfers them into a hardware token, for example transferring
generated end-entity Subscriber Private Keysintoa s
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6.3. OTHER ASPECTS OF KEY PAIR MANAGEMENT
6.3.1. Public Key Archival

Public Keys will be recorded in Certificates that will be archived in the Repository. No separate archive of
Public Keys will be maintained.
6.3.2. Certificate Operational Periods And Key Pair Usage Periods

Please see the variable Issuing CA ‘Valid From’ and ‘Valid To’ fields in the Certificate Profiles outlined in
Appendix A. The maximum validity periods for Certificates issued within the QuoVadis PKI are:

Type Certificate Term
Publicly-trusted Root CAs 30 years
Publicly-trusted Issuing CAs 10-15years
Qualified Certificates 12 to 36 months
TLS Certificates 397 days

All other Certificates 12 to 36 months

For the purpose of calculations, a day is measured as 86,400 seconds. Any amount of time greater than this,
including fractional seconds and/or leap seconds, represents an additional day.

Participants shall cease all use of their Key Pairs after their usage periods have expired. Relying Parties may
still validate signatures generated with these keys after expiration of the Certificate.

QuoVadis may voluntarily retire its CA Private Keys before the periods listed above to accommodate key
changeover processes. QuoVadis does not issue Subscriber Certificates with an expiration date that exceeds
the Issuing CA’s term or that exceeds the routine re-key identification requirements specified in Section 3.1.1.

6.4. ACTIVATION DATA

6.4.1. Activation Data Generation And Installation

QuoVadis activates the cryptographic module containing its CA Private Keys according to the specifications of
the hardware manufacturer, meeting the requirements of FIPS 140-2 Level-3 and/or Common Criteria EAL 4.
The cryptographic hardware is held under two-person control as explained in Section 5.2.2 and elsewhere in
this CP/CPS. QuoVadis will only transmit activation data via an appropriately protected channel and at a time
and place that is distinct from the delivery of the associated cryptographic module.

QuoVadis personnel and Subscribers are instructed to use strong passwords and to protect PINs and
passwords that meet the requirements specified by the CA/Browser Forum’s Network Security Requirements
and other relevant standards.

6.4.2. Activation Data Protection

If activation data must be transmitted, it shall be via a channel of appropriate protection, and distinct in time
and place from the associated Cryptographic Module. PINs may be supplied to Users in two portions using
different delivery methods, for example by e-mail and by standard post, to provide increased security against
third-party interception of the PIN. Activation Data should be memorised, not written down. Activation Data
must never be shared. Activation data must not co
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6.4.3. Other Aspects Of Activation Data

Where a PIN is used, the User is required to enter the PIN and identification details such as their
Distinguished Name before they are able to access and install their Keys and Certificates.

6.5. COMPUTER SECURITY CONTROLS

QuoVadis has a formal Information Security Policy that documents the QuoVadis policies, standards and
guidelines relating to information security. This Information Security Policy has been approved by QuoVadis
PMA and is communicated to all employees.

6.5.1. Specific Computer Security Technical Requirements

QuoVadis secures its CA systems and authenticates and protects communications between its systems and
trusted roles. QuoVadis’ CA servers and support-and-vetting workstations run on trustworthy systems that
are configured and hardened using industry best practices. All CA systems are scanned for malicious code and
protected against spyware and viruses. Inactivity log out timeframes are set and enforced through internal
information security policies and procedures to ensure security.

RAs must ensure that the systems maintaining RA software and data files are trustworthy systems secure
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of the component directly to a trusted employee who ensures that the equipment is installed without
opportunity for tampering.

Some of the PKI software components used by QuoVadis are developed in-house or by consultants using
standard software development methodologies. All such software is designed and developed in a controlled
environment and subjected to
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For publicly-trusted TLS Certificates, QuoVadis meets the technical requirements set forth in Sections 2.2,
6.1.5, and 6.1.6 of the CA/Browser Forum Baseline Requirements and this CP/CPS.

QuoVadis generates non-sequential Certificate serial numbers (positive numbers greater than zero) that
contain at least 64 bits of output from a CSPRNG.
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id-ecPublicKey [ iso(1) member-body(2) us(840) ansi-X9-62(10045) id-
publicKeyType(2) 1]

Elliptic curve Public Keys submitted to QuoVadis for inclusion in end entity Certificates should be based on
NIST “Suite B” curves.

QuoVadis uses the Key and hash algorithms specified in the CA/Browser Forum Baseline Requirements. See
also Appendix A and Appendix B.

7.1.4. Name Forms

Each Certificate includes a serial number that is unique to the Issuing CA. Optional subfields in the subject of
an TLS Certificate must either contain information verified by QuoVadis or be left empty. TLS Server
Certificates cannot contain metadata such as ‘', *-* and * * characters or and/or any other indication that the
value/field is absent, incomplete, or not applicable.

QuoVadis does not issue publicly-trusted TLS Certificates to a Reserved IP address or Internal Name.

For CA Certificates, the commonName attribute is present contains
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7.1.6. CP/CPS
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Extension

Value

CRL Number

Never repeated monotonically increasing integer

Authority Key Identifier

Same as the Authority Key ldentifier listed in the Certificate

Invalidity Date

Optional date in UTC format

Reason Code

Reason for revocation as described in Section 7.2

7.3. OCSPFPROFILE

7.3.1. OCSP Version Numbers

The QuoVadis OCSP Responders conform to version 1, as defined by RFC 6960. If an OCSP response is for a
Root CA or Issuing CA, including Cross Certificates, and that Certificate has been revoked, the

revoc
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7.5.

CERTIFICATE FIELDS AND ROOT CA CERTIFICATE HASHES

7.5.1. Certificate Fields
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QuoVadis are posted at https://www.quovadisglobal.com/accreditations on an annual basis and within three
months of completion.

8.7. SELF AUDITS

QuoVadis controls service quality by performing quarterly self-audits against a randomly selected sample of
TLS Certificates being no less than three percent of the Certificates issued. Audits of other Certificate types
will be at the discretion of QuoVadis to gain reasonable assurance of compliance to applicable requirements.

9. OTHER BUSINESS AND LEGAL MATTERS
9.1. FEES

9.1.1. Certificate Issuance Or Renewal Fees

QuoVadis charges fees for
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9.2.2. Other Assets

Issuing CAs and RAs shall maintain sufficient assets and financial resources to perform their duties within the
QuoVadis PKI and be reasonably able to bear liability to Subscribers and Relying Parties.

9.2.3. Insurance Or Warranty Coverage For End-Entities

No stipulation.

9.2.4. Fiduciary Relationships

QuoVadis is not the agent, fiduciary or other representative of any Subscriber and/or Relying Party and must
not be represented by the Subscriber and/or Relying Party to be so. Subscribers and/or Relying Parties have
no authority to bind QuoVadis by contract or otherwise, to any obligation.

Participation in the QuoVadis PKI does not make any participant an agent, fiduciary, trustee, or other
representative of any entity, legal or otherwise. Nothing contained in this QuoVadis CP/CPS or in any
corresponding Subscriber or Relying Party Agreement shall be deemed to constitute QuoVadis, QuoVadis PKI
Participants or any of their agents, directors, employees, consultants, suppliers, contractors, partners or
Counterparties a fiduciary, endorser, promoter, agent, partner, representative, or Counterparty of any entity,
and the use of or reliance upon Certificates or other forms of participation within the QuoVadis PKIl is to be
construed accordingly.

9.3. CONFIDENTIALITY OF BUSINESS INFORMATION

9.3.1. Scope Of Confidential Information

The following information is considered confidential and protected against disclosure using a reasonable
degree of care:

i) Private Keys;

ii) Activation data used to access Private Keys or to gain access to the CA system;

iii) Business continuity, incident response, contingency, and disaster recovery plans;

iv) Other security practices used to protect the confidentiality, integrity, or availability of information;
v) Information held by QuoVadis as private information in accordance with Section 9.4;

vi) Audit logs and archive records; and

vii) Transaction records, financial audit records, and external or internal audit trail records and any audit
reports (with the exception of an auditor’s letter confirming the effectiveness of the controls set forth
in this CP/CPS).

Any personal or corporate information held by Issuing CAs related to a Subscriber’s application and the
issuance of Certificates is considered confidential and will not be released without the prior consent of the
relevant Holder, unless required otherwise by law or to
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9.3.3. Responsibility To Protect Confidential Information

QuoVadis employees, agents, and contractors are responsible for protecting confidential information and are
contractually obligated to do so. Employees receive training on how to handle confidential information.

9.4. PRIVACY OF PERSONAL INFORMATION

9.4.1. Privacy Plan

QuoVadis follows the Privacy Notices posted on its website when handling personal information. See
https://www.quovadisglobal.com/privacy-policy. Personal information is only disclosed when the disclosure
is required by law or when requested by the subject of the personal information. Such privacy policies shall
conform to applicable local privacy laws and regulations including the Council Directive 95/46/EC of the
European Parliament and of the Council of 24 October 1995 and the Swiss Federal Act on Data Protection of
June 19,1992 (SR 235.1).

9.4.2. Information Treated As Private

QuoVadis treats all personal information about an individual that is not publicly available in the contents of a
Certificate or CRL as private information. QuoVadis protects private information using appropriate
safeguards and a reasonable degree of care.

9.4.3. Information Deemed Not Private

Subject to local laws, private information does not include CP/CPS and other Repository documents,
Certificates, CRLs, or their contents.

9.4.4. Responsibility To Protect Private Information

QuoVadis employees and contractors are expected to handle personal information in strict confidence and
meet the requirements of US and European law concerning the protection of personal data. QuoVadis will not
divulge any private Subscriber information to any third party for any reason, unless compelled to do so by
law or competent regulatory authority. All sensitive information is securely stored and protected against
accidental disclosure.

9.4.5. Notice And Consent To Use Private Information

In the course of accepting a
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For the avoidance of doubt, external documents or electronic records signed or protected using QuoVadis
Certificates are not considered to be QuoVadis documents for the purposes of this Section, nor is QuoVadis
responsible for the content of those documents or records.

9.5.1. Property Rights In Certificates And Revocation Information

QuoVadis retains all intellectual property rights in and to the Certificates and revocation information that it
issues. QuoVadis and customers shall grant permission to reproduce and distribute Certificates on a
nonexclusive royalty-free basis, provided that they are reproduced in full and that use of Certificates is
subject to the Relying Party Agreement referenced in the Certificate. QuoVadis, and customers shall grant
permission to use revocation information to perform Relying Party functions subject to the applicable CRL
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. All Certificates issued under this CP/CPS will be verified in accordance with this CP/CPS and
meet the minimum requirements found herein and in the Baseline Requirements as appropriate;
and

. QuoVadis will maintain a Repository of public information on its website.

QuoVadis hereby warrants (i) it has taken reasonable steps to verify that the information contained in any
Certificate is accurate at the time of issue (ii) Certificates shall be revoked if QuoVadis believes or is notified
that the contents of the Certificate are no longer accurate, or that the Private Key associated with a Certificate
has been compromised in any way.

QuoVadis makes no other warranties, and all warranties, express or implied, statutory or otherwise, are
exclu
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iv) For Qualified Certificates (a) if the policy requires the use of a QSCD, Electronic
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x the Relying Party has, at the time of that reliance, acted in good faith and in a manner
appropriate to all the circumstances known, or circumstances that ought reasonably to have
been known, to the Relying Party;

x the Relying Party has, at the time of that reliance, verified the Digital Signature, if any;

x the Relying Party has, at the time of that reliance, verified that the Digital Signature, if any, was
created during the Operational Term of the Certificate being relied upon;

x the Relying Party ensures that the data signed has not been altered following signature by
utilising trusted application software,

x the signature is trusted and the results of the signature are displayed correctly by utilising
trusted application software;

x the identity of the Subscriber is displayed correctly by utilising trusted application software; and

X any alterations arising from security changes are identified by utilising trusted application
software.

If the circumstances indicate a need for additional assurances, it is Relying Parties’ responsibility to obtain
such assurances. A Relying Party shall make no assumptions about information that does not appear in a
Certificate. All obligations within this Section relate to Reasonable Reliance on the validity of a Digital
Signature, not the accuracy of the underlying electronic record. Relying Party Agreements may include
additional representations and warranties.

9.6.5. Representations And Warranties Of Other Participants
Participants within the QuoVadis PKI represent and warrant that they accept and will perform any and all
duties and obligations as specified by this CP/CPS.

9.7. DISCLAIMERS OF WARRANTIES

OTHER THAN AS PROVIDED IN SECTION 9.6.1, THE CERTIFICATES ARE PROVIDED “AS IS” AND “AS
AVAILABLE” AND TO THE MAXIMUM EXTENT PERMITTED BY LAW, QUOVADIS DISCLAIMS ALL EXPRESS
AND IMPLIED WARRANTIES, INCLUDING WARRANTIES OF MERCHANTABILITY, FITNESS FOR A

PARTIC
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HEREOF WILL NOT EXCEED THE AMOUNTS PAID BY OR ON BEHALF OF SUBSCRIBER TO QUOVADIS IN THE
TWELVE MONTHS PRIOR TO THE EVENT GIVING RISE TO SUCH LIABILITY, REGARDLESS OF WHETHER
SUCH LIABILITY ARISES FROM CONTRACT, INDEMNIFICATION, WARRANTY, TORT (INCLUDING
NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, AND REGARDLESS OF WHETHER QUOVADIS HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE. NO CLAIM, REGARDLESS OF FORM, WHICH IN

ANY WAY ARISES OUT OF THIS CP/
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9.10.2. Termination

This CP/CPS as amended from time to time shall remain in force until it is replaced by a newer version.

9.10.3. Effect Of Termination And Survival

The conditions and effect resulting from termination of this CP/CPS will be communicated via the QuoVadis
website upon termination. That communication will outline the provisions that may survive termination of
this CP/CPS and remain in force. The responsibilities for protecting business confidential and private
personal information shall survive termination, and the terms and conditions for all existing Certificates shall
remain valid for the remainder of the validity periods of such Certificates.

9.11. INDIVIDUAL NOTICES AND COMMUNICATIONS WITH PARTICIPANTS

QuoVadis accepts notices related to this CP/CPS at the locations specified in Section 2.2. Notices are deemed
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Customer is Domiciled in: Governing Law is laws Court or arbitration body with exclusive
of: jurisdiction:
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9.16.3. Severability
If any provision of this CP/

61



10. APPENDIX A
10.1. CERTIFICATE PROFILES
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10.1.2. Key Usage And Escrow

Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for optional
Key Escrow, according to the following table:

Certificate Key Usage/ Applicability to QuoVadis Certificate Classes
Type Extended Key —
Usage Options QV Standard QV Advanced SV Advanced | QV Qualified
Signing and Key Usage Allowed Allowed Allowed Not Allowed
Encryption digitalSignature (Escrow only (Escrow only (Escrow not
nonRepudiation permitted for permitted for | permitted)
keyEncipherment certain Issuing | certain Issuing
Extended Key CAs. Not CAs. Not
Usage permitted for permitted for
smartcardlogon any CAs on any CAs on
clientAuth EUTL) EUTL)
emailProtection
documentSigning
Signing Key Usage

digitalSignature
nonrepudiation

Extended Key
Usage
smartcardlogon
clientAuth
emailProtection
documentSigning
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10.2. QV STANDARD

Purpose

Standard Certificates provide flexibility for a range of uses appropriate to their reliance value including S/MIME,
electronic signatures, authentication, and encryption.

Registration Process

Validation procedures for QuoVadis Standard Certificates collect either direct evidence or an attestation from an
appropriate and authorised source, of the identity (such as name and organisational affiliation) and other
specific attributes of the Certificate Holder.

Attribute Values Comment
Subject /CN (mandatory) (GN+SN or Pseudonym) See definitions in
/GN (mandatory if CN without Pseudonym) Section 7.1.1.

/SN (mandatory if CN without Pseudonym) Variable

Pseudonym (optional)

/0 (optional)

/0U (optional)

/serialNumber (optional)

/E (optional)

/L (optional) /ST (optional) /C (mandatory)

SAN /E
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If the subject is a natural person evidence shall be provided of:

. Full name (including surname and given hames consistent with applicable law and national
identification practices); and
. Date and place of birth, reference to a nationally recognised identity document, or other attributes

which may be used to, as far as possible, distinguish the person from others with the same name.

If the subject is a natural person who is identified in association with a legal person (e.g. the Subscriber),
evidence of the identity shall be checked against a natur