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1. INTRODUCTION 
This document is the DigiCert + QuoVadis Certification Practice Statement (CPS) for PKIoverheid Certificates. 
QuoVadis Trustlink  B.V., a subsidiary of DigiCert Inc., is a Company registered in the Netherlands, trading 
under the names DigiCert + QuoVadis. QuoVadis is a leading international  provider of Certificates. QuoVadis 
was founded in 1999 and has offices in the Netherlands, Germany, Switzerland, the United Kingdom, and 
Bermuda. QuoVadis Trustlink  B.V. is certified as a Trust Service Provider (“TSP”) for the issuance of 
Certificates 
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Root CA: Staat der  Nederlanden  Root CA – G3 

Domain  CA: Staat der  Nederlanden  Organisatie  Persoon CA - G3 

Issuing  CA Profile  Name OID 

QuoVadis PKIoverheid Organisatie 
Persoon CA - G3 

Personal Organisation Authentication G3 2.16.528.1.1003.1.2.5.1 

QuoVadis PKIoverheid Organisatie 
Persoon CA - G3 

Personal Organisation Non-Repudiation G3 2.16.528.1.1003.1.2.5.2 

QuoVadis PKIoverheid Organisatie 
Persoon CA - G3 

Personal Organisation Encryption G3 2.16.528.1.1003.1.2.5.3 

 

Root CA: Staat der  Nederlanden  Root CA – 
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Root CA: Staat der  Nederlanden  Private  Root CA - G1 

Domain  CA: Staat der  Nederlanden  Private  Personen CA – G1 



  4 

1.3.2. Registration  Authorities  
A Registration Authority (RA) is an entity that performs Identification and Authentication of Certificate 
Applicants, and initiates, passes along revocation requests for end user Subscriber Certificates, and approves 
applications for renewal or re-keying Certificates on behalf of an Issuing CA. QuoVadis and Issuing CAs may 
act as RAs for Certificates they issue. 

RAs may be authorised by QuoVadis to delegate the performance of certain functions to third parties if it 
meets the requirements of this CPS. QuoVadis contractually obligates each RA and delegated third party to 
abide by the policies and industry standards that are applicable to their responsibilities. 

In certain cases, QuoVadis uses the services provided by the AMP Group, based in Houten in the Netherlands, 
or uses appropriately trained employees from other QuoVadis group companies to establish identities of the 
Applicant.  

Validation of Domains and IP Addresses for TLS and of email addresses included in Certificate Subject fields 
cannot be delegated and may only be only validated by the RA of the Issuing CA. 

1.3.3. Subscribers  
Subscribers are required to act in accordance with  this CPS, Subscriber Agreement, and Terms of Use. 
Subscribers can be a natural person, a natural person with  a registered profession, or a natural person in 
association with  a legal person (e.g., an Authorised Representative of an organisation). 

The Subscriber is the 
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�x Authentication Certificate: can be used to reliably authenticate the identity  of a user. 

�x Digital Signatures: can be used to digitally  sign documents. 

�x Encryption: can be used for securing trusted information/details  which are exchanged in electronic 
form. /0.005 Tw.217

 can be for exchanged. 
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QuoVadis Certificates shall be used only to the extent the use is consistent with applicable law or regulation, 
and in particular shall be used only to the extent permitted by applicable export or import laws. CA 
Certificates subject to the Mozilla Root Store Policy will not be used for any functions except CA functions. In 
addition, end-user Subscriber Certificates cannot be used as CA Certificates. 

QuoVadis may periodically re-key Intermediate CAs. Third party applications or platforms that have an 
Intermediate CA embedded as a root certificate may not operate as designed after the Intermediate CA has 
been rekeyed. 

QuoVadis strongly discourages key pinning and does not consider it a sufficient reason to delay revocation. 
Customers should also take care in not mixing Certi ficates trusted for the web with non-web PKI. Any 
Certificates trusted by Application Software Vendors must comply with all requirements of all applicable root 
distribution policies, including revocation periods described in Section 4.9. 

1.5. POLICY ADMINISTRATION 

1.5.1. Organisation  Administering  the Document  
This CPS and related agreements and security policy documents referenced within this document are 
administered by the QuoVadis Policy Management Authority (PMA).  

1.5.2. Contact Person 
Enquiries or other communications about this CPS should be addressed to the QuoVadis PMA. 

QuoVadis Trustlink  B.V. attn. Policy Management Authority  
Nevelgaarde 56 Noord  
3436 ZZ 



  7 

an authorised representative of the Organisation listed in the Certificate. If revocation is requested by 
someone other than an authorised representative of the Subscriber or Affiliated Organisation, QuoVadis or an 
RA will investigate the alleged basis for the revocation request prior to taking action.  See also Section 4.9.1 
and 4.9.3.  

QuoVadis will  
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Field  Description  Max. length  

O - Organisation Name Name of the Organisation 64 

C - 
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Certificate  
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�x For Organisations outside of the Netherlands the following  may be used where the Authorised 
Representative is shown; 

-  Trade Registers or equivalent; 

-  Article of Association; or 

-  Generation Administrative  Order. 

QuoVadis checks that a legal organisation is not included in the most recent EU list  of banned terrorists  and 
organisations published by the European Council before Certificate issuance (list  of persons, groups and 
entities referred to in Articles 2, 3 and 4 of Common Position 2001/931/CFSP on the application of specific 
measures to combat terrorism.)   These lists can be found via the web page: 
https://www.consilium.europa.eu /nl/policies/fight- against-terrorism/terrorist- list/ . QuoVadis will  not issue 
a Certificate to an organisation on this list. 

3.2.2.2. DBA/Tradename  
If the Certificate is to contain a Subject DBA or tradename then QuoVadis will  verify  the Applicant’s right  to 
usn881.181 Td
[(us)-1.w 3.217 0 Td
(n881.181 Td
[(usT4[(th)-3.3 (e)-7 (0 Tc 0 Tw 1.386 0 Td
( )Tj
-0.06 Tc -0.006 Tw 0.229 0 Td
[(DB)-2)5’B)(A)]TJ
2/)-4.9  
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xi)  BR Section 3.2.2.4.11 is no longer used because it is deprecated as of February 5, 2018;  

xii)  Confirming that the Applicant is the Domain Contact for the Base Domain Name (provided that the 
CA or RA is also the Domain Name Registrar or an Affiliate of the Registrar), performed in accordance 
with  BR Section 3.2.2.4.12;  

xiii)  Confirming the Applicant’s control over the FQDN by sending a Random Value via email to a DNS CAA     
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3.2.2.5. Authentication  for an IP Address 
For each IP Address listed in a Certificate, QuoVadis confirms that, as of the date the Certificate was issued, 
the Applicant controlled the IP Address by:  

i)  Having the Applicant demonstrate practical control over the IP Address by confirming the presence 
of a Request Token or Random Value contained in the content of a file or webpage in the form of a 
meta tag under the “/.well- known/pki -validation”  directory  on the IP Address, performed in 
accordance with  BR Section 3.2.2.5.1;  

ii)  Confirming the Applicant’s control over the IP Address by sending a Random Value via email, fax, 
SMS, or postal mail and then receiving a confirming response utilising  the Random Value, performed 
in accordance with  BR Section 3.2.2.5.2;  

iii)  Performing a reverse-IP address lookup and then 
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3.2.3.1. Natural  Person 
The following  checks are carried out for a natural person; 

i)  Personal Details: The personal details are verified using the details on a Legal Identity  Document. 
This includes full  legal name(s) and date of birth.  

ii)  Email address: Verification of the Applicant’s control over the email address is carried out by    
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3.3. IDENTIFICATION AND AUTHENTICATION FOR RE-KEY REQUESTS 

3.3.1. Identification And  Authentication  For Routine  Re-Key 
Subscribers may request re-key of a Certificate prior to a Certificate’s expiration.  

When replacing a personal certificate at the end of its lifetime the Qualified signature of the non-repudiation 
(signing) Certificate can be used during registration and identification, instead of the physical presence of the 
certificate holder. This is subject to conditions of PKIoverheid: 

�x The non-repudiation certificate must be valid at the time of renewal; 

�x The file must be current and complete, including a copy of a valid ID document; 

�x Subject details in the valid non-repudiation Certificate e.g., organisation field; 

�x The single renewal of the certificate without  physical appearance is only possible if QuoVadis issued 
the previous non-repudiation Certificate based on physical appearance. 

After receiving a request for re-key, QuoVadis creates a new Certificate with  the same Certificate contents 
except for a new Public Key and, optionally, an extended validity  period. If the Certificate has an extended 
validity  period, QuoVadis may perform some revalidation of the Applicant but may also rely on information  
previously provided or obtained. QuoVadis does not re-key a Certificate without additional Identification  and 
Authentication if doing so would allow the Subscriber to use the Certificate beyond the limits  specified for the 
applicable Certificate 
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QuoVadis maintain an internal  database of all previously revoked Certificates and previously rejected 
certificate requests due to suspected phishing or other frauduleer
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QuoVadis documents potential issuances that were prevented by a CAA  by
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4.6.3. 
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4.8. CERTIFICATE MODIFICATION 

4.8.1. Circumstances For  Certificate  Modification 
QuoVadis does not provide Certificate Modification. QuoVadis may reissue or replace a valid Certificate when 
the Subscriber's common name, organisation name, device name, or geographic 
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vi)  QuoVadis receives notice or otherwise becomes aware of any circumstance indicating that the use 
of the email address in the Certificate in no longer legally permitted;  

vii)  QuoVadis receives notice or otherwise becomes aware of a substantial change in the information  
that is provided in the Certificate rending such information  inaccurate; 

viii)  QuoVadis determines that the Certificate has not been issued in line with  (or  in violation of) the 
Certificate Policy of the PKIo PA, Subscriber Agreements, applicable requirements, Root policies of 
Microsoft or Mozilla, CA/ Browser Forum Baseline requirements, or this CPS; 

ix)  QuoVadis determines that any of the information  appearing in the Certificate is inaccurate or 
misleading;  

x) If QuoVadis ceases its activities and the CRL and OCSP 
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4.9.3. Procedure For Revocation  Request 
Subscribers may also revoke their  Certificates directly  via the QuoVadis Portal. QuoVadis maintains a 
continuous 24x7 ability  to internally  respond to high priority  revocation requests (see Section 1.5.2 for 
contact details).  

QuoVadis processes a revocation request as follows: 

i)  QuoVadis logs the request or problem report  and the reason for requesting revocation based on the 
list in section 4.9.1, including contact information for the requestor. QuoVadis may also include its 
own reasons for revocation in the log. 

ii)  QuoVadis may request confirmation of the revocation from a known administrator, where applicable, 
via out-of-band communication (e.g., telephone, fax, etc.). 

iii)  If the request is authenticated as originating from the Subscriber or an authorized party, QuoVadis 
revokes the Certificate. 

iv)  For requests from third  parties, QuoVadis personnel begin investigating the request within  24 hours 
after receipt and decide whether revocation is appropriate. 

v) If QuoVadis determines that revocation is appropriate, QuoVadis personnel revoke the Certificate 
and update the Certificate Status including the RFC 5280 Revocation reason. If QuoVadis deems 
appropriate, QuoVadis may forward  the revocation reports to law enforcement. 

In the case of system defects, service activities, or other factors that are beyond the scope of QuoVadis, 
QuoVadis will  do everything possible to ensure that the unavailability  of the revocation facilityscope trv  will



  28 

Before revoking an Issuing CA Certificate a last CRL is generated with a nextUpdate field value of 
"99991231235959Z”. The last CRL is available in accordance with Section 5.5.2. QuoVadis does not issue a 
last CRL until all Certificates in the scope of the CRL are either expired or revoked. 

After the expiry date of an Issuing CA the most recent CRL will be published for at least 1 month. QuoVadis 
does not use the ExpiredCertsOnCRL extension.  

4.9.8. Maximum  Latency For CRL 
CRLs for Certificates issued to end entity  Subscribers are posted automatically to the online Repository within  
a commercially reasonable time after generation, usually within  10 minutes of generation. Regularly 
scheduled CRLs are posted prior to the nextUpdate field in the previously issued CRL of the same scope. 

4.9.9. On-Line 
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4.9.13. Circumstances For Suspension 
No suspension of Certificates is permissible within  the QuoVadis PKIo. 

4.9.14. Who Can Request Suspension 
No suspension of Certificates is permissible within  the QuoVadis PKIo. 

4.9.15. Procedure For Suspension  Request 
No suspension of Certificates is permissible within  the QuoVadis PKIo. 

4.9.16. Limits  On Suspension Period  
No suspension of Certificates is permissible within  the QuoVadis PKIo. 

4.10. CERTIFICATE STATUS SERVICES 

4.10.1. Operational  Characteristics  
Certificate status information is available via CRL and OCSP responder. Certificates, revocation entries on a 
CRL or OCSP Response are not removed until after the expiration of the revoked Certificate. The serial 
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5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS 
The section of the CPS provides a high level description of the security policy, physical and logical access 
control mechanisms, service levels, and personnel policies used by QuoVadis to provide trustworthy  and 
reliable CA operations. QuoVadis maintains a security program to: i)  Protect the confidentiality,  integrity,  and 
availability  of data and business process; ii)  Protect against anticipated threats or hazards to the 
confidentiality, integrity,  and availability  of data and business process; iii)  Protect against unauthorised or 
unlawful  access, use, disclosure, alteration, or destruction of data and business process; iv)  Protect against 
accidental loss or destruction of, or damage to data and business processes; and v) Comply with  all other 
security requirements applicable to the CA by law and industry  best practices. QuoVadis performs an annual 
risk assessment to identify  internal  and external threats and assess likelihood and potential impact of these 
threats to data and business processes. 

5.1. PHYSICAL CONTROLS 
QuoVadis manages and implements appropriate physical security controls to restrict  access to the hardware 
and software used in connection with  CA operations. 

5.1.1. Site Location  and Construction  
QuoVadis operations facilities are especially designed for computer operations and as such have been built  to 
meet the security requirements that apply to QTSPs. The data centres are equipped with  logical and physical 
controls that make QuoVadis’ CA and TSA operations inaccessible to non-trusted personnel. QuoVadis 
operates under a security policy designed to detect, deter, and prevent unauthorised access to QuoVadis' 
operations. 

5.1.2. Physical  Access 
QuoVadis allows physical access to its secure operational environment only to authorised persons. Controls 
have been implemented for physical access to the CA operations facilities. The physical access of persons 
within  the secure environment is stored in a log file and periodically evaluated. Physical access to the secure 
environment is controlled by a combination of access passes and biometric identification. 

Access to the QuoVadis Trustlink B.V. office is controlled. Access is permitted to employees with  an electronic 
key system. Visitors to the office must be accompanied by a member of the QuoVadis staff. 

5.1.3. Power  And Air -Conditioning  
Datacentres have primary and secondary power supplies that ensure continuous and uninterrupted access to 
electric power. Uninterrupted power supplies (UPS) and generators provide redundant backup power. 

5.1.4. Water Exposures  
The cabinets housing QuoVadis’ CA systems are designed to prevent and protect against water exposure. 

5.1.5. Fire Prevention  And Protection  
QuoVadis datacentres are equipped with fire suppression mechanisms. 

5.1.6. Media Storage 
QuoVadis protects its media from accidental damage, environmental hazards, and unauthorised physical 
access. Backup files are created on a daily basis. QuoVadis backup files are maintained at either within the 
QuoVadis service operations area or in a secure off-site storage area. 

5.1.7. Waste Disposal 
All unnecessary copies of printed sensitive information are shredded on-site before disposal. All electronic 
media are physically destroyed or are overwritten multiple times to prevent the recovery of the data.  
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5.1.8. Off-Site Backup  
An offsite location is used for the storage and retention of backup software and data. The off site storage is 
available to authorised personnel 24x7for the purpose of retrieving software and data; and has appropriate 
levels of physical security in place (i.e., software and data are stored in fire-rated safes and containers which 
are located behind access-controlled doors in areas accessible only by authorised personnel). 

5.2. PROCEDURAL CONTROLS 
QuoVadis guarantees that physical and technical security procedure are complied with  in 





  33 

�x checking the correctness of the references provided by the employee; 

�x checking the correctness of the highest or most relevant training  stated by the employee; 

�x requesting a Declaration of Conduct (VOG) from the employee. 

5.3.3. Training  Requirements  
QuoVadis provides relevant skills training  to all employees involved in QuoVadis’ PKI and TSA operations for 
the personnel performing information verification duties including:  

�x basic PKI knowledge; 

�x software PKI
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5.4.3. Retention  Period  For Audit  Log 
QuoVadis log files for events related to Lifecycle events and Certificate lifecycle events are retained for a 
period of 7 years before deletion starting from the destruction of the CA Private Key or revocation or 
expiration of the Certificate.  Log files for incidents relating to threats and risks will  be retained for 18 months 
and then deleted. 

All logfiles are backed up daily-0.41 .
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5.5. RECORDS ARCHIVAL 

5.5.1. Types Of Records Archived  
QuoVadis archives documentation in accordance with  its document access control policy and only makes it 
accessible after an authorised request. 

For each Certificate, the archive contains the information  related to activities concerning the creation, the 
issue, the use, the revocation, the period of validity  and the renewal. This documentation Tw 0.217css

C
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C
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5.5.6. Archive Collection  System 
The QuoVadis Archive Collection System is internal. 

5.5.7. Procedures  To Obtain And Verify  Archive Information  
Only CA Officers, the QuoVadis Chief Security Officer and Auditors may view the entire archive. The contents 
of the archives will  not be released in their  entirety, except when required by law or by order of a court order 
or other legally competent authority.  QuoVadis can decide to release logs of individual  transactions 



  38 

Taking into account the reason for compromise, a new CA Key Pair will  be generated to replace end entity  
Certificates. 
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6.1.1.3. Generation  of key  pairs of the Subscribers  
The keys of Subscribers (or  data for creating Electronic Signatures) are generated within  the requirements 
specified in EN 419 211 for QSCD’s or CWA 14169 for SSCD’s (transition  rule eIDAS 51)"Secure signature 
creation devices (EAL 4+)" or equivalent security criteria. 

6.1.1.4. Algorithm  of key  pairs of the Subscribers  
With exception of the Certificate policy Private Service Server QuoVadis is not permitted with  in the 
PKIoverheid to generate and deliver the Private Key (PKCS #12). 

6.1.1.5. Key pairs managed on behalf  of the Subscribers  
In the case of Qualified Certificates, where QuoVadis manages the keys on behalf of the Subscriber, QuoVadis 
ensures: 

�x where the policy requires the use of a Qualified Signature Creation Device (QSCD) then the signatures 
are only created by the QSCD;  
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Signatures on CRLs, OCSP responses, and OCSP responder Certificates that provide status information for 
Certificates that were generated using SHA-1 may continue to be generated using the SHA-1 algorithm if it is 
compliant with all applicable programs listed in Section 1.1.  All other signatures on CRLs, OCSP responses, 
and OCSP responder Certificates must use the SHA-256 hash algorithm or one that is equally or more 
resistant to collision attack. 

6.1.6. Public  Key Parameters  Generation  And Quality  Checking 
QuoVadis uses cryptographic modules that conform to FIPS 186-2 and provide random number generation 
and on-board generation of Public Keys and a wide range of ECC curves. The value of this public exponent 
equates to an odd number equal to three or more. 

6.1.7. Key Usage   w ( )Tj
0.006 Tc6..
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transported between cryptographic modules, QuoVadis encrypts the Private Key and protects the keys used 
for encryption from disclosure. Private Keys used to encrypt backups are securely stored and require two-
person access. If QuoVadis becomes aware that an Issuing CA’s Private Key has been communicated to an 
unauthorized person or an organization not affiliated with  the Issuing CA, then QuoVadis will  revoke all 
certificates that include the Public Key corresponding to the communicated Private Key. 

6.2.7. Private  Key Storage On Cryptographic  
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PKIoverheid  Intermediates  Valid  to:  G1 /  G2 /  G3 

QuoVadis PKIoverheid EV CA   Note: This CA has been 
revoked. 5-Dec-22 
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7.1.1. Version Numbers  
Information  for interpreting  Certificate and CRL Profiles may be found in IETF RFC 5280. QuoVadis 
Certificates for PKIoverheid follow the ITU X.509v3 standard and the PKIoverheid PvE. 

For publicly-trusted TLS Certificates, QuoVadis meets the technical requirements set forth in Sections 2.2, 
6.1.5, and 6.1.6 of the CA/Browser Forum Baseline Requirements and this CPS. 

7.1.1.1. Serial  Number  
The serial number is no longer than 160 bits (20 octets) ECC Certificates. QuoVadis may select one of the 
following  options for the Signature field in a Certificate: 

�x sha256WithRSAEncryption: 1.2.840.113549.1.1.11 

�x ecdsa-with-SHA256: 1.2.840.10045.4.3.2 

QuoVadis generates non-sequential Certificate serial numbers (positive numbers greater than zero) that 
contain at least 64 bits of output from a CSPRNG. 

7.1.2. Certificate  Extensions 
See Appendix A. 

7.1.3. Algorithm  Object Identifiers  
See Appendix A. 

7.1.4. Name Forms 
Each Certificate includes a serial number that is unique to the Issuing CA. TLS Server Certificates cannot 
contain metadata and/or  any other indication that the value is absent, incomplete, or not applicable. 
Certificates are populated with  the Issuer Name and Subject Distinguished Name required under Section 
3.1.1.  

7.1.5. Name Constraints  
All Certificates are configured to meet the applicable requirements, including Regulation (EU) No. 910/2014 , 
Baseline Requirements, ETSI EN 319 411-1, ETSI EN 319 411-2 and PvE (Logius, 
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•  keyCompromise (1) 

•  cACompromise (2) 

•  affiliationChanged (3) 

•  superseded (4)  

•  cessationOfOperation (5) 

7.2.1. Version Number  
QuoVadis issues X.509 version 2 CRLs that contain the following  fields: 

Basic Contents  Value Demarcation  

Issuer.CountryName NL Fixed 

Issuer.OrganisationName QuoVadis Trustlink  BV Fixed 

Issuer.OrgIdentifier NTRNL-30237459 Fixed 

Issuer.CommonName Common name of the relevant issuer Fixed 

Effective date Date Required 

Next update Date Required 

SignatureAlgorithm sha256RSA Fixed 

revokedCertificates List of revoked Certificates: 

�x Serial Number 

�x Revocation Date and Time 

�x Revocation Reason 

Required 

 

7.2.2. CRL And CRL Entry Extensions 
QuoVadis CRLs have the following extensions: 

Extension  Value  

CRL Number  Never repeated monotonically increasing integer  

Authority Key Identifier  Subject Key Identifier of the CRL issuer Certificate 

Invalidity Date  Optional date in UTC format  

Reason Code  Reason for revocation as described in Section 7.2 

 

7.3. ONLINE CERTIFICATE STATUS PROTOCOL PROFILE 

7.3.1. OCSP Version Numbers  
OCSP Version 1, as defined by RFC 6960, is supported. OCSP Responder Certificates have a maximum validity 
of 12 months. 

7.3.2. OCSP Extensions 
The OCSP 
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Basic Contents  Value Demarcation  

SignatureAlgorithm 
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-  PvE part 3 – General requirements 

-  PvE part 3 – Additional requirements 

-  PvE part 3a – Organisatie (G2) + Organisatie Persoon (G3) 

-  PvE part 3b – Organisatie Services (G1 & G3) 

-  PvE part 3c – CSP Burger CA (G2 & G3) 

-  PvE part 3d – 
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8.4. TOPICS COVERED BY ASSESSMENT 
Audits as applicable cover QuoVadis’ business practices disclosure, the integrity  of QuoVadis’ PKIo 
operations, and an Issuing CAs’ compliance with  this CPS and referenced requirements. Audits verify  that 
QuoVadis is compliant with  the CPS and applicable standards and regulatory requirements. 

8.5. ACTIONS TAKEN AS A RESULT OF DEFICIENCY 
If an audit reports a material noncompliance with  applicable law, this 





  51 

9.4. PRIVACY OF PERSONAL INFORMATION 

9.4.1. Privacy  Plan 
QuoVadis follows the Privacy Notices posted on its website when handling personal information. See 
https://www.quovadisglobal.com/privacy -policy. Personal information  is only disclosed when the disclosure 
is required by law or when requested by the subject of the personal information. Such privacy policies shall 
conform to applicable local privacy laws and regulations including the Council Directive 95/46/EC  of the 
European Parliament and the Swiss Federal Act on Data Protection of June 19, 1992 (SR 235.1). 

9.4.2. Information  Treated  As Private  
Personal information  about (SR/dote apli96.9 (c)1.2 (ab)10.8 (le)]TJ
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permission
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ii)  Provide accurate and complete information when communicating with QuoVadis, and to respond to 
QuoVadis’ instructions concerning Key Compromise or Certificate misuse; 

iii)  C
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�x the Relying Party has, at the time of that reliance, acted in good faith and in a manner 
appropriate to all the circumstances known, or circumstances that ought reasonably to have 
been known, to the Relying Party;  

�x the Relying Party has, at the time of that reliance, verified the Digital Signature, if any;  

�x the Relying Party has, at the time of that reliance, verified that the Digital Signature, if any, was 
created during the Operational Term of the Certificate being relied upon; 

�x the Relying Party ensures that the data signed has not been altered following signature by 
utilising trusted application software, 

�x the signature is trusted and the results of the signature are displayed correctly by utilising 
trusted application software; 

�x the identity of the Subscriber is displayed correctly by utilising trusted application software; and 

�x any alterations arising from security changes are identified by utilising trusted application 
software. 

If the circumstances indicate a need for additional assurances, it is Relying Parties’ responsibility to obtain 
such assurances. A Relying Party shall make no assumptions about information  that does not appear in a 
Certificate. All obligations and warranties within this Section relate to Reasonable Reliance on the validity  of a 
Digital Signature, not the accuracy of the underlying electronic record. 

Any unauthorised reliance on a Certificate is at a party’s own risk. Relying Party Agreements may include 
additional representations and warranties.  

9.6.5. Representations  And Warranties  Of Other Participants  
Participants within  the QuoVadis PKIo represent and warrant  that they accept and will  perform any and all 
duties and obligations as specified by this CPS. 

9.7. DISCLAIMERS OF WARRANTIES 
OTHER THAN AS PROVIDED IN SECTION 9.6.1, THE CERTIFICATES ARE PROVIDED “AS IS” AND “AS 
AVAILABLE” AND TO THE MAXIMUM EXTENT PERMITTED BY LAW, QUOVADIS DISCLAIMS ALL EXPRESS 
AND IMPLIED WARRANTIES, INCLUDING WARRANTIES OF MERCHANTABILITY, FITNESS FOR A 
PARTICULAR PURPOSE, AND NON-INFRINGEMENT. QUOVADIS DOES NOT WARRANT THAT ANY 
CERTIFICATE WILL MEET SUBSCRIBER’S OR ANY OTHER PARTY’S EXPECTATIONS  
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APPENDIX A – CERTIFICATE PROFILES FOR PKIOVERHEID 

QuoVadis PKIoverheid  Organisatie  Persoon CA-G3 

Personal  Organisation  Authentication  G3 
Basic Contents  Value Demarcation  

Subject.CommonName CommonName Required 

Subject.givenname Given Name 
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Basic Contents  Value Demarcation  

Subject.OrganisationName OrganisationName Required 

Subject.organisationalUnitName OrganisationalUnitName Optional /  Prohibited for 
Profession Certificates 

Subject.title Title Optional 

Subject.CountryName Country Required 

Subject.PublicKeyInfo RSA (2048 bit)  Required 

Extensions  Fixed 

KeyUsage(CRITICAL) Non-Repudiation Fixed 

extKeyUsage Document Signing 

E-Mail Protection 

Required/  

optional 

CertPolicyID 2.16.528.1.1003.1.2.5.2 

0.4.0.19431.1.1.3 ‘eu-remote-qscd’  

EUSCP: EU SSASC Policy (ETSI TS 119 
431-1) 

Fixed 

Only included when QuoVadis 
generates & manages Private 
Keys on behalf of Subscriber on 
a QSCD.  

subjectAltName.Rfc822Name Rfc822 email address Optional - for e-mail signing 

subjectAltName.User Principle 
Name (MS UPN) 

MS UPN in the format:  .<unique 
identifier>@2.16.528.1.1003.1.3.5.2.1 

Required 

CRLDistributionPoints http://crl.quovadisglobal.com/pkiope
rsong3.crl 

Fixed 

AuthorityInfoAccess http://uw.ocsp.quovadisglobal.com 

http://trust.quovadisglobal.com/pkio
persong3.crt  

Fixed 

QC Statements Id-etsi-qcs-QcCompliance 

{ id-etsi-qcs 1 } 0.4.0.1862.1.1 

Id-etsi-qct-eseal 

{ id-etsi-qct-esign } 0.4.0.1862.1.6.1 

Id-etsi-qcs-QcSSCD 

{ id-etsi-qcs 4 } 0.4.0.1862.1.4 

Id-etsi-qcs-QcPDS 

{ id-etsi-qcs 5 } 0.4.0.1862.1.5 

Fixed 

 

Personal  Organisation  Encryption  G3 
Basic Contents  Value Demarcation  

Subject.CommonName CommonName 
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Basic Contents  Value Demarcation  

Subject.organisationalUnitName OrganisationalUnitName Optional /  Prohibited for 
Profession Certificates 

Subject.title Title Optional 

Subject.CountryName Country Required  

Subject.PublicKeyInfo RSA (2048 bit)  Required 

Extensions  Fixed 

KeyUsage (CRITICAL) 
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CertificatePolicies 2.16.528.1.1003.1.2.5.7 

Policy Identifier=0.4.0.19431.1.1.3 
‘eu-remote-qscd’ EUSCP: EU SSASC 
Policy (ETSI TS 119 431-1) 
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E-Mail Protection 

CertificatePolicies 2.16.528.1.1003.1.2.3.1 Fixed 

subjectAltName.Rfc822Name 
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{ id-etsi-qct-esign } 0.4.0.1862.1.6.1 

Id-etsi-qcs-QcSSCD 

{ id-etsi-qcs 4 } 0.4.0.1862.1.4 

Id-etsi-qcs-QcPDS 

{ id-etsi-qcs 5 } 0.4.0.1862.1.5 

 

Personal  Citizen Encryption G3 
Basic Contents  Value Demarcation  

Subject.commonName 
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Basic Contents  Value Demarcation  

Subject.stateOrProvinceName State or province Required 

Subject.localityName City Required 

Subject.CountryName Country Required 

Subject.PublicKeyInfo RSA (2048 bit)  Required 
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Basic Contents  Value Demarcation  

server/service. Internal  domain name 
allowed. 

Subject.SerialNumber SerialNumber Required 

Subject.OrganisationName OrganisationName Required 

Subject.organisationalUnitName OrganisationalUnitName 
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Basic Contents  Value Demarcation  

E-Mail Protection 

CertificatePolicies 2.16.528.1.1003.1.2.8.5 Fixed 

subjectAltName.Rfc822Name Rfc822 email address Optional - for e-mail signing 



  72 

Basic Contents  Value Demarcation  

http://trust.quovadisglobal.com/pkio
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Basic Contents  Value Demarcation  

Subject.OrganisationName OrganisationName Required 

Subject.organisationalUnitName OrganisationalUnitName Optional /  Prohibited for 
Profession Certificates 

Subject.title Title Optional 

Subject.CountryName Country Required 

Subject.PublicKeyInfo RSA (2048 bit)  Required 

Extensions  Fixed 

KeyUsage(CRITICAL) Non-Repudiation 
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Basic Contents  Value Demarcation  

Subject.CountryName Country Required 

Subject.PublicKeyInfo RSA (2048 bit)  Required 
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Basic Contents  Value Demarcation  

relevant QuoVadis Certification 
Practice Statement and other 
documents in the QuoVadis 
repository. 
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