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Important Notice about this Document 
 
This document is the PKI Disclosure Statement (PDS) of QuoVadis Limited (QuoVadis), a company of 
DigiCert, Inc.  The purpose of this document is to summarise the key points of the QuoVadis CP/CPS 
for the benefit of Subscribers and Relying Parties. 
 
This document does not substitute or replace the Certificate Policy/Certification Practice Statement 
(CP/CPS) under which Certificates issued by QuoVadis are issued.  This PDS relates to the following 
CP/CPS documents: 
 

• CP/CPS for QuoVadis Root CA 1 G3, QuoVadis Root CA 3, and QuoVadis Root CA 3 G3  
• CP/CPS for QuoVadis Root CA 2 and QuoVadis Root CA 2 G3 

 
You must read the relevant CP/CPS at https://www.quovadisglobal.com/repository before you apply 
for or rely on a Certificate issued by QuoVadis.  
 
This document is not intended to create contractual relationships between QuoVadis and any other 
person. Any person seeking to rely on Certificates or participate within the QuoVadis PKI must do so 
pursuant to definitive contractual documentation. This document is intended for use only in 
connection with QuoVadis and its business.  
 
This version of the PDS has been approved for use by the QuoVadis Policy Management Authority 
(PMA) and is subject to amendment and change in accordance with the policies and guidelines 
adopted, from time to time, by the PMA. The date on which this version of the PDS becomes effective 
is indicated on this document. 
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Version Control: 
 

Author Date Version Comment 
QuoVadis PMA 27 May 2008 1.0 Based on ETSI TS101 456 model disclosure 

statement 



  

 iv 

TABLE OF CONTENTS 
1. CA CONTACT INFO .................................................................................................................................................................................... 1 

1.1. Revocation Reporting ............................................................................................................................................................... 1 
2. CERTIFICATE TYPE, VALIDATION, PROCEDURES AND USAGE ......................................................................................... 2 

2.1. QuoVadis Certificate Classes ................................................................................................................................................. 2 
2.2. Key Usage and Archive ............................................................................................................................................................. 5 
2.3. QV Standard ................................................................................................................................................................................... 6 
2.4. QV Advanced ................................................................................................................................................................................. 6 
2.5. QV Advanced + ............................................................................................................................................................................. 7 

2.5.1. Swiss Regulated Certificate issued to a Natural Person ....................................................................... 7 
2.5.2. Swiss Regulated Certificate issued to a Legal Person (Company Seal) ......................................... 8 

2.6. QV Qualified ................................................................................................................................................................................... 9 
2.6.1. 







  

   3 

Certificate 
Class 

Description Policy OID Assurance 
Level 

Requires 
token?  

QV 
Qualified 

QuoVadis Qualified 
Certificate on a QSCD 

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.400  
ETSI policy identifier OIDs: 
0.4.0.194112.1.2  
(QCP-n-qscd) 
0.4.0.194112.1.3  
(QCP-l-qscd)   

High Yes  
Adobe AATL 
Approved  

QuoVadis Qualified 
Certificate on a QSCD, where 
the device is managed by a 
QTSP.  

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.410  

High Yes 

Relevant to the Policy in ETSI 
EN 319 411-2 for: 
EU Qualified Certificates 
issued to a natural person 
(QCP-n-qscd), with the OID 
0.4.0.194112.1.2 
EU Qualified Certificates 
issued to a legal person (QCP-
l-qscd), with the OID 
0.4.0.194112.1.3 

 
 
ETSI policy identifier OIDs: 
0.4.0.194112.1.2 
(QCP-n-qscd)  
 
0.4.0.194112.1.3 
(QCP-l-qscd) 

 Adobe AATL 
Approved 

QuoVadis Qualified 
Certificate not on a QSCD.  
Relevant to the Policy in ETSI 
EN 319 411-2 for:  
EU Qualified Certificates 
issued to a natural person 
(QCP-n), with the OID 
0.4.0.194112.1.0  
EU Qualified Certificates 
issued to a legal person (QCP-
l), with the OID 
0.4.0.194112.1.1  
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Certificate 
Class 

Description Policy OID Assurance 
Level 

Requires 
token?  

 QuoVadis Qualified 
Certificate not on a QSCD, 
where the device is managed 
by a QTSP. 
Relevant to the Policy in ETSI 
EN 319 411-2 for:  
EU Qualified Certificates 
issued to a natural person 
(QCP-n), with the OID 
0.4.0.194112.1.0  
EU Qualified Certificates 
issued to a legal person (QCP-
l), with the OID 
0.4.0.194112.1.1  

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.460  
 
ETSI policy identifier OIDs: 
0.4.0.194112.1.0  
(QCP-n) 
 
 
 
0.4.0.194112.1.1  
(QCP-l)  

High No 

QV Closed 
Community 

Used for reliance by 
members of the Issuer 
community only. Policies are 
defined in the CP/CPS of the 
Issuing CA. 

1.3.6.1.4.1.8024.1.500 Medium Optional 

QV Device Issued to devices, including 
Time-stamp Certificates. 

1.3.6.1.4.1.8024.1.600 Medium Optional 
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2.2. KEY USAGE AND ARCHIVE 
 
Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for Key 
Escrow, according to the following table:  
 

QuoVadis 
Certificate 
Type 

Key Usage/ 
Extended Key Usage 
Options 

Applicability to QuoVadis Certificate Classes 

QV Standard QV Advanced QV Advanced + QV Qualified 

Signing and 
Encryption  
 

Key Usage 
digitalSignature 
nonRepudiation 
keyEncipherment 
 
Extended Key Usage 
smartcardlogon
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2.3. QV STANDARD 
 

Purpose 
Standard Certificates provide flexibility for a range of uses appropriate to their reliance value including 
S/MIME, electronic signatures, authentication, and encryption. 
 
Registration Process 
Validation procedures for QuoVadis Standard Certificates collect either direct evidence or an attestation 
from an appropriate and authorised source, of the identity (such as name and organisational affiliation) 
and other specific attributes of the Subscriber.  
 

2.4. QV ADVANCED 
 

Purpose 
QV Advanced Certificates provide reliable vetting of the holder’s identity and may be used for a broad 
range of applications including Digital Signature, encryption, and authentication.  
Registration Process 
Validation procedures for Advanced Certificates are based on the Normalised Certificate Policy (NCP) 
described in ETSI EN 319 411-1.   
 
Unless the Subscriber has already been identified by the RA through a face-to-face identification meeting, 
accepted Know Your Customer (KYC) standards or a contractual relationship with the RA, validation 
requirements for a Subscriber shall include the following:  
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• Reference to a nationally recognized registration or other attributes which may be used to, as 
far as possible, distinguish the legal person from others with the same name. 

 
If the Subscriber is a device or system operated by or on behalf of a legal person, evidence shall be 
provided of: 

• identifier of the device by which it may be referenced (e.g. Internet domain name); 
• full name of the organisational entity; 
• a nationally recognized identity number, or other attributes which may be used to, as far as 

possible, distinguish the organisational entity from others with the same name. 
 

2.5. QV ADVANCED + 
 

Purpose 
QuoVadis Advanced+ Certificates are used for the same 
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according to ZertES. Only a valid passport or national ID is accepted as evidence. Storage of personal data 
is in accordance with ZertES.  Evidence shall be provided of: 

• Full name (including surname and given names consistent with applicable law and national 
identification practices); and 

• Date and place of birth, reference to a nationally recognised identity document, or other 
attributes which may be used to, as far as possible, distinguish the person from others with 
the same name. 

 
If the Subscriber is identified in association with an organisational entity, additional evidence shall be 
provided of: 

• Full name and legal status of the associated organisational entity; 
• Any relevant existing registration information (e.g. company registration) of the 

organisational entity; 
• Authorisation from an authorised Organisation representative; and 
• Evidence that the Subscriber is associated with the organisational entity. 

 
Private Keys for Swiss Regulated Certificates are generated and stored on a Hardware that meets FIPS 
140-2 level 3 or EAL 4 standards. This Hardware is either a USB-token handed out to clients or a HSM 
located in a QuoVadis datacentre. The level of assurance using a HSM aims to be the same as achieved by a 
stand-alone SSCD. Access by the Subscriber to the keys is protected using multifactor authentication. 
 
Swiss Regulated Certificates issued by QuoVadis have a maximum validity of three years. 
 

2.5.2. Swiss Regulated Certificate issued to a Legal Person (Company Seal) 
Purpose 
Swiss Regulated Certificates (non qualified) issued under the Swiss Federal signature law (ZertES) are 
included in the QV Advanced+ Certificate Class.  Swiss Regulated Certificates are issued out of the 
“QuoVadis Swiss Regulated CAs” and have the notice text “regulated certificate” in the CertificatePolicies 
user notice. 
 
Registration Process 
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The identity of the natural person and, if applicable, any specific attributes of the person, shall be verified: 
• by the physical presence of the natural 
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2.6.3. eIDAS Qualified Certificate issued to a Legal Person on a QSCD 
 

Purpose 
The purpose of these EU Qualified Certificates are to identify the Subscriber with a high level of 
assurance, for the purpose of creating Qualified Electronic Seals meeting the qualification requirements 
defined by the eIDAS Regulation.   
 
This type of QuoVadis Qualified Certificates uses a QSCD for the protection of the private key.   
 
These Certificates meet the relevant ETSI “Policy for EU qualified 
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Registration Process 
QV Swiss Qualified Certificates are issued in accordance with the ZertES requirements using various 
QuoVadis Signing Services designed for this type of Certifcate. The guidelines in TAV-ZERTES apply to QV 
Swiss Qualified Certificates. 
 
Evidence of the Subscriber’s identity shall be checked against a physical person either directly, or shall 
have been checked indirectly using means which provide equivalent assurance to physical presence. Only 
a valid passport or national ID is accepted as evidence. Storage of personal data is in accordance with 
ZertES. 
Evidence shall be provided of: 

• Full name (including surname and given names consistent with applicable law and national 
identification practices); and 

• Date and place of birth, reference to a nationally recognised identity document, or other 
attributes which may be used to, as far as possible, distinguish the person from others with 
the same name. 

 
If the Subscriber is identified in association with an organisational entity, additional evidence shall be 
provided of: 

• Full name and legal status of the associated organisational entity; 
• Any relevant existing registration information (e.g. company registration) of the 

organisational entity; 
• Authorisation from an authorised Organisation representative; and 
• Evidence that the Subscriber is associated with the organisational entity. 

 
Private Keys for QV Swiss Qualified Certificates are generated and stored on an HSM Hardware Security 
Module or USB token that meets the ZertES requirements, FIPS 140-2, level 3 or EAL 4 standards. HSMs 
for QuoVadis Signing Services are located in QuoVadis datacentres. Access by the Subscriber to the keys is 
protected using multifactor authentication aimed to achieve the same level of assurance of sole control as 
achieved by a stand-alone SSCD. 
 
QV Swiss Qualified Certificates have a maximum validity of three years; in special use-cases they are 
issued with a validity of only one hour. 
 

2.6.6. QuoVadis Qualified Website Authentication (QCP-w) 
 

Purpose 
ETSI EN 319 411-2 defines “QCP-w“ as the “policy for EU Qualified website certificate issued to a natural 
or a legal person and linking the website to that person”.  QuoVadis policy is that QuoVadis Qualified 
Website Authentication (QCP-w) Certificates will only be issued to legal persons and not natural persons.    
 
QuoVadis QCP-w Certificates will be issued under the requirements of ETSI EN 319 411-2 aim to support 
website authentication based on a Qualified defined in articles 3 (38) and 45 of the eIDAS Regulation. 
 
QCP-w Certificates issued under these requirements endorse the requirement of EV Certificates whose 
purpose is specified in clause 5.5 of ETSI EN 319 411-
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Registration Process 
The verification requirements for a QuoVadis Qualified Website Authentication Certificates (QCP-w) are 
consistent with the vetting requirements for a QuoVadis EV SSL Certificate (described in the QuoVadis 
Root CA2 CP/CPS), with the following additional verification:   
 
QuoVadis Qualified Website Authentication (QCP-w) Certificates are only issued to legal persons and not 
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SUBSCRIBER TO QUOVADIS IN THE TWELVE MONTHS PRIOR TO THE EVENT GIVING RISE TO SUCH 
LIABILITY, REGARDLESS OF WHETHER SUCH LIABILITY ARISES FROM CONTRACT, INDEMNIFICATION, 
WARRANTY, TORT (INCLUDING NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, AND REGARDLESS OF 
WHETHER QUOVADIS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE. NO CLAIM, 
REGARDLESS OF FORM, WHICH IN ANY WAY ARISES OUT OF THIS CP/CPS, MAY BE MADE OR BROUGHT BY 
SUBSCRIBER OR SUBSCRIBER’S REPRESENTATIVES MORE THAN ONE (1) YEAR AFTER THE BASIS FOR THE 
CLAIM BECOMES KNOWN TO SUBSCRIBER. 
 

• For Swiss Qualified Certificates, QuoVadis liability is in accordance with Articles 17, 18, 19 of 
ZertES. 

• For EU Qualified Certificates, QuoVadis liability is in accordance with Extract 37 and Article 13 of 
the eIDAS Regulation. 

 

4. OBLIGATIONS OF SUBSCRIBERS 
 
Prior to being issued and receiving a Certificate, Subscribers are solely responsible for any 
misrepresentations they make to third parties and for all transactions that use Subscriber’s Private Key, 
regardless of whether such use was authorised. Subscribers are required to notify QuoVadis and any 
applicable RA if a change occurs that could affect the status of the Certificate. 
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6. LIMITED WARRANTY AND DISCLAIMER/LIMITATION OF LIABILITY 
 
OTHER THAN AS PROVIDED IN SECTION 9.6.1 OF THE CP/
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Customer is Domiciled in: Governing Law is: Court or arbitration body with  
exclusive jurisdiction: 

Europe, Switzerland, the United 
Kingdom, Russia, the Middle 
East or Africa 

England International Chamber of Commerce, 
International Court of Arbitration, with 
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unconscionable, void, or voidable may be determined only by a court of competent jurisdiction 
and not by an arbitrator. 

 
 For Swiss Qualified Certificates such arbitration shall, unless agreed otherwise between the 

parties, take place in Switzerland. 
 For Qualified Certificates issued in accordance with eIDAS, arbitration for disputes related to 

financial or commercial matters will be dealt with in the country of the relevant QuoVadis 
entity named in the contract with the client. Arbitration for Certificate-related disputes will 
be dealt with in the country named in relevant QuoVadis Issuing CA Certificate. 

 

11. CA AND REPOSITORY LICENCES, TRUST MARKS AND AUDIT 
Refer to https://www.quovadisglobal.com/accreditations for a list of QuoVadis’ audits and accreditations.  
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