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1. INTRODUCTION

1.1. OVERVIEW

This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the certification processes that
QuoVadis Root CA2 uses in the generation, issue, use, and management of Certificates and serves to notify
Subscribers and Relying Parties of their roles and responsibilities concerning Certificates. The term
“QuoVadis Root CA2" applies to all generations of this Root.

QuoVadis ensures the integrity of its Public Key Infrastructure (PKI) operational hierarchy by binding
Participants to contractual agreements. This CP/CPS is not intended to create a contractual relationship
between QuoVadis and any Participant in the QuoVadis PKI. Any person seeking to rely on Certificates or
participate within the QuoVadis PKI must do so pursuant to definitive contractual documentation.

QuoVadis issues four forms of Certificates according to the terms of this CP/CPS:

i) Business SSL Certificates are Organisation Validated (OV) Certificates for which limited
authentication and authorisation checks are performed on the Subscriber and the individuals acting
for the Subscriber.

ii) Extended Validation SSL Certificates are issued in compliance with the EV Guidelines published by
the CA/Browser Forum. The EV Guidelines are intended to provide enhanced assurance of identity of
the Subscriber by enforcing uniform and detailed validation procedures across all EV-issuing CAs.

iii) Qualified Website Authentication Certificates (QWAC) (QCP-w) are issued in compliance with
Regulation (EU) No. 910/2014 on electronic id



1.2. DOCUMENNAMEANDIDENTIFICATION

This document is the QuoVadis Root CA2 CP/CPS which was adopted by the QuoVadis Policy Management
Authority (PMA). The Object Identifier (OID) assigned to QuoVadis Root CA2/ QuoVadis Root CA2 G3 is
1.3.6.1.4.1.8024.0.2.

Separate policy documents in the QuoVadis Repository apply to QuoVadis Certificates signed by the following
Root CAs:

. QuoVadis Root Certification Authority/QuoVadis Root CA 1 G3 (OID 1.3.6.1.4.1.8024.0.1) and



. Revoke Certificates upon receipt of a valid request from an authorised person or on its own
initiative when circumstances warrant; and

. Notify Subscribers of the imminent expiry of their Certificates.

Issuing CAs chaining to a QuoVadis Root must not be used for Man in the Middle (MITM) purposes or for the
traffic management of domain names or IP addresses that the entity does not own or control.

Issuing CAs chaining to a publicly trusted QuoVadis Root must either be technically constrained, or undergo
an independent audit and be publicly disclosed in the Repository on the QuoVadis website
(https://www.quovadisglobal.com/repository).

1.3.2. Registration Authorities

QuoVadis acts as Registration Authority (RA) for Certificates it issues. An RA is an entity that performs
verification of Subscriber information in accordance with this CP/CPS, and revokes Certificates upon receipt
of a valid request from an authorised person.

Third parties, who enter into a contractual relationship with QuoVadis, may act as Enterprise Registration
Authorities (ERAs) and authorise the issuance of TLS/SSL Certificates by QuoVadis for Organisations and
Domains that have been vetted by QuoVadis and pre-authenticated by QuoVadis. ERAs must abide by all the
requirements of this CP/CPS and the terms of their services agreement with QuoVadis. ERAs may also
implement more restrictive practices based on their internal requirements. QuoVadis does not delegate
authority to third party RAs to vet TLS/SSL certificate contents.

The QuoVadis Portal is a secure web application that facilitates RAs’ activities as well as the ongoing
management of the TLS/SSL Certificates for which they are responsible.
1.3.3. Subscribers

In the context of this CP/CPS, the Subscriber is the Individual responsible for requesting, installing and
maintaining the trusted system for which a TLS/SSL Certificate has been issued. Prior to verification of
identity and issuance of a Certificate, a Subscriber is an Applicant for QuoVadis services.



1.4. CERTIFICATRUSAGE



1.5.4. CP/CPS Approval Procedures

Approval of this CP/CPS and any amendments hereto is by the QuoVadis PMA. Amendments may be made by
updating this entire document or by addendum. The QuoVadis PMA, at its sole discretion, determines
whether changes to this CP/CPS require notice or any change in the OID of a Certificate issued pursuant to
this CP/CPS. SeealsoSection 9.10 and Section 9.12.

1.6. DEFINITIONSANDACRONYMS
Applicant: The Applicant is an entity applying for a Certificate.

Application Software Vendors: Means a software developer whose software displays or uses QuoVadis
Certificates and distributes QuoVadis’ Root Certificates.

Authority Letter: The Authority Letter is a signed by a Confirming Person acting for the Applicant for EV
Certificates to establish the authority of individuals to act as the Subscriber's agents.

Authorisation Number: A unique identifier of a Payment Service Provider acting as the Subscriber for PSD2
Certificates. The Authorisation Number is used and recognized by the NCA.

Authorisation Domain



Relying Party Agreement: The Relying Party Agreement is an agreement which must be read and accepted
by a Relying Party prior to validating, relying on or using a Certificate or accessing or using the QuoVadis
Repository.

Repository: The Repository refers to the CRL, OCSP, and other directory services provided by QuoVadis
containing issued and revoked Certificates.

Required Website Content: Either a Random Value or a Request Token, together with additional
information that uniquely identifies the Subscriber, as specified by the CA. A Random Value is specified by
QuoVadis and exhibits at least 112 bits of entropy.

Reserved IP Address: An IPv4 or IPv6 address that the IANA has marked as reserved.

Subordinate CA: A Certification Authority whose Certificate is signed by the Root CA, or another Subordinate
CA. Also known as Issuing CA.

Subscriber: Means either the Individual to whom an end entity Certificate is issued or the Individual
responsible for requesting, installing and maintaining the trusted system for which an TLS/SSL Certificate has
been issued.

Subscriber Agreement: Is the agreement executed between a Subscriber and QuoVadis relating to the
provision of designated Certificate-related services that governs the Subscriber’s rights and obligations
related to the Certificate.

Technically Constrained Subordinate CA Certificate: A Subordinate CA Certificate which uses a
combination of Extended Key Usage settings and Name Constraint settings to limit the scope within which the
Subordinate CA Certificate may issue Subscriber or additional Subordinate CA Certificates.

Acronyms

AND Authorisation Domain Name

ALPN TLS Application-Layer Protocol Negotiation (ALPN) Extension [RFC7301] as defined in RFC 8737
CA Certificate Authority or Certification Authority

CAA Certificate Authority Authorisation

CP/CPS Certificate Policy & Certification Practice Statement

CRL Certificate Revocation List

CSR Certificate Signing Request

CT Certificate Transparency

elDAS Regulation (EU) N°910/2014 on electronic identification and trust services for electronic
transactions in the internal market

ETSI European Telecommunications Standards Initiative
EV Extended Validation
FIPS Federal Information Processing Standard

ICANN Internet Corporation for Assigned Names and Numbers

IETF Internet Engineering Task Force

ITU International Telecommunication Union
ERA Enterprise Registration Authority

LRA Local Registration Authority



PKIX
PKCS
PMA
Portal
PSD2

IETF Working Group on Public Key Infrastructure
Public Key Cryptography Standard

QuoVadis Policy Management Authority

Certificate Management System

Payment Services Directive - Directive (EU) 2015/2366



3. IDENTIFICATION AND AUTHENTICATION

The Identification and Authentication procedures used by QuoVadis depend on the Class of Certificate being
issued. See Appendix B for Certificate Profiles and the relevant verification requirements.

3.1. NAMING

3.1.1. Types Of Names

All Subscribers require a distinguished name that is in compliance with the ITU X.500 standard for
Distinguished Names (DN). TLS/SSL Certificates are issued using the Fully Qualified Domain Name (FQDN)
name of the server, service, or application that has been confirmed with the Subscriber. The Distinguished
Names of a Code Signing Certificate must identify the legal entity that intends to have control over the use of
the Private Key when signing code. The Baseline Requirements prohibit Certificates containing Internal
Server Names or Reserved IP Addresses.

Wildcard TLS/SSL Certificates have a wildcard asterisk character for the server name in the Subject field.
Wildcard EV Certificates may not be issued under the EV Guidelines.

The FQDN or authenticated domain name is placed in the Common Name (CN) attribute of the Subject field
and the Subject Alternative Name extension.

3.1.2. Need For Names To Be Meaningful

QuoVadis uses Distinguished Names that identify both the entity (i.e. person, organisation, device, or object)
that is the subject of the Certificate and the entity that is the issuer of the Certificate. QuoVadis only allows
directory information trees that accurately reflect organisation structures.

3.1.3. Pseudonymous Subscribers

QuoVadis does not issue anonymous or pseudonymous Certificates under this CP/CPS for Internationalised
Domain Names (IDN), QuoVadis may include the Punycode version of the IDN as a Subject Name

3.1.4. Rules For Interpreting Various Name Forms
Distinguished Names in Certificates are interpreted using X.500 standards and ASN.1 syntax.

3.1.5. Uniqueness Of Names

The Subject Name of each Certificate issued by an Issuing CA shall be unique within each class of Certificate
issued by that Issuing CA over the lifetime of that Issuing CA and shall conform to applicable X.500 standards
for the uniqueness of names.

The Issuing CA may, if necessary, insert additional numbers or letters to the Subscriber’s Subject Common
Name, or other attribute such as subject serialNumber, in order to distinguish between two Certificates that
would otherwise have the same Subject Name. Name uniqueness is not violated when multiple Certificates
are issued to the same entity.

3.1.6. Recognition, Authentication, And Role Of Trademarks
Unless otherwise specifically stated in this CP/CPS, Qu



3.2.1. Method To Prove Possession Of Private Key

Issuing CAs shall establish that each Applicant for a Certificate is in possession and control of the Private Key
corresponding to the Public Key contained in the request for a Certificate. The Issuing CA shall do so in
accordance with an appropriate secure protocol, such as the IETF PKIX Certificate Management Protocol,
including PKCS#10. If any doubt exists, QuoVadis will not perform certification of the key.

3.2.2. Authentication Of Organisation Identity

Authentication of Organisation identity is conducted in compliance with this CP/CPS and the Certificate
Profiles detailed in Appendix B.

3.2.2.1. Validation of Domain Authorisation and Control

For each FQDN listed in a Certificate, QuoVadis confirms that, as of the date the Certificate was issued, the
Applicant either is the Domain Name Registrant or has control over the FQDN by:

i) Communicating directly with the Domain Name Registrant via email, fax or postal mail provided by
the Domain Name Registrar. Performed in accordance with BR section 3.2.2.4.2 using a Random
Value (valid for no more than 30 days from its creation)

ii) Communicating with the Domain’s administrator using a constructed email address created by pre-
pending ‘admin’, ‘administrator’, ‘webmaster’, ‘hostmaster’, or ‘postmaster’ to the Authorisation
Domain Name (ADN). Performed in accordance with BR section 3.2.2.4.4;

iii) Confirming the Applicant's control over the requested ADN (which may be prefixed with a label that
begins with an underscore character) by confirming the presence of an agreed-upon Random Value
in a DNS record. Performed in accordance with BR section 3.2.2.4.7;

iv) Confirming the Applicant’s control over the FQDN through control of an IP address returned from a
DNS lookup for A or AAAA records for the FQDN, performed in accordance with BR Sections 3.2.2.5
and 3.2.2.4.8;

v) Confirming that the Applicant is the Domain Contact for the Base Domain Name (provided that the
CA or RA is also the Domain Name Registrar or an Affiliate of the Registrar), performed in accordance
with BR Section 3.2.2.4.12;

vi) Confirming the Applicant’s control over the FQDN by sending a Random Value via email to a DNS CAA
Email Contact and then receiving a confirming response utilizing the Random Value. The relevant
CAA Resource Record Set is found using the search algorithm defined in RFC 8659 performed in
accordance w2.th BR Section 3.2.2.4.13;

vii)



and a confirming response is provided for each domain. Performed in accordance with BR Section
3.224.17;

xi) Confirming the Applicant's control over the requested FQDN by confirming the presence of an
agreed-upon Random Value under the "/.well-known/pki-validation" directory. Performed in
accordance with BR section 3.2.2.4.18; and

xii) Confirming the Applicant's control over a FQDN by validating domain control of the FQDN using the
ACME HTTP Challenge method, performed in accordance with BR Section 3.2.2.4.19. This method is
suitable for validating Wildcard Domain Names; or

xiii) Confirming the Applicant’s control over a FQDN by validating domain control of the FQDN by
negotiating a new application layer protocol using the ALPN Extension, performed in accordance
with BR Section 3.2.2.4.20. This method is NOT suitable for validating Wildcard Domain Names.

QuoVadis verifies an Applicant’s or Organisation’s right to use or control of an email address to be contained
in a Certificate that will have the “Secure Email” EKU by doing one of the following:

i) By verifying domain control over the email Domain Name using one of the procedures listed in this
section; or

ii) by sending an email message containing a Random Value to the email address to be included in the
Certificate and receiving a confirming response within a limited period of time that includes the
Random Value to indicate that the Applicant controls that same email address.

QuoVadis maintains a list of High Risk Domains and has implemented technical controls to prevent the
issuance of Certificates to certain domains. QuoVadis follows documented procedures that identify and
require additional verification activity for High Risk Certificate Requests prior to the Certificate’s approval.

3.2.2.2. Authentication for an IP Address

For each IP Address listed in a Certificate, QuoVadis confirms that, as of the date the Certificate was issued,
the Applicant controlled the IP Address by:

i) Having the Applicant demonstrate practical control over the IP Address by confirming the presence
of a Request Token or Random Value contained in the content of a file or webpage in the form of a
meta tag under the “/.well-known/pki-validation” directory on the IP Address, performed in
accordance with BR Section 3.2.2.5.1;
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3.3.2. Identification and Authentication For Re-Key After Revocation

If a Certificate was revoked for any reason other than a renewal, update, or modification action, then the
Subscriber must undergo the initial Identification and Authentication process prior to rekeying the
Certificate.

3.4. IDENTIFICATIONANDAUTHENTICATIONFORREVOCATIONREQUESTS

See Section 4.9 for information about Certificate Revocation procedures. All revocation requests are
authenticated by QuoVadis or the RA responsible for issuing the Certificate.

4. CERTIFICATE LIFE-CYCLE OPERATION REQUIREMENTS
4.1. CERTIFICATRAPPLICATION

4.1.1. Who Can Submit A Certificate Application

The process to apply for QuoVadis Certificates varies by Certificate Policy and is described in Appendix B.
Either the Applicant or an individual authorised to request Certificates on behalf of the Applicant may submit
Certificate Requests. Applicants are responsible for any data that the Applicant or an agent of the Applicant
supplies to QuoVadis

QuoVadis does not issue Certificates to entities on a government denied list maintained by the United States
or that are located in a country with which the laws of the United States prohibit doing business.

4.1.2. Enrolment Process And Responsibilities

Certificate Requests must be in a form prescribed by the Issuing CA and typically include i) an application
form including all registration information as described by this CP/CPS, ii) secure generation of KeyPair and
delivery of the Public Key to QuoVadis, iii) acceptance of the relevant Subscriber Agreement or other terms of
use upon which the Certificate is to be issued, iv) and payment of fees. All applications are subject to review,
approval, and acceptance by the Issuing CA in its discretion.

All agreements concerning the use of, or reliance upon, Certificates issued within the QuoVadis PKI must
incorporate by reference the requirements of this QuoVadis CP/CPS as it may be amended from time to time.

4.2. CERTIFICATRAPPLICATIONPROCESSING

4.2.1. Performing Identification And Authentication Functions

During application processing, QuoVadis Validation Specialists employ controls to validate the identity of the
Subscriber and other information required by the Certificate Application to ensure compliance with this
CP/CPS.

QuoVadis considers a source’s availability, purpose, and reputation when determining whether a third-party
data source is reasonably reliable. For TLS/SSL QuoVadis does not consider a database, source, or form of
identification reasonably reliable if QuoVadis or the RA is the sole source of the information.

4.2.2. Approval Or Rejection Of Certificate Applications

After receiving a Certificate Application, QuoVadis or an RA verifies the application information and other
information in accordance with this CP/CPS.

If an RA (including an Enterprise RA) assists in the verification, the RA must create and maintain records
sufficient to establish that it has performed its required verification tasks. After verification is complete,
QuoVadis Validation Specialists evaluate the corpus of information and decides whether or not to approve
issuance.

Approval for EV requires two QuoVadis Validation Specialists. The second validation specialist cannot be the
same individual who collected the documentation and originally approved the EV Certificate.
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4.4. CERTIFICATRACCEPTANCE

4.4.1. Conduct Constituting Certificate Acceptance

The Certificate Requester is responsible for installing the issued Certificate on the Subscriber’s computer or
cryptographic module according to the Subscriber's system specifications. A Subscriber is deemed to have
accepted a Certificate when:

. The Subscriber downloads, installs, or otherwise takes delivery of the Certificate; or
. 30 days pass since issuance of the Certificate.

BY ACCEPTING A CERTIFICATE, THE SUBSCRIBER ACKNOWLEDGES THAT THEY AGREE TO THE TERMS
AND CONDITIONS CONTAINED IN THIS CP/CPS AND THE APPLICABLE SUBSCRIBER AGREEMENT. BY
ACCEPTING A CERTIFICATE, THE SUBSCRIBER ASSUMES A DUTY TO RETAIN CONTROL OF THE
CERTIFICATE’S PRIVATE KEY, TO USE A TRUSTWORTHY SYSTEM AND TO TAKE REASONABLE
PRECAUTIONS TO PREVENT ITS LOSS, EXCLUSION, MODIFICATION OR UNAUTHORISED USE.

4.4.2. Publication Of The Certificate By The CA

QuoVadis publishes all CA Certificates in its Repository. QuoVadis publishes end-entity Certificates by
delivering them to the Subscriber.

4.4.3. Notification Of Certificate Issuance By The CA To Other Entities

Issuing CAs and RAs within the QuoVadis PKI may choose to notify other entities of Certificate issuance.
4.5. KEYPAIRANDCERTIFICATRISAGE

4.5.1. Subscriber Private Key And Certificate Usage
The Certificate shall be used lawfully in accordance with the QuoVadis CP/CPS and Subscriber Agreement.

Subscribers are obligated to protect their Private Keys from unauthorised use or disclosure, discontinue
using a Private Key after expiration or revocation of the associated Certificate, and use Certificates in
accordance with their intended purpose.

4.5.2. Relying Party Public Key And Certificate Usage

A Party seeking to rely on a Certificate issued within the QuoVadis PKI agrees to and accepts the Relying Party
Agreement. Relying Parties may only use software that is compliant with X.509, IETF RFCs, and other
applicable standards. QuoVadis does not warrant that any third party software will support or enforce the
controls and requirements found herein.

A Relying Party should use discretion when relying on a Certificate and should consider the totality of the
circumstances and risk of loss prior to relying on a Certificate. If the circumstances indicate that additional
assurances are required, the Relying Party must obtain such assurances before using the Certificate. Any
warranties provided by QuoVadis are only valid if a Relying Party’s reliance was reasonable and if the Relying
Party adhered to the Relying Party Agreement set forth in the QuoVadis Repository.

A Relying Party should rely on a digital signature or TLS/SSL handshake only if:

i) the Digital Signature or TLS/SSL session was created during the operational period of a valid
Certificate and can be verified by referencing a valid Certificate,

ii) the Certificate is not revoked and the Relying Party checked the revocation status of the Certificate
prior to the Certificate’s use by referring to the relevant CRLs or OCSP responses, and

iii) the Certificate is being used for its intended purpose and in accordance with this CP/CPS.

14



4.6. CERTIFICATRENEWAL

4.6.1. Circumstance For Certificate Renewal
QuoVadis may renew a Certificate if:
i) the associated Public Key has not reached the end of its validity period;

i)

15



4.7.2. Who May Request Re-Key
QuoVadis will accept re-key requests from the Subject of the Certificate, an authorised representative for an
Organisational certificate, or the nominating RA. QuoVadis may initiate a certificate re-key at the request of
the Certificate Subject or at QuoVadis’ own discretion.

4.7.3. Processing Certificate Re-Key Request

Certificate re-key requests are processed in the same manner as requests for new Certificates and in
accordance with the provisions of this CP/CPS. In order to process a re-key request, the Subscriber is
required to:

)] Confirm that details contained in the original Certificate application have not changed; and
ii) Authenticate their identity to the RA.

4.7.4. Notification of Certificate Re-Key To Subscriber
QuoVadis may deliver the Certificate in any secure fashion, such as using a QuoVadis Portal.

4.7.5. Conduct Constituting Acceptance Of A Re-Key Certificate
Conduct constituting acceptance of a re-keyed Certificate is in accordance with section 4.4.11ssued
Certificates are considered accepted 30 days after the Certificate is re-keyed, or earlier upon use of the
Certificate when evidence exists that the Subscriber used the Certificate.

4.7.6. Publication of The Re-Key Certificate By The CA

QuoVadis publishes a re-keyed Certificate by delivering it to the Subscriber.

4.7.7. Notification of Certificate Re-Key By The CA To Other Entities
RAs may receive notification of a Certificate’s renewal if the RA was involved in the issuance process.

4.8. CERTIFICATBMODIFICATION

4.8.1. Circumstances For Certificate Modification

Modifying a Certificate means creating a new Certificate for the same Subject with authenticated information
that differs slightly from the old Certificate (e.g., changes to email address or non-essential parts of names or
attributes) provided that the modification otherwise complies with this CP/CPS. The new Certificate may
have the same or a different subject Public KeyModified information must undergo the same ldentification
and Authentication procedures as for a new Certificate.

4.8.2. Who May Request Certificate Modification
QuoVadis modifies Certificates at the request of certain Certificate Subjects or in its own discretion. QuoVadis
does not make certificate modification services available to all Subscribers.

4.8.3. Processing Certificate Modification Requests

After receiving a request for modification, QuoVadis verifies any information that will change in the modified
Certificate. QuoVadis will only issue the modified Certificate after completing the verification process on all
modified informationRAs are required to perform Identification and Authentication of all modified Subscriber
information in accordance with the requirements of the applicable Certificate Profile.

4.8.4. Notification Of Certificate Modification To Subscriber

QuoVadis may deliver the Certificate in any secure fashion, such as using a QuoVadis Portal.
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viii) QuoVadis confirms that the Certificate was not issued in accordance with the CA/B forum
requirements or relevant browser policy;

iX) QuoVadis determines or confirms that any of the information appearing in the Certificate is
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V) QuoVadis confirms that the CA Certificate was not issued in accordance with or that Issuing CA has

not complied with the CP/CPS;

vi) QuoVadis determines that any of the information appearing in the CA Certificate is inaccurate or

misleading;

vii) QuoVadis or the Issuing CA ceases operations for any reason and has not made arrangements for

another CA to provide revocation support for the CA Certificate;

viii) QuoVadis’ or the Issuing CA's right to issue Certificates under the Baseline Requirements expires or

is revoked or terminated, unless QuoVadis has made arrangements to continue maintaining the
CRL/OCSP Repository;

iX) Revocation is required by the QuoVadis CP/CPS; or

x) The technical content or format of the CA Certificate presents an unacceptable risk to Application

Software Vendors or Relying Parties.

4.9.2. Who Can Request Revocation

Any appropriately authorised party, such as a recognised representative of a Subscriber or RA, may request
revocation of a Certificate. QuoVadis may revoke a Certificate without receiving a request and without reason.

Third parties may request Certificate revocation for problems related to fraud, misuse, or compromise.
Certificate revocation requests must identify the entity requesting revocation and specify the reason for
revocation.

QuoVadis provides Anti-Malware Organisations, Subscribers, Relying Parties, Application Software Vendors,

and other third parties (such as a National Competent Authority that issued the Authorisation Number in a

PSD2 Certificate) with clear instructions on how
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In the case of a PSD2 Certificate, the NCA identified in the Certificate may request revocation by contacting
psd2@quovadisglobal.nl. NCA revocation requests are authenticated using either a previously communicated
shared secret, or use of a digital signature supported by Qualified Certificate issued to the NCA.

QuoVadis maintains a continuous 24x7 ability to internally respond to high priority revocation requests.
Subscribers may also revoke their Certificates via the QuoVadis Portal.

4.9.4. Revocation Request Grace Period

Subscribers are required to request revocation within one day after detecting the loss or compromise of the
Private Key. No grace period is permitted once a revocation request has been verified. QuoVadis will revoke
Certificates as soon as reasonably practical following verification of a revocation request.

4.9.5. Time Within Which The CA Must Process The Revocation Request
QuoVadis will revoke a CA Certificate within one hour after receiving clear instructions from the PMA.

Within 24 hours after receiving a Certificate problem report, QuoVadis investigates the facts and
circumstances related to a Certificate problem report and will provide a preliminary report on its findings to
both the Subscriber and the entity who filed the Certificate problem report.

4.9.6. Revocation Checking Requirement For Relying Parties

Prior to relying on information listed in a Certificate, a Relying Party must confirm the validity of each
Certificate in the Certificate path in accordance with IETF PKIX standards, including checking for Certificate
validity, issuer-to-subject name chaining, policy and key use constraints, and revocation status through CRLs
or OCSP responders identified in each Certificate in the chain.

4.9.7. CRL Issuance Frequency

QuoVadis uses its offline Root CAs to publish CRLs for its Issuing CAs at least every 6 months and within 18
hours after revoking an Issuing CA Certificate. QuoVadis updates the CRL for end-user Certificates at least
every 12 hours and the date of the “Next Update” field will not be more than 3 calendar days after the date in
the field “Effective Date”. A CRL is valid for a maximum of 72 hours.

Before revoking an Issuing CA Certificate a last CRL is generated with a nextUpdate field value of
"99991231235959