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1. TRUST SERVICE PROVIDER (TSP) CONTACT INFO

Engiries or other commuication abotithis docment shold be addressed to the QaVadis Policy
Management AthoritfPMA)
Address: QaVadis TrstLink B.V.
Neelgaarde 56 noord
3436 ZZ Niemgein , The Netherlands
Telephone: Phone: +31 (0) 30 232-4320
Website: https://waadisglobal.nl
Email: info.nl@guoadisglobal.com

Spport (non reocation) regests

nl.spport@qguaadisglobal.com

11.




2. QUOVADIS CERTIEEATE CLASSES FOR PKIOVERHEID

All QuV adis PKloerheid Certificates hae a policybject identifier (OID) hich identifies their se.
Qalified Certificates meet the reqgirements of ETSI EN 319411 -2 and Reglation (EU) No. 910/2014 (the
elDAS Reglation).

PKlo Description Key Usage Certifi cate Policy | Requires
Certificate OIDb token?
type
Personal User Certificate sed for client Client Athentication 2.16.528.1.1003.1. | Yes
Athentication athentication issed to a Doctment Signing 251

natwal person linked to . .

I Email protection
an organisation

Personal User
NonNon




PKlo Description Key Usage Certifi cate Policy | Requires
Certificate OID token?

type
Priate



Unless the Applicant has alreadypeen identified bythe RA throgh aface-  to-face identification meeting,
accepted Knowou Cstomer (KYC) standards or a contractal relationship ith the RA, alidation
regirements for a n Applicant shall inclde the folloumg

If the Shject is a natmal person (i.e. , phyical person as opposed to legal entity ) eidence of the Su



X PKloerheid PVE part 3A/3C/3l
x PKloerheid PVE basiseisen
X PKloerheid PVE aanllende eisen

Registration Process

Identityalidation procedues for these Certificates meet the reqirements of ETSI EN 319 411 -2 for Policy
for EU Qalified Certificate issed to a natwal person here the P riate Keynd the related C ertificate reside



Registration Process

Identityalidation procedues for these Certificates meet the reqirements of ETSI EN 319 411 -2 for Policy
for EU Qalified Certificate issed to a legal person tere the Priate Key and the related Certificate reside on

a QSCD"(QCP -I-gscd).
The identityof the legal person and, if applicable, anypecific attribtes of the person, shall be erified:
X  Bythe phyical presence byan athori sed representatie of the legal person; or
X Using methods hich proide eqialent asspance i n terms of reliabilityto the phyical presence of



QCP-w Certificates are onlyssad to legal persons and not natual persons. The identityf the legal person
and, if applicable, anypecific attribti es of the legal person, shall be erified:

x Bythe phyical presence of an athori ~ sed representatie of the legal person; or

X Using methods hich proide eqialent asspance in terms of reliabilityto the phyical presence of
an athori sed representatie of the legal person and for tich QaVadis can proe the eqgialence.

2.3. PKIO SERVICES SERVER CERTIFICATES

QaVadis isses tw forms of Certificates according to the terms of the QaVadis PKloerheid CPS
(woadisglobal.com/repository ):
i. PKloerheid Serices Serer Certificates for tich limited athentication and athori sation checks
are performed on the Shscriber and the indiidals acting for the Shscriber.
ii. PKloerheid Domain CA 2020 Certificates for tich limited athentication and athoriation checks
are performed on the Shscriber and the indiidals acting for the Shs criber.

3. RELIANCE LIMITS

Certificates issad maynlybe sed for the paposes that theyare issad, as e
CPS, Shscriber Agreement, and Terms of Use as ®ll as identified in the K ey Usage field of the Certificate
itself. Certificates are prohibited from being sed for anyother pupose that described, and all Certificate
sage mst be ithin the limits of applicable lasv

4. OBLIGATIONS OF SUBSCRIBERS

Shscribers are regired to act in accordance ith this CPS , Shscriber Agreement, and Terms of Use .
Shscriber obligations inclde:

i) The obligation to proide QuVadis th accoate and complete information in accordance ih the
reqgirements of the CPS , particlarlyth regards to registration;

ii) The obligation for the Key Pair to be onlyed in accordance ith anytimitations notified to the
Sbiscriber and the Sbject if the Shject  is a natmal or legal person;

iii) The prohibition of nathoried se of the Shject § Priate Key ;
i) If the Shscriber has generated their owkey, then;

X The obligation to generate the Shject keysing an algorithm as specified in ETSI TS 119 312
for the ses of the certified keyas identified in the C  ertificate P



X Where there are inaccuacies or changes to the Certificate content, as notified to the Shscriber

or Sb ject;
lii) The obligation, folloimg compromise of the Shjects Priate Key , to immediatelyand permanently
discontine se of this keye Ey Deripherment=at——

iii) The obligation, in case of being informed that the Shjects Certificate has been reoked, or that the
issing CA has been compromised, to enste that the Priate Key  is no longer sed bythe Shject.

SeePKloerheid CPS Section 1.3.3.

5. CERTIFICATE STATUS CHECKING OBLIGATIONS OF RELYING PARTIES

Reling Parties are entities that act in Reasonable Reliance on a Certificate issed byQaVadis or arelated
Digital Signatpe .

i) that the Certificate intended to be relied pon isalid and has not been reoked, the Reling Party
being obliged to check the appropriate CRL or OCSP response prior to reling on information




7. APPLICABLE AGREEMENTS, CPS

The PKloerheid CPS, Terms of Use, and Shscriber Agreement are aailable at
https://waadisglobal.com/repository

8. PRIVACY POLICY

The QaVadis PriacyNotice  is aailable at https://waoadisglobal.com/priacy -policy . See
PKloerheid CPS Section 9.4.

9. REFUND POLICY

Details of refod policy maybe contained in releant contractal agreements. See  PKloerheid CPS Section
9.15.

10. APPLICABLE LAW, COMPLAINTS AND DISPUTE RESOION

10.1. GOVERNING LAW

All agreements entered into byQuVadis nder the PKloerheid CPS are goerned byDtch laynless
otherige specified. SeePKloerheid CPS Section 9.14.

This CPS is shject to all applicable lasvand reglations, inclding United States restrictions on the e
softare and crptographyprodats. SeePKloerheid



