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1 Introduction 
1.1 Overview 



  

 

 

 

15 

• Accredited Certification Authority by the EU Policy Management Authority for 
Grid Authentication in e-Science (EUGridPMA). This entitles QuoVadis to issue 
Digital Certificates meeting the guidelines of the International Grid Trust 
Federation (IGTF), which will enable validated and approved Grid users to gain 
access to Grid related resources. 

• Accredited Certification Service Provider under PKIoverheid. PKIoverheid is the 
name for the PKI designed for trustworthy communication within and with the 
Dutch Government. Please note that there is a separate QuoVadis Certification 
Practice Statement (CPS) for PKIoverheid, which can be found in the QuoVadis 
Repository on the QuoVadis website (https://www.quovadisglobal.com). 

• Authorised Certification Service Provider (Bermuda) entitled to issue Accredited 
Certificates under the requirements of the Electronic Transactions Act 1999. This 
authorisation synthesises elements of the ISO 17799 Code of Practice for 
Information Security Management and the European Electronic Signature 
Standardisation Initiative, as well as the WebTrust for Certification Authorities 
programme. 

QuoVadis ensures the integrity of its PKI operational hierarchy by binding Participants 
to contractual agreements. This CP/CPS is not intended to create a contractual 
relationship between QuoVadis and any Participant in the QuoVadis PKI. This CP/CPS 
merely provides a general overview of the QuoVadis PKI including Digital Certificate 
Profiles as defined in Appendix A and Appendix B. 

The QuoVadis PKI is designed and is operated to comply with the broad strategic 
direction of existing international standards for the establishment and operation of a 
Public Key Infrastructure Certification Authority. Any person seeking to rely on Digital 
Certificates or participate within the QuoVadis PKI must do so pursuant to definitive 
contractual documentation. 

QuoVadis SSL Certificates are issued for use with the SSL /TLS protocol to enable 

https://www.quovadisglobal.com/
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the QuoVadis PKI. Any person seeking to rely on Certificates or participate within the 
QuoVadis PKI must do so pursuant to definitive contractual documentation. 

QuoVadis Certificates comply with Internet standards (x509 v.3) as set out in RFC 5280 
(which supersedes RFC 3280). This CP/CPS follows the IETF PKIX RFC 3647 
framework with 9 sections that cover practices and procedures for identifying Certificate 
applicants; issuing and revoking Certificates; and the security controls related to 
managing the physical, personnel, technical, and operational components of the CA 
infrastructure. To preserve the outline specified by RFC 3647, some sections will have 
the statement "Not applicable" or "No Stipulation." 

Regulation (EU) No. 910/2014 on electronic identification and trust services for 
electronic transactions in the internal market (the “eIDAS Regulation”) came into force 
on 1 July 2016. QuoVadis issues Qualified (and also non-Qualified) Certificates in 
accordance with the eIDAS Regulation. QuoVadis is listed on the Trusted List for the 
Netherlands (https://webgate.ec.europa.eu/tl-browser/#/trustmark/NL/NTRNL-
30237459) and also the Trusted List for Belgium (https://webgate.ec.europa.eu/tl-
browser/#/trustmark/BE/VATBE-0537698318). 

This CP/CPS undergoes a regular review process and is subject to amendment on at 
least an annual basis as prescribed by the QuoVadis Policy Management Authority. 

The structure of this CP/CPS is based on the RFC 3647 Certificate Policy and 
Certification Practices Framework, but does not seek to adhere to or follow it exactly. 

Any and all references to a Certificate Policy within every aspect the QuoVadis PKI 
refers to policies contained in the current and in-force CP/CPS. 

https://webgate.ec.europa.eu/tl-browser/%23/trustmark/NL/NTRNL-30237459
https://webgate.ec.europa.eu/tl-browser/%23/trustmark/NL/NTRNL-30237459
https://webgate.ec.europa.eu/tl-browser/%23/trustmark/BE/VATBE-0537698318
https://webgate.ec.europa.eu/tl-browser/%23/trustmark/BE/VATBE-0537698318
http://www.cabforum.org/
https://aka.ms/csbr
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• QuoVadis Root Certification Authority/QuoVadis Root CA 1 G3 
1.3.6.1.4.1.8024.0.1 

• QuoVadis Root CA 3/QuoVadis Root CA 3 G3 
1.3.6.1.4.1.8024.0.3 
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QuoVadis provides identification and authentication services for Certificate Holders, 
servers, and personal computer or network devices. The registration procedures set out 
in this CP/CPS and in Appendix A and Appendix B define the credentials necessary to 
establish the identity of an individual or entity. 

This CP/CPS describes all subordinate services that operate under the QuoVadis Root 
CA, i.e. that are within the QuoVadis “chain of trust”. 

Participants (“Participants”) within the QuoVadis PKI include: 

• Certification Authorities; 
• Registration Authorities; 
• Certificate Holders including applicants for Digital Certificates prior to Digital 

Certificate issuance; and 
• Authorised Relying Parties. 

The practices described or referred to in this CP/CPS: 

• accommodate the diversity of the community and the scope of applicability within 
the QuoVadis chain of trust; and 

• adhere to the purpose of the CP/CPS of describing the uniformity and efficiency 
of practices throughout the QuoVadis PKI. 

In keeping with their primary purpose, the practices described in this CP/CPS: 

• are the minimum requirements necessary to ensure that Certificate Holders and 
Authorised Relying Parties have a high level of assurance, and that critical 
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An Issuing CA may, but shall not be obliged to, detail its specific practices and other 
requirements in a policy or practices statement adopted by it following approval by the 
QuoVadis Policy Management Authority. 

Within the QuoVadis PKI all Issuing CAs are responsible for the management of Digital 
Certificates issued by them. Digital Certificate Management includes all aspects 
associated with the application, issue and revocation of Digital Certificates, including 
any required identification and authentication processes included in the Digital 
Certificate application process. Issuing CAs, if authorised to do so by QuoVadis, may 
rely on third party Registration Authorities in the performance of Certificate Holder 
Identification and Authentication requirements. In circumstances where an Issuing CA 
has relied on a third party Registration Authority to perform Identification and 
Authentication, the Issuing CA bears all responsibility and liability for the Identification 
and Authentication of its Certificate Holders. 

Notwithstanding the foregoing, Issuing CAs are required to conduct regular compliance 
audits of their Registration Authorities to ensure that they are complying with their 
obligations according to their respective RA Agreements, (including the performance of 
Identification and Authentication requirements) and this CP/CPS. Issuing CAs are 
required to ensure that all aspects of the services they offer and perform within the 
QuoVadis PKI are in compliance at all times with this CP/CPS. 

Issuing CAs chaining to a QuoVadis Root must not be used for Man in the Middle 
(MITM) purposes for the interception of encrypted communications. Such Issuing CAs 
should also not be used for traffic management of domain names /IP addresses that the 
entity does not own or control. QuoVadis will not issue a subordinate Issuing CA 
Certificate to be used for these purposes. 

Issuing CAs are required to ensure that; 

• FIPS 140-3 or equivalent cryptographic modules are used for CA Private Key 
management. 

• Private Keys are used only in connection with the signature of Digital Certificates 
and Certificate Revocation Lists. 

• Enforce multi-factor authentication for all accounts capable of directly causing 
certificate issuance. 

• 
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1.3.3 Certificate Holders 
1.3.3.1 Obligations And Responsibilities  

Certificate Holders are required to act in accordance with this CP/CPS and Certificate 
Holder Agreement. A Certificate Holder represents, warrants and covenants with and to 
QuoVadis, Relying Parties, Application Software Suppliers and the Registration 
Authority processing their application for a Digital Certificate that: 

• Both as an applicant for a Digital Certificate and as a Certificate Holder, submit 
complete and accurate information in connection with an application for a Digital 
Certificate and will promptly update such information and representations from 
time to time as necessary to maintain such completeness and accuracy. 

• Comply fully with any and all information and procedures required in connection 
with the Identification and Authentication requirements relevant to the Digital 
Certificate issued. See Appendix A and Appendix B. 

• Promptly review, verify and accept or reject the Digital Certificate that is issued 
and ensure that all the information set out therein is complete and accurate and 
to notify the Issuing CA, Registration Authority, or QuoVadis immediately in the 
event that the Digital Certificate contains any inaccuracies. 

• Secure the Private Key and take all reasonable and necessary precautions to 
prevent the theft, unauthorised viewing, tampering, compromise, loss, damage, 
interference, disclosure, modification or unauthorised use of its Private Key (to 
include password, hardware token or other activation data used to control access 
to the Participant’s Private Key). 

• Exercise sole and complete control and use of the Private Key that corresponds 
to the Certificate Holder’s Public Key. In the case of legal persons, the private 
key must be maintained and used under the control of the Certificate Holder and 
is recommended to be used only for electronic seals. 

• Immediately notify the Issuing CA, Registration Authority or QuoVadis in the 
event that their Private Key is compromised, or if they have reason to believe or 
suspect or ought reasonably to suspect that their Private Key has been lost, 
damaged, modified or accessed by another person, or compromised in any other 
way whatsoever. Following compromise, the use of the Certificate Holder’s 
Private Key should be immediately and permanently discontinued. 

• Take all reasonable measures to avoid the compromise of the security or 
integrity of the QuoVadis PKI. 

• Forthwith upon termination, revocation or expiry of the Digital Certificate 
(howsoever caused), cease use of the Digital Certificate absolutely. 

• At all times utilise the Digital Certificate in accordance with all applicable laws 
and regulations. 
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• Use the signing Key Pairs for electronic signatures in accordance with the Digital 
Certificate profile and any other limitations known, or which ought to be known, to 
the Certificate Holder. 

• Discontinue the use of the digital signature Key Pair in the event that QuoVadis 
notifies the Certificate Holder that the QuoVadis PKI has been compromised. 

• If the policy requires the use of a Qualified Electronic Signature Creation Device 
(QSCD), digital signatures must only be created by a QSCD. 

• For Qualified certificates issued to natural persons, it is recommended that the 
Certificate Holder’s key pair is only used for electronic signatures.   

With respect to the issuance of SSL/TLS Certificates specifically, In the context of this 
CP/CPS, the Certificate Holder is the Individual responsible for requesting, installing 
and maintaining the trusted system for which an SSL Certificate has been issued. The 
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• that the Digital Certificate intended to be relied upon is valid and has not been 
revoked, the Authorised Relying Party being obliged to check the status of that 
Digital Certificate utilising either the QuoVadis Database, the QuoVadis 
Certificate Revocation List, or the QuoVadis Online Certificate Status Protocol 
and otherwise in accordance with the provisions of this QuoVadis CP/CPS; 

• that the Authorised Relying Party has, at the time of that reliance, verified the 
Digital Signature, if any; 

• that the Authorised Relying Party has, at the time of that reliance, verified that the 
Digital Signature, if any, was created during the Operational Term of the Digital 
Certificate being relied upon; 

• that the Authorised Relying Party ensures that the data signed has not been 
altered following signature by utilising trusted application software; 

• that the signature is trusted and the results of the signature are displayed 
correctly by utilising trusted application software; 

• that the identity of the Certificate Holder is displayed correctly by utilising trusted 
application software; and 

• that any alterations arising from security changes are identified by utilising 
trusted application software. 

1.3.4.3 Accepted Limitation Of Liability  

Digital Certificates include a reference to the relevant CP/CPS, which contains 
statements detailing limitations of liability and disclaimers of warranty. In accepting a 
Digital Certificate, Relying Parties acknowledge and agree to all such limitations and 
disclaimers documented in the CP/CPS. 

1.3.4.4 Assumptions About A Certificate Holder  

A relying party shall make no assumptions about information that does not appear in a 
Digital Certificate. 

1.3.4.5 Certificate Compromise  

A party cannot rely on a Digital Certificate issued by QuoVadis if the party has actual or 
constructive notice of the compromise of the Digital Certificate or its associated Private 
Key. Such notice includes but is not limited to the contents of the Digital Certificate and 
information incorporated in the Digital Certificate by reference, which includes this 
CP/CPS and the current set of revoked Digital Certificates published by QuoVadis. 
Certificates have pointers to URLs where QuoVadis publishes status information, 
including Certificate Revocation Lists (CRLs), and Relying Parties are required to check 
the most recent CRL. 
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No reliance may be placed on Digital Certificates and Digital Certificates may not be 
used in circumstances (i) where applicable law or regulation prohibits their use; (ii) in 
breach of this QuoVadis CP/CPS or the relevant Certificate Holder or Relying Party 
Agreement; (iii) in any circumstances where the use of Digital Certificates could lead to 
death, injury, or damage to property; or (iv) as otherwise may be prohibited by the terms 
of issue. 

1.5 Policy Administration 
1.5.1 Organisation Administering the CP/CPS 
QuoVadis operates the Policy Management Authority (PMA) that is responsible for 
setting policies and practices for the overall PKI. 

1.5.2 Contact Person 
This CP/CPS is administered by the QuoVadis PMA. Enquiries or other communications 
about this CP/CPS should be addressed to QuoVadis Limited.

Policy Director 
QuoVadis Limited 
Suite 1640, 
48 Par-La-Ville Road,  
Hamilton HM-11, Bermuda 

Website: https://www.quovadisglobal.com 
Electronic mail: compliance@quovadisglobal.com

1.5.3 Person Determining the CP/CPS Suitability 
The QuoVadis PMA determines the suitability of this CP/CPS to the functions and uses 
of Participants in the QuoVadis PKI. 

1.5.4 CP/CPS Approval Procedures 
This CP/CPS is regularly reviewed and approved by the QuoVadis PMA. Notice of 
proposed changes are recorded in the change log at the beginning of this CP/CPS until 
they are approved, at which time the approved change will be recorded there 
permanently. Any changes to this CP/CPS that relate to Grid topics (refer to section 
10.6.1 below) should be approved by the relevant Grid PMA. 

1.5.4.1 Publication of CP/CPS  

This CP/CPS is published electronically in PDF format at 
https://www.quovadisglobal.com/repository. 

1.5.4.2 Frequency of Publication 

Newly approved versions of this CP/CPS, Certificate Holder or Relying Party 
Agreements and other relevant documents are published in accordance with the 
amendment, notification and other relevant provisions contained within those 

https://www.quovadisglobal.com/
mailto:compliance@quovadisglobal.com
https://www.quovadisglobal.com/repository
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documents. Information about amendments to this CP/CPS may be found in Section 
9.12. 

1.5.4.3 Access Control  

QuoVadis internal documents not published at 
https://www.quovadisglobal.com/repository are available only to Participants in the 
QuoVadis PKI where deemed necessary. 

1.6 Definitions and Acronyms 
See Appendix C. 

2 Publication and Repository 
Responsibilities 

2.1 Repositories 
The QuoVadis Repository (https://www.quovadisglobal.com/repository) serves as the 
primary repository. However, copies of the X.500 Directory may be published at such 
other locations as are required for the efficient operation of the QuoVadis PKI. 

2.2 Publication of Certificate Information 
The QuoVadis Root Certification Authority and chained Issuing CAs publish a 
Repository that lists all Digital Certificates issued and all the Digital Certificates that 
have been revoked. The location of the repository and Online Certificate Status Protocol 
responders are given in the individual Certificate Profiles more fully disclosed in 

https://www.quovadisglobal.com/repository
https://www.quovadisglobal.com/repository
https://www.quovadisglobal.com/QVRepository/DownloadRootsAndCRL.aspx
http://www.cabforum.org/
https://aka.ms/csbr


  

 

 

 

30 

inconsistency between this document and those Requirements, those Requirements 
take precedence over this document. 

2.3 Time or Frequency of Publication 
Digital Certificate information is published promptly following generation and issue and 
immediately following the completion of the revocation process. 

2.4 Access Controls on Repositories 
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and readily identifiable X.501 Distinguished Name (DN). The Distinguished Name may 
include the following fields: 

• Common Name (CN) 
• Organisational Unit (OU) 
• Organisation (O) 
• Locality (L) 
• State or Province (S) 
• Country (C) 
• Email Address (E) 

Alternatively, Distinguished Names may be based on domain name components, e.g. 
CN=John Smith, DC=QuoVadis, DC=BM. 

The Common Name may contain the applicant’s first and last name (surname). For 
Digital Certificates covered under the Baseline Requirements, the use of Internal Server 
Names and Reserved IP Addresses is prohibited, and the FQDN or authenticated 
domain name is placed in the Common Name (CN) attribute of the Subject field and the 
Subject Alternative Name extension. 

TLS/SSL Certificates are issued using the Fully Qualified Domain Name (FQDN) name 
of the server, service, or application that has been confirmed with the Certificate Holder. 
The Distinguished Names of a Code Signing Certificate must identify the legal entity 
that intends to have control over the use of the Private Key when signing code. The 
Baseline Requirements contain provisions prohibiting Certificates containing Internal 
Server Names or Reserved IP Addresses. 

Wildcard TLS/SSL Certificates have a wildcard asterisk character for the server name in 
the Subject field. Wildcard EV Certificates may not be issued under the EV Guidelines. 

The FQDN or authenticated domain name is placed in the Common Name (CN) 
attribute of the Subject field and, when applicable, the Subject Alternative Name 
extension. 

3.1.2 Need For Names To Be Meaningful 
Distinguished Names must be meaningful and unambiguous. QuoVadis supports the 
use of Digital Certificates as a form of identification within a particular community of 
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for a Digital Certificate. The Issuing CA shall do so in accordance with an appropriate 
secure protocol, such as the IETF PKIX Certificate Management Protocol, including 
PKCS#10. This requirement does not apply where a Key Pair is generated on behalf of 
a Certificate Holder. 

3.2.2 Authentication Of Organisation Identity 
The Identity of an Organisation is required to be authenticated with respect to each 
Digital Certificate that asserts (i) the identity of an Organisation; or (ii) an Individual or 
Device’s affiliation with an Organisation. Without limitation to the generality oTj
eral</Msaton;t (o)g30.84 (Td
[(D)6 (ir)7 ( a D)6ee)9.9 og 
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1. Communicating directly with the Domain Name Registrant via email, fax or postal 
mail provided by the Domain Name Registrar. Performed in accordance with BR 
section 3.2.2.4.2 using a Random Value (valid for no more than 30 days from its 
creation) 

2. Communicating directly with the Domain Name Registrant by calling their phone 
number and obtaining a response confirming the Applicant’s request for 
validation of the FQDN. The phone number used must be the number listed by 
the Domain Name Registrar. Performed in accordance with BR section 3.2.2.4.3; 

3. Communicating with the Domain’s administrator using a constructed email 
address created by pre-pending ‘admin’, ‘administrator’, ‘webmaster’, 
‘hostmaster’, or ‘postmaster’ to the Authorisation Domain Name. Performed in 
accordance with BR section 3.2.2.4.4; 

4. Confirming the Applicant's control over the requested FQDN by confirming the 
presence of an agreed-upon Random Value under the "/.well-known/pki-
validation" directory. Performed in accordance with BR section 3.2.2.4.6;  

5. Confirming the Applicant's control over the requested Authorisation Domain 
Name (which may be prefixed with a label that begins with an underscore 
character) by confirming the presence of an agreed-upon Random Value in a 
DNS record. Performed in accordance with BR section 3.2.2.4.7; 

6. Confirming the Applicant’s control over the FQDN through control of an IP 
address returned from a DNS lookup for A or AAAA records for the FQDN, 
performed in accordance with BR Sections 3.2.2.5 and 3.2.2.4.8; 

7. Confirming that the Applicant is the Domain Contact for the Base Domain Name 
(provided that the CA or RA is also the Domain Name Registrar or an Affiliate of 
the Registrar), performed in accordance with BR Section 3.2.2.4.12;  

8. Confirming the Applicant’s control over the FQDN by sending a Random Value 
via email to a DNS CAA Email Contact and then receiving a confirming response 
utilizing the Random Value. The relevant CAA Resource Record Set is found 
using the search algorithm defined in RFC 6844 Section 4, as amended by 
Errata 5065 performed in accordance with BR Section 3.2.2.4.13;  

9. Confirming the Applicant’s control over the FQDN by sending a Random Value 
via email to the DNS TXT Record Email Contact for the Authorisation Domain 
Name for the FQDN and then receiving a confirming response utilizing the 
Random Value, performed in accordance with BR Section 3.2.2.4.14;  

10. Confirming the Applicant’s control over the FQDN by calling the Domain 
Contact’s phone number and obtaining a confirming response to validate the 
authorised Domain Name. Each phone call can confirm control of multiple 
authorised Domain Names provided that the same Domain Contact phone 
number is listed for each authorised Domain Name being verified and they 
provide a confirming response for each authorised Domain Name, performed in 
accordance with BR Section 3.2.2.4.15; and  

11. Confirming the Applicant’s control over the FQDN by calling the DNS TXT 
Record Phone Contact’s phone number and obtaining a confirming response to 
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3.2.2.3 Wildcard Domain Validation 

Before issuing a Certificate with a wildcard character (*) in a CN or subjectAltName of 
type DNS-ID, QuoVadis programmatically  enforces  that  the  wildcard  character  
occurs  in  the  first  label  position  to  the  left  of  a  “registry- controlled” label or 
“public suffix”. 

3.2.2.4 Data Source Accuracy 

Prior to using a data source as a Reliable Data Source, QuoVadis evaluates it for 
reliability, accuracy and resistance to falsification. 

3.2.3 Authentication Of Individual Identity 
An Individual’s Identity is to be authenticated in accordance with the class/type of Digital 
Certificate together with the relevant application data and documentation. TLS/SSL 
Certificates are only issued to organisations and not natural persons. 

3.2.4 Non-Verified Certificate Holder Information 
The QuoVadis Issuing CA may accept any form of Non-Verified Holder Information for 
the issuance of Digital Certificates used solely for demonstration or testing purposes. 

An Issuing CA within the QuoVadis PKI may accept the following Non-Verified 
Certificate Holder Information for other classes of Digital Certificate: 

• Organisational Unit (OU) 
• Other information that is permitted as Non-Verified according to the Certificate 

class or relevant industry standards 

3.2.5 Validation Of Authority 
Where an Applicant’s Name is to be associated with an Organisational Name to indicate 
his or her status as a Counterparty, Employee or specifies an Authorisation level to act 
on behalf of an Organisation, the Registration Authority will validate the Applicant’s 
Authority by reference to business records maintained by the Registration Authority, its 
Subsidiaries, Holding Companies or Affiliates. Validation of authority is conducted in 
compliance with this CP/CPS and the Certificate Profiles detailed in Appendix B. Validity 
of authority of Applicant Representatives and Agents is verified against contractual 
documentation and Reliable Data Sources. 

3.2.6 Criteria For Interoperation 
QuoVadis may provide interoperation services to certify a non-QuoVadis CA, allowing it 
to interoperate with the QuoVadis PKI. In order for such interoperation services to be 
provided the following criteria must be met: 
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• QuoVadis will perform due diligence on the CA; 
• A formal contract must be entered into with QuoVadis, which includes a ‘right to 

audit’ clause; and 
• The CA must operate under a CPS that meets QuoVadis requirements. 

3.3 Identification And Authentication For Renewal 
Requests 

QuoVadis does not support Certificate Renewal. Key Pairs must always expire at the 
same time as the associated Digital Certificate. Certificate Renewal requests are treated 
in the same manner as an initial Certificate Request and a new Digital Certificate and 
new Key Pair is issued. Application for a Digital Certificate following revocation is 
treated as though the person requesting the replacement were a new Applicant. 

3.3.1 Identification and Authentication For Routine Re-Key 
Identification and Authentication for routine Re-Key is based on the same requirements 
as issuance of new Certificates. 

3.3.2 Identification and Authentication For Re-Key After 
Revocation 

Identification and Authentication for Re-Key after revocation is based on the same 
requirements as issuance of new Certificates. 

3.4 Identification and Authentication For 
Revocation Requests 

A request to revoke Keys and Digital Certificates may be submitted by persons 
authorised to do so under relevant contractual documentation. 

3.4.1 Issuing Certification Authority 
An authorised individual acting under the authority of the Issuing CA may revoke a 
Digital Certificate by communicating with the QuoVadis Digital Certificate administration 3.4.1
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3.4.3 Certificate Holder 
A Certificate Holder may request that his or her Digital Certificate be revoked by: 

• Authenticating to the QuoVadis Digital Certificate administration system or other 
relevant system and requesting revocation via this system; 

• Applying in person to the Registration Authority, Issuing CA or QuoVadis 
supplying either original proof of identification in the form of a valid Driving 
License or Passport; 

• Sending a digitally signed email message to the Issuing Registration Authority, 
Issuing CA or QuoVadis requesting that their Digital Certificate be revoked. 

• Telephonic communication using a pre-existing shared secret, password or other 
information associated with Certificate Holder’s account with the Certification 
Authority following appropriate Identification. 

4 Certificate Life-Cycle Operation 
Requirements 

4.1 Certificate Application 
Digital Certificate applications are subject to various assessment procedures depending 
upon the type of Digital Certificate applied for. 

4.1.1 Who Can Submit A Certificate Application 
An application in a form prescribed by the Issuing CA must be completed by Applicants, 
which includes all registration information as described by this CP/CPS (including, 
without limitation, that information set out in Appendix A) and the relevant Certificate 
Holder Agreement or other terms and conditions upon which the Digital Certificate is to 
be issued. All applications are subject to review, approval, and acceptance by the 
Issuing CA in its discretion. 

4.1.2 Enrolment Process And Responsibilities 
Certain information concerning applications for Digital Certificates is set out in this 
QuoVadis CP/CPS. However, the issue of Digital Certificates by Issuing CAs will be 
pursuant to forms and documentation required by that Issuing CA. Notwithstanding the 
foregoing, the following steps are required in any application for a Digital Certificate: (i) 
Identity of the Holder or Device is to be established in accordance with Appendix A, (ii) 
a Key Pair for the Digital Certificate is to be generated in a secure fashion, (iii) the 
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QuoVadis, at its sole discretion not to be unreasonably withheld, may override any 
decision to Approve a Certificate Holder Application. 

4.2.3 Time To Process Certificate Applications 
Registration Authorities and Issuing CAs operating within the QuoVadis PKI are under 
no obligation to process Digital Certificate Applications other than within a commercially 
reasonable time. 

4.2.4 Certificate Authority Authorisation (CAA) 
Prior to issuing SSL Digital Certificates, QuoVadis checks for CAA records for each 
dNSName in the subjectAltName extension of the Digital Certificate to be issued. If the 
QuoVadis Digital Certificate is issued, it will be issued within the TTL of the CAA record, 
or 8 hours, whichever is greater. 

When processing CAA records, QuoVadis processes the issue, issuewild, and iodef 
property tags as specified in RFC 6844 as amended by Errata 5065 (Appendix A). 
QuoVadis may not act on the contents of the iodef property tag. QuoVadis will not issue 
a Digital Certificate if an unrecognized property is found with the critical flag. 

QuoVadis may not check CAA records for the following exceptions: 

I. For Digital Certificates for which a Certificate Transparency pre-certificate was 
created and logged in at least two public logs, and for which CAA was checked. 

II. For Digital Certificates issued by a Technically Constrained Subordinate CA 
Certificate, where the lack of CAA checking is an explicit contractual provision in 
the contract with the Applicant. 

III. If the CA or an Affiliate of the CA is the DNS Operator (as defined in RFC 7719) 
of the domain's DNS. 

QuoVadis treats a record lookup failure as permission to issue if: 

I. the failure is outside the CA's infrastructure; 
II. the lookup has been retried at least once; and 

III. 
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4.3 Certificate Issuance 
4.3.1 Certification Authority Actions During Certificate Issuance 
Digital Certificate issuance is governed by and should comply with the practices 
described in and any requirements imposed by the QuoVadis CP/CPS. 

4.3.1.1 QuoVadis Root Certification Authority  

The Root Certification Authority Certificate has been self-generated and self-signed. 

4.3.1.2 QuoVadis Issuing Certification Authority Certificates  

Upon accepting the terms and conditions of the QuoVadis Issuing CA Agreement by the 
Issuing CA, successful completion of the Issuing CA application process as prescribed 
by QuoVadis, and final approval of the application by the QuoVadis Root Certification 
Authority, the QuoVadis Root Certification Authority issues the Issuing CA Digital 
Certificate to the relevant Issuing CA. 

4.3.1.3 QuoVadis Registration Authority  Appo intment  

Upon accepting the terms and conditions of the QuoVadis Registration Authority 
Agreement, successful completion of the Registration Authority application process and 
final approval of the application, the Registration Authority becomes duly appointed, and 
appropriately trained and qualified staff members of the Registration Authority are 
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4.4 Certificate Acceptance 
Digital Certificate acceptance is governed by and should comply with the practices 
described in, and any requirements imposed by, this CP/CPS. 

Until a Digital Certificate is accepted, it is not published in any Repository or otherwise 
made publicly available. By using a Digital Certificate, the Holder thereof certifies and 
agrees to the statements contained in the notice of approval. This CP/CPS sets out 
what constitutes acceptance of a Digital Certificate. An Applicant that accepts a Digital 
Certificate warrants to the relevant Issuing CA, and all Authorised Relying Parties who 
reasonably rely, that all information supplied in connection with the application process 
and all information included in the Digital Certificate issued to them is true, complete, 
and not misleading. Without limitation to the generality of the foregoing, the use of a 
Digital Certificate or the reliance upon a Digital Certificate signifies acceptance by that 
person of the terms and conditions of this QuoVadis CP/CPS and Certificate Holder 
Agreement (as the same may, from time to time, be amended or supplemented) by 
which they irrevocably agree to be bound. 

By accepting a Digital Certificate issued by an Issuing CA operating within the 
QuoVadis PKI, the Certificate Holder expressly represents and warrants to QuoVadis 
and all Authorised Relying Parties who reasonably rely on the information contained in 
the Digital Certificate that at the time of acceptance and throughout the operational 
period of the Digital Certificate, until notified otherwise by the Certificate Holder, that: 

• No unauthorised person has ever had access to the Certificate Holder's Private 
Key; 

• All representations made by the Certificate Holder to QuoVadis regarding the 
information contained in the Digital Certificate are true; 

• All information contained in the Digital Certificate is true to the extent that the 
Certificate Holder had knowledge or notice of such information, and does not 
promptly notify QuoVadis of any material inaccuracies in such information; and 

• The Digital Certificate is being used exclusively for authorised and legal 
purposes, consistent with this CP/CPS. 

4.4.1 Notice Of Acceptance 
BY ACCEPTING A DIGITAL CERTIFICATE, THE CERTIFICATE HOLDER 
ACKNOWLEDGES THAT HE OR SHE AGREES TO THE TERMS AND CONDITIONS 
CONTAINED IN THIS CERTIFICATE POLICY & CERTIFICATION PRACTICE 
STATEMENT AND THE APPLICABLE CERTIFICATE HOLDER AGREEMENT. ALSO 
BY ACCEPTING A DIGITAL CERTIFICATE, THE CERTIFICATE HOLDER ASSUMES 
A DUTY TO RETAIN CONTROL OF THE PRIVATE KEY CORRESPONDING TO THE 
PUBLIC KEY CONTAINED IN THE CERTIFICATE, TO USE A TRUSTWORTHY 
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SYSTEM AND TO TAKE REASONABLE PRECAUTIONS TO PREVENT THE 
PRIVATE KEY’S LOSS, EXCLUSION, MODIFICATION, OR UNAUTHORISED USE. 

4.4.2 Conduct Constituting Certificate Acceptance 
The Certificate Requester is responsible for installing the issued Certificate on the 
Certificate Holder’s computer or cryptographic module according to the Certificate 
Holder's system specifications. A Certificate Holder is deemed to have accepted a 
Certificate when: 

• The Certificate Holder downloads, installs, or otherwise takes delivery of the 
Certificate; or 

• 30 days pass since issuance of the Certificate. 

The downloading, installing or otherwise taking delivery of a Digital Certificate 
constitutes acceptance of a Digital Certificate within the QuoVadis PKI. 

4.4.3 Publication Of The Certificate By The Certification 
Authority 

All Digital Certificates issued within the QuoVadis PKI are made available in public 
repositories, except where Certificate Holders have requested that their Digital 
Certificates not be published. 

4.4.4 Notification Of Certificate Issuance By The Certification 
Authority To Other Entities 

Issuing CAs and Registration Authorities within the QuoVadis PKI may choose to notify 
other Entities of Digital Certificate Issuance. 

4.5 Key Pair And Certificate Usage 
4.5.1 Certificate Holder Private Key And Certificate Usage 
Within the QuoVadis PKI, a Certificate Holder may only use the Private Key and 
corresponding Public Key in the Digital Certificate for their lawful and intended use. The 
Certificate Holder accepts the Certificate Holder Agreement by accepting the Digital 
Certificate, and by accepting the Digital Certificate unconditionally agrees to use the 
Digital Certificate in a manner consistent with the Key-Usage field extensions included 
in the Digital Certificate Profile. 

4.5.2 Relying Party Public Key And Certificate Usage 
Any party receiving a signed electronic document may rely on that Digital Signature to 
the extent that they are authorised by contract with the Certificate Holder, or by 
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legislation pursuant to which that Digital Certificate has been issued, or by commercial 
law in the jurisdiction in which that Digital Certificate was issued. 

In order to be an Authorised Relying Party, a Party seeking to rely on a Digital 
Certificate issued within the QuoVadis PKI agrees to and accepts the Relying Party 
Agreement (https://www.quovadisglobal.com/repository

https://www.quovadisglobal.com/repository
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4.7.3 Processing Certificate Re-Key Request 
Digital Certificate Re-Key requests are processed in the same manner as requests for 
new Digital Certificates and in accordance with the provisions of this CP/CPS. In order 
to process a Re-Key request, the Certificate Holder is required to confirm that: 

• Details contained in the original Digital Certificate application have not changed. 
• Authenticate their identity to the Registration Authority. 

Using their existing Digital Certificate, the Certificate Holder may digitally sign an 
electronic message to the Nominating Registration Authority requesting that the Digital 
Certificate be Re-Keyed and confirming that the original application details have not 
changed. Appropriate vetting will be performed in relation to the details to be included in 
the Digital Certificate. 

4.7.4 Notification Of New Certificate Issuance To Certificate 
Holder 

Issuing CAs and Registration Authorities within the QuoVadis PKI shall notify Certificate 
Holders of Digital Certificate Issuance. 

4.7.5 Conduct Constituting Acceptance Of A Re-Key Certificate 
Downloading, installing or otherwise taking delivery of a Re-Keyed Digital Certificate 
constitutes acceptance of the Digital Certificate Re-Key within the QuoVadis PK]f (ng)1



  

 

 

 

46 

Digital Certificate Modification requests are processed in the same manner as requests 
for new Digital Certificates and in accordance with the provisions of this CP/CPS. 

4.9 Certificate Revocation And Suspension 
4.9.1 Circumstances For Revocation 
Digital Certificates shall be revoked when any of the information on a Digital Certificate 
changes or becomes obsolete or when the Private Key associated with the Digital 
Certificate is compromised or suspected to be compromised. A Digital Certificate will be 
revoked in the following instances upon notification of: 

• QuoVadis Certification Authority key compromise 
• Certificate Holder profile creation error 
• Key Compromise including unauthorised access or suspected unauthorised 

access to Private Keys, lost or suspected lost keys, stolen or suspected stolen 
keys, destroyed or suspected destroyed keys or superseded by replacement 
keys and a new Certificate. 

• The Certificate Holder has failed to meet his, her or its obligations under this 
QuoVadis CP/CPS or any other agreement, regulation, or law that may be in 
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• Affiliation change 
• Cessation of operation 
• Incorrect information contained in Digital Certificate 
• Certificate Holder bankruptcy 
• Certificate Holder liquidation 
• Certificate Holder death 
• Certificate Holder request 
• Issuing Registration Authority Request 
• Breach of Certificate Holder agreement with QuoVadis 
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• QuoVadis receives notice or otherwise becomes aware that there has been 
some other modification of the information pertaining to the Certificate Holder 
that is contained within the Certificate; 

• The Certificate Holder fails or refuses to comply, or to promptly correct 
inaccurate, false or misleading information after being made aware of such 
inaccuracy, misrepresentation or falsity; 

• QuoVadis determines, in its sole discretion, that the Private Key corresponding to 
the Certificate was used to sign, publish or distribute spyware, Trojans, viruses, 
rootkits, browser hijackers, phishing, or other content, or that is harmful, 
malicious, hostile or downloaded onto a user’s system without their consent; 

• 
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4.9.2 Who Can Request Revocation 
The following entities may request revocation of a Digital Certificate: 

• QuoVadis may revoke any Digital Certificate issued within the QuoVadis PKI at 
its sole discretion, and shall publish the list of revoked Digital Certificates in a 
publicly accessible Certificate Revocation List. 

• An Issuing CA operating within the QuoVadis PKI may revoke Digital Certificates 
that it has issued. 

• A Registration Authority or Subscriber operating within the QuoVadis PKI may 
request revocation of Digital Certificates that it requested to be issued. 

• Certificate Holders within the QuoVadis PKI may request revocation of their own 
Digital Certificates. 

• An Application Software Vendor who has embedded a QuoVadis Root 
Certification Authority Certificate in its application as a trusted root may request 
the revocation of Digital Certificate chained to that Root Certificate. 

The NCA that issued the Authorisation Number for a PSP in a PSD2 Certificate. 

4.9.3 Procedure For Revocation Request 
QuoVadis will revoke a Digital Certificate upon receipt of a valid request. A revocation 
request should be promptly and directly communicated to the Issuing CA and the 
Registration Authority that approved or acted in connection with the issue thereof. The 
Certificate Holder may be required to submit the revocation request via the QuoVadis 

https://www.quovadisglobal.com/
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For certificates issued from the itsme sign Issuing CA G1 all revocation requests must 
be directed to the itsme first-line helpdesk. 

4.9.4 Revocation Request Grace Period 
No grace period is permitted once a revocation request has been verified. Issuing CAs 
will revoke Digital Certificates as soon as reasonably practical following verification of a 
revocation request. 

4.9.5 Time Within Which The Certification Authority Must 
Process The Revocation Request 

QuoVadis will begin investigation of a certificate problem report within 24 hours of its 
receipt. For certificates containing the ETSI OIDs defined in section 10.1.1 the 
maximum delay between the receipt of the revocation request and the update of the 
certificate status information is at most 24 hours. For certificates issued from the itsme 



http://crl.quovadisglobal.com/%3ccaname%3e.crl
http://ocsp.quovadisglobal.com/
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4.10.2 Service Availability 
Digital Certificate status services are available 24 hours a day, 7 days a week, 365 days 
of the year. 

4.10.3 Optional Features 
Online Certificate Status Protocol is available for all Certificate types issued by 
QuoVadis Issuing CAs. 

4.11 End Of Subscription 
Within the QuoVadis PKI a Certificate Holder may end a subscription by: 

• Allowing a Digital Certificate to expire. 
• Revoking a Digital Certificate. 

4.12 Key Archival And Recovery 
QuoVadis provides optional Key Archive services for certain Certificate Profiles (see 
Appendix A, section 10.1.2). Key archive is prohibited for QV Advanced+ and QV 
Qualified Certificates, or for any Private Key whose Key Usage is dedicated to Signing 
or Authentication. With respect to TLS/SSL and Codesigning certificates.The QuoVadis 
PKI does not support key escrow or recovery of Certificate Holder private keys. 

4.12.1 Key Archival And Recovery Policy And Practices 
Registration Authorities are permitted to instruct QuoVadis to archive the Certificate 
Holder’s Private Key for certain Certificate Profiles as specified in their Registration 
Authority Agreement. End-user Certificate Holder Private Keys shall only be recovered 
under the circumstances permitted within the Registration Authority Agreement and 
Trust/Link Administrator Guide. 

Archived Private Keys are stored in encrypted form using the QuoVadis Trust/Link 
application. Certificate Holders are notified when their Private Keys are archived. 

Properly authenticated Certificate Holders may subsequently retrieve their own Private 
Keys. 

In addition, properly authenticated RA Officers with specific Key Recovery permissions 
may request retrieval of a Certificate Holder’s Private Keys under the following 
conditions: 

• RAs must protect Certificate Holder’s archived Private Keys from unauthorised 
disclosure. 
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• RAs may retrieve Certificate Holder’s archived Private Keys only for properly 
authenticated and authorised requests for recovery. 

• RAs shall re
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5.1.3 Power and Air-Conditioning 
The QuoVadis secure operating area is connected to dual power feeds via a fault 
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no control including, without limitation, acts of espionage, sabotage, criminal conduct, or 
malicious interference. 

5.3.1 Qualifications, Experience, and Clearance Requirements 
QuoVadis requires that personnel meet a minimum standard with regards to 
Qualifications, Experience, Clearance and Training. 

5.3.2 Background Check Procedures 
Background check procedures may include but are not limited to checks and 
confirmation of: 

• Previous employment 
• Professional references 
• Educational qualifications 
• Criminal Records



  

 

 

 

59 

5.3.6 Sanctions for Unauthorised Actions 
Appropriate disciplinary actions are taken for unauthorised actions. 

5.3.7 Independent Contractor Requirements 
QuoVadis does not support the use of independent contractors to fulfil trusted roles. 
Where appropriate, QuoVadis authorises independent contractors to carry out 
identification and documentation activities for the issuance of non TLS/SSL certificates. 
These parties are contractually obliged to act in accordance with this CP/CPS including 
but not limited to training and data retention. 

5.3.8 Documentation Supplied To Personnel 
QuoVadis provides personnel with all required training materials needed to perform their 
job function and their duties under the job rotation program. This includes specific 
documentation of the validation, issuance, and revocation processes for Certificates. 

5.4 Audit Logging Procedures 
5.4.1 Types Of Events Recorded 
QuoVadis records details of the actions taken to process a certificate request and to 
issue a Digital Certificate, including all information generated and documentation 
received in connection with the certificate request. 

QuoVadis logs the following events: 

• CA key lifecycle management events; 
• CA and Subscriber Certificate lifecycle management events; 
• Security events, including 

- Successful and unsuccessful PKI system access attempts; 
- PKI and security system actions performed; 
- Security profile changes; 
- System crashes, hardware failures, and other anomalies; 
- Firewall and router activities; and 
- Entries to and exits from the CA facility. 

QuoVadis event logs include: 

• Date and time of the entry 
• Serial or sequence number of entry (for automatic journal entries) 
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• Details of the of entry (name, type etc) 
• Source of entry (for example, terminal, port, location, customer, IP address) 
• Destination address (if relevant) 
• Identity of the entity making the journal entry (e.g. User ID) 

5.4.2 Frequency Of Processing Log 
Audit logs a
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5.7 Compromise And Disaster Recovery 
QuoVadis has an Incident Response Plan as well as a QuoVadis Business Continuity 
Plan. The purpose of this plan is to restore core business operations as quickly as 
practicable when systems and/or operations have been significantly and adversely 
impacted by fire, strikes, etc. 

QuoVadis and each Issuing CA have in place an appropriate disaster recovery and 
business resumption plan that provides for the immediate continuation of Digital 
Certificate revocation services in the event of an unexpected emergency. QuoVadis 
regards its disaster recovery and business resumption plan as proprietary, security-
sensitive, and confidenti
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6 Technical Security Controls 
The QuoVadis Certification Authority Private Keys are protected within a hardware 
security module meeting at least Federal Information Processing Standard-140-2 level 3 
and/or EAL 4. Access to the modules within the QuoVadis environment, including the 
Root and Operational Digital Certification Authorities’ Private Keys, are restricted by the 
use of token/smartcards and associated pass phrases. These smartcards and pass 
phrases are allocated among the multiple members of the QuoVadis management 
team. Such 2-of-N allocation ensures that no one member of the team holds total 
control over any component of the system. The hardware security modules are always 
stored in a physically secure environment and are subject to security controls 
throughout their lifecycle. 

6.1 Key Pair Generation And Installation 
6.1.1 Key Pair Generation 
Root CA key pair generation is witnessed by a Qualified Auditor and follows a formal 
key generation script. In all instances, CA private keys are generated in a physically 
secure environment within cryptographic modules that are validated to FIPS 140-2 
Level-3. CA Certificate signing keys are only used within this secure environment. 
Access to the modules within the QuoVadis environment, including the private keys, is 
restricted by the use of token/smart cards and associated pass phrases. These 
smartcards and pass phrases are allocated among multiple members of the QuoVadis 
management team. Such allocation ensures that no one member of the team holds total 
control over any component of the system. The hardware security modules are always 
stored in a physically secure environment and are subject to security controls 
throughout their lifecycle. 

 



  

 

 

 

66 

6.1.2 Private Key Delivery To Certificate Holder 
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Currently QuoVadis generates and uses at least the following key sizes, signature 
algorithms and hash algorithms for signing Certificates, CRLs and certificate status 
server responses: 

• 2048-bit RSA Key or 384-bit ECDSA key 
• SHA-256 digest algorithm 

6.1.6 Public Key Parameters Generation And Quality Checking 
For Certificate Holders, the quality of parameters used to create Public Keys are 
determined by the relevant Registration Authority application or by the Certificate 
Holder’s client application. 
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6.2.4 Private Key Backup 
All Issuing CA Keys are held in secure cryptographic devices and are equally secured 
whenever stored outside the FIPS- boundary of the secure cryptographic device, never 
appearing in plaintext. Issuing CA Private Keys are stored in an encrypted state (using 
an encryption key to create a “cryptographic wrapper” around the key). Access is only 
by N- of-M control discussed above in Section 6.2.2. They are backed up under further 
encryption and maintained on-site and in secure off-site storage. 

Certificate Holders may choose to backup their Private Keys by backing up their hard 
drive or the encrypted file containing their Keys. 

6.2.5 Private Key Archive 
The QuoVadis PKI does not support private key archive for TLS/SSL Certificates. 
Private Keys used for encryption shall not be archived, unless the Certificate Holder or 
Registration Authority specifically contracts for such services. Private Key archive is 
prohibited for QV Advanced+ and QV Qualified Certificates, or for any Private Key 
whose Key Usage is dedicated to Signing or Authentication. 

Where a single Key Pair is generated for Signing and Encryption, the Private Key will 
only be archived on the specific request of the Certificate Holder and the corporate 
entity with which that Certificate Holder is affiliated. 

 

 

Under no circumstances will Private Keys for Swiss or European Qualified 
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Holder, QuoVadis operates the QSCD in accordance with Annex II of the 
eIDAS Regulation. 

6.3 Other Aspects Of Key Pair Management 
6.3.1 Public Key Archival 
Public Keys will be recorded in Digital Certificates that will be archived in the 
Repository. No separate archive of Public Keys will be maintained. 

6.3.2 Certificate Operational Periods And Key Pair Usage 
Periods 

Usage periods for Public Keys and Private Keys shall match the usage periods for the 
Digital Certificate that binds the Public Key to an Individual, Organisation, or Device. 
Please see the variable Issuing Certificate Authority ‘Valid From’ and ‘Valid To’ fields in 
the Certificate Profiles outlined in Appendix A. 

The maximum validity periods for Digital Certificates issued within the QuoVadis PKI 
are: 

• Root CA Certificate 30 years 
• All Issuing CA Certificates 10 – 15 years 
• Qualified Certificates 1 to 3 years 

- Business SSL Certificates 825 days 
- EV SSL Certificates 2 years 

• All other Digital Certificates Variable  
(But less than the remainder of the appropriate Issuing Certificate Authority 
Certificate) 

6.4 Activation Data 
6.4.1 Activation Data Generation And Installation 
Two-factor authentication shall be used to protect access to a Private Key. One of these 
factors is a randomly and automatically generated key that protects the Private Key. 

A unique Personal Identification Code may be generated by a Registration Authority 
during Key Pair creation, to protect the transport of the Keys and Digital Certificates to 
the Certificate Holder. 

QuoVadis Certification Authority Officers are also required to use strong passwords to 
further prevent unauthorised access to CA systems. 
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6.4.2 Activation Data Protection 
If activation data must be transmitted, it shall be via a channel of appropriate protection, 
and distinct in time and place from the associated Cryptographic Module. Personal 
Identification Codes may be supplied to Users in two portions using different delivery 
methods, for example by e-mail and by standard post, to provide increased security 
against third-party interception of the Personal Identification Code. Activation Data 
should be memorised, not written down. Activation Data must never be shared. 
Activation data must not consist solely of information that could be easily guessed, e.g., 
a Certificate Holder’s personal information. 

6.4.3 Other Aspects Of Activation Data 
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The QuoVadis Chief Security Officer periodically verifies the integrity of the Certificate 
Authority software and monitors the configuration of the Certificate Authority systems. 

6.7 Network Security Controls 
All access to Issuing CA equipment via a network is protected by network firewalls and 
filtering routers. Firewalls and filtering routers used for Issuing CA equipment limits 
services to and from the Issuing CA equipment to those required to perform Issuing CA 
functions. 

Any and all unused network ports and services are turned off to ensure that Issuing CA 
equipment is protected against known network attacks. Any network software present 
on the Issuing CA equipment is software required for the functioning of the Issuing CA 
application. All Root CA equipment is maintained and operated in stand-alone, off-line 
configurations. 

6.8 Time-Stamping 
The QuoVadis Time-stamping Authority uses PKI and trusted time sources to provide 
reliable standards-based time- stamps. The QuoVadis Time-stamp Policy defines the 
operational and management practices of the QuoVadis Time- stamp Authority such 
that Participants and Relying Parties may evaluate their confidence in the operation of 
the time- stamping services. 

The QuoVadis Time-stamp Policy aims to deliver time-stamping services used in 
support of Qualified Electronic Signatures, as well as under applicable Swiss and 
Bermuda law and regulations. However, QuoVadis Time-stamps may be equally applied 
to any application requiring proof that a datum existed before a particular time. 

The structure and content of the QuoVadis Time-stamp Policy is in accordance with 
ETSI EN 319 421, Electronic Signatures and Infrastructures (ESI); Policy and Security 
Requirements for Trust Service Providers issuing Time- Stamps. The QuoVadis Time-
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7 Certificate, CRL, And OCSP 
Profiles For Certificates Which 
Do Not Include Server 
Authentication Key Use 

7.1 Certificate Profile 
All QuoVadis Digital Certificates conform to Digital Certificate and Certificate Revocation 
List profiles as described in RFC 5280 and utilise the ITU-T X.509 version 3 Digital 
Certificate standard. 

The table below describes the basic fields that may be included in QuoVadis Digital 
Certificates. Refer to APPENDIX A for additional Certificate contents that are specific to 
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Valid From  The date on which the Certificate validity 
period begins (MM/DD/YYYY HH:MM 
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Fields  Content  Demarcation  

Extensions    

Authority 
Key 
Identifier 

Provides a means of identifying the Public Key 
corresponding to the Private Key used to sign a 
Certificate. This field contains the Subject Key Identifier 
of the issuer’s Certificate. 

Fixed 

Subject Key 
Identifier 

Provides a means of identifying Certificates that contain a 
particular Public Key. This field contains the ID of the 
Certificate Holder’s key. 

Fixed 

http://www.quovadisglobal.com/repository
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Extended 
Key Usage 
(EKU) 

This extension indicates one or more purposes for which 
the certified Public Key may be used, in addition to or in 
place of the basic purposes indicated in the key usage 
extension. 
The main EKUs used by QuoVadis include: 

• smartcardlogon 
• clientAuth 
• emailProtection 

The EKU in QuoVadis Digital Certificates is dependent on 
the QuoVadis Certificate Class and the Key Usage. Refer 
to Appendix A. 

Fixed 

CRL 
Distribution 
Points 

Identifies how CRL information is obtained. The following 
URL is included in QuoVadis Certificates: 
http://crl.quovadisglobal.com/<caname>.crl 
(where <caname> is the short name of the relevant CA) 

Fixed 

Authority 
Information 
Access 

Indicates how to access information and services for the 

http://crl.quovadisglobal.com/
http://ocsp.quovadisglobal.com/
http://trust.quovadisglobal.com/
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7.1.5 Name Constraints 
Effective August 16, 2017, QuoVadis no longer accepts new external entities who wish 
to operate their own TLS/SSL CAs as subordinate CAs under a QuoVadis root. 

Legacy external TLS/SSL root signings are either Technically Constrained or publicly 
disclosed and audited. Technically Constrained CA certificates include an Extended Key 
Usage (EKU) extension specifying all extended key usages that the Subordinate CA 
Certificate is authorised to issue certificates for including the id-kp-serverAuth extended 
key usage and include the Name Constraints X.509v3 extension with constraints on 
dNSName, iPAddress and DirectoryNames. 

Effective 22nd June 2017, new Subordi10 (on Qk)2 (u)10 ((nd J)14 (un)10 H1tpf64 (3 ex)1( )]TJ
-0.2u0 (10 C)6 (A)1 (seer)7 ( ac)4 002 Tw -19.39 -1.98 Td
[(E)11 ([iJ
-0.2u0 (10 C)6 (A).2u0.11  65c)4 (l1 ( Q)2 (u)1 (0)9.9 ()]TJ
0 -1.15 TD
[(t)2 (o o)10 (p10 H1tb)4 ( )10 (t)2N)6 (at)11 ()101)1 (K)1 ( (17,)1.9 ( )Td
[(E)4 (u)10 (bor)7 (d)10 (i)6 (nat)2 s)4 (t)12 ( 16)10 (,)2  (P)1 (Boti)6 (v)34.46 -1.16 T1d
[(ky)14 (  (ed K)11 (ey)1Td
[(E)11 (-)101)1 (t)2 (
1.06 ())7 ( ex)14 (t)2 (ens)4 (i)6 (o)]TJ
9.89 0 Td
[(n s)4 (pec)4 (i)16e6 (f)-8y)14 (i)6 (ng)10 ( al)6 (l)6 ( ex)E - ( t ) - 4  ( i f ) - 1 4  ( i c ) - 2  ( a ) - 6  ( t ) 6  ( e ) -  auK is
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7.2.1 Version Number 
Issuing CAs within the QuoVadis PKI issue X.509 version 2 Certificate Revocation Lists. 

7.2.2 Certificate Revocation List And Certificate Revocation List 
Entry Extensions 

All User PKI software must correctly process all Certificate Revocation List extensions 
identified in the Digital Certificate and Certificate Revocation List profile. 

7.3 Online Certificate Status Protocol Profile 
Online Certificate Status Protocol is enabled for all Digital Certificates within the 
QuoVadis PKI. 

7.3.1 Online Certificate Status Protocol Version Numbers 
Version 1 of the Online Certificate Status Protocol, as defined by RFC2560, is 
supported within the QuoVadis PKI. 

7.3.2 Online Certificate Status Protocol Extensions 
No Stipulation. 

7.4 Lightweight Directory Access Protocol Profile 
QuoVadis will host a repository in the form of a Lightweight Directory Access Protocol 
directory for the purpose of (i) storing and making available all X.509 v. 3 Digital 
Certificates issued under the QuoVadis PKI, (ii) facilitating public access to download 
these Digital Certificates for Certificate Holder and relying party requirements, and (iii) 
receiving (from the QuoVadis PKI), storing and making publicly available, regularly 
updated Certificate Revocation List v. 2 information, for the purpose of Digital Certificate 
validation. 
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7.5 Digital Certificate Fields and Root CA 
Certificate Hashes 

7.5.1 Digital Certificate Fields 
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7.5.2 QuoVadis Root Certificate Hashes 
Note that all QuoVadis CA Certificates and CRLs are available for download from the 
QuoVadis Repository at 
https://www.quovadisglobal.com/QVRepository/DownloadRootsAndCRL.aspx. 

7.5.2.1 QuoVadis Root CA Certificate Hashes  

Field  Certificate Profile  

Serial Number 3ab6508b 

Signature Block Signature matches Public Key Root Certificate: Subject matches 
Issuer 
Key Id Hash (sha1): 86 26 cb 1b c5 54 b3 9f bd 6b ed 63 7f b9 89 
a9 80 f1 f4 8a 
Subject Key Id (precomputed): 8b 4b 6d ed d3 29 b9 06 19 ec 39 39 
a9 f0 97 84 6a cb ef df  
Cert Hash(sha1): de 3f 40 bd 50 93 d3 9b 6c 60 f6 da bc 07 62 01 
00 89 76 c9 

 

7.5.2.2 QuoVadis Root CA 1 G3 Certificate Hashes 

Field  Certificate Profile  

Serial Number 78 58 5f 2e ad 2c 19 4b e3 37 07 35 34 13 28 b5 96 d4 65 93 

Signature Block Signature matches Public Key Root Certificate: Subject matches 
Issuer 
Key Id Hash (sha1): 92 ae ef 0e 89 02 ee 6d 79 68 d1 a1 0e 75 60 
01 fa e4 eb fc 
Subject Key Id (precomputed): a3 97 d6 f3 5e a2 10 e1 ab 45 9f 3c 
17 64 3c ee 01 70 9c cc  
Cert Hash(sha1): 1b 8e ea 57 96 29 1a c9 39 ea b8 0a 81 1a 73 73 
c0 93 79 67 

 

  

https://www.quovadisglobal.com/QVRepository/DownloadRootsAndCRL.aspx
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8 Compliance Audit and Other 
Assessments 

8.1 Frequency, Circumstance And Standards Of 
Assessment 

8.1.1 QuoVadis Certification Authority 
QuoVadis CAs following this CP/CPS are subject to audits in respect of its various 
accreditations and certifications as follows: 

Standards / Law   

Bermuda Accredited 
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https://www.quovadisglobal.com/accreditations.aspx. Compliance audits as carried out 
under these provisions may substitute for audits noted in this CP/CPS. 

8.1.2 Issuing Certification Authorities 
Issuing CAs should be audited in accordance with the accreditations listed above. 
These audits shall include the review of all relevant documents maintained by the 
Issuing CA regarding operations within the QuoVadis PKI and under this QuoVadis 
CP/CPS, and other related operational policies and procedures. 

8.1.3 Registration Authorities 
Selected Registration Authorities within the QuoVadis PKI are subject to annual 
compliance reviews performed by or on behalf of QuoVadis in order to determine 
compliance by those entities with their operational requirements within the QuoVadis 
PKI. The obligations of Issuing CAs and Registration Authorities within the QuoVadis 
PKI is established by contract between those entities. 

8.2 Identity And Qualifications Of Assessor 
The audit services described in Section 8.1.1 are to be performed by independent, 
recognised, credible, and established audit firms or information technology consulting 
firms; provided they are qualified to perform and are experienced in performing 
information security audits, specifically having significant experience with PKI and 
cryptographic technologies. The Bermuda Certificate Service Provider and WebTrust 
audits have been carried out by Ernst & Young. The accreditation audits for Swiss and 
European signature requirements have been performed by KPMG AG and BSI. 

8.3 Assessor’s Relationship To Assessed Entity 
The auditor and the Issuing CA under audit, must not have any other relationship that 
would impair the auditor’s independence and objectivity under Generally Accepted 
Auditing Standards. These relationships include financial, legal, social or other 
relationships that could result in a conflict of interest. 

8.4 Topics Covered By Assessment 
The topics covered by an audit of an Issuing CA will include but may not be limited to: 

• Security Policy and Planning; 
• Physical Security; 
• Technology Evaluation; 
• Services Administration; 
• Personnel Vetting; 

http://www.quovadisglobal.com/accreditations.aspx
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• Contracts; and 
• Privacy Considerations. 

8.5 Actions Taken As A Result Of Deficiency 
Actions taken as the result of deficiency will be determined by the nature and extent of 
the deficiency identified. Any determination will be made by QuoVadis with input from 
the Auditors. QuoVadis at its sole discretion will determine an appropriate course of 
action and time frame to rectify the deficiency. 

 
For Qualified Certificates, in accordance with the Swiss Digital Signature law, 
the course of action and time frame for rectification of any deficiency as set by 
the accrediting authority Metas-SAS must be followed. 

 
For Qualified Certificates, in accordance with the eIDAS Regulation, the course 
of action and time frame for rectification of any deficiency as set by the 
Conformity Assessment Body must be followed. 

 

8.5.1 Issuing Certification Authorities 
If irregularities are found, the Issuing CA in question must submit a report to the 
QuoVadis Root CA detailing actions the Issuing CA will take in response to the 
irregularity. 

Where the Issuing CA fails to take appropriate action in response to an irregularity, the 
QuoVadis Root CA may (i) indicate the irregularities, but allow the Issuing CA to 
continue operations for a limited period of time; (ii) allow the Issuing CA to continue 
operations for a maximum of thirty (30) days pending correction of any problems prior to 
revocation of that Issuing CA’s Issuing Certificate; (iii) limit the class of any Digital 
Certificates issued by the Issuing CA; or (iv) revoke the Issuing CA's Issuing Certificate. 
Any decision regarding which of these actions to take will be based on the severity of 
the irregularities. Any remedy may include permanent or temporary cessation of the 
Issuing CA’s services, but all relevant factors must be considered prior to making a 
decision. A special audit may be required to confirm the implementation and 
effectiveness of any remedy. 

In circumstances where any irregularities are found with respect to QuoVadis, in its 
capacity as an Issuing CA, the principles enunciated above will be followed by the 
QuoVadis Root CA. 

8.5.2 Registration Authorities 
If irregularities are found, the QuoVadis Root CA, or if applicable the Issuing CA, will 
address the issues raised with the relevant entity. Any action to be taken will be 
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determined by QuoVadis by reference to its determination as to the severity or 
materiality of the irregularity. In the event that QuoVadis determines that remedial action 
is required, the relevant entity will be advised by QuoVadis as to the procedures and 
action required to remedy the irregularity. Remedial action determined by QuoVadis 
shall be limited to the operations and procedures required to be taken in order to ensure 
that the Registration Authority operates in compliance with the QuoVadis CP/CPS. In 
the event that QuoVadis determines that remedial action is required, and such action is 
not taken in accordance with QuoVadis’ determination, QuoVadis may (i) allow the 
Nominating Issuing CA to continue operations for a further period of time whilst the 
irregularities are addressed; (ii) allow the Nominating CA and its Registration Authority 
to continue operations for a maximum of thirty (30) days pending full implementation of 

http://www.quovadisglobal.com/accreditations.aspx
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9 OTHER BUSINESS AND LEGAL 
MATTERS 

9.1 Fees 
Issuing CAs and Registration Authorities within the QuoVadis PKI will make available all 
applicable fees upon request. Fees for Digital Certificate issuance vary widely based 
upon volumes and Digital Certificate types. Annual Fees for Qualified Certificate Holder 
Certificates issued to individual public applicants are €100.00 (Euro) 

9.1.1 Certificate Issuance Or Renewal Fees 
Fees may be payable with respect to the issuance or re-issuance of Digital Certificates -
details of which are contained within the relevant contractual documentation governing 
the issuance or re-issuance of such Digital Certificates. 

9.1.2 Certificate Access Fees 
Fees may be payable with respect to access to the QuoVadis X.500 Directory services 
for Digital Certificate downloading, details of which are contained in relevant contractual orCC 
002 Tw 1a6 (r)1 (t)-4 (ifa)-ep/H3o-caTJ
16.88 0 tu.1 ( )-7 Infoifa16 (r4 (a)-69)4 8 233 0 Td

-caTJ
1
Fees mayFpayable with respect to access to the QuoVadis X.500 Directory services 



  

 

 

 

90 

9.2 Financial Responsibilities 
QuoVad
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9.2.4 Fiduciary Relationships 
QuoVadis is not the agent, fiduciary or other representative of any Certificate Holder 
and/or Relying Party and must not be represented by the Certificate Holder and/or 
Relying Party to be so. Certificate Holders and/or Relying Parties have no authority to 
bind QuoVadis by contract or otherwise, to any obligation. 

Participation in the QuoVadis PKI does not make any participant an agent, fiduciary, 
trustee, or other representative of any entity, legal or otherwise. Nothing contained in 
this QuoVadis CP/CPS or in any corresponding Certificate Holder or Relying Party 
Agreement shall be deemed to constitute QuoVadis, QuoVadis PKI Participants or any 
of their agents, directors, employees, consultants, suppliers, contractors, partners or 
Counterparties a fiduciary, endorser, promoter, agent, partner, representative, or 
Counterparty of any entity, and the use of or reliance upon Digital Certificates or other 
forms of participation within the QuoVadis PKI is to be construed accordingly. 

9.3 Confidentiality Of Business Information 
9.3.1 Scope Of Confidential Information 
Any personal or corporate information held by Issuing CAs related to a Certificate 
Holder’s application and the issuance of Digital Certificates is considered confidential 
and will not be released without the prior consent of the relevant Holder, unless required 
otherwise by law or to fulfil the requirements of this QuoVadis CP/CPS. 

There is no requirement to place a copy of any Private Key with any backup/recovery or 
escrow service. Under contract between an Issuing CA and a Certificate Holder or the 
Certificate Holder’s Nominating Registration Authority, a copy of an entity’s encryption 
Keys may be archived by QuoVadis for possible retrieval of encrypted information upon 
the loss or corruption of the original encryption Keys. 

9.3.2 Information Not Within The Scope Of Confidential 
Information 

Information appearing in Digital Certificates or stored in the Repository is not considered 
confidential, unless statutes or special agreements so dictate. 

9.3.3 Responsibility To Protect Confidential Information 
QuoVadis, Issuing CAs, Registration Authorities, Certificate Holders, Relying Parties 
and all others are responsible for protecting Confidential Business Information in their 
possession, custody or control. 
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9.4 Privacy Of Personal Information 
9.4.1 Privacy Plan 
QuoVadis, Issuing CAs, Registration Authorities, Certificate Holders, Relying Parties 
and all others using or accessing any personal data in connection with matters dealt 
with this CP/CPS shall comply with the Council Directive 95/46/EC of the European 
Parliament and of the Council of 24 October 1995 on the protection of individuals with 
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issued in accordance with general principles of law and otherwise enforceable under the 
laws of the jurisdiction of the relevant CA and enforceable in that jurisdiction or 
enforceable under the laws otherwise governing the operations of the CA (e.g. those of 
the relevant EU Member). 

9.4.7 Other Information Disclosure Circumstances 
QuoVadis, Issuing CAs and Registration Authorities are under no obligation to disclose 
information other than is provided for by a legitimate and lawful judicial order that 
complies with requirements of this CP/CPS. 

9.5 Intellectual Property Rights 
All Intellectual Property Rights including all copyright in all Digital Certificates and all 
QuoVadis documents (electronic or otherwise) belong to and will remain the property of 
QuoVadis. For the avoidance of doubt, external documents or electronic records signed 
or protected using QuoVadis certificates are not considered to be QuoVadis documents 
for the purposes of this section, nor is QuoVadis responsible for the content of those 
documents or records. 

Private Keys and Public Keys are the property of the applicable rightful Private Key 
holder. Digital Certificates issued and all Intellectual Property Rights including all 
copyright in all Digital Certificates and all QuoVadis documents (electronic or otherwise) 
belong to and will remain the property of QuoVadis. 

This QuoVadis CP/CPS and the Proprietary Marks are the intellectual property of 
QuoVadis. QuoVadis retains exclusive title to and copyright in this QuoVadis CP/CPS. 

9.5.1 Object Identifiers 
QuoVadis is responsible for the Object Identifiers (OIDs) relating to the QuoVadis 
infrastructure. QuoVadis Object Identifiers start with 1.3.6.1.4.1.8024. 

9.5.2 Licences 
QuoVadis is in possession of, or holds licences for the use of, hardware and software in 
support of the QuoVadis PKI as outlined in this CP/CPS. 

9.5.3 IETF Guidelines 
The use of the PKIX IETF Guidelines is acknowledged. 

9.5.4 Breach 
QuoVadis excludes all liability for breach of any other intellectual property rights. 



  

 

 

 

95 

9.6 
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• 
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business and solely in accordance with the Certificate Holder Agreement; 
and 

- Other Certificates: use the Certificate in accordance with all applicable 
laws, solely in accordance with the Certificate Holder Agreement and as 
may be reasonably used for its intended purpose. 

• Reporting and Revocation Upon Compromise: An obligation and warranty to 
promptly cease using a Certificate and its associated Private Key, and promptly 
request that QuoVadis revoke the Certificate, in the event that: (a) any 
information in the Certificate is or becomes incorrect or inaccurate, or (b) there is 
any actual or suspected misuse or compromise of the Certificate Holder’s Private 
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• They will collect enough information about a Digital Certificate and its 
Corresponding Holder to make an informed decision as to the extent to which 
they can rely on the Digital Certificate. 

• That they are solely responsible for making the decision to rely on a Digital 
Certificate. 

• That they shall bear the legal consequences of any failure to perform Relying 
Party obligations under the terms of this CP/CPS and the Relying Party 
agreement. 

9.6.5 Representations And Warranties Of Other Participants 
Participants within the QuoVadis PKI represent and warrant that they accept and will 
perform any and all duties and obligations as specified by this CP/CPS. 

9.7 Disclaimers Of Warranties 
To the extent permitted by applicable law, this CP/CPS, the Certificate Holder 
Agreement, the Relying Party Agreement, the Issuing CA Agreement, the Registration 
Authority Agreement and any other contractual documentation applicable within the 
QuoVadis PKI shall disclaim QuoVadis’ possible warranties, including any warranty of 
merchantability or fitness for a particular purpose. 

To the extent permitted by applicable law, QuoVadis makes no express or implied 
representations or warranties pursuant to this CP/CPS. QuoVadis expressly disclaims 
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QuoVadis has the obligation to prove that such procedures were followed in 
accordance with ZertES. 
QuoVadis cannot disclaim liability to either the Certificate Holder or Relying 
Party except where the Certificate Holder or Relying Party has not complied 
with the terms and conditions of use of the Certificate. 
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9.8.3.1 Certificate  Loss Limits  

• Without prejudice to any other provision of this Section 9, QuoVadis’ liability for 
breach of its obligations pursuant to this QuoVadis CP/CPS shall, absent fraud or 
wilful misconduct on the part of QuoVadis, be subject to a monetary limit 
determined by the type of Digital Certificate held by the claiming party and shall 
be limited absolutely to the monetary amounts set out below. 

Loss Limits/ Reliance Limits  Maximum per Cer tificate  
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• periodically testing local and offsite backups to ensure that the information is 
retrievable in the event of a failure; 

• periodically reviewing its Contingency & Disaster Recovery Plan, including the 
identification, analysis, evaluation and prioritisation of risks; and 

• periodically testing uninterrupted power supplies. 

9.8.5 Claims Against QuoVadis Liability 
9.8.5.1 Notification  Period  

QuoVadis shall have no obligation pursuant to any claim for breach of its obligations 
hereunder unless the claiming party gives notice to QuoVadis within ninety (90) days 
after the claiming party knew or ought reasonably to have known of a claim, and in no 
event more than three years after the expiration of the Digital Certificate held by the 
claiming party. 

9.8.5.2 Mitigating Acts And Disclosure Of Supporting Information 

As a precondition to QuoVadis’ payment of any claim under the terms of this QuoVadis 
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9.10 Term And Termination 
9.10.1 Term 
This CP/CPS becomes effective upon publication in the QuoVadis Repository. 
Amendments to this CP/CPS become effective upon publication in the QuoVadis 
Repository. 

9.10.2 Termination 
This CP/CPS shall remain in force until it is amended or replaced by a new version. 

9.10.3 Effect Of Termination And Survival 
The provisions of this QuoVadis CP/CPS shall survive the termination or withdrawal of a 
Certificate Holder or Relying Party from the QuoVadis PKI with respect to all actions 
based upon the use of or reliance upon a Digital Certificate or other participation within 
the QuoVadis PKI. Any such termination or withdrawal shall not act so as to prejudice or 
affect any right of action or remedy that may have accrued to any person up to and 
including the date of withdrawal or termination. 

9.11 Individual Notices And Communications With 
Participants 

Electronic mail, postal mail, fax, and web pages will all be valid means for QuoVadis to 
provide any of the notices required by this QuoVadis CP/CPS, unless specifically 
provided otherwise. Electronic mail, postal mail, and fax will all be valid means of 
providing any notice required pursuant to this QuoVadis CP/CPS to QuoVadis unless 
specifically provided otherwise (for example in respect of revocation procedures). 

9.12 Amendments 
9.12.1 Procedure For Amendment 
Amendments to this CP/CPS are made and approved by the QuoVadis Policy 
Management Authority. Amendments shall be in the form of an Amended CP/CPS or a 
replacement CP/CPS. Updated versions of this CP/CPS supersede and designated or 
conflicting provisions of the referenced version of the CP/CPS. 

There are two possible types of policy change: 

• the issue of a new CP/CPS; or 
• a change to or alteration of a policy stated in an existing CP/CPS. 
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9.13 Dispute Resolution Provisions 
Complaints can be communicated to QuoVadis via the QuoVadis website using the 

https://www.quovadisglobal.com/ContactUs.aspx
https://www.quovadisglobal.com/Locations.aspx
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shall be cumulative and shall be in addition to every other right or remedy given 
hereunder or now or hereafter existing in law or in equity or by statute or otherwise. 
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10 APPENDIX A  
10.1 Digital Certificate Profiles  
Within the QuoVadis PKI an Issuing CA can only issue Digital Certificates with approved 
Digital Certificate Profiles. All Digital Certificate Profiles within the QuoVadis PKI are 
detailed below.  

Procedures for Certificate Holder registration as well as descriptions of fields are 
described below for each type of Digital Certificate issued. Additionally, specific 
Certificate Policies and QuoVadis’ _liability arrangements that are not described in this 
CP/CPS may be drawn up under contract for individual Subscribers.  

10.1.1 QuoVadis Certificate Class 
QuoVadis  
Certificate 
Class  Description  

QuoVadis / ETSI  
Certificate Policy OID  

Assurance 
Level  

Requires 
token?  

QV Standard
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QV Qualified QuoVadis Qualified Certificate 
on a Qualified Signature 
Creation Device (QSCD), 
where the device is managed 
by a QTSP. 

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.400  
ETSI policy identifier OIDs: 
0.4.0.194112.1.2  
(QCP-n-qscd) 
0.4.0.194112.1.3  
(QCP-l-qscd)   

High Yes  
Adobe 
AATL  
Approved  

QuoVadis Qualified Certificate 
on a Qualified Signature 
Creation Device (QSCD), 
where the device is managed 
by a QTSP.  

QuoVadis Certificate Class 
OID:  
1.3.6.1.4.1.8024.1.410  

High Yes 

 Relevant to the Policy in ETSI 
EN 319 411-2 for: 
EU qualified certificates issued 
to a natural person (QCP-n- --n-

n-
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10.2 QV Standard 
Purpose  

Standard Digital Certificates provide flexibility for a range of uses appropriate to their reliance value 
including S/MIME, electronic signatures, authentication, and encryption. 

Registration Process  

Validation procedures for QuoVadis Standard Digital Certificates collect either direct evidence or an 
attestation from an appropriate and authorised source, of the identity (such as name and organisational 
affiliation) and other specific attributes of the Certificate Holder. 

Fields  Content  Demarcation  

Subject   

Email Address (E) aaa@bbb.xx.yy or aaa@bbb.com Holder Variable 

Common Name (CN) Common Name Holder Variable 

givenName (natural 
person certs) 

givenName (natural 
person certs) 

Can use Pseudonym 
instead of givenName 
and surname 

Holder Variable 

Surname (natural 
person certs) 

Surname (natural 
person certs) 

Holder Variable 

Organisational Unit 
(OU) 

Variable Data Holder Variable 

Organisation (O) Organisation legal name Natural Person Certs: 
Optional Legal Person 

OrganisationIdentifier Holds an identification of an organisation different 
from the organisation name. 

Country/Locality Variable Data Holder Variable 

Subject Public Key 
Information 

RSA (2048-bit2048-bit) / System Generated Fixed 

Extensions   

Subject Alternative 
Name 

mailto:aaa@bbb.xx.yy
mailto:aaa@bbb.com
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10.3 QV Advanced 
Purpose  

QV Advanced Digital Certificates provide reliable vetting of the holder’s identity and may be used for a 
broad range of applications including digital signatures, encryption, and authentication. 

Registration Process  

Validation procedures for QuoVadis Advanced Digital Certificates are based on the Normalised 
Certificate Policy (NCP) described in ETSI EN 319 411-1. 
Unless the Certificate Holder has already been identified by the RA through a face-to-face identification 
meeting, accepted Know Your Customer (KYC) standards or a contractual relationship with the RA, 
validation requirements for a Certificate Holder shall include the following: 
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Fields  Content  Demarcation  

Subject   

Email Address (E)

 

mailto:aaa@bbb.com
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10.4 QV Advanced + 
Purpose  

QuoVadis Advanced+ Digital Certificates are used for the same purposes as QuoVadis Advanced 
Digital Certificates, with the only difference being that they are issued on a Secure Cryptographic 
Device. The QuoVadis Advanced+ Certificate Class is trusted in the Adobe Approved Trust List (AATL). 
Swiss Regulated Certificates issued under the Swiss Federal signature law (ZertES) are included in the 
QuoVadis Advanced+ certificate class. These certificates are issued out of the “QuoVadis Swiss 
Regulated CA G1” and have the notice text “regulated certificate” in the CertificatePolicies user notice. 
Swiss Regulated Certificates can be issued to natural and legal persons. 

Registration Process  
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Adobe OIDs Note these Adobe OIDs are only relevant for signing Certificates. 

Adobe Time Stamp (OID 
= 1.2.840.113583.1.1.9.1) 

http://tsa01.quovadisglobal.com/TSS/HttpTspServer Fixed 

Adobe Archive RevInfo 
(OID = 
1.2.840.113583.1.1.9.2) 

This relates to OCSP revocation checking within 
Adobe products for long term validation purposes. 

Fixed 

 

10.4.1 ElDI-V/GeBüV Certificates 
The procedure below assumes an application by a company or organisation on behalf 
of its employees or devices for Digital Certificates. 

Purpose  

The ElDI-V/GeBüV Certificate is issued to organisations (companies, municipalities, etc.) and issued 
primarily to digitally sign electronic invoices. The Certificates may also be used for commercial 
purposes (such as legally-
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Key Usage Non Repudiation 

Certificate Policies OID = 1.3.6.1.4.1.8024.0.1.0.0.1 
(This is the QuoVadis ElDI-V OID) 

Fixed 

Policy Qualifier User 
Notice 

Gestuetzt auf Art. 2 Abs. 2 ElDI-V; en vertu de l’art 
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presence. Only a valid passport or national ID is accepted as evidence. Storage of personal data is in 
accordance with ZertES. 
Evidence shall be provided of: 

• Full name (including surname and given names consistent with applicable law and national 
identification practices); and 

• Date and place of birth, reference to a nationally recognized identity document, or other 
attributes which may be used to, as far as possible, distinguish the person from others with the 
same name. 

If the Certificate Holder is identified in association with an organisational entity, additional evidence 
shall be provided of: 

• Full name and legal status of the associated organisational entity; 
• Any relevant existing registration information (e.g. company registration) of the organisational 

entity; 
• Authorisation from an authorised Organisation representative; and 
• Evidence that the Certificate Holder is associated with the organisational entity. 

Private Keys for SuisseID IAC Certificates are generated and stored on a Hardware Security Module 
that meets FIPS PUB 140-2, level 3 or EAL 4 standards. This Hardware Security Module is located in a 
QuoVadis data centre. Access by the Certificate Holder to the keys is protected using multifactor 
authentication aimed to achieve the same level of assurance of sole control as achieved by a stand-
alone QSCD. 
QuoVadis SuisseID IAC Certificates have a maximum validity of three years. 

Fields  Content  Demarcation  

Signature Algorithm sha256RSA 

Subject   

Common Name (CN) First Name - Last Name (Authentication) Holder Variable 
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Extensions   

Key Usage (Critical) DigitalSignature Fixed 

Certificate Policies  

CertPolicyID (SuisseID) 2.16.756.5.26.1.1.2 Fixed 

User Notice SuisseID identity and authentication certificate Fixed 

CertPolicyID (QuoVadis 
Certificate Class) 

1.3.6.1.4.1.8024.1.300 Fixed 

URL https://www.quovadisglobal.com/repository Fixed 

Subject Alternative Name   

RFC822 email address RFC822 email address (same as subject email 
address) 

Holder Variable 

Microsoft UPN MUST be in the format: 

<SuisseID Number>@upn.suisseid.ch 

Holder Variable 
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If the Certificate Holder is a physical person who is identified in association with an organisational 
entity, additional evidence shall be provided of: 

• Full name and legal status of the associated organisational entity; 
• Any relevant existing registration information (e.g. company registration) of the organisational 

entity; and 
• Evidence that the Certificate Holder is associated with the organisational entity. 

These Digital Certificates require a Qualified Signature Creation Device (QSCD) that meets the 
requirements laid down in annex II of Regulation (EU) N° 910/2014. 

Fields  Content  Demarcation  

Subject   

CommonName (CN) CommonName Required 

givenName (G) 
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Certificate Policies 1.3.6.1.4.1.8024.1.400 or 1.3.6.1.4.1.8024.1.410 
(Cert Class: QV Qualified QSCD) 

Fixed 

https://www.quovadisglobal.com/repository 
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10.5.3 
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• hyphen-minus "-" (0x2D (ASCII), U+002D 
(UTF-8)); and 

• 2-8 character NCA identifier (A-Z 
uppercase only, no separator) 

• hyphen-minus "-" (0x2D (ASCII), U+002D 
(UTF-8)); and 

• PSP identifier (authorisation number as 
specified by the NCA). 

Organisation Unit (OU) Organisation Unit Name Optional 

Locality Locality Optional 

State / Province (ST) State or Province Optional 

Country (C) Country Required 
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id-etsi-
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Institution Register or authenticated letter).  QuoVadis also confirms the PSD2 role(s) of the 
Certificate Applicant (RolesOfPSP) in accordance with the rules for validation provided by the NCA, 
if applicable: 
• i) account servicing (PSP_AS) 

OID: id-psd2-role-psp-as { 0.4.0.19495.1.1 }  
• ii) payment initiation (PSP_PI) 

OID: id-psd2-role-psp-pi { 0.4.0.19495.1.2 }  
• iii) account information (PSP_AI) 

OID: id-psd2-role-psp-ai { 0.4.0.19495.1.3 }  
• iv) issuing of card-based payment instruments (PSP_IC)  

OID: id-psd2-role-psp-ic { 0.4.0.19495.1.4 }  

Fields  
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Organisation Unit (OU) Organisation Unit Name Optional 

Locality Locality Optional 

State / Province (ST) State or Province Optional 
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10.6 authorisauthorisauthorisauthorisauthorisQV Qualified – SuisseID 
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Common Name (CN) First Name    
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escrow is forbidden for all Grid Digital Certificates. Revocation requests must be 
properly authenticated before they are accepted. Revocation requests can be made by 
end entities, Registration Authorities and QuoVadis. Others can also request revocation 
if they can sufficiently prove compromise of the associated Private Key. Subscribers 
must request revocation as soon as possible. This should be within one working day 
after detection of loss or compromise of the Private Key pertaining to the Digital 
Certificate, or if the data in the Digital Certificate is no longer valid. Proxy Certificates 
will be supported in relation to Grid Digital Certificate. A Grid Digital Certificate must be 
revoked if a related Proxy Certificate is compromised in any way. The maximum 
Certificate Revocation List lifetime for Grid Digital Certificates is 30 days. 

Grid Certificate Re-Keying can only take place if the Certificate Holder is already in 
possession of a valid Grid Certificate and uses this Certificate to submit the Re-Key 
request. Certificates can only be Re-Keyed for up to a maximum of 3 years, after which 
period the Certificate Holder is required to apply for a new Certificate. If the Certificate 
Holder has lost their Private Key, or if their existing Certificate has expired, they will 
need to apply for new Certificate. 

 

10.7.1.1 Grid End User Certificate  

Purpose  

Grid technology provides the software infrastructure for sharing of computing resources across various 
domains. The purpose of a Grid End User Certificate is to help the Certificate Holder to access the Grid 
services that require Certificate-based authentication. 

Registration Process  

The identity vetting of all Applicants must be performed by an approved Registration Authority (RA). 
Face to face registration is required at the RA or alternatively the Applicants can have their identity 
vetted at a post office providing an approved identity vetting service. The Applicant must present a valid 
photo ID and/or valid official documents in accordance with formally documented RA procedures. The 
RA is responsible for recording, at the time of validation, sufficient information regarding the Applicant 
to identify the Applicant. The RA is responsible for maintaining documented evidence on retaining the 
same identity over time. The Digital Certificate request submitted for certification must be bound to the 
act of identity vetting. 

Digital Certificate Delivery  

All successful Grid End User Certificate requests will be processed by the QuoVadis Grid Issuing CA. 
QuoVadis will not generate the Private Keys for Grid End User Certificates. 
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Common Name (CN) QuoVadis Grid ICA / QuoVadis Grid ICA G2 
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10.7.1.2 Grid Server Certificate 

Purpose  

Grid technology provides the software infrastructure for sharing of computing resources across various 
domains. The purpose of a Grid Server Certificate is to help secure communications with Grid servers. 

Registration Process  

The identity vetting of all Applicants must be performed by an approved Registration Authority (RA). For 
Grid Server Certificates, the RA must validate the identity and eligibility of the person in charge of the 
specific entities using a secure method. The RA is responsible for recording, at the time of validation, 
sufficient information regarding the Applicant to identify the Applicant. 
As part of the registration process the RA must ensure that the Applicant is appropriately authorised by 
the owner of the associated Fully Qualified Domain Name (FQDN) or the responsible administrator of 
the machine to use 
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Country (C) Country Holder Variable 

Subject Public Key Information RSA (2048-bit) / System Generated Fixed 

Extensions    

Key Usage (Critical) Digital Signature 
Key Encipherment 
Data Encipherment 

Fixed 



  

 

 

 

139 

10.8 QuoVadis Device 
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= 1.3.6.1.4.1.8024.0.3.100.1.1 (if chains to QV 
Root 3) 
If the Code Signing EKU is present:  
= 2.23.140.1.2.3 

Certificate Transparency 
(optional) 

(1.3.6.1.4.1.11129.2.4.4) 
If the Server Authentication EKU is present, this 
field MAY include two or more Certificate 
Transparency proofs from approved CT Logs. 
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11 APPENDIX B 
11.1 Business SSL 

Field  Value  

Version V3 

Serial Number Unique number 

Issuer Signature Algorithm sha256RSA (1.2.840.113549.1.1.11) 
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Client Authentication (1.3.6.1.5.5.7.3.2) 
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Step 5: QuoVadis obtains and documents further explanation or clarification as 
necessary to resolve discrepancies or details requiring further explanation. If 
satisfactory explanation and/or additional documentation are not received within a 
reasonable time, QuoVadis will decline the Certificate Request and notify the Applicant 
accordingly. Two QuoVadis Validation Specialists must approve issuance of the 
Certificate. 

Step 6: QuoVadis creates the Business SSL Certificate. 

Step 7: The Business SSL Certificate is delivered to the Applicant. 

Renewal  

Renewal requirements and procedures include verification that the Applicant continues 
to have authority to use the domain name, and that the Certificate Application is 
approved by an authorised representative of the Applicant. 
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11.2 Code Signing 
Field  Value  Comments  

Version V3  

Serial Number Unique number  

Issuer Signature 
Algorithm 

sha256RSA (1.2.840.113549.1.1.11)  

Issuer 
Distinguished 
Name 

Issuer Distinguished Name  

Validity Period 1, 2, or 3 years expressed in UTC format  

Subject Distinguished Name   

Organization Name subject:organisationName (2.5.4.10 ) Required field. The Subject’s 
verified legal name. 

Organisation Unit subject:organisationUnit (2.5.6.5) Optional field. Must not include a 
name, DBA, tradename, 
trademark, address, location, or 
other text that refers to a specific 
natural person or Legal Entity 
unless QuoVadis has verified this 
information 

Common Name subject:commonName (2.5.4.3) Required field. The Subject’s 
verified legal name. 

State or province 
(if any) 

subject:stateOrProvinceName (2.5.4.8) Required if the 
subject:localityName field is 
absent. Optional if the 
subject:localityName fields is 
present. 

Locality subject:locality (2.5.4.6) Required if the 
subject:stateOrProvinceName 
field is absent. Optional if the 
subject:stateOrProvinceName 
field is present. 

Country 
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Prior to issuing a Code Signing Certificate to an Individual Applicant, the QuoVadis: 

1. Verifies the Subject’s identity using a government photo ID, 
2. Verifies the Subject’s address using reliable data sources, 
3. Obtains a biometric associated with the Subject, such as a fingerprint or 

notarized handwritten Declaration of Identity, 
4. Verifies the Certificate Requester’s authority to request a certificate and the 

authenticity of the Certificate request using a verified method of communication. 

A Declaration of Identity is a written document that consists of the following: 

1. the identity of the person performing the verification, 
2. a signed declaration by the verifying person stating that they verified the identity 

of the Applicant, 
3. a unique identifying number from an identification document of the verifier, 
4. a unique identifying number from an identification document of the Applicant, 
5. the date and time of the verification, and 
6. a declaration of identity by the Applicant that is signed in handwriting in the 

presence of the person performing the verification. 

Application Process  

During the Certificate approval process, QuoVadis Validation Specialists employ 
controls to validate the identity of the Applicant and other information featured in the 
Certificate Application to ensure compliance with this CP/CPS. 

Step 1: The Applicant provides a signed Certificate Application to QuoVadis, which 
includes identifying information to assist QuoVadis in processing the request and 
issuing the Certificate, along with a PKCS#10 CSR and billing details. 

Step 2: QuoVadis independently verifies information using a variety of sources in 
accordance with the “Verification Requirements” section above. 

Step 3: The Applicant accepts the Certificate Holder Agreement and approves 
Certificate issuance. 

Step 4: All signatures are verified through follow-up procedures or telephone calls. 

Step 5: QuoVadis obtains and documents further explanation or clarification as 
necessary to resolve discrepancies or details requiring further explanation. If 
satisfactory explanation and/or additional documentation are not received within a 
reasonable time, QuoVadis will decline the Certificate Request and notify the Applicant 
accordingly. Two QuoVadis Validation Specialists must approve issuance of the 
Certificate. 
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Step 6: QuoVadis creates the Code Signing Certificate. Step 7: The Certificate is 
delivered to the Applicant. 
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12 APPENDIX C 
12.1.1 Definitions and Acronyms 
In this QuoVadis CP/CPS the following Key terms and Abbreviations shall have the 
following meaning in the operation of the QuoVadis PKI unless context otherwise 
requires: 

Advanced Electroni c Signature  means an electronic signature which meets the 
requirements set out in Article 26 of the eIDAS Regulation. 

Applicant  means an Individual or Organisation that has submitted an application for the 
issue of a Digital Certificate. 

Application Software Suppliers  mean those developers of Internet browser software 
or other software that displays or uses certificates and distribute Root Certificates 
embedded in their software, including but not limited to Apple Inc., Microsoft 
Corporation, Mozilla C
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Certificate Renewal  is when all the identifying information and the Public Key from the 
old certificate are duplicated in the new certificate, but there is a different (longer) 
validity period. 

Certificate Requester  is a natural person who is employed by the Applicant, or an 
authorised agent who has express authority to represent the Applicant or a third party 
(such as an ISP or hosting company), and who completes and submits a Certificate 
Request on behalf of the Applicant. 

Certificate Re- issuance is when a Certificate Holder registers for a new certificate, but 
there is an opportunity to change the identifying information (e.g. new email address, 
new last name, etc.) or other information (corrected certificate policies, modified key 
usage, etc.) from what was in the old certificate. The new certificate also has a different 
Public Key and a different validity period from the old certificate. 

Certificate Re- key  is when all the identifying information from the old certificate is 
duplicated in the new certificate, but there is a different Public Key and a different 
validity period. 

Certificate Revocation  means the process of removing a Digital Certificate from the 
management system and indicating that the Key Pair related to that Digital Certificate 
should no longer be used. 

Certificate Revocation List  means a list of Digital Certificates signed by the Issuing 
Certification Authority that have been revoked. 

Confirming Person is a natural person who must be a senior officer of the Applicant 
(e.g., Secretary, President, CEO, CFO, COO, CIO, CSO, Director, etc.) who has 
express authority to sign the QV Authority Letter on behalf of the Applicant. 

Contract Signer  is a natural person who is employed by the Applicant and who has 
express authority to sign Certificate Holder Agreements on behalf of the Applicant. 

Counterparty  means a person that is known to a Nominating Registration Authority or 
its respective Subsidiaries or Holding Companies and where the relationship with the 
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Issuing CA; and (vi) has prescribed Key Usages and Reliance Factor that governs its 
issuance and use whether expressly included or incorporated by reference to this 
CP/CPS. 

Digital Signature  means data appended to, or a cryptographic transmission of, a data 
unit that allows a recipient of the data to prove the source and integrity of the data unit. 

Digital Transmission  means the transmission of information in an electronic format. 

Device 
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Private Key  means a Key forming part of a Key Pair that is required to be kept secret 
and known only to the person that holds it. 

Public Key  means a Key forming part of a Key Pair that can be made public. 

Public Key Infrastr ucture  (PKI) means a system for publishing the Public Key values 
used in public key cryptography. Also a system used in verifying, enrolling, and 
certifying users of a security application. 

Qualified Certificate  A Digital Certificate whose primary purpose is to identify a person 
with a high level of assurance, where the Digital Certificate meets the qualification 
requirements defined by the applicable legal framework of Regulation (EU) No. 
910/2014 on electronic identification and trust services for electronic transactions in the 
internal market (the “eIDAS Regulation”). 

Qualified Certificate for Electronic Signature means a certificate for electronic 
signatures, that is issued by a qualified trust service provider and meets the 
requirements laid down in Annex I of Regulation (EU) No 910/2014. 

Qualified Electronic Signature  means an advanced electronic signature that is 
created by a qualified electronic signature creation device, and which is based on a 
qualified certificate for electronic signatures. 

Qualified Electronic Signature Creation Device  (QSCD) means an electronic 
signature creation device that meets the requirements laid down in Annex II of 
Regulation (EU) No 910/2014. 

Qualified Trust Service Provider  (QTSP) means a trust service provider who provides 
one or more qualified trust services and is granted the qualified status under regulation 
EU910/2014 by the supervisory body. 

QuoVadis  
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Reserved IP Address means an IPv4 or IPv6 address that the IANA has marked as 
reserved. 

Root Certification Authorit y Certificate  means the self-signed Digital Certificate 
issued to the QuoVadis Root Certification Authority. 

Root Certification Authority  means QuoVadis as the source Certification Authority 
being a self-signed Certification Authority that signs Issuing CA Certificates. 

Secure Cryptographic Device means device which holds the Certificate Holder's 
private key, protects this key against compromise and performs signing or decryption 
functions on behalf of the Certificate Holder. 

Secure Signature Creation Device  (SSCD) means a secure container specifically 
designed to carry and protect a digital certificate, which meets the following 
requirements laid down in annex III of Directive 1999/93/EC: 

1. Secure signature-creation devices must, by appropriate technical and procedural 
means, ensure at the least that: 
a) the signature-creation-data used for signature generation can practically 

occur only once, and that their secrecy is reasonably assured; 
b) the signature-creation-data used for signature generation cannot, with 

reasonable assurance, be derived and the signature is protected against 
forgery using currently available technology; 

c) the signature-creation-data used for signature generation can be reliably 
protected by the legitimate signatory against the use of others. 

2. Secure signature-creation devices must not alter the data to be signed or prevent 
such data from being presented to the signatory prior to the signature process. 

Subordinate CA  means a Certification Authority whose Certificate is signed by the 
Root CA, or another Subordinate CA. 

Subscriber  means a natural or legal person that has entered a formal contract with 
QuoVadis for the issuance of Digital Certificates to Certificate Holders. The Subscriber 
may be responsible for the identity vetting of these Certificate Holders. A Subscriber 
may also hold a Digital Certificate (but is not required to). 

Technically Constrained Subordinate CA Certificate  means a Subordinate CA 
Certificate which uses a combination of Extended Key Usage settings and Name 
Constraint settings to limit the scope within which the Subordinate CA Certificate may 
issue Subscriber or additional Subordinate CA Certificates. 

Token means a Cryptographic Module consisting of a hardware object (e.g., a “smart 
card”), often with a memory and microchip. 
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Utility Certificate  means a Digital Certificate issued to a Responsible Person/s to be 
used in the day-to-day administration of the QuoVadis PKI. 

Validation  means an online check, by Online Certificate Status Protocol request, or a 
check of the applicable Certificate Revocation List(s) (in the absence of Online 
Certificate Status Protocol capability) of the validity of a Digital Certificate and the 
validity of any Digital Certificate in that Digital Certificate’s Certificate Chain for the 
purpose of confirming that the Digital Certificate is valid at the time of the check (i.e., it 
is not revoked or expired). 

Acronyms  

CA Certificate Authority or Certification Authority 

CAA Certificate Authority Authorisation 

CP/CPS Certificate Policy & Certification Practice Statement  

CRL Certificate Revocation List 

CSR Certificate Signing Request 

CT Certificate Transparency 

PMA QuoVadis Policy Management Authority 

eIDAS Regulation (EU) N°910/2014 on electronic identification and trust services for 
electronic transactions in the internal market 

ETSI European Telecommunications Standards Initiative 

EV Extended Validation 

FIPS Federal Information Processing Standard 

ICANN Internet Corporation for Assigned Names and Numbers  

IETF Internet Engineering Task Force 

ITU International Telecommunication Union 

ERA Enterprise Registration Authority 

LRA Local Registration Authority 

OID Object Identifier 

PKI Public Key Infrastructure 
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PKIX IETF Working Group on Public Key Infrastructure  

PKCS Public Key Cryptography Standard 

RA Registration Authority 

SSL Secure Sockets Layer 

TLS Transaction Layer Security 

X.509 The ITU-T standard for Certificates and their corresponding authentication 
framework 
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