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1 Introduction

1.1 Overview

This QuoVadis CP/CPS sets out the policies, processes and procedures followed in the
generation, issue, use and management of Key Pairs and Digital Certificates. It also

describes the
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* Accredited Certification Authority by the EU Policy Management Authority for
Grid Authentication in e-Science (EUGridPMA). This entitles QuoVadis to issue
Digital Certificates meeting the guidelines of the International Grid Trust
Federation (IGTF), which will enable validated and approved Grid users to gain
access to Grid related resources.

* Accredited Certification Service Provider under PKloverheid. PKloverheid is the
name for the PKI designed for trustworthy communication within and with the
Dutch Government. Please note that there is a separate QuoVadis Certification
Practice Statement (CPS) for PKloverheid, which can be found in the QuoVadis
Repository on the QuoVadis website (https://www.quovadisglobal.com).

« Authorised Certification Service Provider (Bermuda) entitled to issue Accredited
Certificates under the requirements of the Electronic Transactions Act 1999. This
authorisation synthesises elements of the ISO 17799 Code of Practice for
Information Security Management and the European Electronic Signature
Standardisation Initiative, as well as the WebTrust for Certification Authorities
programme.

QuoVadis ensures the integrity of its PKI operational hierarchy by binding Participants
to contractual agreements. This CP/CPS is not intended to create a contractual
relationship between QuoVadis and any Participant in the QuoVadis PKI. This CP/CPS
merely provides a general overview of the QuoVadis PKI including Digital Certificate
Profiles as defined in Appendix A and Appendix B.

The QuoVadis PKI is designed and is operated to comply with the broad strategic
direction of existing international standards for the establishment and operation of a
Public Key Infrastructure Certification Authority. Any person seeking to rely on Digital
Certificates or participate within the QuoVadis PKI must do so pursuant to definitive
contractual documentation.

QuoVadis SSL Certificates are issued for use with the SSL /TLS protocol to enable
secure transactions of data through privacy, authentication, and data integrity.

QuoVadis Code Signing Certificates are used to provide users with reasonable
assurance that the executable code they download comes from a source identified by
QuoVadis.

This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the
certification processes that QuoVadis uses in the generation, issue, use, and
management of Certificates and serves to notify Certificate Holders and Relying Parties
of their roles and responsibilities concerning Certificates.

QuoVadis ensures the integrity of its Public Key Infrastructure (PKI) operational
hierarchy by binding Participants to contractual agreements. This CP/CPS is not
intended to create a contractual relationship between QuoVadis and any Participant in
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the QuoVadis PKI. Any person seeking to rely on Certificates or participate within the
QuoVadis PKI must do
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1.2 Document Name, Identification and
Applicability
The Private Enterprise Object Identifier (OID) assigned by the Internet Assigned
Numbers Authority to QuoVadis is 1.3.6.1.4.1.8024.
The Object Identifiers assigned to the Root CAs covered by this CP/CPS are:
* QuoVadis Root Certification Authority/QuoVadis Root CA 1 G3
1.3.6.1.4.1.8024.0.1
* QuoVadis Root CA 3/QuoVadis Root CA 3 G3
1.3.6.1.4.1.8024.0.3

QuoVadis Root CA 2 is used to issue Extended Validation (EV) SSL Certificates
associated with EV OID 1.3.6.1.4.1.8024.0.2.100.1.2, Business SSL Certificates and
also Code Signing Certificates. Digital Certificates issued under Root CA 2 and
QuoVadis Root CA 2 G3 have their own CP/CPS.

1.3 Public Key Infrastructure Participants

This CP/CPS outlines the roles and responsibilities of all parties involved in the
generation and use of Digital Certificates and the operation of all QuoVadis-approved:

* Issuing CA services.

* Registration Authority services.
QuoVadis, in its capacity as the Certification Authority, holds the QuoVadis Root
Certificates. The QuoVadis Root CA represents the apex of the QuoVadis PKI. The

QuoVadis Root CA digitally creates, signs and issues Issuing CA Certificates using one
of the Root Certificates identified above. Issuing CA Certificates are only issued to

17
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Approved Registration Authorities act as the interface between Issuing CAs and an
Applicant for a Digital Certificate. Approved RAs perform due diligence on potential
Certificate Holders and only successful applicants are approved and receive Digital
Certificates.

If you are not familiar with Common Terms usually employed in a PKI please refer to the
Key Terms and Definitions in Appendix C.

QuoVadis provides identification and authentication services for Certificate Holders,
servers, and personal computer or network devices. The registration procedures set out
in this CP/CPS and in Appendix A and Appendix B define the credentials necessary to
establish the identity of an individual or entity.

This CP/CPS describes all subordinate services that operate under the QuoVadis Root
CA, i.e. that are within the QuoVadis “chain of trust”.

Participants (“Participants”) within the QuoVadis PKI include:

» Certification Authorities;
* Registration Authorities;

» Certificate Holders including applicants for Digital Certificates prior to Digital
Certificate issuance; and

* Authorised Relying Parties.
The practices described or referred to in this CP/CPS:

* accommodate the diversity of the community and the scope of applicability within
the QuoVadis chain of trust; and

» adhere to the purpose of the CP/CPS of describing the uniformity and efficiency
of practices throughout the QuoVadis PKI.

18
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Applications are as follows: secure electronic mail, retail transactions, IPSEC
applications, secure TLS/SSL applications, contract-signing applications, custom e-
Commerce applications and other certificate-enabled applications.

QuoVadis Digital Certificates may not be used, and no participation is permitted in the
QuoVadis PKI, (i) in circumstances that breach, contravene, or infringe the rights of
others; (i) in circumstances that offend, breach, or contravene any applicable law,
statute, regulation, order, decree, or judgment of a court of competent jurisdiction or
governmental order; or (iii) in connection with fraud, pornography, obscenity, hate,
defamation, harassment, or other activity that is contrary to public policy.

1.3.1 Certification Authorities
1.3.1.1 Root Certification Authority
The QuoVadis PKI contains the following Root Certificates:

SHA1 Roots SHA256 Roots

QuoVadis Root Certification Authority QuoVadis Root CA 1 G3
QuoVadis Root CA 2 QuoVadis Root CA 2 G3
QuoVadis Root CA 3 QuoVadis Root CA 3 G3

This CP/CPS relates to the QuoVadis Root Certification Authority, QuoVadis Root CA 1
G3, QuoVadis Root CA 3, and QuoVadis Root CA 3 G3. QuoVadis Root CA 2 and
QuoVadis Root CA 2 G3 have a separate CP/CPS.

The inclusion of the SSL OIDs (1.3.6.1.4.1.8024.0.1.100.1.1 and
1.3.6.1.4.1.8024.0.3.100.1.1) in the certificatePolicies extension of an end entity
certificate asserts adherence to and compliance with the Baseline Requirements.

QuoVadis is obligated to operate the QuoVadis Root Certification Authority, QuoVadis
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CPICPS. Generally, Issuing CAs will be authorised to issue and manage all types of
Digital Certificates supported by this CP/CPS.

- For European Qualified Certificates issued out of the itsme Sign Issuing CA G1,
the Registration Service and Subject Device Provisioning Service are not
performed by QuoVadis. These services are performed entirely by Belgian
Mobile ID, who undergo their own audit. In addition, some services are shared
between QuoVadis and Belgian Mobile ID. QuoVadis retains overall
responsibility toward relying parties for all certificates issued from the of the
itsme Sign Issuing CA G1.

An Issuing CA may, but shall not be obliged to, detail its specific practices and other
requirements in a policy or practices statement adopted by it following approval by the
QuoVadis Policy Management Authority.

Within the QuoVadis PKI all Issuing CAs are responsible for the management of Digital
Certificates issued by them. Digital Certificate Management includes all aspects
associated with the application, issue and revocation of Digital Certificates, including
any required identification and authentication processes included in the Digital
Certificate application process. Issuing CAs, if authorised to do so by QuoVadis, may
rely on third party Registration Authorities in the performance of Certificate Holder
Identification and Authentication requirements. In circumstances where an Issuing CA
has relied on a third party Registration Authority to perform Identification and
Authentication, the Issuing CA bears all responsibility and liability for the Identification
and Authentication of its Certificate Holders.

Notwithstanding the foregoing, Issuing CAs are required to conduct regular compliance
audits of their Registration Authorities to ensure that they are complying with their
obligations according to their respective RA Agreements, (including the performance of
Identification and Authentication requirements) and this CP/CPS. Issuing CAs are
required to ensure that all aspects of the services they offer and perform within the
QuoVadis PKI are in compliance at all times with this CP/CPS.

Issuing CAs chaining to a QuoVadis Root must not be used for Man in the Middle
(MITM) purposes for the interception of encrypted communications. Such Issuing CAs
should also not be used for traffic management of domain names /IP addresses that the
entity does not own or control. QuoVadis will not issue a subordinate Issuing CA
Certificate to be used for these purposes.

Issuing CAs are required to ensure that;

* FIPS 140-3 or equivalent cryptographic modules are used for CA Private Key
management.
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* Private Keys are used only in connection with the signature of Digital Certificates
and Certificate Revocation Lists.

* Enforce multi-factor authentication for all accounts capable of directly causing
certificate issuance.

« All administrative procedures related to personnel and procedural requirements,
as well as physical and technological security mechanisms, are maintained in
accordance with this CP/CPS.

* They comply at all times with all compliance audit requirements.
* They follow a privacy policy in accordance with this CP/CPS and applicable
Issuing CA Agreement.

Issuing CAs chaining to a publicly trusted QuoVadis Root must either be technically
constrained, or undergo an independent audit and be publicly disclosed in the
Repository on the QuoVadis website (https://www.guovadisglobal.com/repository).

1.3.1.3 Approved Client Issuing CAs and Their Obligations

An Organisation wishing to participate in the QuoVadis PKI in the capacity of an
Approved Client Issuing CA must supply to QuoVadis satisfactory evidence of that
Organisation’s ability to operate in accordance with the performance standards and
other obligations that QuoVadis, in its sole discretion, requires of its Issuing CAs.
Organisations wishing to act as Client Approved Issuing CAs will be required to enter
into and act in accordance with an Issuing CA Agreement and this CP/CPS.

Approved Client Issuing CAs may not act as public or commercial CAs without the
explicit approval of QuoVadis.

Execution of an Issuing CA Agreement is subject to review and acceptance by
QuoVadis and/or QuoVadis auditors of a PKI infrastructure review that includes but is
not limited to:

* CA hierarchy

» Logical, physical and network security measures

* Use of cryptographic modules
QuoVadis, in its sole discretion, may require one or all of the following:

* Independent audit of the Issuing CAs practices and operations and public
attestation of conformance to this CP/CPS; or

* Enforce multi-factor authentication for all accounts capable of directly causing
certificate issuance; or
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* Embedded technical constraints in the Issuing CA Certificate which may include

22







digicert + QuoVadis

24




digicert + QuoVadis

1.3.3.2 Accepted Limitation Of Liability

Digital Certificates include a reference to the relevant CP/CPS, which contains
statements detailing limitations of liability and disclaimers of warranty. In accepting a
Digital Certificate, Certificate Holders acknowledge and agree to all such limitations and
disclaimers documented in the CP/CPS.

1.3.4 Relying Parties

Any party receiving a signed electronic document may rely on that Digital Signature to
the extent that they are authorised by contract with the Certificate Holder, or by
legislation pursuant to which that Digital Certificate has been issued, or by commercial
law in the jurisdiction in which that Digital Certificate was issued.

In order to become an “Authorised Relying Party” as defined in this CP/CPS, a Relying
Party must exercise Reasonable Reliance as set out in this section 1.3.4.

All obligations within this section 1.3.4 relate to Reasonable Reliance on the validity of a
Digital Signature, not the accuracy of the underlying electronic record.

This CP/CPS does not require a Certificate Holder to ensure that potential relying
parties are compliant with the requirements to be an Authorised Relying Party.

1.3.4.1 Obligations and Responsibilities

Authorised Relying parties are required to act in accordance with this CP/CPS and the
Relying Party Agreement.

An Authorised Relying Party must utilise Digital Certificates and their corresponding
Public Keys only for authorised and legal purposes and only in support of transactions
or communications supported by the QuoVadis PKI.

An Authorised Relying Party shall not place reliance on a Digital Certificate unless the
circumstances of that intended reliance constitute Reasonable Reliance and that
Authorised Relying Party is otherwise in compliance with the terms and conditions of
their Relying Party Agreement. Any such Reliance is made solely at the risk of the
Relying Party.

1.3.4.2 Reasonable Reliance

An Authorised Relying Party shall not place reliance on a Digital Certificate unless the
circumstances of that intended reliance constitute Reasonable Reliance (as set out
below) and that Authorised Relying Party is otherwise in compliance with the terms and
conditions of the Authorised Relying Party Agreement and this CP/CPS. For the
purposes of this CP/CPS and Relying Party Agreement, the term "Reasonable
Reliance" means:
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that the attributes of the Digital Certificate relied upon are appropriate in all
respects to the reliance placed upon that Digital Certificate by the Authorised
Relying Party including, without limitation to the generality of the foregoing, the
level of Identification and Authentication required in connection with the issue of
the Digital Certificate relied upon;

that the Authorised Relying Party has, at the time of that reliance, used the
Digital Certificate for purposes appropriate and permitted under this QuoVadis
CP/CPS;

that the Authorised Relying Party has, at the time of that reliance, acted in good
faith and in a manner appropriate to all the circumstances known, or
circumstances that ought reasonably to have been known, to the Authorised
Relying Party;

that the Digital Certificate intended to be relied upon is valid and has not been
revoked, the Authorised Relying Party being obliged to check the status of that
Digital Certificate utilising either the QuoVadis Database, the QuoVadis
Certificate Revocation List, or the QuoVadis Online Certificate Status Protocol
and otherwise in accordance with the provisions of this QuoVadis CP/CPS;

that the Authorised Relying Party has, at the time of that reliance, verified the
Digital Signature, if any;
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1.3.4.5 Certificate Compromise

A party cannot rely on a Digital Certificate issued by QuoVadis if the party has actual or
constructive notice of the compromise of the Digital Certificate or its associated Private
Key. Such notice includes but is not limited to the contents of the Digital Certificate and
information incorporated in the Digital Certificate by reference, which includes this
CP/CPS and the current set of revoked Digital Certificates published by QuoVadis.
Certificates have pointers to URLs where QuoVadis publishes status information,
including Certificate Revocation Lists (CRLs), and Relying Parties are required to check
the most recent CRL.

1.3.5 Other Participants

Other Participants in the QuoVadis PKI are required to act in accordance with this
CP/CPS and/or applicable Certificate Holder Agreement and/or Relying Party
Agreement’s or other relevant QuoVadis documentation. All application software and
operating system vendors with whom QuoVadis has entered into a contract for inclusion
of the QuoVadis Root Certificate as a trusted trust anchor in their software are intended
third party participants in the QuoVadis PKI.

1.4 Certificate Usage

At all times, participants in the QuoVadis PKI are required to utilise Digital Certificates in
accordance with this QuoVadis CP/CPS and all applicable laws and regulations.

1.4.1 Appropriate Certificate Usage
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performance of QuoVadis’ obligations hereunder shall be performed and be deemed to
be performed in Bermuda.

1.4.2 Prohibited Certificate Usage

Digital Certificates may not be used and no participation is permitted in the QuoVadis
PKI (i) in circumstances that breach, contravene, or infringe the rights of others or (ii) in
circumstances that offend, breach, or contravene any applicable law, statute, regulation,
order, decree, or judgment of a court of competent jurisdiction or governmental order in
Bermuda or (iii) in connection with fraud, pornography, obscenity, hate, defamation or
harassment.

No reliance may be placed on Digital Certificates and Digital Certificates may not be
used in circumstances (i) where applicable law or regulation prohibits their use; (i) in
breach of this QuoVadis CP/CPS or the relevant Certificate Holder or Relying Party
Agreement; (iii) in any circumstances where the use of Digital Certificates could lead to
death, injury, or damage to property; or (iv) as otherwise may be prohibited by the terms
of issue.

1.5 Policy Administration

1.5.1 Organisation Administering the CP/CPS

QuoVadis operates the Policy Management Authority (PMA) that is responsible for
setting policies and practices for the overall PKI.

1.5.2 Contact Person

This CP/CPS is administered by the QuoVadis PMA. Enquiries or other communications
about this CP/CPS should be addressed to QuoVadis Limited.

Policy Director Website: https://www.quovadisglobal.com
QuoVadis Limited Electronic mail: compliance@quovadisglobal.com
Suite 1640,

48 Par-La-Ville Road,
Hamilton HM-11, Bermuda

1.5.3 Person Determining the CP/CPS Suitability

The QuoVadis PMA determines the suitability of this CP/CPS to the functions and uses
of Participants in the QuoVadis PKI.

1.5.4 CP/CPS Approval Procedures

This CP/CPS is regularly reviewed and approved by the QuoVadis PMA. Notice of
proposed changes are recorded in the change log at the beginning of this CP/CPS until
they are approved, at which time the approved change will be recorded there
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permanently. Any changes to this CP/CPS that relate to Grid topics (refer to section
10.6.1 below) should be approved by the relevant Grid PMA.

1.54.1
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QuoVadis Root, Issuing CA and Time-Stamp certificates are published at
https://www.quovadisglobal.com/QVRepository/DownloadRootsAndCRL.aspx.

QuoVadis conforms to the current version of the Baseline Requirements for the
Issuance and Management of Publicly- Trusted Certificates (“Baseline Requirements”)
published at http://www.cabforum.org. In the event of any inconsistency between this
document and those Requirements, those Requirements take precedence over this
document.

QuoVadis conforms to the current version of the Minimum Requirements for the
Issuance and Management of Publicly Trusted Code Signing Certificates (“Code
Signing Minimum Requirements”) published at hitps://aka.ms/csbr. In the event of any
inconsistency between this document and those Requirements, those Requirements
take precedence over this document.

2.3 Time or Frequency of Publication

Digital Certificate information is published promptly following generation and issue and
immediately following the completion of the revocation process.

2.4 Access Controls on Repositories

Read-only access to Repositories is available to Relying Parties twenty-four hours per
day, seven days per week, except for reasonable maintenance requirements, where
access is deemed necessary. Queries to the Repository must specify individual
Certificate information. QuoVadis is the only entity that has write access to Repositories.

3 ldentification and Authentication

QuoVadis implements rigorous authentication requirements to ensure that the identity of
the Certificate Holder is proven. This may include face-to-face identity verification at the
beginning of the Digital Certificate request procedure or at some point prior to Digital
Certificate delivery to the Certificate Holder. The registration procedure will depend on
the class and type of Digital Certificate that is being applied for.

Issuing CAs may perform the Identification and Authentication required in connection
with the issue of Digital Certificates, or they may delegate the responsibility to one or
more Registration Authorities. The level of Identification and Authentication depends on
the class (QuoVadis Certificate Class) of Digital Certificate being issued (See Appendix
A and Appendix B).

30




digicert + QuoVadis

3.1 Naming
3.1.1 Types Of Names

All Certificate Holders require a distinguished name that is in compliance with the X.500
standard for Distinguished Names.

The QuoVadis Root Certification Authority approves naming conventions for the
creation of distinguished names for Issuing CA applicants. Different naming conventions
may be used by different Issuing CAs.

The Subject Name of all Digital Certificates issued to Individuals shall be the
authenticated common name of the Certificate Holder. Each User must have a unique
and readily identifiable X.501 Distinguished Name (DN). The Distinguished Name may
include the following fields:

¢ Common Name (CN)

* Organisational Unit (OU)
* Organisation (O)

* Locality (L)

» State or Province (S)

*  Country (C)

* Email Address (E)

Alternatively, Distinguished Names may be based on domain name components, e.g.
CN=John Smith, DC=QuoVadis, DC=BM.

The Common Name may contain the applicant’s first and last name (surname). For
Digital Certificates covered under the Baseline Requirements, the use of Internal Server
Names and Reserved IP Addresses is prohibited, and the FQDN or authenticated
domain name is placed in the Common Name (CN) attribute of the Subject field and the
Subject Alternative Name extension.

TLS/SSL Certificates are issued using the Fully Qualified Domain Name (FQDN) name
of the server, service, or application that has been confirmed with the Certificate Holder.
The Distinguished Names of a Code Signing Certificate must identify the legal entity
that intends to have control over the use of the Private Key when signing code. The
Baseline Requirements contain provisions prohibiting Certificates containing Internal
Server Names or Reserved IP Addresses.

Wildcard TLS/SSL Certificates have a wildcard asterisk character for the server name in
the Subject field. Wildcard EV Certificates may not be issued under the EV Guidelines.
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records kept in the ordinary course of business that, at a minimum, satisfy the
requirements of this section. In all such cases, the Issuing CA or Registration Authority
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9. Confirming the Applicant’s control over the FQDN by sending a Random Value
via email to the DNS TXT Record Email Contact for the Authorization Domain
Name for the FQDN and then receiving a confirming response utilizing the
Random Value, performed in accordance with BR Section 3.2.2.4.14;

10. Confirming the Applicant’s control over the FQDN by calling the Domain
Contact’s phone number and obtaining a confirming response to validate the
authorized Domain Name. Each phone call can confirm control of multiple
authorized Domain Names provided that the same Domain Contact phone
number is listed for each authorized Domain Name being verified and they
provide a confirming response for each authorized Domain Name, performed in
accordance with BR Section 3.2.2.4.15; and

11.
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Confirming the Applicant’s control over the IP Address by calling the IP Address
Contact’s phone number, as identified by the IP Address Registration Authority, and
obtaining a response confirming the Applicant’s request for validation of the IP Address,
performed in accordance with BR Section 3.2.2.5.5;

Confirming the Applicant’s control over the IP Address by performing the procedure
documented for an “http-01” challenge in draft 04 of “ACME IP Identifier Validation
Extension,” available at https://tools.ietf.org/html/draft-ietf-acme-ip-04#section-4,
performed in accordance with BR Section 3.2.2.5.6; or

Confirming the Applicant’s control over the IP Address by performing the procedure
documented for a “tls-alpn-01” challenge in draft 04 of “ACME IP Identifier Validation
Extension,” available at https://tools.ietf.org/html/draft-ietf-acme-ip-04#section-4,
performed in accordance with BR Section 3.2.2.5.7.

3.2.2.3 Wildcard Domain Validation

Before issuing a Certificate with a wildcard character (*) in a CN or subjectAltName of
type DNS-ID, QuoVadis programmatically enforces that the wildcard character
occurs in the first label position to the left of a “registry- controlled” label or
“public suffix”.

3.2.2.4 Data Source Accuracy

Prior to using a data source as a Reliable Data Source, QuoVadis evaluates it for
reliability, accuracy and resistance to falsification.

3.2.3 Authentication Of Individual Identity

An Individual’s Identity is to be authenticated in accordance with the class/type of Digital
Certificate together with the relevant application data and documentation. TLS/SSL
Certificates are only issued to organisations and not natural persons.

3.2.4 Non-Verified Certificate Holder Information

The QuoVadis Issuing CA may accept any form of Non-Verified Holder Information for
the issuance of Digital Certificates used solely for demonstration or testing purposes.

An Issuing CA within the QuoVadis PKI may accept the following Non-Verified
Certificate Holder Information for other classes of Digital Certificate:
* Organisational Unit (OU)

» Other information that is permitted as Non-Verified according to the Certificate
class or relevant industry standards
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3.2.5 Validation Of Authority

Where an Applicant’'s Name is to be associated with an Organisational Name to indicate
his or her status as a Counterparty, Employee or specifies an Authorisation level to act
on behalf of an Organisation, the Registration Authority will validate the Applicant’s
Authority by reference to business records maintained by the Registration Authority, its
Subsidiaries, Holding Companies or Affiliates. Validation of authority is conducted in
compliance with this CP/CPS and the Certificate Profiles detailed in Appendix B. Validity
of authority of Applicant Representatives and Agents is verified against contractual
documentation and Reliable Data Sources.

3.2.6 Ciriteria For
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3.4 Identification and Authentication For
Revocation Requests

A request to revoke Keys and Digital Certificates may be submitted by persons
authorised to do so under relevant contractual documentation.

3.4.1 Issuing Certification Authority

An authorised individual acting under the authority of the Issuing CA may revoke a
Digital Certificate by communicating with the QuoVadis Digital Certificate administration
system using a QV Utility Digital Certificate.

3.4.2 Registration Authority

A Registration Authority may request the revocation of Digital Certificates it has caused
to be issued by requesting, in person, by digitally signed electronic mail or by
authenticating to the QuoVadis Digital Certificate administration system that an
authorised member of the Issuing CA staff revoke the Digital Certificate/s in question.

3.4.3 Certificate Holder

A Certificate Holder may request that his or her Digital Certificate be revoked by:

* Authenticating to the QuoVadis Digital Certificate administration system or other
relevant system and requesting revocation via this system;

* Applying in person to the Registration Authority, Issuing CA or QuoVadis
supplying either original proof of identification in the form of a valid Driving
License or Passport;

* Sending a digitally signed email message to the Issuing Registration Authority,
Issuing CA or QuoVadis requesting that their Digital Certificate be revoked.

* Telephonic communication using a pre-existing shared secret, password or other
information associated with Certificate Holder’'s account with the Certification
Authority following appropriate Identification.
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4  Certificate Life-Cycle Operation
Requirements

4.1 Certificate Application

Digital Certificate applications are subject to various assessment procedures depending
upon the type of Digital Certificate applied for.

4.1.1 Who Can Submit A Certificate Application

An application in a form prescribed by the Issuing CA must be completed by Applicants,
which includes all registration information as described by this CP/CPS (including,
without limitation, that information set out in Appendix A) and the relevant Certificate
Holder Agreement or other terms and conditions upon which the Digital Certificate is to
be issued. All applications are subject to review, approval, and acceptance by the
Issuing CA in its discretion.

4.1.2 Enrolment Process And Responsibilities

Certain information concerning applications for Digital Certificates is set out in this
QuoVadis CP/CPS. However, the issue of Digital Certificates by Issuing CAs will be
pursuant to forms and documentation required by that Issuing CA. Notwithstanding the
foregoing, the following steps are required in any application for a Digital Certificate: (i)
Identity of the Holder or Device is to be established in accordance with Appendix A, (ii)
a Key Pair for the Digital Certificate is to be generated in a secure fashion, (iii) the
binding of the Key Pair to the Digital Certificate shall occur as set forth in this CP/CPS,
and (iv) the Issuing CA shall enter into contractual relations with the Certificate Holder
for the use of that Digital Certificate and the QuoVadis PKI.

Where Certificates are to be used for digitally signing and/or encrypting email

messages, QuoVadis takes reasonable measures to verify that the entity submitting the

request controls the email account referenced in the Certificate, or has a legal right to

request a Certificate including the email address. QuoVadis systems perform a

challenge-response procedure by sending an email to the email address to be included

in the Certificate. The Applicant (or(c)4 (atn)10 (.)2 ()10 (T)-5 (he72 (he )]TIT*[(r)7 (eq)10 (ues)4 (7(
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reliance upon, Digital Certificates issued within the QuoVadis PKI must incorporate by
reference the requirements of this QuoVadis CP/CPS as it may be amended from time
to time.

4.2 Certificate Application Processing

4.2.1 Performing Identification And Authentication Functions

See Appendix A and Appendix B for Identification and Authentication requirements for
each Digital Certificate profile.

4.2.2 Approval Or Rejection Of Certificate Applications

A Registration Authority will approve or reject Certificate Holder applications based
upon the Certificate Holders meeting the requirements of this CP/CPS and the Digital
Certificate Profiles contained in Appendix A.

From time to time, QuoVadis may modify the requirements related to application
information requested, based on QuoVadis requirements, business context of the usage
of Certificates, or as may be required by law, or changes to the EV Guidelines, Baseline
Requirements, or the Code Signing Minimum Requirements.

QuoVadis, in its sole discretion, may refuse to accept an application for a Certificate or
for the renewal of a Certificate, and may refuse to issue a Certificate, without incurring
any liability for loss or damages arising out of such refusal. QuoVadis reserves the right
not to disclose reasons for such a refusal. Applicants whose applications have been
rejected may subsequently re-apply.

QuoVadis, at its sole discretion not to be unreasonably withheld, may override any
decision to Approve a Certificate Holder Application.
4.2.3 Time To Process Certificate Applications

Registration Authorities and Issuing CAs operating within the QuoVadis PKI are under
no obligation to process Digital Certificate Applications other than within a commercially
reasonable time.

4.2.4 Certificate Authority Authorisation (CAA)
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QuoVadis may not act on the contents of the iodef property tag. QuoVadis will not issue
a Digital Certificate if an unrecognized property is found with the critical flag.

QuoVadis may not check CAA records for the following exceptions:

I.  For Digital Certificates for which a Certificate Transparency pre-certificate was
created and logged in at least two public logs, and for which CAA was checked.
II.  For Digital Certificates issued by a Technically Constrained Subordinate CA
Certificate, where the lack of CAA checking is an explicit contractual provision in
the contract with the Applicant.
lll.  If the CA or an Affiliate of the CA is the DNS Operator (as defined in RFC 7719)
of the domain’'s DNS.

QuoVadis treats a record lookup failure as permission to issue if:
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4.3.1.3 QuoVadis Registration Authority Appointment
Upon accepting the terms and conditions of the QuoVadis Registration Authority
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By accepting a Digital Certificate issued by an Issuing CA operating within the
QuoVadis PKI, the Certificate Holder expressly represents and warrants to QuoVadis
and all Authorised Relying Parties who reasonably rely on the information contained in
the Digital Certificate that at the time of acceptance and throughout the operational
period of the Digital Certificate, until notified otherwise by the Certificate Holder, that:

* No unauthorised person has ever had access to the Certificate Holder's Private
Key;

* All representations made by the Certificate Holder to QuoVadis regarding the
information contained in the Digital Certificate are true;

* Allinformation contained in the Digital Certificate is true to the extent that the
Certificate Holder had knowledge or notice of such information, and does not
promptly notify QuoVadis of any material inaccuracies in such information; and

* The Digital Certificate is being used exclusively for authorised and legal
purposes, consistent with this CP/CPS.

4.4.1 Notice 00 (m)7 (pt)2 (1)6 (y)14 ( not)2 (i)16 (f)-8 (y)14 T4 ()27 (m)7 (a
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4.4.3 Publication Of The Certificate By The Certification
Authority

All Digital Certificates issued within the QuoVadis PKI are made available in public
repositories, except where Certificate Holders have requested that their Digital
Certificates not be published.

4.4.4 Notification Of Certificate Issuance By The Certification
Authority To Other Entities

Issuing CAs and Registration Authorities within the QuoVadis PKI may choose to notify
other Entities of Digital Certificate Issuance.

4.5 Key Pair And Certificate Usage

4.5.1 Certificate Holder Private Key And Certificate Usage

Within the QuoVadis PKI, a Certificate Holder may only use the Private Key and
corresponding Public Key in the Digital Certificate for their lawful and intended use. The
Certificate Holder accepts the Certificate Holder Agreement by accepting the Digital
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* That the Digital Certificate is valid at the time of reliance by reference to Online
Certificate Status Protocol or Certificate Revocation List Checks.

4.6 Certificate Renewal

Certificate Renewal means the issuance of a new Certificate without changing the
Public Key. The QuoVadis PKI does not support Certificate Renewal for end entity (non-
CA) certificates.

QuoVadis does support renewal for Issuing CA Certificates.

4.7 Certificate Re-Key

Certificate Re-Key is when all the identifying information from a Digital Certificate is
duplicated in a new Digital Certificate, but there is a different public key and a different
validity period. Due diligence, Key Pair generation, delivery and management are
performed in accordance with this CP/CPS.

4.7.1 Circumstance For Certificate Re-Key
Digital Certificates may be Re-Keyed upon request.

4.7.2 Who May Request Re-Key

Certificate Holders and Nominating Registration Authorities may request Digital
Certificate Re-Keys.

4.7.3 Processing Certificate Re-Key Request

Digital Certificate Re-Key requests are processed in the same manner as requests for
new Digital Certificates and in accordance with the provisions of this CP/CPS. In order
to process a Re-Key request, the Certificate Holder is required to confirm that:

» Details contained in the original Digital Certificate application have not changed.
* Authenticate their identity to the Registration Authority.

Using their existing Digital Certificate, the Certificate Holder may digitally sign an
electronic message to the Nominating Registration Authority requesting that the Digital
Certificate be Re-Keyed and confirming that the original application details have not
changed. Appropriate vetting will be performed in relation to the details to be included in
the Digital Certificate.
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QuoVadis determines that any of the information appearing in the Certificate is
inaccurate or misleading;

The Certificate Holder requests in writing the revocation of their Certificate;

The Certificate Holder indicates that the original Certificate Request was not
authorised and does not retroactively grant authorization;

QuoVadis obtains reasonable evidence that there has been loss, theft,
modification, unauthorised disclosure, or other compromise of the Private Key
corresponding to the Public Key within the Certificate, or that the Certificate has
otherwise been misused;

QuoVadis receives notice or otherwise becomes aware that a Certificate Holder
has breached a material obligation under the Certificate Holder Agreement or
other contractual obligations;

QuoVadis receives a lawful and binding order from a government or regulatory
body to revoke the Certificate;

QuoVadis is made aware of any circumstance indicating that use of a Fully-
Qualified Domain Name or IP address in the Certificate is no longer legally
permitted (e.g. a court or arbitrator has revoked a Domain Name Registrant's
right to use the Domain Name, a relevant licensing or services agreement
between the Domain Name Registrant and the Applicant has terminated, or the
Domain Name Registrant has failed to renew the Domain Name);

QuoVadis is made aware that a Wildcard Certificate has been used to
authenticate a fraudulently misleading subordinate Fully-Qualified Domain Name;

QuoVad
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» Either the Certificate Holder’s or QuoVadis’ obligations under this CP/CPS are
delayed or prevented by a natural disaster, computer or communications failure,
or other cause beyond the person's reasonable control, and as a result another
person’s information is materially threatened or compromised;

* A QuoVadis CA Private Key used to issue that Certificate has been
compromised;

* Revocation is required by the QuoVadis CP/CPS

* The technical content or format of the Certificate presents an unacceptable risk
to Application Software Suppliers or Relying Parties (e.g. the CA/Browser Forum
might determine that a deprecated cryptographic/signature algorithm or key size
presents an unacceptable risk and that such Certificates should be revoked and
replaced by CAs within a given period of time).

* QuoVadis’ right to issue and manage Certificates under the EV Guidelines, the

49




digicert + QuoVadis




digicert + QuoVadis

4.9.6 Revocation Checking Requirement For Relying Parties

Digital Certificate revocation information is provided via the Certificate Revocation List in
the QuoVadis X.500 Directory services.

4.9.7 Certificate Revocation List Issuance Frequency

QuoVadis uses its offline root CAs to publish CRLs for its subordinate CAs at least
every 6 months and within 24 hours after revoking a subordinate CA certificate. All
other CRLs are published at least every 24 hours. CRLs are published and are
available 24 hours a day, 7 days a week.

4.9.8 Maximum Latency For Certificate Revocation List
The maximum latency for the Certificate Revocation list is 10 minutes.

4.9.9 On-Line Revocation/Status Checking Availability

QuoVadis provides Online Certificate Status Protocol (OCSP) checking. The URL for
the OCSP responder may be found within the Authority Information Access extension of
the Certificate.

4.9.10 On-Line Revocation Checking Requirement

The validity of a QuoVadis Digital Certificate must be checked online using the
QuoVadis Repository, the appropriate Certificate Revocation List or using the
appropriate Online Certificate Status Protocol responder by a Relying Party seeking to
become an Authorised Relying Party.

Failure to do so negates the ability of the Authorised Relying Party to claim that it acted
on the Digital Certificate with Reasonable Reliance.

QuoVadis supports an OCSP capability using the GET method for Certificates issued in
accordance with the Baseline Requirements.

Where required by the Baseline Requirements (all TLS/SSL certificates) or other
industry requirements, if the QuoVadis OCSP responder receives a request for status of
a certificate that has not been issued, then the responder will not respond with a "good"
status.

4.9.11 Other Forms Of Revocation Advertisements Available
Not applicable.
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4.9.12 Special Requirements in Relation to Key Compromise

Should a Private Key become compromised, the related Certificate shall immediately be
revoked. Should the private CA key become compromised, all Certificates issued by
that CA shall be revoked.

4.9.13 Circumstances For Suspension
No suspension of Digital Certificates is permissible within the QuoVadis PKI.

4.9.14 Who Can Request Suspension

No suspension of Digital Certificates is permissible within the QuoVadis PKI.

4.9.15
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* Allowing a Digital Certificate to expire.
* Revoking a Digital Certificate.

4.12 Key Archival And Recovery

QuoVadis provides optional Key Archive services for certain Certificate Profiles (see
Appendix A, section 10.1.2). Key archive is prohibited for QV Advanced+ and QV
Qualified Certificates, or for any Private Key whose Key Usage is dedicated to Signing
or Authentication. With respect to TLS/SSL and Codesigning certificates.The QuoVadis
PKI does not support key escrow or recovery of Certificate Holder private keys.

4.12.1
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* RAs are not required to communicate any information concerning a key recovery
to the Certificate Holder except when the Certificate Holder has requested
recovery.

4.12.2 Session Key Encapsulation And Recovery Policy And
Practices

Not Stipulated.
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5 Facility, Management, And
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5.1.3 Power and Air-Conditioning

The QuoVadis secure operating area is connected to dual power feeds via a fault
tolerant design. All critical components are connected to dual uninterrupted power
supply (UPS) units, to prevent abnormal shutdown in the event of a power failure. In the
event of a power failure there is an automatic failover to a standby generator.

5.1.4 Water Exposures

The QuoVadis secure operating area provides protection against water. It is located on
an upper floor with raised flooring, floors and walls are sealed.

5.1.5 Fire Prevention and Protection

The QuoVadis secure datacentre provides protection against fire and contains with an
automatic FM200 extinguishing system.

5.1.6 Media Storage

All magnetic media containing QuoVadis PKI information, including backup media, are
stored in containers, cabinets or safes with fire protection capabilities and are located
either within the QuoVadis service operations area or in a secure off-site storage area.

5.1.7 Waste Disposal
Paper documents and magnetic media containing trusted elements of QuoVadis or
commercially sensitive or confidential information are securely disposed of by:
* in the case of magnetic media:
- physical damage to, or complete destruction of, the asset;
- the use of an approved utility to wipe or overwrite magnetic media; and
* in the case of printed material, shredding, or destruction by an approved service.

5.1.8 Off-Site Backup

An off-site location is used for the storage and retention of backup software and data.
The off-site storage:
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CA Key Pair generation and initialisation of a Root CA or Issuing CA shall require the
active participation of at least two trusted individuals in each case. Such sensitive
operations also require the active participation and oversight of senior management.

Issuing CAs will utilise commercially reasonable practices to ensure that one person
acting alone cannot circumvent safeguards. Issuing CAs must ensure that no single
individual may gain access to any Private Key (other than the individual's own Private
Key). At a minimum, procedural or operational mechanisms must be in place for Issuing
CA key recovery in disaster recovery situations. To best ensure the integrity of the
Issuing CA equipment and operation, Issuing CAs will use commercially reasonable
efforts to identify a separate individual for each trusted role.

5.2.3 Identification and Authentication For Each Role

Persons filling trusted roles must undergo an appropriate security screening procedure,
designated “Position of Trust”.

Each individual performing any of the trusted roles shall use a QuoVadis issued Digital
Certificate (i.e., a Utility Certificate) stored on a cryptographic smart card evaluated to at
least Common Criteria EAL 4 to identify themselves to the Digital Certificate server and
Repository.

5.2.4 Roles Requiring Separation of Duties
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no control including, without limitation, acts of espionage, sabotage, criminal conduct, or
malicious interference.

5.3.1 Qualifications, Experience, and Clearance Requirements

QuoVadis requires that personnel meet a minimum standard with regards to
Quialifications, Experience, Clearance and Training.

5.3.2 Background Check Procedures
Background check procedures may include but are not limited to checks and
confirmation of:

* Previous employment

* Professional references

* Educational qualifications

* Criminal Records

* Credit/financial history and status

* Driving licenses

* Other relevant government records (e.g. national identifiers, etc.)
Where the above checks and confirmations cannot be obtained due to a prohibition or
limitation of law or other circumstances, QuoVadis will utilise available substitute

investigation techniques permitted by law that provide similar information, including
background checks performed by applicable Government agencies.

5.3.3 Training Requirements

QuoVadis provides its personnel with on-the-job and professional training in order to
maintain appropriate and required levels of competency to perform job responsibilities.
This includes specific vetting training for Validation Specialists, who may not undertake
Certificate validation and issuance until they have passed a suitable examination on
knowledge and skills.

5.3.4 Retraining Frequency And Requirements

Validation Specialists engaged in Certificate validation and issuance must maintain
adequate skill levels in order to have issuance privilege, consistent with QuoVadis’
training and performance programs.

5.3.5 Job Rotation Frequency And Sequence

QuoVadis provides and maintains a program of job rotation in order to maintain
appropriate and required levels of competency across key roles.
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* Details of the of entry (name, type etc)

* Source of entry (for example, terminal, port, location, customer, IP address)
* Destination address (if relevant)

* ldentity of the entity making the journal entry (e.g. User ID)

5.4.2 Frequency Of Processing Log

Audit logs are verified and consolidated at least monthly.

5.4.3 Retention Period For Audit Log

QuoVadis audit logs are retained for at least seven years. Audit logs relating to the
certificate lifecycle are retained as archive records for a period no less than eleven (11)
years for Swiss Qualified Certificates and for seven (7) years for all other Digital
Certificates. Certain high volume system generated logs are retained for 18 months
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5.4.7 Notification To Event-Causing Subject

Where an event is logged, no notice is required to be given to the Individual,
Organisation, Device or Application that caused the event.

5.4.8 Vulnerability Assessment

QuoVadis undergoes periodic penetration tests conducted by an external third party.
QuoVadis also performs internal vulnerability assessments on a regular basis.

5.5 Records Archival
5.5.1 Types Of Records Archived

QuoVadis archives, and makes available upon authorised request, documentation
related to and subject to the QuoVadis Document Access Policy. For each Digital
Certificate, the records contain information related to creation, issuance, intended use,
revocation and expiration. These records will include all relevant evidence in the Issuing
CA's possession including:

* Audit logs;

* Digital Certificate requests and all related actions;

« Contents of issued Digital Certificates;

» Evidence of Digital Certificate acceptance and signed (electronically or
otherwise) Certificate Holder Agreements;

* Revocation requests and all related actions;

* Archive and retrieval requests;

» Digital Certificate Revocation Lists posted;

* Audit Opinions as discussed in this QuoVadis CP/CPS; and
* Name of the relevant QuoVadis Registration Authority.

5.5.2 Retention Period For Archive

Audit logs relating to the certificate lifecycle are retained as archive records for a period
no less than eleven (11) years for Swiss Qualified Certificates and for seven (7) years
for all other Digital Certificates. Detailed system generated logs are retained for 18
months based on a risk assessment.

5.5.3 Protection Of Archive

Archives shall be retained and protected against modification or destruction. Only
specific QuoVadis Trusted Roles, and auditors may view the archives in whole. The
contents of the archives will not be released as a whole, except as required by law.
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QuoVadis may decide to release records of individual transactions upon request of any
of the entities involved in the transaction or their recognised representatives. A
reasonable handling fee per record (subject to a minimum fee) will be assessed to cover
the cost of record retrieval.

5.5.4
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6.1.2 Private Key Delivery To Certificate Holder

As regards TLS/SSL certificates Certificate Holders are solely responsible for the
generation of the private keys used in their Certificate Requests. QuoVadis does not
provide SSL key generation, escrow, recovery or backup facilities.

Where QuoVadis generates the private keys on behalf of the Certificate Holder, they are
provided in a secure manner via the QuoVadis Trust/Link certificate management
system.

For some EU Qualified Certificates, a Qualified Trust Service Provider (QTSP)
generates and manages private keys on behalf of the Certificate Holder. Where the
policy requires the use of a Qualified Signature Creation Device (QSCD) then the
signatures shall only be created by the QSCD. In the case of natural persons, the
Certificate Holders’ private key is maintained and used under their sole control and used
only for electronic signatures. In the case of legal persons, the private key is maintained
and used under their control and used only for electronic seals.

6.1.3 Public Key Delivery To Certificate Issuer

Public Keys must be delivered in a secure and trustworthy manner, such as a Digital
Certificate request message. Delivery may also be accomplished via non-electronic
means. These means may include, but are not limited to, USB drive (or other storage
medium) sent via registered mail or courier, or by delivery of a Token for local Key
generation at the point of Digital Certificate issuance or request. Offline means will
include Identity checking and will not inhibit establishing proof-of-possession of a
corresponding Private Key. Any other methods used for Public Key delivery will be
stipulated in a Certificate Holder Agreement or other agreement. In those cases where
Key Pairs are generated by the Issuing CA on behalf of the Holder, the Issuing CA will
implement secure mechanisms to ensure that the Token on which the Key Pair is held
is securely sent to the proper Holder, and that the Token is not activated prior to receipt
by the proper Holder.

6.1.4 Certification Authority Public Key To Relying Parties

QuoVadis Public Keys are securely delivered to software providers to serve as trust
anchors in commercial browsers and operating system root stores, or may be specified
in a Certificate validation or path discovery policy file. Relying Parties may also obtain
QuoVadis self-signed CA Certificates containing the Public Key from the QuoVadis web
site.

6.1.5 Key Sizes

Key lengths within the QuoVadis PKI are determined by the QuoVadis Policy
Management Authority in accordance with industry guidance and best practice. Key
sizes for individual certificate profiles are disclosed in Appendix A and Appendix B.
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Currently QuoVadis generates and uses at least the following key sizes, signature
algorithms and hash algorithms for signing Certificates, CRLs and certificate status
server responses:

e 2048-bit RSA Key or 384-
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precautions to prevent the loss, damage, disclosure, modification, or unauthorised use
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6.2.4 Private Key Backup

All Issuing CA Keys are held in secure cryptographic devices and are equally secured
whenever stored outside the FIPS- boundary of the secure cryptographic device, never
appearing in plaintext. Issuing CA Private Keys are stored in an encrypted state (using
an encryption key to create a “cryptographic wrapper” around the key). Access is only
by N- of-M control discussed above in Section 6.2.2. They are backed up under further
encryption and maintained on-site and in secure off-site storage.

Certificate Holders may choose to backup their Private Keys by backing up their hard
drive or the encrypted file containing their Keys.

6.2.5 Private Key Archive

The QuoVadis PKI does not support private key archive for TLS/SSL Certificates.
Private Keys used for encryption shall not be archived, unless the Certificate Holder or
Registration Authority specifically contracts for such services. Private Key archive is
prohibited for QV Advanced+ and QV Qualified Certificates, or for any Private Key
whose Key Usage is dedicated to Signing or Authentication.

Where a single Key Pair is generated for Signing and Encryption, the Private Key will
only be archived on the specific request of the Certificate Holder and the corporate
entity with which that Certificate Holder is affiliated.

n Under no circumstances will Private Keys for Swiss or European Qualified
Digital Certificates be archived.

6.2.6 Private Key Transfer Into Or From A Cryptographic Module

If a Cryptographic Module is used, the Private Key must be generated in it and remain
there in encrypted form, and be decrypted only at the time at which it is being used.
Private Keys must never exist in plain-text form outside the cryptographic module. In the
event that a Private Key is to be transported from one Cryptographic Module to another,
the Private Key must be encrypted during transport.

6.2.7 Private Key Storage On Cryptographic Module

CA private keys are generated and stored in a physically secure environment within
cryptographic modules that are validated to FIPS 140-2 Level-3.
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6.2.8 Method Of Activating Private Key
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Holder, QuoVadis operates the QSCD in accordance with Annex Il of the
elDAS Regulation.

6.3 Other Aspects Of Key Pair Management
6.3.1 Public Key Archival

Public Keys will be recorded in Digital Certificates that will be archived in the
Repository. No separate archive of Public Keys will be maintained.

6.3.2 Certificate Operational Periods And Key Pair Usage
Periods

Usage periods for Public Keys and Private Keys shall match the usage periods for the
Digital Certificate that binds the Public Key to an Individual, Organisation, or Device.
Please see the variable Issuing Certificate Authority ‘Valid From’ and ‘Valid To’ fields in
the Certificate Profiles outlined in Appendix A.

The maximum validity periods for Digital Certificates issued within the QuoVadis PKI
are:

* Root CA Certificate 30 years
* All Issuing CA Certificates 10 — 15 years
* Qualified Certificates 1to 3 years
- Business SSL Certificates 825 days
- EV SSL Certificates 2 years
* All other Digital Certificates Variable
(But less than the remainder of the appropriate Issuing Certificate Authority
Certificate)

6.4 Activation Data

6.4.1 Activation Data Generation And Installation
Two-factor authentication shall be used to protect access to a Private Key. One of thec
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The QuoVadis Chief Security Officer periodically verifies the integrity of the Certificate
Authority software and monitors the configuration of the Certificate