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QuoVadis PKI Disclosure Statement Version 1.0

Important Notice about this Document

This document is the PKI Disclosure Statement for PKloverheid herein after referred to as the PDS. This document
does not substitute or replace the Certificate Policy/Certification Practice Statement (CP/CPS) under which digital
certificates issued by QuoVadis Limited (QuoVadis) are issued. This PKI Disclosure Statement relates to the following
CP/CPS documents:

1 QuoVadis CPS PKloverheid Persoon

1 QuoVadis CPS PKloverheid Service

1  QuoVadis CPS PKloverheid Service/Server

f  QuoVadis CPS PKloverheid EV

1 QuoVadis CPS PKloverheid Burger

1 QuoVadis CPS PKloverheid Private Personen

You must read the relevant PKloverheid CP/CPS at www.quovadisglobal.com/repository before you apply for or rely
on a Certificate issued by QuoVadis.

The purpose of this document is to summarise the key points of the QuoVadis PKloverheid CP/CPS for the benefit of
Subscribers, Certificate Holders and Relying Parties.

This document is not intended to create contractual relationships between QuoVadis and any other person. Any person
seeking to rely on Certificates or participate within the QuoVadis PKI must do so pursuant to definitive contractual
documentation. This document is intended for use only in connection with QuoVadis and its business. This version of
the PDS has been approved for use by the QuoVadis Policy Management Authority (PMA) and is subject to amendment
and change in accordance with the policies and guidelines adopted, from time to time, by the PMA. The date on which
this version of the PDS becomes effective is indicated on this document.

Version Control:

Author Date Version | Comment
QuoVadis PMA 27 august 2018 1.0 First version
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2.2 PKlo advanced

PURPOSE

pkio Advanced Digital Certificates provide reliable vetting of the holder’s identity and may be used for a broad
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2.4.1. QuoVadis Qualified Website Authentication (QCP-w

PURPOSE

ETSI EN 319 411-2 defines “QCP-w" as the “policy for EU qualified website certificate issued to a natural or a legal
person and linking the website to that person”. QuoVadis policy is that QuoVadis Qualified Website Authentication
(QCP-w) certificates will only be issued to legal persons and not natural persons.

QuoVadis QCP-w certificates will be issued under the requirements of ETSI EN 319 411-2 aim to support website
authentication based on a qualified certificate defined in articles 3 (38) and 45 of the eIDAS Regulation.

QCP-w Certificates issued under these requirements endorse the requirement of EV Certificates whose purpose is
specified in clause 5.5 of ETSI EN 319 411-1 [2]. In addition, EU qualified certificates issued under this policy may be
used to provide a means by which a visitor to a website can be assured that there is a genuine and legitimate entity
standing behind the website as specified in the eIDAS Regulation.

The certificate profile below is designed in accordance with:

. The EV Guidelines;

. ETSI EN 319 411-2;

. ETSI EN 319 412-4; and

. ETSI EN 319 412-5:

. PKloverheid PVE part 3F

. PKloverheid PVE basiseisen

REGISTRATION PROCESS

The verification requirements for a QuoVadis Qualified Website Authentication (QCP-w) certificate are consistent with
the vetting requirements for a PKloverheid EV SSL certificate (described in the PKloverheid 3F CP/CPS), with the
following additional verification:

QuoVadis Qualified Website Authentication (QCP-w) certificates are only issued to legal persons and not
natural persons. The identity of the legal person and, if applicable, any specific attributes of the legal person,
shall be verified:

i. by the physical presence of an authorized representative of the legal person; or
ii. using methods which provide equivalent assurance in terms of reliability to the physical presence
of an authorized representative of the legal person and for which QuoVadis can prove the equivalence.

2.5 Services Server Certificates
QuoVadis issues three forms of Certificates according to the terms of the QuoVadis PKloverheid 3E/3F CPS
(www.quovadisglobal.com/repository):

i PKloverheid services server Certificates are Certificates for which limited authentication and authorization checks
are performed on the Subscriber and the individuals acting for the Subscriber.

ii. PKloverheid Extended Validation SSL Certificates
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6. LIMITED WARRANTY AND DISCLAIMER/LIMITATION OF LIABILITY

QuoVadis shall not in any event be liable for any loss of profits, loss of sales or turnover, loss or damage to reputation,
loss of contracts, loss of customers, loss of the use of any software or data, loss or use of any computer or other
equipment (save as may arise directly from breach of the CP/CPS), wasted management or other staff time, losses or
liabilities under or in relation to any other contracts, indirect loss or damage, consequential loss or damage, special
loss or damage, and for the purpose of this paragraph, the term “loss” means a partial loss or reduction in value as
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10.2 Dispute Resolution
Complaints can be communicated to QuoVadis via the QuoVadis website using the “Contact Us” link at
https://www.guovadisglobal.com/ContactUs.aspx.

Complaints can also be communicated to QuoVadis verbally by phoning the relevant QuoVadis office. A list of QuoVadis
offices and contact details are provided at https://www.quovadisglobal.com/Locations.aspx. Complaints will be
considered by QuoVadis management and then the appropriate steps will be taken.

Any controversy or claim between two or more participants in the QuoVadis PKI (for these purposes, QuoVadis shall
be deemed a “participant” within the QuoVadis PKI) arising out of or relating to the QuoVadis CP/CPS shall be shall be
referred to an arbitration tribunal.

The Relationships between the Participants are dealt with under the system of laws applicable under the terms of the

contracts entered into. In general these can be summarised as follows;

71 Dispute between the Root CA and an Issuing CA is dealt with under Bermuda Law.

1  Dispute between an Issuing CA and a Registration Authority is dealt with under the applicable law of the Issuing
CA.

1  Dispute between an Issuing CA and an Authorised Relying Party is dealt with under the applicable law of the
Issuing CA.

For Qualified Certificates issued from Issuing CAs listed on the Netherlands national Trusted List, such arbitration shall,

unless agreed otherwise between the parties take place in The Netherlands.

11. TSP AND REPOSITORY LICENCES, TRUST MARKS AND AUDIT
Refer to https://www.quovadisglobal.com/AboutUs/Accreditations.aspx for a list of QuoVadis’ audits and accreditations.
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