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Important Note About this Document  
 
This document is the Certificate Policy/Certification Practice Statement herein after referred to as the CP/CPS adopted 
by QuoVadis Limited (QuoVadis). The QuoVadis CP/CPS contains an overview of the practices and procedures that 
QuoVadis employs for its operation as a Digital Certification Authority. This document is not intended to create 
contractual relationships between QuoVadis Limited and any other person. Any person seeking to rely on Certificates 
or participate within the QuoVadis PKI must do so pursuant to definitive contractual documentation. This document is 
intended for use only in connection with QuoVadis and its business. This version of the CP/CPS has been approved for 
use by the QuoVadis Policy Management Authority (PMA) and is subject to amendment and change in accordance with 
the policies and guidelines adopted, from time to time, by the PMA and as otherwise set out herein. The date on which 
this version of t he CP/CPS becomes effective is indicated on this CP/CPS. The most recent effective copy of this CP/CPS 
supersedes all previous versions. No provision is made for different versions of this CP/CPS to remain in effect at the 
same time. 
 
 
Contact Information:  
 

Corporate Offices:  
QuoVadis Limited 
3rd Floor Washington Mall 
7 Reid Street,  
Hamilton HM-11 
Bermuda 

Mailing Address:  
QuoVadis Limited 
Suite 1640 
48 Par-La-Ville Road  
Hamilton HM-11  
Bermuda 

 
Website: www.quovadisglobal.com  
Electronic mail: compliance@quovadisglobal.com  
 
 
Version Control:  

Author  Date  Version  Comment  
QuoVadis PMA 1 December 2006 1.0 Baseline for Root Ceremony 
QuoVadis PMA 15 December 2006 1.5 Edits for EV compliance 
QuoVadis PMA 28 December 2006 1.6 Formatting and corrections 
QuoVadis PMA 12 January 2007 1.7 Corrections to cert policies 
QuoVadis PMA 02 October 2007 1.8 Revisions for v1 of EV Guidelines 
QuoVadis PMA 27 May 2008 1.9 Updated to reflect V1.1 of EV Guidelines 
QuoVadis PMA 22 April 2010 1.10 Update for EV Guidelines Errata and 

revised Certificate Holder Agreement 
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1.3.1.  Certification Authority  
The following OIDs are pertinent to this CP/CPS: 
 
QuoVadis Root CA2/  QuoVadis Root CA 2 G3    1.3.6.1.4.1.8024.0.2  
QuoVadis Global SSL ICA (all generations)    1.3.6.1.4.1.8024.0.2.100.1  
QuoVadis Business SSL    1.3.6.1.4.1.8024.0.2.100.1.1 
QuoVadis Extended Validation SSL    1.3.6.1.4.1.8024.0.2.100.1.2 
QuoVadis Code Signing    1.3.6.1.4.1.8024.0.2.200.1.1 
 
The inclusion of the QuoVadis Business SSL OID (1.3.6.1.4.1.8024.0.2.100.1.1) in the certificatePolicies extension of 
an end entity certificate asserts adherence to and compliance with the Baseline Requirements.   
 
The inclusion of the QuoVadis Extended Validation SSL OID (1.3.6.1.4.1.8024.0.2.100.1.2) in the certificatePolicies 
extension of an end entity certificate asserts adherence to and compliance with the EV Guidelines.   
 
The inclusion of the QuoVadis Code Signing OID (1.3.6.1.4.1.8024.0.2.200.1.12) in the certificatePolicies extension of 
an end entity certificate asserts adherence to and compliance with the Code Signing Minimum Requirements.   
 
QuoVadis Root CA2 and its underlying Issuing CAs issue Certificates to Certificate Holders in accordance with this 
CP/CPS.  In its role as a CA, QuoVadis performs functions associated with public key operations that include receiving 
requests; issuing, revoking and renewing a Certificate; and the maintenance, issuance, and publication of CRLs for 
users within the QuoVadis PKI.  In its capacity as a CA, QuoVadis will: 
 
-  Conform its operations to this CP/CPS (or other relevant business practices); 
-  Issue and publish Certificates in a timely manner;  
-  Perform verification of Certificate Holder information in accordance with this CP/CPS; 
-  Revoke Certificates upon receipt of a valid request from an authorised person or on its own initiative when 

circumstances warrant; and 
-  Notify Certificate Holders of the imminent expiry of their Certificates.  
 
Issuing CAs chaining to a QuoVadis Root must not be used for Man in the Middle (MITM) purposes or for the traffic 
management of domain names or IP addresses that the entity do es not own or control.  QuoVadis will not issue a 
subordinate Issuing CA Certificate to be used for these purposes. 
 
Issuing CAs chaining to a publicly trusted QuoVadis Root must either be technically constrained, or undergo an 
independent audit and be publicly disclosed in the Repository on the QuoVadis website 
(https://www.quovadisglobal.com/repository ). 
 
1.3.2.  Registration Authorities  
QuoVadis acts as Registration Authority (RA) for Certificates it issues.  An RA is an entity that performs verification of 
Certificate Holder information in accordance with this CP/CPS, and revokes Certificates upon receipt of a valid request 
from an authorised person. 
 
Third parties, who enter into a contractual r elationship with QuoVadis, may act as Enterprise Registration Authorities 
(ERAs) and authorise the issuance of 
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Before accepting and using a Certificate, a Certificate Holder must: (i) generate its own key p air; (ii) submit an 
application for a QuoVadis Certificate; and (iii) accept and agree to the terms and conditions of the applicable QuoVadis 
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QuoVadis conforms to the current version of the CA/Browser Forum Guidelines for the Issuance and Management of 
Extended Validation Certificates (�³EV Guidelines� )́ published at UUhttp UU://www.cabforum.org .  In the event of any 
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3.1.5.  Uniqueness Of Names  
Name uniqueness is ensured through the use of the Common Name attribute of the Subject Field, which contains the 
authenticated domain name, which is controlled under the auspices of the Internet Corporation for Assigned Names 
and Numbers (ICANN). 
 
3.1.6.  
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4.3.  Certificate Issuance  
4.3.1.  CA Actions During Certificate Issuance  
Certificate issuance is governed by the practices described in and any requirements imposed by this CP/CPS. 
 
4.3.2.  Notification To Certificate Holder  By The CA Of Issuance Of Certificate  
Certificates are delivered to the Certificate Requester designated in the Certificate Application. 
 
4.4.  Certificate Acceptance  
4.4.1.  Conduct Constituting Certificate Acceptance  
The Certificate Requester is responsible for installing the issued Certificate on the Certificate Holder�¶�V�� �F�R�P�S�X�W�H�U�� �R�U��
cryptographic module according to the Certificate Holder's system specifications.  A Certificate Holder is deemed to 
have accepted a Certificate when: 
 
-  The Certificate Holder downloads, installs, or otherwise takes delivery of the  Certificate; or  
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5.2.  Procedural Controls  
Administrative processes are described in detail in the various documents used within and supporting the QuoVadis 
PKI.  Administrative procedures related to personnel and procedural requirements, as well as physical and technological 
security mechanisms, are maintained in accordance with this CP/CPS and other relevant operational documents.  Except 
for certain RA functions described in this CP/CPS, QuoVadis does not outsource operations associated with Root CA2. 
 
5.2.1.  Trusted Roles  
In order to ensure that one person acting alone cannot circumvent security, trusted responsibilities are shared by 
multiple roles and individuals. This is accomplished by creating separate roles and accounts on various components of 
the CA system, and each role has a limited amount of capability. This method allows a system of "checks and balances" 
to occur among the various roles.  Oversight may be in the form of a person who is not directly involved in issuing 
Certificates examining system records or audit logs to ensure that other persons are acting within the realms of their 
responsibilities and within the stated security policy.  This is accomplished by creating separate roles and accounts on 
the service workstation, each of which has a limited amount of capability. Th is method allows a system of checks and 
balances to occur among the various roles.  
 
5.2.2.  Number Of Persons Required Per Task  
At least two people are assigned to each trusted role to ensure adequate support at all times except verifying and 
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Where the above checks and confirmations cannot be obtained due to a prohibition or limitation of law or other 
circumstances, QuoVadis will utilise available substitute investigation techniques permitted by law that provide similar 
information including background checks performed by applicable government agencies. 
 
5.3.3.  Training Requirements  
QuoVadis provides its personnel with on-the-job and professional training in order to maintain appropriate and requi red 
levels of competency to perform job responsibilities.   This includes specific vetting training for Validation Specialists, 
who may not undertake Certificate validation and issuance until they have passed a suitable examination on knowledge 
and skills. 
 
5.3.4.  Retraining Frequency And Requirements  
Validation Specialists engaged in Certificate validation and issuance must maintain adequate skill levels in order to have 
issuance privilege, consistent with QuoVadis�¶ training and performance programs. 
 
5.3.5 . 
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5.5.7.  Procedures To Obtain And Verify Archive Information  
Only Issuing CA officers and auditors may view the archives in whole. The contents of the archives will not be released 
as a whole, except as required by law.  QuoVadis may decide to release records of individual transactions upon request 
of any of the entities involved in the transaction or their authorised representatives. A reasonable handling fee per 
record (subject to a minimum fee) will be assessed to cover the cost of record retrieval.  
 
5.6.  Key Changeover  
Key changeover is not automatic but procedures enable the smooth transition from expiring CA Certificates to new CA 
Certificates. Towards the end of the CA private k�H�\�¶�V���O�L�I�H�W�L�P�H�����4�X�R�9�D�G�L�V���F�H�D�V�H�V���X�V�L�Q�J���L�W�V���H�[�S�L�Uing CA private key to sign 
Certificates (well in advance of expiration) and uses the old private key only to sign CRLs associated with that key
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6.2.4.  Private Key Backup  
Issuing CA private keys are stored in an encrypted �V�W�D�W�H�����X�V�L�Q�J���D�Q���H�Q�F�U�\�S�W�L�R�Q���N�H�\���W�R���F�U�H�D�W�H���D���³�F�U�\�S�W�R�J�U�D�S�K�L�F���Z�U�D�S�S�H�U�´��
around the key.  Access is only by N-of-M control as defined in this CP/CPS. Backup copies are maintained on site and 
in secure, offsite storage.  
 
6.2.5.  Private Key Archive  
The QuoVadis PKI does not support private key archive. 
 
6.2.6.  
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7.1. 8. Policy Qualifiers Syntax And Semantics  
QuoVadis Certificates include a brief statement in the Policy Qualifier field of the Certificate Policy extension to inform 
potential Relying Parties on notice of the limitations of liability and other terms and conditions on the use of the 
Certificate, including those contained in this CP/CPS, which are incorporated by reference into the Certificate. 
 
7.1. 9. Processing Semant ics For The Critical Certificate Policies Extension  
No stipulation.  
 
7.2.  CRL Profile  
7.2.1.  Version Number  
QuoVadis issues version 2 CRLs conforming to RFC 5280, and which contain the basic fields listed below:  
 

Version 
Issuer Signature Algorithm  
Issuer Distinguished Name  
thisUpdate (UTC format) 
nextUpdate (UTC format �± thisUpdate plus 12 hours) 
Revoked Certificates list 
Serial Number 
Revocation Date (see CRL entry extension for Reason Code below) 
�,�V�V�X�H�U�¶�V���6�L�J�Q�D�W�X�U�H 

 
7.2.2.  CRL And CRL Entry Extensions  

CRL Number (monotonically increasing integer - 
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9.6. 2. Third Party LRA Representations  and Warrant ies  
Third party LRAs warrant that:  
-  There are no material misrepresentations of fact in the Certificate known to , or which reasonably ought to be 

known to, the LRA or its agents; 
-  There are no errors in the information in the Certificate that were introduced by the LRA or its agents as a result 

of a failure to exercise reasonable care; and 
-  Their Certificates meet all material requirements of this CP/CPS. 
 
Additional representations and warranties relevant to LRAs may be included in Certificate Holder Agreements for specific 
Certificate Policies.  
 
9.6. 3. Certificate Holder  Representations And Warranties  
As part of the Certificate Holder Agreement agreed to by all Certificate Holder
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equipment save as may arise directly from breach of this CP/CPS, wasted management or other staff time, losses or 
liabilities under or in relation to any other contracts, indirect loss or damage, consequential loss or damage, special 
�O�R�V�V���R�U���G�D�P�D�J�H�����D�Q�G���I�R�U���W�K�H���S�X�U�S�R�V�H���R�I���W�K�L�V���S�D�U�D�J�U�D�S�K�����W�K�H���W�H�U�P���³�O�R�V�V�´���P�H�D�Q�V���D���S�D�U�W�L�D�O���O�R�V�V���R�U���U�H�G�X�F�W�L�Rn in value as 
well as a complete or total loss. 
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Standard Certificates  US $250,000 
Device Certificate US $250,000 

 
�,�Q���Q�R���H�Y�H�Q�W���V�K�D�O�O���4�X�R�9�D�G�L�V�¶���O�L�D�E�L�O�L�W�\���H�[�F�H�H�G���W�K�H���O�R�V�V���O�L�P�L�W�V���V�H�W���R�X�W���L�Q���W�K�H���W�D�E�O�H���D�E�R�Y�H�����7�K�H���O�R�V�V���O�L�P�L�W�V���D�S�S�O�\���W�R���W�K�H���O�L�I�H��
cycle of a particular Digital �&�H�U�W�L�I�L�F�D�W�H�� �W�R�� �W�K�H�� �L�Q�W�H�Q�W�� �W�K�D�W�� �W�K�H�� �O�R�V�V�� �O�L�P�L�W�V�� �U�H�I�O�H�F�W�� �4�X�R�9�D�G�L�V�¶�� �W�R�W�D�O�� �S�R�W�H�Q�W�L�D�O�� �F�X�P�X�O�D�W�L�Y�H��
liability per Digital Certificate per year (irrespective of the number of claims per Digital Certificate). The foregoing 
limitation applies regardless of the number of transactions or causes of action relating to a particular Digital Certificate 
�L�Q���D�Q�\���R�Q�H���\�H�D�U���R�I���W�K�D�W���'�L�J�L�W�D�O���&�H�U�W�L�I�L�F�D�W�H�¶�V���O�L�I�H���F�\�F�O�H�� 
 
9.9.  Indemnities  
Notwithstanding any limitations on its liability to Certificate Holders and Relying Parties, QuoVadis acknowledges that 
the Application Software Suppliers who have a Root Certificate distribution agreement in place with QuoVadis do not 
assume any obligation or potential liability of QuoVadis under this CP/CPs or that  otherwise might exist because of the 
issuance or maintenance of Certificates or reliance thereon by Relying Parties or others. QuoVadis shall defend, 
indemnify, and hold harmless each Application Software Supplier for any and all claims, damages, and losses suffered 
by such Application Software Supplier related to a Certificate issued by QuoVadis, regardless of the cause of action or 
legal theory involved. This does not apply, however, to any claim, damages, or loss suffered by such Application 
Software Supplier related to a Certificate issued by QuoVadis where such claim, damage, or loss was directly caused 
�E�\�� �V�X�F�K�� �$�S�S�O�L�F�D�W�L�R�Q�� �6�R�I�W�Z�D�U�H�� �6�X�S�S�O�L�H�U�¶�V�� �V�R�I�W�Z�D�U�H�� �G�L�V�S�O�D�\�L�Q�J�� �D�V�� �Q�R�W�� �W�U�X�V�W�Z�R�U�W�K�\�� �D�� �&�H�U�W�L�I�L�F�D�W�H�� �W�K�D�W�� �L�V�� �V�W�L�O�O�� �Y�D�O�L�G���� �R�U 
displaying as trustworthy: (1) a Certificate that has expired, or  (2) a Certificate that has been revoked (but only in  
cases where the revocation status is currently available from QuoVadis online, and the application software either  failed 
to check such status or ignored an indication of revoked status).  
 
Any user of a QuoVadis Certificate, whether a Certificate Holder, Relying Party or otherwise, shall indemnify and hold 
harmless QuoVadis from any and all damages and losses arising out of: (i) use of the QuoVadis Certificate in a manner 
not authorised by QuoVadis; (ii) tampering with the QuoVadis Certificate; or (iii) misrepresentation or omission of 
material fact in order to obtain or use a Certificate, whether or not such misrepresentation or omission was intentional . 
In addition, Certificate Holders shall indemnify and hold harmless QuoVadis from any and all damages (including legal 
fees) for lawsuits, claims or actions by third -parties relying on or otherwise using a QuoVadis Certificate relating to: (i) 
Certificate Holder's breach of its obligations under the Certificate Holder Agreement or this CP/CPS; (ii) Certificate 
Holder's failure to  protect its private k ey; or ( iii) claims (including without limitation infringement claims) pertaining to 
content or other information or data supplied by Certificate Holder. 
 
9.10 . Term And Termination  
9.10.1.  Term  
This CP/CPS and any amendments hereto shall become effective upon publication in the Repository and shall remain 
in effect perpetually until terminated in accordance with this Section 9.10.  
 
9.10.2.  Termination  
This CP/CPS shall remain in force until it is amended or replaced by a new version  in accordance with this Section 9.10. 
 
9.10.3.  Effect Of Termination And Survival  
The conditions and effect resulting from termination of this CP/CPS will be communicated via the QuoVadis website 
upon termination. That communication will outline the provisions that may survive termination of this CP/CPS and 
remain in force. The responsibilities for protecting business confidential and private personal information shall survive 
termination, and the terms and conditions for all existing Certificates shall remain valid for the remainder of the validity 
periods of such Certificates. 
 
9.11.  Individual Notices And Communications With Participants  
Electronic mail, postal mail, fax, and web pages will all be valid means of QuoVadis providing any of the notices required 
by this CP/CPS, unless specifically provided otherwise.  Electronic mail, postal mail, and fax will all be valid means of 
providing any notice required pursuant to this CP/CPS to QuoVadis unless specifically provided otherwise (for example 
in respect of revocation procedures). 
 
9.12.  Amendments  
9.12.1.  Procedure For Amendment  
Amendments to this CP/CPS are made and approved by the QuoVadis Policy Management Authority (PMA). 
Amendments shall be in the form of an a mended CP/CPS or a replacement CP/CPS.  Updated versions of this CP/CPS 
supersede any designated or conflicting provisions of the referenced version of the CP/CPS.    
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9.17.  Other Provisions  
No stipulation.  
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APPENDIX A  �± Root and Issuing CA Profiles  
 
QuoVadis Root CA2 
 

Field  Value  

Version  V3  

Serial Number  Unique number  0509 

Issuer Signature 
Algorithm  

sha-1WithRSAEncryption {1 2 840 113549 1 1 5}  

Issuer 
Distinguished Name  

Unique X.500 CA DN.  
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QuoVadis Root CA 2 G3  
 

Field  Value  

Version  V3  

Serial Number  Unique number  445734245b81899b35f2ceb82b3b5ba726f07528 

Issuer Signature 
Algorithm  

sha256RSA {1.2.840.113549.1.1.11 }   

Issuer 
Distinguished Name  

Unique X.500 CA DN.  

CN = QuoVadis Root CA 2 G3 

O =QuoVadis Limited 

C = BM 

Validity Period  30 years expressed in UTC format  
NotBefore: 01/12/2012 18:59:32 
NotAfter:    01/12/2042 18:59:32 

Subject 
Distinguished Name  

CN = QuoVadis Root CA 2 G3 

O =QuoVadis Limited 

C = BM 

Subject Public Key 
Information  

Public Key Algorithm: 
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QuoVadis 
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QuoVadis Qualified Web ICA G1  

Field  Value  

Version  V3  

Serial Number  Unique number    4984b32ba495d0c61de34bcf14d3a35aee508644 

Issuer Signature 
Algorithm  

sha256RSA {1.2.840.113549.1.1.11 } 

Issuer 
Distinguished Name  

Unique X.500 CA DN.  

CN = QuoVadis Enterprise Trust CA 2 G3 

O =QuoVadis Limited 

C = BM 

Validity Period  10 years  
NotBefore: 16/3/2017  
NotAfter: 14/3/2027 

Subject 
Distinguished Name  

CN=QuoVadis Qualified Web ICA G1 
O=QuoVadis Trustlink B.V. 
OID.2.5.4.97=NTRNL-30237459 
C=NL 

Subject Public Key 
Information  

4096-bit RSA key modulus, rsaEncryption {1 2 840 113549 1 1 1}  

Signature Algorithm sha256RSA {1.2.840.113549.1.1.11 } 

Extension  Value  

Authority Key 
Identifier  

c=no;    
KeyID=64 e3 05 8b 26 be f3 35 f5 9f 31 12 08 f8 e4 16 9c 2a a8 62  

Subject Key 
Identifier  

c=no;  
KeyID= 04 



QuoVadis Root CA2 CP/CPS   Version 2.4  

Copyright QuoVadis Limited:  Public Document  Page 43  

 
Appendix B �± Certificate Holder  Certificate Profiles  
 
Business SSL  
 

Field  Value  

Version  V3  
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Extended Validation SSL  
 

Field  Value  Comments  

Version  V3 (2)   

Serial Number  Unique system generated random number 
assigned to each certificate, containing at least 
64 bits of output.  

 

Issuer Signature 
Algorithm  

sha256RSA (1.2.840.113549.1.1.11)   

Issuer 
Distinguished Name  

Unique X.500 CA DN.  
CN = QuoVadis EV SSL ICA G1 or CN = 
QuoVadis Global SSL ICA G2 or CN = QuoVadis 
Global SSL ICA G3 

O = QuoVadis Limited 

C = BM 

 

Validity Period  1  or 2 years expressed in UTC format   

Subject Distinguished Name   

Organization Name  subject:organisationName  
(2.5.4.10 )  

�7�K�L�V���I�L�H�O�G���0�8�6�7���F�R�Q�W�D�L�Q���W�K�H���6�X�E�M�H�F�W�¶�V��
full legal organisation name as listed in 
the official records of the Incorporating 
or Registration Ag�H�Q�F�\���L�Q���W�K�H���6�X�E�M�H�F�W�¶�V��
Jurisdiction of Incorporation. In 
addition, an assumed name or d/b/a 
name used by the Subject MAY be 
included at the beginning of this field, 
provided that it is followed by the full 
legal organisation name in parenthesis. 
If the comb ination of the full legal 
organisation name and the assumed or 
d/b/a name exceeds 64 characters as 
defined by RFC 5280, only the full legal 
organisation name will be used.  

Organisation Unit subject:organisationUnit 
(2.5.6.5)  

Information not verified.  

Common Name  subject:commonName  
(2.5.4.3)  
cn = Common name  

SubjectAlternativeName:dNSName is 
found below in this table.  
This field MUST contain one or more 
host domain name(s) owned or 
controlled by the Subject and to be 
�D�V�V�R�F�L�D�W�H�G���Z�L�W�K���6�X�E�M�H�F�W�¶�V���S�X�E�O�Lcly 
accessible server. Such server may be 
owned and operated by the Subject or 
another entity (e.g., a hosting service). 
Wildcard Certificates are not allowed for 
EV Certificates.  

City or Town of 
Incorporation  

subject:jurisdictionOfIncorporationLocalityName 
(1.3.6.1.4.1.311.60.2.1.1)  

ASN.1 - X520LocalityName as specified 
in RFC 5280  
Full name of Jurisdiction of 
Incorporation for an Incorporating or 
Registration Agency at the city or town 
level, including both country and state 
or province information as follows.  
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Commitment to Comply with Guidelines  
�4�X�R�9�D�G�L�V���F�R�Q�I�R�U�P�V���W�R���W�K�H���F�X�U�U�H�Q�W���Y�H�U�V�L�R�Q���R�I���W�K�H���&�$���%�U�R�Z�V�H�U���)�R�U�X�P���³�*�X�L�G�H�O�L�Q�H�V���I�R�U���W�K�H���,�V�V�X�D�Q�F�H���D�Q�G���0�D�Q�D�J�H�P�H�Q�W���R�I��
�(�[�W�H�Q�G�H�G�� �9�D�O�L�G�D�W�L�R�Q�� �&�H�U�W�L�I�L�F�D�W�H�V�´�� ���(�9�� �*�X�L�G�H�O�L�Q�H�V���� �S�X�E�O�L�V�K�H�G�� �D�W��UUhttp UU://www.cabforum.org .  In the ev ent of any 
inconsistency between this document and those Guidelines, those Guidelines take precedence over this document. 
 
Eligible Applicant s 
QuoVadis issues EV Certificates to Private Organizations, Government Entities, Business Entities and Non-Commercial 
Entities satisfying the requirements specified below: 
 
(a) Private Organization Subjects 
-  The Private Organization MUST be a legally recognised entity whose existence was created by a filing with (or an 

act of) the Incorporating  or Registration Agency in its Jurisdiction of Incorporation (e.g., by issuance of a Certificate 
of incorporation)  or is an entity that is chartered by a state or federal regulatory agency ; 

-  The Private Organization MUST have designated with the Incorporating Agency either a Registered Agent or 
Registered Office (as required under the laws of the Jurisdiction of Incorporation) or equivalent;  

-  The Private Organization MUST NOT be designated on the records of the Incorporating Agency by labels such as 
�³�L�Q�D�F�W�L�Y�H���´���³�L�Q�Y�D�O�L�G���´���³�Q�R�W���F�X�U�U�H�Q�W���´���R�U��an equivalent facility;  

-  The Private Organization MUST have a verifiable physical existence and business presence. 
-  �7�K�H�� �3�U�L�Y�D�W�H�� �2�U�J�D�Q�L�]�D�W�L�R�Q�¶�V�� �-�X�U�L�V�G�L�F�W�L�R�Q�� �R�I�� �,�Q�F�R�U�S�R�U�D�W�L�R�Q, Registration, Charter, or License and/or its Place of 

Business MUST NOT be in any country where QuoVadis is prohibited from doing business or issuing a Certificate 
by the laws of Bermuda; and 

-  The Private Organization MUST NOT be listed on any government denial list or prohibited list (e.g., trade embargo) 
under the laws of  Bermuda. 

 
(b)  Government Entity Subjects 
-  The legal existence of the Government Entity MUST be established by the political subdivision in which it operates; 
-  The Government Entity MUST NOT be in any country where QuoVadis is prohibited from doing business or issuing 

a Certificate by the laws of Bermuda; and 
-  The Government Entity MUST NOT be listed on any government denial list or prohibited list (e.g., trade embargo) 

under the laws of Bermuda. 
 
(c)  Business Entity Subjects 
Business Entities are entities that do not qualify as Private Organizations as defined in subsection (a) but do satisfy the 
following requirements.  Business Entities may include general partnerships, unincorporated associations, sole 
proprietorships, and individuals (natural persons). 
 
-  The Business Entity MUST be a legally recognised entity whose formation included the filing of certain forms with 

the Registration Agency in its Jurisdiction, the issuance or approval by such Registration Agency of a charter, 
Certificate, or license, and whose existence can be verified with that Registration Agency; 

-  The Business Entity MUST have a verifiable physical existence and business presence; 
-  At least one Principal Individual associated with the Business Entity MUST be identified and validated; 
-  The identified Principal Individual MUST attest to the representations made in the Certificate Holder Agreement; 
-  �:�K�H�U�H���W�K�H���%�X�V�L�Q�H�V�V���(�Q�W�L�W�\���U�H�S�U�H�V�H�Q�W�V���L�W�V�H�O�I���X�Q�G�H�U���D�Q���D�V�V�X�P�H�G���Q�D�P�H�����4�X�R�9�D�G�L�V���0�8�6�7���Y�H�U�L�I�\���W�K�H���%�X�V�L�Q�H�V�V���(�Q�W�L�W�\�¶�V��

use of the assumed name; 
-  The Business Entity and the identified Principal Individual associated with the Business Entity MUST NOT be located 

or residing in any country where QuoVadis is prohibited from doing business or issuing a Certificate under the laws 
of Bermuda; and 

-  The Business Entity and the identified Principal Individual associated with the Business Entity MUST NOT be listed 
on any government denial list or prohibited list (such as a trade embargo) under the laws of Bermuda. 

 
(d) Non-Commercial Entity Subjects 
Non-Commercial Entities are entities who do not qualify under subsections (a), (b) or (c) above, but that do satisfy 
the following requirements:  
-  The Applicant is an International Organization Entity, created under a charter, treaty, convention or equivalent 

instrument that was s igned by, or on behalf of, more than one country's government. The CA/Browser Forum may 
publish a listing of International Organizations that have been approved for EV eligibility; and  

-  The International Organization Entity MUST NOT be headquartered in any country where the CA is prohibited from 
doing business or issuing a certificate by the laws of the CA's jurisdiction; and  
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(a) any information in the EV Certificate is or becomes incorrect or inaccurate, or (b) there is any actual or 
suspected misuse or compromise of the Certificate Holder�¶�V��Private Key associated with the Public Key listed in the 
EV Certificate; and 

 
-  Termination of Use of EV Certificate: An obligation and warranty to promptly cease all use of the Private Key 

corresponding to the Public Key listed in an EV Certificate upon expiration or revocation of that EV Certificate.  
 
Application Process  
During the Certificate 
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QuoV adis Qualified Website Authentication (QCP -w)  
 
ETSI EN 319 411-2 defines �³QCP-w�³ as the �³
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Business Category Subject:businessCategory (2.5.4.15) This field MUST contain one of the 
following strings: "Private 
Organization", "Government Entity", 
"Business Entity", or "Non-Commercial 
Entity", depending on which section of 
the EV Guidelines applies to the 
Subject. 

City or town  subject:localityName  (2.5.4.7)   

State or province (if 
any)  

subject:stateOrProvinceName (2.5.4.8)   

Country  subject:countryName  (2.5.4.6)   

Subject Public Key 
Information  

2048-bit RSA key modulus, rsaEncryption  
(1.2.840.113549.1.1.1)  

 

Signature Algorithm sha256RSA (1.2.840.113549.1.1.11)  

Extension  Value   

Authority Key 
Identifier  

c=no; Octet String �± Same as Issuer's Subject Key Identifier 
 

 

Subject Key 
Identifier  

c=no; Octet String �± Same as calculated by CA from PKCS#10   

Key Usage  c=yes;  
Digital Signature, Key Encipherment (a0)  

 

Extended Key 
Usage  

c=no;  
Server Authentication (1.3.6.1.5.5.7.3.1)  
Client Authentication (1.3.6.1.5.5.7.3.2)  

 

Certificate Policies  c=no;  
[1]Certificate Policy:  
     Policy Identifier=0.4.0.194112.1.4  
[2]Certificate Policy:  
     Policy Identifier=1.3.6.1.4.1.8024.0.2.100.1.2  
[3]Certificate Policy:  
     Policy Identifier=1.3.6.1.4.1.8024.1.450  
     [3,1]Policy Qualifier Info:  
          Policy Qualifier Id=CPS 
          Qualifier: 
               http://www.quovadisglobal.com/repository  
[4]Certificate Policy:  
     Policy Identifier=2.23.140.1.1  

[1] QCP-W policy from 
ETSI EN 319 411-2 
 
[2] QuoVadis EV policy 
OID 
 
[3] QuoVadis Qualified 
(not on QSCD) policy OID 
 
[4] CAB Forum EV OID 

Certificate 
Transparency 
 

(1.3.6.1.4.1.11129.2.4.4)  
This field MAY include two or more Certificate Transparency 
proofs from approved CT Logs. 

 

Subject Alternative 
Name  

c=no; DNS = FQDN of Device (e.g., domain.com)   
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Code Signing  
 

Field  Value  Comments  

Version  V3   

Serial Number  Unique system generated random number assigned to 
each certificate, containing at least 64 bits of output.  

 

Issuer Signature 
Algorithm  

sha256RSA (1.2.840.113549.1.1.11)   

Issuer 
Distinguished Name  

CN = QuoVadis Code Signing CA G1 

O = QuoVadis Limited 

C = BM 

 

Validity Period  1, 2, or 3 years expressed in UTC format   

Subject Distinguished Name    

Organization Name  subject:organisationName  
(2.5.4.10 )  

�5�H�T�X�L�U�H�G���I�L�H�O�G�������7�K�H���6�X�E�M�H�F�W�¶�V��
verified legal name. 

Organisation Unit subject:organisationUnit 
(2.5.6.5)  

Optional field.  Must not 
include a name, DBA, 
tradename, trademark, 
address, location, or other text 
that refers to a specific natural 
person or Legal Entity unless 
QuoVadis has verified this 
information 






