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1. INTRODUCTION

1.1. Overview

This QuoVadis CP/CPSsets out the policies, processes and procedures followed in the generation, issue, use and
management of Key Pairs and Digital Certificates. It also describes the roles, responsibilities and relationships of
Participants within the QuoVadis PKI.

This CP/CPSoutlines the trustworthiness and integrity of the QuoVadis Root CAs fpperations. A fundamental concept
underpinning the operation of the QuoVadis PKI is trust. Trust must be realised in each and every aspect of the
provision of Certification Services and Operations including Certificate Holder applications, issuance, renewal,
revocation or expiry.
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The diagram below illustrates the components of the QuoVadis PKI:

Root defines
standards for

the PKL an’
issues certificuwes

8 ortificate Holders
mare either members
of the Public or

QuoVadis provides identification and authentication services for Certificate Holders, servers, and personal computer or
network devices. The registration procedures set out in this CP/CPSand in Appendix A and Appendix B define the
credentials necessary to establish the identity of an individual or entity.
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This CP/CPSdescribes all subordinate services that operate under the QuoVadis RootCA i.e. that are within the
4XRI9DGLV AKDXQWR |

SDUWLFLSDQWY 3:3DUWLFLSDRAMMUdZ LWKLQ WKH 4XR9DGLV
Certification Authorities;
Registration Authorities;

Certificate Holders including applicants for Digital Certificates prior to Digital Certificate issuance; and

1
|l
1
1  Authorised Relying Paties.

The practices described or referred to in this CP/CPS

1
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Execution of an Issuing CA Agreement is subject to review and acceptance by QuoVadis and/or QuoVadis auditors of
a PKlinfrastructure review that includes but is not limited to:

1 CA hierarchy
1
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This CP/CPS does not require a Certificate Holder to ensure that potential relying parties are compliant with the
requirements to be an Authorised Relying Party.

1.3.4.1. Obligations and Responsibilities
Authorised Relying parties are required to act in accordance with this CP/CPSand the Relying Party Agreement.

An Authorised Relying Partymust utilise Digital Certificates and their corresponding Public Keys only for authorised and
legal purposes and only in support of transactions or communications supported by the QuoVadis PKI.

An Authorised Relying Party shall not place reliance on a Digtal Certificate unless the circumstances of that intended
reliance constitute Reasonable Reliance and that Authorised Relying Party is otherwise in compliance with the terms
and conditions of their Relying Party Agreement. Any such Reliance is made soley at the risk of the Relying Party.

1.3.4.2. Reasonable Reliance

An Authorised Relying Party shall not place reliance on a Digital Certificate unless the circumstances of that intended
reliance constitute Reasonable Reliance (as set out below) and that Authorised Relying Party is otherwise in compliance
with the terms and conditions of the Authorised Relying Party Agreement and this CP/CPS For the purposes of this
CPI/CPS
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TLS/SSL Certificates are issued using the Fully Qualified Domain Name (FQDN) name of the server, service, or
application that has been confirmed with the Certificate Holder. The Distinguished Names of a Code Signing Certificate
must identify the legal entity that intends to have control over the use of the Private Key when signing code. The
Baseline Requirements contain provisions prohibiting Certificates containing Internal Server Names or Reserved IP
Addresses.

Wildcard TLS/SSL Certificates have a wildcad asterisk character for the server name in the Subject field. Wildcard EV
Certificates may not be issued under the EV Guidelines.

The FQDN or authenticated domain name is placed in the Common Name (CN) attribute of the Subject field and, when
applicable, the Subject Alternative Name extension.

3.1.2.
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3.3. Identification And Authentication For Renewal Requests

QuoVadis does not supportCertificate Renewal. Key Pairs must always expire at the same time as the associated Digital
Certificate. Certificate Renewal requests are treated in the same manner as an initial Certificate Request and a new
Digital Certificate and new Key Pair is issued. Application for a Digital Certificate following revocation is treated as
though the person requesting the replacement were a new Applicant.

3.3.1. Identification  and Authentication For Routine Re -Key
Identification and Authentication for routine Re-Key is based on the same requirements as issuance of newCertificates.

3.3.2. Identification and Authentication For Re -Key After Revocation
Identification and Authentication for Re-Key after revocation is based on the same requirements as issuance of new
Certificates.

3.4. Identification and Authentication For Revocation Requests
A request to revoke Keys and Digital Certificates may be submitted by persons authorised to do so under relevant
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4.8. Certificate Modification

Certificate Modification refers to the issuance of a new Digital Certificate due to changes in the information in an
existing Digital Certificate (other than its associated Public Key). QuoVadis may reissue or replace a valid Certificate
when the Certificate Holder's common name, organization name, device name, or geographic location changes.
Modified information must undergo the same Identification and Authentication procedures as for a new Certificate.

Digital Cetrtificate Modification requests are processed in the same manner as requests for new Digital Certificates and
in accordance with the provisions of this CP/CPS.

4.9. Certificate Revocation And Suspension

49.1. Circumstances For Revocation

Digital Certificates shall be revoked when any of the information on a Digital Certificate changes or becomes obsolete
or when the Private Key associated with the Digital Certificate is compromised or suspected to be compromised. A
Digital Certificate will be revoked in the following instances upon notification of:

T  QuoVadisCertification Authority key compromise

i Certificate Holder profile creation error

1  Key Compromise including unauthorised access or suspected unauthorised access térivate Keys, lost or suspected
lost keys, stolen or suspected stolen keys, destroyed or suspected destroyed keys or supersededby replacement
keys and a new Cettificate.

1 The Certificate Holder has failed to meet his, her or its obligations under this QuoVadis CP/CPSor any other
agreement, regulation, or law that may be in force with respect to that Digit al Certificate;

1  The Certificate was not issued in accorda
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1 QuoVadis is made aware that a Wildcard Certificate has been used to authenticate a fraudulently misleading
subordinate Fully-Qualified Domain Name;

f  QuoVadis determines, in its sole discretion, that the Certificate was not issued in accordance with the terms and
FRQGLWLRQV RI WKH (9 *XLGHOLQHY RU 4XR9DGLVTY &3 &36

1
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4.9.15. Procedure For Suspension Request
No suspension of Digital Certificates is permissible within the QuoVadisPKI.

4.9.16. Limits On Suspension Period

No suspension of Digital Certificates is permissible within the QuoVadisPKI.
4.10. Certificate Status Services

4.10.1. Operational Characteristics

The Status of Digital Certificates issued within the QuoVadis PKI is published in a Certificate Revocation List
(http://crl.quovadisglobal.com/<caname>.crl ) or is made available via Online Certificate Status Protocol checking
(http://ocsp.quovadisglobal.com) where available.

Revocation entries on a CRL or OCSP response are not removed until after the expiry date of the revoked certificate.

4.10.2. Service Availability
Digital Certificate status services are available 24 hours a day, 7 days a week, 365 days of the year.

4.10.3. Optional Features
Online Certificate Status Protocol is available for all Certificate types issued by QuoVadis Issuing CAs.

4.11. End Of Subscription
Within the QuoVadis PKI a Certificate Holder may end a subscription by:

1 Allowing a Digital Certificate to expire.
1 Revoking a Digital Certificate.

4.12. Key
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1 inthe case of printed material, shredding, or destruction by an approved service.

5.1.8. Off - Site Backup
An off-site location is used for the storage and retention of backup software and data. The off-site storage:

i is available to authorised personnel 24 hours per day seven days per week for the purpose of retrieving software
and data; and

1 has appropriate levels of physical security in place (i.e. software and data are stored in fire-rated safes and
containers which are located behind accesscontrolled doors in areas accessible only byauthorised personnel).

5.2. Procedural Controls
Administrative processes are dealt with and described in detail in the various documents used within and supporting
the QuoVadis PKI.

Issuing CAsare required to ensure that administrative procedures related to personnel and procedural requirements,
and physical and technological security mechanisms, are maintained in accordance with this CP/CPSand other relevant
operational documents.

It is company policy that QuoVadis will not outsource any of its PKI operations to other organisations.

5.2.1. Trusted Roles

In order to ensure that one person acting alone cannot circumvent security safeguards, responsibilities are shared by
multiple roles and individuals. This is accomplished by creating separate roles and accounts on various components of
the CA system, and each role has a limited amount of capability. This method allows a system of "checks and balances"
to occur among the various roles. Oversight may be in the form of a person who is not directly involved in issuing
Digital Certificates (e.g. a security officer) examining system records or audit logs to ensure that other persons are
acting within the realms of their responsibilities and w ithin the stated security policy. The roles defined by this CP/CPS
are:

1  Certification Authority Officers who are responsible for CA hardware and software and the generation and signing
of Issuing CA Keys.

1 Registration Authority Officers who are appointed by Registration Authorities, issued Registration Authority
Certificates, and given responsibility for the operation of Registration Authority functions and the interface with
the Issuing CA.

1 QuoVadis Chief Security Officer whois responsible for verifying the integrity of the Certification Authorities and
Registration Authorities and their operations and configurations.

5.2.2. Number of Persons Required Per Task
At least two people are assigned to each trusted role to ensure adequate support at all times, except
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5.3.7. Independent Contractor Requirements

QuoVadis does not support the use of independent contractors to fulfil trusted roles. Where appropriate, QuoVadis
authorizes independent contractors to carry out identification and documentation activities for the issuance of non
TLS/SSLcertificates. These parties are contractually obliged to act in accordance with this CP/CPS including but not
limited to training and data retention.

5.3.8. Documentation Supplied To Personnel

QuoVadis provides personnelwith all required training materials needed to perform their job function and their duties
under the job rotation program. This includes specific documentation of the validation, issuance, and revocation
processes for Certificates.

5.4, Audit Logging Procedures
5.4.1. Types Of Events Recorded
QuoVadis records details of the actions taken to process a certificate request and to issue a Digital Certificate, including
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For Qualified Certificates, in accordance with European/ Dutch/ Belgian Digital Signature law,
QuoVadis has implemented procedures to be followed in the event of termination of the service
provision. These procedures provide for the transfer of relevant records to a regulatory body and
the continuation of revocation status in the event of terminati on. QuoVadis also has formally

documented complaint and dispute resolution procedures.

5.8.1. User Keys And Certificates
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6.1.4. Certification Authority Public Key To Relying Parties

QuoVadis Public Keys are securely delivered to software providers to serve as trust anchors in commercial browsers
and operating system root stores, or may be specified in a Certificate validation or path discovery policy file. Relying
Parties may also obtain QuoVadis selfsigned CA Certificates containing the Public Keyfrom the QuoVadis web site.

6.1.5. Key Sizes

Key lengths within the QuoVadis PKI are determined by the QuoVadis Policy Management Authority in accordance wih
industry guidance and best practice. Key sizes for individual certificate profiles are disclosed in Appendix A and
Appendix B. The QuoVadis IssuingCA uses an RSA minimum key length of 2,048-bit modulus.

6.1.6. Public Key Parameters Generation And Quality Checking
For Certificate Holders, the quality of parameters used to create Public Keys aredetermined by the relevant Registration
Authority application or by the & HU W L | L F D WlientiaRoGc&tidn T V

For QuoVadis, its Issuing CAs andRegistration Authorities, all hardware and associated software platforms meet the
requirements of FIPS 186-2, which ensures the proper parameters and their quality (e.g. random -generation and
primality).

QuoVadis programmatically checks key size, publicexponent range and modulus of incoming public key parameters
against regulatory requirements and industry best practices.

6.1.7. Key Usage Purposes (As Per X.509 V3 Key Usage Field)
Private Keys corresponding to QuoVadis Root Certificates are not used ¢ sign Certificates except in the following
cases:
(i) Self-signed Certificates to represent the QuoVadis Root CA itself;
(ii) Certificates for Subordinate CAs and Cross Certificates; and
(iii) Certificates for infrastructure purposes (administrative role certificates, internal CA operational device
certificates).

Keys may be used for the purposes and in the manner described in the QuoVadis CP/CPS+Digital Certificate Profiles.

An Issuing & $ fPvivate Keys may be used for Digital Certificate signing and CRL and OCSPesponse signing. Keys
may also be used to authenticate the Issuing CAto a Repository.

6.2. Private Key Protection And Cryptographic Module Engineering Controls

All Participants in the QuoVadis PKI are required to take all appropriate and adequate steps to protect their Private
Keys in accordance with the requirements of this QuoVadis CP/CPSWithout limitation to the generality of the foregoing,
all Participants in the QuoVadis PKI must (i) secure their Private Keyand take all reasonable and necessary precautions
to prevent the loss, damage, disclosure, modification, or unauthorised use of their Private Key (to include password,
Token or other activation data used to control access to the Private Key); and (ii) exercise sole and complete control
and use of the Private Keythat corresponds to their Public Key.

6.2.1. Cryptographic Module Standards And Controls

The generation and maintenance of the Root and Issuing CA Private Keys are facilitated thr ough the use of an advanced
cryptographic device known as a Hardware Security Module. The Hardware Security Module used by IssuingCAs in the
QuoVadis PKI are designed to provide at least Federal Information Processing Standard140-2 Level 3 and/or EAL 4
security standards in both the generation and the maintenance in all Root and Issuing CA Private Keys.

For Qualified Certificates, in accordance with Swiss Digital Signature law, the Certificate Holder
Private Keys are generated and stored on a Qualified Electronic Signature Creation Device (QSCD)

For relevant Qualified Certificates, in accordance with European/ Dutch/ Belgian Digital Signature
law, the Certificate Holder Private Keys are generated and stored on a Qualified Electronic Sgnature
Creation Device (QSCD)meets the requirements laid down in Annex Il of Regulation (EU) No
910/2014.

EIE O
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QuoVadis must verify that QSCDs are certified as a QSCD in accordanceequirements laid down in Annex Il of
Regulation (EU) No 910/2014. QuoVads must monitor this certification status and take appropriate measures if the
certification status of a QSCD changes.

6.2.2. Private Key (N Out Of M) Multi  -Person Control
All CA Private Keys are accessed / activated through n-of-m multi-person control (e.g. a minimum threshold of splits
of a Private Key decryption key must be used to decrypt or access the private CA signing key).

6.2.3. Private Key Escrow
Private Keys shall not be escrowed.

6.2.4. Private Key Backup
All'lssuing CA Keys are held in secure cryptographic devicegs and are equally secured whenever stored outsid- 645.7r/F1 9 Tf 10 0 1 201.
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6.5. Computer Security Controls

QuoVadis has a formal Information Security Policy that documents the QuoVadis policies, standards and guidelines
relating to information security. This Information Security Policy has been approved by management and is
communicated to all employees.

6.5. 1. Specific Computer Security Technical Requirements

Computer security technical requirements are achieved utilising a combination of hardened security modules and
software, operating system security features, PKI and CA software and physical safeguards, including security Policies
and Procedures that include but are not limited to:

Access controls to CA services and PKI roles;

Enforced separation of duties for CA Services and PKI roles;

Identification and Authenticati on of personnel that fulfil roles of responsibility in the QuoVadis PKI;

Use of cryptographic smart cards and x.509 Certificates for all accounts capable of directly causing certificate
issuance

1 Use of cryptography for session communication and database security;

1 Archive of CA history and audit data;

TLS/SSL

6.5.2. Computer Security Rating

A version of the core Certificate Authority software used by QuoVadis has obtained the globally recognised Common
Criteria EAL 4+ certification.

= —a —a _a

6.6. Life Cycle Tec hnical Controls

All hardware and software procured for operating an Issuing CA within the QuoVadis PKI must be purchased in a
manner that will mitigate the risk that any particular component was tampered with, such as random selection of
specific components. Equipment developed for use within the QuoVadis PKI shall be developed in a controlled
environment under strict change control procedures.

A continuous chain of accountability, from the location where all hardware and software that has been identified as
supporting an Issuing CA within the QuoVadis PKI must be maintained by causing it to be shipped or delivered via
controlled methods. Issuing CA equipment shall not have installed applications or component software that is not part
of the Issuing
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FIELDS CONTENT DEMARCATION
Title (T) Subject Title (for example Dr.) Holder Variable

Generation Qualifier

Subject Generation Qualifier (for example Jr.)

Holder Variable

Serial Number

Subject Serial Number

Holder Variable

Organisational Unit
(QU)

Subject Organisational Unit

Holder Variable

Organisation (O)

Subject Organisation Name

Holder Variable

Locality (L)

Subject Locality

Holder Variable

State/Province (ST)

Subject State/Province

Holder Variable

Country (C)

Subject Country

Holder Variable

Subject email address

The e-mail address of the subject.

Holder Variable

Subject Public Key
Information

Contains the Public Keyand identifies the algorithm with which the
Key is used

Fixed
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FIELDS CONTENT DEMARCATION
Extensions
Authority Key Identifier Provides a means of identifying the Public Keycorresponding to the | Fixed
Private Keyused to sign a Certificate. This field contains the Subject
Key Identifier of the issuer { &ertificate.
Subject Key Identifier Provides a means of identifying Certificates that contain a particular | Fixed
PublicKey 7KLV ILHOG FROQWDLQV WKH ,' RI
Key Usage (Critical) Defines the purpose of the key contained in the Certificate. Fixed

Certificate Policies

Common Key Usages include:

1 digitalSignature

1 nonRepudiation

1  keyEncipherment
Refer to section 10.1.2 for further information in relation to Key
Usages
This extension contains Object Identifiers (OIDS) as well as a URL
with a link to the QuoVadis Repository at
https://www.quovadisglobal.com/repository .

QuoVadisCertificates issued up to and including version 4.6 of this
CP/CPS contain the OIB for QuoVadis Root 1
(1.3.6.1.4.1.8024.0.1) or QuoVadis Root 3 (1.3.6.1.4.1.8024.0.3).

QuoVadis Certificates issued from ver16.1.4.5/24 rlu2 0 186.74 41:
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7.3.1. Online Certificate Status Protocol Version Numbers
Version 1 of the Online Certificate Status Protocol, as defined by RFC2560, is supported within he QuoVadis PKI.

7.3.2. Online Certificate Status Protocol Extensions
No Stipulation.

7.4. Lightweight Directory Access Protocol Profile
QuoVadis will host a repository in the form of a Lightweight Directory Access Protocol directory for the purpose of (i)
storing and making available all X.509 v. 3 Digital Certificates issued under the QuoVadis PKI, (ii) facilitating public
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7.5. Digital Certificate Fields and Root CA Certificate Hashes
7.5.1. Digital Certificate Fields
Morinn ! .
=i J
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75.2 QuoVadis Root Certificate Hashes

Note that all QuoVadis CA Certificatesand CRLsare available for download from the QuoVadis Repository at
https://www.quovadisglobal.com/repository .

75.2.1. QuoVadis Root CA Certificate Hashes

Field Certificate Profile
Serial Number 3ab6508b
Signature Block
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8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS
8.1. Frequency, Circumstance And Standards Of Assessment
8.1.1. QuoVadis Certification Authority

QuoVadis CAs following this CP/CPS aresubject to audits in respect of its various accreditation s and certifications as
follows:

Standards / Law

Bermuda Accredited $V GHILQHG LQ %HUPXGDYV (OHFWURQLF 7UDQVDF
Certificate Service Provider | Certification Service Provider serves as a trusted third party to help ensure trust
and security in support of electronic transactions.

WebTrust for Certification The WebTrust Seal of assurance for Certification Authorities (CA) symbolses to

Authorities and WebTrust potential relying parties that a qualified practiti oner has evaluated the CA's

SSL Baseline business practices and controls to determine whether they are in conformity with
the AICPA/CICA WebTrust for Certification Authorities Principles and Criteria.

SR 943.03 [ZertES] Bundesgesetz Uber Zertifizierungsdienste im Beeich der elektronischen Signatur

und anderer Anwendungen digitaler Zertifikate (Bundesgesetz tber die
elektronische Signatur, ZertES) vom 18. Méarz 2016
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obtained during the registration process which is not included in the Certificate Fields will not be
transmitted outside of Switzerland.

For Qualified Certificates issued in accordance withEuropean/ Dutch/ Belgian Digital Signature laws,
Certificate Holders expressly consent to personal data in the form of the data included in the Certificate
Fields being transferred outside of The Netherlands/ Belgium and published in a repository which
makes this information publicly available to persons searching the repository with the appropriate
query string. Personal data obtained during the registration process which is not included in the
Certificate Fields will not be transmitted outside of The Netherlands/ Belgium.

9.4.6.

Copyright QuoVadis Limited: Public Document Page 50



QuoVadis Certificate Policy/Certificatio n Practice Statement Version 4.2 4

9.5.2. Licences
QuoVadis is in possession of, or holds licences for the use of hardware and software in support of the QuoVadis PKI
as outlined in this CP/CPS
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- Accuracy of Information: An obligation and warranty to provide accurate and complete information at all times to
QuoVadis, both in the Certificate Request and as otherwise requested by QuoVadis in connection with the issuance
of the Certificate(s) to be supplied by QuoVadis;

- Protection of Private Key: An obligation and warranty by the Certificate Holder or a subcontractor (e.g. hosting
provider) to take all reasonable measures necessary to maintain sole control of, keep confidential, and properly
protect at all times the Private Key that corresponds to the Public Key to be included in the requested Certificate(s)
(and any associated access information or device such as a password or token);

- Acceptance of Certificate: An obligation and warranty that it will not install and use the Certificate(s) until it has
reviewed and verified the accuracy of the data in each Certificate;

- Use of Certificate: An obligation and warranty to:

= Server Certificates: install the Certificate only on the server accessible at the domain name listed on the
Certificate,

= Code Signing Certificates: not use the Certificate to digitally sign hostile code, spyware or other malicious
software (or to disable antispyware and other protective measures or provide false or misleading
GHVFULSWLRQV RI WKH VLIJQHG F Ra6dHq ¥sel KeQCevificR&®Qsdlel bh ddinpliahge) H V
with all applicable laws, solely for authorised company business and solely in accordance with the
Certificate Holder Agreement, and

=  Other Certificates: use the Certificate in accordance with all applicable laws, solely in accordance with the
Certificate Holder Agreement and as may be reasonably used for its intended purpose.

- Reporting and Revocation Upon Compromise: An obligation and warranty to promptly cease using a Certificate
and its associated Private Key, and promptly request that QuoVadis revoke the Certificate, in the event that: (a)
any information in the Certificate is or becomes incorrect or inaccurate, or (b) there is any actual or suspected
misuse or compromise of the Certificate HolderTV 3ULYDWH . HWwith th&/Rublic Biéy [i4t€d in the Certificate;
and

- Termination of Use of Certificate: An obligation and warranty to promptly cease all use of the Private Key
corresponding to the Public Key listed in a Certificate upon expiration or revocation of that Cer tificate.

Without limiting other Certificate Holder obligations stated in this CP/CPS,Certificate Holders are solely liable for any
misrepresentations they make in Certificates to third parties that reasonably rely on the representations contained
therein.

Upon accepting a Certificate the Certificate Holder represents to QuoVadis and to Relying Parties that at the time of
acceptance and until further notice:

- The Certificate Holder retains control of the Certificate HolderfV SULYDWH NH\ XVHV D WUXVWZRUWK\ V
reasonable precautions to prevent its loss, disclosure, modification, or unauthorised use and that no unauthorised
person has ever had access to the Certificate HolderfV SULYDWH NH\
- All representations made by the Certificate Holder to QuoVadis regarding the information contained in the
Certificate are accurate and true to the best of the Certificate HolderfV NQRZOHGJH RU WR WKH H[WHQ'
Certificate Holder receives notice of such information, the Certificate Holder shall act promptly to notify QuoVadis
of any material inaccuracies contained in the Certificate.
- The Certificate is used exclusively for authorised and legal purposes, consistent with this CP/CPS, and that the
Certificate Holder will use the Certificate only in conjunction with the entity named in the organisation field of the
Certificate.
- The Certificate Holder agrees with the terms and conditions of this CP/CPS and other agreements and policy
statements of QuoVadis.

9.6.4. Relying Par ties Representations And Warranties
Relying Partiesrepresent and warrant that:

1 They will
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For Qualified Certificates, in accordance with the Swiss Digital Signature law, namely, Art 16 of Zert

ES:

1. QuoVadis is liable to the Certificate Holder or the Relying Party who relies on a valid Qualified
Certificate, for damages that arise because QuoVadis has not followed the procedures required by
ZertES.

E 2. QuoVadis has the obligation to prove that such procedures were followed in accordance with
ZertES.

3. QuoVadis cannot disclaim liability to either the Certificate Holder or Relying Party except where the
Certificate Holder or Relying Party has not complied with the terms and conditions of use of the
Certificate.

Sections 9.8.2; 9.8.3; 9.8.4; 9.8.5 DO NOT apply to Qualified Certificates.

For Qualified Certificates, in accordance with the European/Dutch Digital Signature law, QuoVadis is

' liable under:
f  The Dutch Electronic Signatures Act of 8 May 2003 (entered into force on 21 May 2003)
— 1 7KH 'XWFK HOHFWURQLF VLIQDWXUH UHJXODWLRQ 3%HVOXI

The relevant sections of the eIDAS Regulation.

For Qualified Certificates, in accordance with the European/Belgian Digital Signature law, QuoVadis is

I | liable under:
- f  The Belgian Law of 20 October 2000 and the Belgian Law of 9 July 2001
The relevant sections of the eIDAS Regulation.

9.8.2. QuoVadis’ Limitations Of Liability

QuoVadis shall not in any event be liable for any loss of profits, loss of sales or turnover, loss or damage to reputation,

loss of contracts, loss of customers, loss of the use of any software or data, loss or use of any computer or other

equipment (save as may arise directly from breach of this CP/CP$, wasted management or other staff time, losses or

liabilities under or in relation to any other contracts, indirect loss or damage, con sequential loss or damage, special

ORVV RU GDPDJH DQG IRU WKH SXUSRVH RI WKLY SDUDJUDSK WKH WHUP 2ORVV’
well as a complete or total loss.

4XRI9DGLVY OLDELOLW\ WR DQ\ SHUVRQ [Rruel&élrDahyHWwayDdthiy/ ICQ/CP% Qeitificdte R XW RI1 R
Holder Agreement, the applicable contract or any related agreement, whether in contract, warranty, tort or any other
legal theory, shall, subject as hereinafter set out, be limited to actual damages suffered by that person. QuoVadis shall
not be liable for indirect, consequential, incidental, special, exemplary, or punitive damages with respect to any person,
even if QuoVadis has been advised of the possibility of such damages, regardless of how such damagesor liability may
arise, whether in tort, negligence, equity, contract, statute, common law, or otherwise. As a condition to participation
within the QuoVadis PKI (including, without limitation, the use of or reliance upon Digital Certificates), any person that
participates within the QuoVadis PKIlirrevocably agrees that they shall not apply for or otherwise seek either exemplary,
consequential, special, incidental, or punitive damages and irrevocably confirms to QuoVadis their acceptance of the
foregoing and the fact that QuoVadis has relied upon the foregoing as a condition and inducement to permit that
person to participate within the QuoVadis PKI.

9.8.3. Excluded Liability
QuoVadis shall bear absolutely no liability for any loss whatsoever involving or arising from any one (or more) of the
following circumstances or causes:

1  If the Digital Certificate held by the claiming party or otherwise the subject of any claim has been compromised
by the unauthorised disclosure or unauthorised use of the Digital Certificate or any password or activation data
used to control access thereto;

1 If the Digital Certificate held by the claiming party or otherwise the subject of any claim was issued as a result of
any misrepresentation, error of fact, or omission of any pers on, entity, or Organisation;
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1 periodically reviewing its Contingency & Disaster Recovery Plan, including the identification, analysis, evaluation
and prioritisation of risks; and
1 periodically testing uninterrupted power supplies.

9.8.5. Claims Against QuoVadis Liability

9.8.5.1. Notific ation Period

QuoVadis shall have no obligation pursuant to any claim for breach of its obligations hereunder unless the claiming
party gives notice to QuoVadis within ninety (90) days after the claiming party knew or ought reasonably to have
known of a claim, and in no event more than three years after the expiration of the Digital Certificate held by the
claiming party.

9.8.5.2.
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There are two possible types of policy change:
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10. APPENDIX A
10.1. Digital Certificate Profiles

Within the QuoVadis PKI an Issuing CA can only issue Digital Certificates with approved Digital Certificate Profiles. All
Digital Certificate Profiles within the QuoVadis PKI are detailed below.

Procedures for Certificate Holder registration as well as descriptions of fields are described below for each type of
Digital Certificate issued. Additionally, specific Certificate Policies and QuoVadidliability arrangements that are not
described in this CP/CPSmay be drawn up under contract for individual Subscribers

10.1.1 . QuoVad is Certificate Class
QuoVadis Description QuoVadis /ETSI Assurance Requires
Certificate Certificate Policy Level token ?
Class e]]]
Qv Based on the ETSI Lightweight QuoVadis Certificate Low Optional
Standard Certificate Policy (LCP) which has the Class OID
policy identifier OID 0.4.0.2042.1.3 1.3.6.1.4.1.8024.1.100
ETSI policy identifier
OID:
0.4.0.2042.1.3
Qv Based on the ETSI Normalised QuoVadis Certificate Medium Optional

Advanced Certificate Policy (NCP) which has the Class OID
OID 0.4.0.2042.1.1. Features face-to- 1.3.6.1.4.1.8024.1.200
face (or equivalent) authentication of

holder identity and organisational ETSI policy identifier
affiliation (if included). OID:
0.4.0.2042.1.1
Qv Similar to the QV Advanced’ Certificate | QuoVadis Certificate High Yes
Advanced Classissued on a Secure Cryptographic | Class OID
+ Device. Based on the ETSI Normalised | 1.3.6.1.4.1.8024.1.300 Adobe
Certificate Policy requiring a secure AATL
cryptographic device (NCP+), which has | ETSI policy identifier Approved
the OID 0.4.0.2042.1.2 OID:
0.4.0.2042.1.2
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10.1. 2. Key Usage and Archive

Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for key archive,

Copyright QuoVadis Limited: Public Document Page 62





mailto:aaa@bbb.xx.yy
mailto:aaa@bbb.com

QuoVadis Certificate Policy/Certificatio n Practice Statement Version 4.2 4

10.3. QV Advanced

PURPOSE
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FIELDS
Subject

CONTENT

DEMARCATION

Email Address (E)

aaa@bbb.xx.yy or aaa@bbb.com

Holder Variable

Common Name (CN)

Common Name

Holder Variable

givenName (G)

Given Name

Surname (S)

Surname

Used for natural person
certificates. Can use Pseudonym
instead of givenName and
surname

Holder Variable

Organisational Unit (OU)

Variable Data

Holder Variable

Organisation (O)
Organisationldentifier

Organisation legal name

Holds an identification of an organisation different from

the organis

Natural Person
Certs : Optional
Legal Person
Certs : Required
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10.4. QV Advanced +

PURPOSE

QuoVadis Advanced+ Digital Certificates are used for the same purposes as QuoVadis Advanced Digital Certificates
with the only difference being that they are issued on a Secure Cryptographic Device The QuoVadis Advanced+
Certificate Class is trusted in the Adobe Approved Trust List (AATL).

Swiss Regulated Certificates issued under the Swiss Federal signature law (ZertES are included in the QuoVadis

Advanced+ certificate class. 7TKHVH FHUWLILFDWHYV D QubdVadis/'StvidCRdgXalediCA BlEd Have

the notice text Yegulated certificate” LQ WKH &HUWLILFDW H BRi€sLRegubted>Céitifidat€sRaM bé
issued to natural and legal persons.

REGISTRATION PROCESS
QuoVadis Advanced+ Digital Certificates are based on with the Normalised Certificate Policy (NCP+) described in
ETSIEN 319 41%11.

Unless the Certificate Holder has already been identified by the RA through a face-to-face identification meeting,
accepted Know Your Customer (KYC) standards or a contractualrelationship with the RA, validation requirements
for a Certificate Holder shall include the following:

If the subject is a natural person (i.e. physical person as opposed to legal person) evidence of the subject's identity
(e.g. name) shall be checked against this natural person either directly by physical presence of the person (the
subject shall be witnessed in person unless a duly mandated subscriber represents the subject), or shall have been
checked indirectly using means which provides equivalent assurance to physical presence.
If the subject is a natural person evidence shall be provided of:
1 Full name (including surname and given hames consistent with applicable law and national identification
practices); and
1 Date and place of birth, reference to a nationally recognised identity document, or other attributes
which may be used to, as far as possible, distinguish the person from others with the same name.

If the subject is a natural person who is identified in association with a legal person (e.g. th e Subscriber), evidence
of the identity shall be checked against a natural person either directly by physical presence of the person (the
subject shall be witnessed in person unless a duly mandated subscriber represents the subject), or shall have been
checked indirectly using means which provides equivalent assurance to physical presence.

If the Certificate Holder is a natural person who is identified in association with a legal person (organisational
entity), additional evidence shall be provided of:
1 Fullname and legal status of the associated legal person;
1 Any relevant existing registration information (e.g. company registration) of the associated legal person
and
1  Evidence that the Certificate Holder is affiliated with the legal person.

If the Certificate Holder is a legal person (organisational entity), evidence shall be provided of:
1 Full name of the legal person; and
1 Reference to a nationally recognized registration or other attributes which may be used to, as far as
possible, distinguish the legal person from others with the same name.

If the Certificate Holder is a device or system operated by or on behalf of a legal person, evidence shall be
provided of:

1 identifier of the device by which it may be referenced (e.g. Internet domain name);

T full name of the organisationorganisation
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T .1 NH\V DUH JHQHUDWHG XQGHU WKH &HUWLILFDWH +ROdaiHd) TV H
Cryptographic Device used for signing or decrypting;
1 7KH &HUWLILF BWdtt kdy aih¢ th@iintained under the subject's sole control; and
T 2QO0\ XVH WKH &H U WLivaté-KeWdt sigirQ Gridétfpting with the Secure Cryptographic
Device.
FIELDS CONTENT DEMARCATION
Subject
Email Address (E) aaa@bbb.xx.yy or aaa@bbb.com Holder Variable
Common Name (CN) First Name - Last Name Holder Variable
givenName (G) Given Name Used for natural person Holder Variable
Surname (S) Surname _certificates. ‘Canuse Pseudonym
instead of givenName and
surname
Organisational Unit (OU) Variable Data Holder Variable
Organisation (O) Organisation legal name Holder Variable
Organisationldentifier Holds an identification of an organisation different from the | Holder Variable
organisation name.
Country/Locality Variable Data Holder Variable
Subject Public Key RSA (048-bit) / System Generated Fixed
Information
Extensions
Subject Alternative Name Principle Name = Email Address
Certificate Policies This extension includesthe QV Advanced+ Certificate Class
OID = 1.3.6.1.4.1.8024.1.300.
Certain certificates include the ETSI NCP+ OID =
0.4.0.2042.1.2
Notice Text= regulated certificate
Adobe OIDs Note these Adobe OIDs are only relevant for signing Certific
Adobe Time Stamp (OID = http://tsa01.quovadisglobal.com/TSS/HttpTspServer Fixed
1.2.840.113583.1.1.9.1)
Adobe Archive Revinfo (OID This relates to OCSP revocation checking within Adobe Fixed
= 1.2.840.113583.1.1.9.2) products for long term validation purposes.
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10.4.1 . EIDI -V/GeBuV Certificates

The procedure below assumes an application by a company or organisation on behalf of its employees or devices for
Digital Certificates.
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10.4.2 SuisselD Ildentity and Authentic ation Certificate s

PURPOSE

SuisselD is the first standardised electronic proof of identity in Switzerland (http://www.suisseid.ch/ ). QuoVadis
SuisselD Identity and Authentication (IAC) Certificates help provide strong and secure authentication to
applications.
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10.5. QV Qualified - elDAS
10.5.1. elDAS Qualified Certificate  issued to a natural person on a QSCD

PURPOSE

The purpose of these EU Qualified certificates are to identify the Certificate Holder with a high level of assurance, for

the purpose of creating Qualified Electronic Signatures meeting the qualification requirements defined by Regulation
(EU) No. 910/2014 on electronic identification and trust services for e lectronic transactions in the internal market (the

3H,"$6 5SHIXODWLRQ~

This type of QuoVadis Qualified certificates uses a QSCD for the protection of the private key.

These certificates meet the relevant ETSI policy for EU qualified certificate issued to a natural person where the
private key and the related certificate reside on a QSCD(QCPRn-gscd).

Swiss Qualified certificates issued under the Swiss Federal signature law (ZertES)lso meet this ETSI policy QCRn-
gscd. These Swiss Qualifiedcertificates are issued only to natural persons R XW R IQUé¥adisiSwiss Regulated CA
Gl” DQG KD YdicaNekHYQulified certificate” LQ WKH &HUWLILFDWH3ROLFLHV XVHU Q

The content of these certificates meet the relevant requirements of:
1 ETSIEN 319 412-1: Certificate Profiles; Part 1: Overview and common data structures
1 ETSIEN 319 4122: Certificate Profiles; Part 2: Certificate profile for certificates issued to natural persons
1 ETSI EN 319 4125: Certificate Profiles; Part 5: QCStatements

REGISTRATION PROCESS

Identity v alidation procedures for these Digital Certificates meet the relevant requirements of ETSI EN 319 4112 for
Policy for EU qualified certificate issued to a natural person where the private key and the related certificate reside
on a QSCD" (QCRn-gscd). QuoVadis recommends that QCRn-qcsd certificates are used only for electronic
signatures.

The identity of the natural person and, if applicable, any specific attributes of the person, shall be verified:

i) by the physical presence of the natural person; or

i) using methods which provide equivalent assurance in terms of reliability to the physical presence and for which
QuoVadis can prove the equivalence. The proof of equivalence can be done according to the Regulation (BJ) N°
910/2014 [i.1].

Evidence shall be provided of:
T Full name (including surname and given names consistent with applicable law and national identification
practices); and
71  Date and place of birth, reference to a nationally recognised identity document, o r other attributes which
may be used to, as far as possible, distinguish the person from others with the same name.

If the Certificate Holder is a physical person who is identified in association with an organisational entity, additional
evidence shall be provided of:

1 Full name and legal status of the associated organisational entity;

1 Any relevant existing registration information (e.g. company registration) of the organisational entity; and

1
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(0.4.0.1862.1.6) id -etsi-qcs-6

id-etsi-qcs-QcType 1 = Certificate for electronic Signatures as
defined in Regulation EU No 910/2014

KeyUsage (CRITICAL) Non Repudiation Fixed
CertificatePolicies 1.3.6.1.4.1.8024.1.450 Fixed
(Cert Class: QV Qualified- no QSCD)
https://www.guovadisglobal.com/repository Fixed
0.4.0.194112.1.0 (QCRn) Fixed
Subject Alternative Name Email Address (RFC 822 Name) Optional
gcStatements
id-etsi-gcs-QcCompliance esi4-qcStatement-1: Claim that the certificate is an EU Qualified |Fixed
(0.4.0.1862.1.1) id -etsi-qcs-1 | Certificate in accordance with Regulation EU No 910/2014
id-etsi-qcs-QcType esi4-qcStatement-6: Type of certificate Fixed

id-etsi-qcs-QcPDS
(0.4.0.1862.1.5) id -etsi-qcs-5
id-gcs-

URL= https://www.quovadisglobal.com/repository
Language = EN

Fixed
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The purpose of these EU Quialified certificates are to identify the Certificate Holder with a high level of assurance, for
the purpose of creating Advanced Electronic Seals meeting the qualification requirements defined by the elDAS
Regulation.

QuoVadis will only begin issuing Qualified Legal Person certificates once the relevant audit has been passed and the
service is listed on the relevant national Trust Services Lists. Once QuoVadis is permitted to issue Qualified Legal
Person certificates an updated version of this CP/CPS will be published.

These certificates meet the relevant ETSI Policy for EU qualified certificate issued to a legal person (QCRI). QuoVadis
recommends that
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FIELD CONTENTS I
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10.6. QV Qualified - Legacy

10.6.1. Qualified Certificate Profile
Qualified certificates issued for natural persons under Directive 1999/93/EC shall be considered as qualified certificates
for electronic signatures under the elDAS Regulation until they expire.

PURPOSE
The purpose of a Qualified Digital Certificate is to identify the Certificate Holder with a high level of assurance, for
the purpose of creating Qualified electronic signatures meeting the qualification requirements defined by the

applicable legal framework of the Electronic Signatures Directive (1999/93/EC).

REGISTRATION PROCESS
Validation procedures for QuoVadis Qualified Digital Certificates are consistent with the relevant requirements of
ZertES, ETSI and elDAS

I WKH &HUWLILFDWH +ROGHU LV D SK\VLFDO SH UdéRi) shellYok Ghieloed ldgdrnist\&/
physical person either directly, or shall have been checked indirectly using means which provide equivalent assurance
to physical presence.

Evidence shall be provided of:
1 Full name (including surname and given names consistent with applicable law and national identification
practices); and
1 Date and place of birth, reference to a nationally recognised identity document, or other attributes which
may be used to, as far as possible, distinguish the person from others wit h the same name.

If the Certificate Holder is a physical person who is identified in association with an organisational entity, additional
evidence shall be provided of:

1 Full name and legal status of the associated organisational entity;

1 Any relevant existing registration information (e.g. company registration) of the organisational entity; and

1 Evidence that the Certificate Holder is associated with the organisational entity.

QuoVadis Qualified Digital Certificates require aSecure Signature Creation Device (SSCD that meets the following
requirements:

1  SSCD storage, preparation, and distribution is securely controlled by CA or RA,;

T User activation data is securely prepared and distributed separately from the SSCD;

1 If keys are generated under the Certific
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10.6.2. Qualified Cert ificate Profile — Organisation/ QCP Public
Qualified certificates issued for natural persons under Directive 1999/93/EC shall be considered as qualified certificates

for electronic signatures under the elIDAS Regulation until they expire.

PURPOSE

Copyright QuoVadis Limited: Public Document Page 81



QuoVadis Certificate Policy/Certificatio n Practice Statement Version 4.2 4

10.7. QV Qualified - SuisselD

PURPOSE

SuisselD is the first standardised electronic proof of identity in Switzerland (http://www.suisseid.ch/ ). QuoVadis
SuisselD Qualified Certificates are used to sign documents electronically. The digital signature is
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FIELDS CONTENT DEMARCATION \
Subject

Common Name (CN) First Name - Last Name (Qualified Signature) Holder Variable
Pseudonym Pseudonym (Qualified Signature) Holder Variable
Title Title (e.g. Dr.) which must be as written in ID Document/ Holder Variable

Passport)

Serial Number

1200-XXXX-XXXX-XXXX

Fixed

Organisational Unit (OU)

Variable Data

Holder Variable

Organisation (O)

Organisation legal name

Holder Variable

Locality Locality Holder Variable
State/Province State/Province Holder Variable
Country Country Holder Variable

Email Address (E)

aaa@bbb.xx.yy or aaa@bbb.com

Holder Variable

Subject Public Key Information

RSA 048-bit) / System Generated

Fixed

Extensions

Key Usage(Critical) Non Repudiation Fixed
Certificate Policies

CertPolicylD (SuisselD) | 2.16.756.5.26.1.1.1 Fixed

User Notice | SuisselD qualified certificate Fixed

CertPolicylD (Public + SSCD)| 0.4.0.1456.1.1 Fixed

CertPolicylD (QuoVadis Cert| 1.3.6.1.4.1.8024.1.400 Fixed

Class)
URL| https://www.guovadisglobal.com/repository Fixed

Subject Alternative Name
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10.8.1.1. Grid End User Certificate

PURPOSE
Grid technology provides the software infrastructure for sharing of computing resources across various domains. The
purpose of a Grid End User Certificate is to help the Certificate Holder to access the Grid services that require

Certificate-
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10.8.1.2. Grid Server Certificate

PURPOSE
Grid technology provides the software infrastructure for sharing of computing resources across various domains. The
purpose of a Grid Server Certificate is to help secure communications with Grid servers.

REGISTRATION PROCESS

The identity vetting of all Applicants must be performe d by an approved Registration Authority (RA). For Grid Server
Certificates, the RA must validate the identity and eligibility of the person in charge of the specific entities using a

secure method. The RA is responsible for recording, at the time of validation, sufficient information regarding the

Applicant to identify the Applicant.

As part of the registration process the RA must ensure that the Applicant is appropriately authorised by the owner of

the associated Fully Qualified Domain Name (FQDN) or the responsible administrator of the machine to use the FQDN
identifiers asserted in the Digital Certificate. The RA is responsible for maintaining documented evidence on retaining
the same identity over time.

The RA must validate the association of the Certificate Signing Request. The Certificate Request submitted for
certification must be bound to the act of identity vetting.

DIGITAL CERTIFICATE DELIVERY
Private Keys pertaining to Grid Server Certificates may be stored without a passphrase, but must be adequately
protected by system methods if stored without passphrase.

FIELDS CONTENT DEMARCATION
Issuer
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10.9. QuoVadis Device

PURPOSE

QuoVadis Device Certificates are intended for use in establishing web-based data communication conduits via
TLS/SSL protocols. QuoVadis Device Certificates (i.e. with the OID 1.3.6.1.4.1.8024.1.600 in Certificate Policieg
that have the Server Authentication Extended Key Usage comply with the CA/B Forum Baseline Requirements.

Device Certificates are not intended  to provide any assurances, or otherwise represent or warrant:

- That the Subject named in the Certificate is actively engaged in doing business;

- That the Subject named in the Certificate complies with applicable laws;

- That the Subject named in the Certificate is trustworthy, honest, or reputable in its business dealings; or
- 7KDW LW LV 3VDIH" WR G3bject Nam@dHrivihe ZdrtifiddteW K H

REGISTRATION PROCESS
QuoVadis acts as Registration Authority (RA) for Device Certificates it issues

Before issuing a Device Certificate, QuoVadis performs procedures to verify that all Subject information in the
Certificate is correct, and that the Applicant is authorised to use the domain name and/or Organisation name to
be included in the Certificate, and has accepted a Certificate Holder Agreement for the requested Certificate.

Documentation requirements for organisation Applicants may include, Certificate of Incorporation, Memorandum
of Association, Articles of Incorporation or equivalent documents. Documentation requirements for individual
Applicants may include trustworthy, valid photo ID issued by a Government Agency (such as a passport).

QuoVadis may accept at its discretion other official documentation supporting an application. QuoVadis may also
use the services of a third party to confirm Applicant information.

Verification of Domain
For each FQDN listed in a Certificate, QuoVadis confirms that, as of the date the Certificate was issued, the
Applicant either is the Domain Name Registrant or has control over the FQDN by:

1. Communicating directly with the Domain Name Registrant using an address, email, or telephone number
provided by the Domain Name Registrar;
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Information Access

Subject Alternative | c=no; DNS = FQDN of Device (e.g., domain.com)
Name
Authority c=no; Access Method= - Id-ad-ocsp (On-line Certificate Status Protocol -

1.3.6.1.5.5.7.48.1); URL = http://ocsp.quovadisglobal.com

CRL Distribution
Points

¢ = no; CRL HTTP URL =http://crl.quovadisglobal.com/ <CA Name>.crl

Purposes of Business SSL
QuoVadis Business SSL Certificates are intended for use in establishing welthased data communication conduits via
TLS/SSL protocols. The primary purposes of a Business SSL Certificate are to:

- Identify the individual or entity that controls a website; and
- Facilitate the exchange of encryption keys in order to enable the encrypted communication of information over
the Internet between t he user of an Internet browser and a website.

QuoVadis Certificates focus only on the identity of the Subject named in the Certificate, and not on the behaviour of
the Subject. As such, Certificates are not intended to provide any assurances, or otherwise represent or warrant:

Eligible Applicants

That the Subject named in the Certificate is actively engaged in doing business;
That the Subject named in the Certificate complies with applicable laws;

That the Subject named in the Certificate is trustworthy, honest, or reputable in its business dealings; or
7KDW MBIHY WR GR EXVLQHVYV ZLWK WKH 6XEMHFW QDPHG LQ WKH &HUWLILFDW
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Step 1: The Applicant provides a signed Certificate Application to QuoVadis, which includes identifying information to
assist QuoVadis in processing the request and issuing the Business SSL Certificate, along with a PKCS#10 CSR and
billing details.

Step 2: QuoVadis independently verifies information using a variety of sources.

Step 3: The Applicant accepts the Certificate Holder Agreement and approves Certificate issuance.

Step 4: All signatures are verified through follow -up procedures or telephone calls.

Step 5: QuoVadis obtains and documents further explanation or clarification as necessary to resolve discrepancies or
details requiring further explanation. If satisfactory explanation and/or additional documentation are not received
within a reasonable time, QuoVadis will decline the Certificate Request and notify the Applicant accordingly. Two
QuoVadis Validation Specialists must approve issuance of the Certificate.

Step 6: QuoVadis creates the Business SSL Certificate.

Step 7: The Business SSL Certificate is delivered to the Applicant.

Renewal

Renewal requirements and procedures include verification that the Applicant continues to have authority to use the
domain name, and that the Certificate Application is approved by an authorised representative of the Applicant.
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11.2 Code Signing

Field Value Comments

Version V3

Serial Number Unique number

Issuer Signature sha256RSA(1.2.840.113549.1.1.11)

Algorithm

Issuer Issuer Distinguished Name

Distinguished Name

Validity Period 1, 2, or 3 years expressed in UTC format

Subject Distinguished Name

Organization Name | subject:organisationName SHTXLUHG ILHOG 7
(2.5.4.10) verified legal name.

Organisation Unit subject:organisationUnit Optional field. Must not
(2.5.6.5) include a name, DBA,

tradename, trademark,
address, location, or other text
that refers to a specific natural
person or Legal Entity unless
QuoVadis has verified this

information
Common Name subject:commonName RequireG ILHOG 7KH
(2.5.4.3) verified legal name.
State or province (if | subject:stateOrProvinceName (2.5.4.8) Required if the
any) subject:localityName field is

absent. Optional if the
subject:localityName fields is
present.

Locality subject:locality (2.5.4.6) Required if the
subject:stateOrProvinceName
field is absent. Optional if the
subject:stateOrProvinceName
field is present.

Country subject:countryName (2.5.4.6) Required field.
Subject Public Key  2048-bit RSA key modulus, rsaEncryption
Information (1.2.840.113549.1.1.1)
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Field Value Comments

Certificate Policies Cc=no; 1.3.6.1.4.1.8024.0.2.200.1.1 is
Certificate Policies; {1.3.6.1.4.1.8024.0.2.200.1.1 } the QuoVadis Code Signing
Certificate Policies; { 2.23.140.1.4.1 } OID.
[1.1] Policy Qualifier Info: 2.23.140.1.2.3 is the Code

Signing Minimum

Policy Qualifier Id=CPS Requirements OID.

Qualifier: http://www.quovadisglobal.com/repository

Authority c=no; Access Method= - Id-ad-ocsp (On-line Certificate
Information Access | Status Protocol- 1.3.6.1.5.5.7.48.1); URL
= http://ocsp.quovadisglobal.com

- id-ad-calssuers (Certification Authority Issuer -
1.3.6.1.5.5.7.48.2); URL =
http://trust.quovadisglobal.com/<CA Na me>.crt

CRL Distribution ¢ =no; CRLHTTP URL
Points =http://crl.quovadisglobal.com/ <CA Name>.crl

Purposes of Code Signing

The primary purpose of QuoVadis Code Signing Certificates is to establish that executable code originates from a source
identified by QuoVadis. QuoVadis Certificates focus only on the identity of the Subject named in the Certificate, and
not on the behaviour of the Subject. As such, Certificates are not intended to provide any assurances, or otherwise
represent or warrant:

That the Subject named in the Certificate is actively engaged in doing business;

That the Subject named in the Certificate complies with applicable laws;

That the Subject named in the Certificate is trustworthy, honest, or reputable in its business dealings; or

7KDW LW LV 3VDIH” WR GR EXVLQHVV ZLWK WKH 6XEMHFW QDPHG LQ WKH &HUW

Eligible Applicants
Eligible Applicants includ

Copyright QuoVadis Limited: Public Document Page 94



QuoVadis Certificate Policy/Certificatio n Practice Statement Version 4.2 4

Copyright QuoVadis Limited: Public Document



QuoVadis Certificate Policy/Certificatio n Practice Statement Version 4.2 4

12. APPENDIX C
12.1. Definitions and Acronyms

In this QuoVadis CP/CPShe following Key terms and Abbreviations shall have the following meaning in the operation
of the QuoVadis PKI unless context otherwise requires:

#Advanced Electronic Signature
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of Regulation (EU) No. 910/2014 on electronic identification and trust services for electronic transactions in the internal
PDUNHW WKH 3H,'$6 5HIXODWLRQ’

Quali fied Certificate for Electronic Signature “means a certificate for electronic signatures, that is issued by a
qualified trust service provider and meets the requirements laid down in Annex | of Regulation (EU) No 910/2014.

Qualified Electronic Signature ~means an advanced electronic signature that is created by a qualified electronic
signature creation device, and which is based on a qualified certificate for electronic signatures.

Qualified Electronic Signature Creation Device " (QSCD) means an electronic signature creation device that
meets the requirements laid down in Annex Il of Regulation (EU) No 910/2014.

WuoVadis * PHDQV 4XR9DGLV /LPLWHG D %HUPXGD H[HPSWHG FRPSDQ\
QuoVadis Issuing Certification Authority
QuoVadis PKI ’

" PHDQV 4XR 9 Ddapavityla® ah s\ing CA.
PHDQV WKH LQIUDVWUXFWXWBH LPSOHPHQWHG DQG XWLOL
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Root Certification Authority Certificate "~ means the self-signed Digital Certificate issued to the QuoVadis Root
Certification Authority.

Root Certification Authority " PHDQV 4XR9DGLV Daftifatioh AUBtity Being a self-signed Certification
Authority that signs Issuing CA Certificates.

Secure Cryptographic Device ~ P H DdgVce which holds the Certificate Holder's private key, protects this key
against compromise and performs signing or decryption functions on behalf of the Certificate Holder.

“Secure Signature Creation Device” (SSCD) means a secure container specifically designed to carry and protect
a digital certificate, which meets the following requirements laid down in annex Il of Directive 1999/93/EC :

1. Secure signaturereation devices must, by appropriate technical and proddneans, ensure at the least that:
(a) the signaturecreationdata used for signature generation can practically occur only once, and that their
secrecy iseasonably assured;
(b) the signaturecreationdata used for signature generation cannot, widasonable assurance, be derived and
the signature is protected against forgery using currently available technology;
(c) the signaturecreationdata used for signature generation can be reliably protected by the legitimate signatory
against the use of o#rs92 re .88 Tm 01 415.03 554.74 Tm 0g 0 G 53(a)-6(t)-Pnn.m0 0 3.00.5 0.72 re mate
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