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2.1 QuoVadis Certificate Classes

QuoVadis  Description QuoVadis / ETSI Certificate Assurance Requires

Certificate Policy OID Level token?
[GESS

Qv Based on the ETSI Lightweight

Standard Certificate Policy (LCP)
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QuoVadis  Description

Certificate

QuoVadis / ETSI Certificate
Policy OID

Assurance
Level

Requires
token?

Class
QuoVadis Qualified Certificate not on a | QuoVadis Certificate Class OID: High No
Qualified Signature Creation Device 1.3.6.1.4.1.8024.1.450
(QSCD).
ETSI policy identifier OIDs:
Relevant to the Policy in ETSI EN 319
411-2 for: e 0.4.0.194112.1.0 (QCP-n)
e EU qualified certificates issued to a
natural person (QCP-n), with the e 0.4.0.194112.1.1 (QCP-I)
policy identifier OID
0.4.0.194112.1.0.
e EU qualified certificates issued to a
legal person (QCP-I), with the
policy identifier OID
0.4.0.194112.1.1.
QuoVadis qualified website QuoVadis Certificate Class OID: High no
authentication certificate (QCP-W) 1.3.6.1.4.1.8024.1.450
Relevant to the policy in ETSI EN 319 QuoVadis EV policy
411-2 for: OID 1.3.6.1.4.1.8024.0.2.100.1.2
e EU qualified certificates issued to a
website (QCP-W), with the policy ETSI policy identifier OIDs:
identifier OID 0.4.0.194112.1.4 0.4.0.194112.1.4 (QCP-W)
CAB forum EV OID:
2.23.140.1.1
QV Closed Used for reliance by members of the
Community
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2.2 Key Usage and Archive
Different QuoVadis Certificate
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2.3
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2.5.2 SuisselD ldentity and Authentication Certificates
PURPOSE
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2.6 QV Qualified

2.6.1. elDAS Qualified Certificate issued to a natural person on a QSCD

PURPOSE

The purpose of an EU Qualified certificates is to identify the Certificate Holder with a high level of assurance, for the
purpose of creating Qualified Electronic Signatures meeting the qualification requirements defined by Regulation (EU)
No. 910/2014 on electronic identification and trust services for electronic transactions in the internal market (the
fielDAS Regulationd).

This type of QuoVadis Qualified certificates uses a QSCD for the protection of the private key.

These certificates meet the relevant ETSI policy for EU qualified certificate issued to a natural person where the
private key and the related certificate reside on a QSCD (QCP-n-gscd).

Swiss Qualified certificates issued under the Swiss Federal signature law (ZertES) also meet this ETSI policy QCP-n-
gscd. These Swiss Qualified certificates are issued only to natural persons out of the iQuoVadis Swiss Regulated CA
G10 and have the notice text fiqualified certificateo in the CertificatePolicies user notice.

The content of these certificates meets the relevant requirements of:
e ETSI EN 319 412-1: Certificate Profiles; Part 1: Overview and common data structures
e ETSI EN 319 412-2: Certificate Profiles; Part 2: Certificate profile for certificates issued to natural persons
e ETSI EN 319 412-5: Certificate Profiles; Part 5: QCStatements

REGISTRATION PROCESS

Identity validation procedures for these Digital Certificates meet the relevant requirements of ETSI EN 319 411-2 for
fiPolicy for EU qualified certificate issued to a natural person where the private key and the related certificate reside
on a QSCDo0 (QCP-n-gscd). QuoVadis recommends that QCP-n-gcsd certificates are used only for electronic
signatures.

The identity of the natural person and, if applicable, any specific attributes of the person, shall be verified:

i) by the physical presence of the natural person; or

i) using methods which provide equivalent assurance in terms of reliability to the physical presence and for which
QuoVadis can prove the equivalence. The proof of equivalence can be done according to the Regulation (EU) N°
910/2014 [i.1].

Evidence shall be provided of:
e Full name (including surname and given names consistent with applicable law and national identification
practices); and
o Date and place of birth, reference to a nationally recognised identity document, or other attributes which
may be used to, as far as possible, distinguish the person from others with the same name.
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2.6.2 elDAS Qualified Certificate issued to a natural person
PURPOSE

The purpose of these EU Qualified certificates are to identify the Certificate Holder with a high level of assurance, for
the purpose of creating Advanced Electronic Signatures meeting the qualification requirements defined by the elDAS
Regulation.

This type of QuoVadis Qualified certificates does not use a QSCD for the protection of the private key.

The content of these certificates meet the relevant requirements of:
e ETSI EN 319 412-1: Certificate Profiles; Part 1: Overview and common data structures
e ETSI EN 319 412-2: Certificate Profiles; Part 2: Certificate profile for certificates issued to natural persons
e ETSI EN 319 412-5: Certificate Profiles; Part 5: QCStatements

REGISTRATION PROCESS

The identity validation procedures for these
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e When applicable, the association between the legal person and the other organisational entity identified in
association with this legal person that would appear in the organisation attribute of the certificate,
consistent with the nationa
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2.6.5 QV Qualified — SuisselD

PURPOSE

SuisselD is the first standardised electronic proof of identity in Switzerland (http://www.suisseid.ch/). QuoVadis
SuisselD Qualified Certificates are used to sign documents electronically. The digital signature is tamperproof and
legally equivalent to a handwritten signature.

Either a Common Name or a Pseudonym is required for QuoVadis SuisselD Qualified Certificate. Use of both Common
Name and Pseudonym in the same Certificate is not permitted.

REGISTRATION PROCESS

QuoVadis SuisselD Qualified Certificates are issued in accordance with the SuisselD requirements (including the
fiSuisselD Specificationo document) using the QuoVadis SuisselD Signing Service. Unless stated otherwise in the
SuisselD Specification document, the guidelines in TAV-ZERTES apply to the specification of SuisselD Qualified
Certificates.

For the issuance and life cycle management of SuisselD Qualified Certificates, QuoVadis adheres to the same
organisational and operational procedures and uses the same technical infrastructure as for a ZertES compliant
qualified certificate.

Evidence of the Certificate Holderis identity shall be checked against a physical person either directly, or shall have
been checked indirectly using means which provide equivalent assurance to physical presence. Only a valid
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The certificate profile below is designed in accordance with:
A The EV Guidelines;
A ETSI EN 319 411-
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QuoVadis may accept at its discretion other official documentation supporting an application. QuoVadis may also
use the services of a third party to confirm Applicant information.

Verification of Domain
For each FQDN listed in a Certificate, QuoVadis confirms that, as of the date the Certificate was issued, the
Applicant either is the Domain Name Registrant or has control over the FQDN by:

1. Confirming the Applicant as the Domain Name Registrant directly with the Domain Name Registrar;

2. Communicating directly with the Domain Name Registrant using an address, email, or telephone number
provided by the Domain Name Registrar;

3.  Communicating directly with the Domain Name Registrant using the contact information listed in the
WHOIS recordis firegistranto, fitechnicalo, or fiadministratived field;

4. Communicating with the Domainis administrator using an email address created by pre-pending fadming,
fadministratori, twebmasteri, thostmasteri, or ipostmasteri to the FQDN;

5. Relying upon a Domain Authorization Document; and

6. Having the Applicant demonstrate practical control over the FQDN by making an agreed-upon change to
information found on an online Web page identified by a uniform resource identifier containing the FQDN.

Note: For purposes of determining the appropriate domain name level or Domain Namespace, the registerable
Domain Name is the second-level domain for generic top-level domains (gTLD) such as .com, .net, or .org, or, if
the Fully Qualified Domain Name contains a 2 letter Country Code Top-Level Domain (ccTLD), then the domain
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10.2 Dispute Resolution
Complaints can be communicated to QuoVadis via the QuoVadis website using the fContact Uso link at
https://www.quovadisglobal.com/ContactUs.aspx.
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