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2.1 QuoVadis Certificate Classes
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QuoVadis  Description QuoVadis 7/ ETSI Assurance Requires

Certificate Certificate Policy OID Level token?
Class

e EU qualified certificates issued to a legal
person (QCP-I), with the policy identifier e 0.4.0.194112.1.1
OID 0.4.0.194112.1.1. (QCP-I)

QV Closed Used for reliance by members of the Issuer 1.3.6.1.4.1.8024.1.500 Medium
Community community only. Policies are defined in the
CP/CPS of the Issuing CA.
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2.2 Key Usage and Archive

Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for key archive,
according to the following table:

QuoVadis Key Usage/ Applicability of Certificate Types to QuoVadis Certificate Classes
Certificate Extended Key N
Type Usage QV Standard QV Advanced QV Advanced + QV Qualified
Signing and Key Usage Allowed Allowed Allowed Not Allowed
Encryption digitalSignature (Archival only (Archival only (Archival not
nonRepudiation permitted for permitted for permitted)
keyEncipherment certain Issuing certain Issuing
CAs. Not CAs. Not
Extended Key permitted for permitted for
Usage any CAs on any CAs on
smartcardlogon European Trust European Trust
clientAuth Lists) Lists )
emailProtection
Signing Key Usage Allowed Allowed Allowed Allowed
digitalSignature (Archival not (Archival not (Archival not (Archival not
nonRepudiation permitted) permitted) permitted) permitted)
Extended Key
Usage
smartcardlogon
clientAuth
emailProtection
Encryption Key Usage Allowed Allowed Allowed Not Allowed
keyEncipherment (Archival (Archival (Archival not
permitted) permitted) permitted)
Extended Key
Usage
emailProtection
Authentication | Key Usage Allowed Allowed Allowed Not Allowed
digitalSignature (Archival not (Archival not (Archival not
permitted) permitted) permitted)
Extended Key
Usage
smartcardlogon
clientAuth
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2.3 QV Standard
PURPOSE

Standard Digital Certificates provide flexibility for a range of uses appropriate to their reliance value including S/MIME,
electronic signatures, authentication, and encryption.

REGISTRATION PROCESS |

Validation procedures for QuoVadis Standard Digital Certificates collect either direct evidence or an attestation from
an appropriate and authorised source, of the identity (such as name and organisational affiliation) and other specific
attributes of the Certificate Holder.

2.4 QV Advanced
PURPOSE
QV Advanced Digital Certificates provide reliable vetting of the holder’s identity and may be used for a broad range

of applications including digital signatures, encryption, and authentication.

REGISTRATION PROCESS
Validation procedures for QuoVadis Advanced Digital Certificates are based on the Normalised Certificate Policy
(NCP) described in
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2.5 QV Advanced +
PURPOSE

QuoVadis Advanced+ Digital Certificates are used for the same purposes as QuoVadis Advanced Digital Certificates,
with the only difference being that they are issued on a Secure Cryptographic Device. The QuoVadis Advanced+
Certificate Class is trusted in the Adobe Approved Trust List (AATL).
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2.5.2 SuisselD ldentity and Authentication Certificates
PURPOSE

SuisselD is the first standardised electronic proof of identity in Switzerland (
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2.6
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e When applicable, the association between the legal person and the other organisational entity identified in
association with this legal person that would appear in the organisation attribute of the certificate,
consistent with the national or other applicable identification practices.

For the authorized representative of the legal person, evidence shall be provided of:
e  Full name (including surname and given names consistent with applicable law and national identification
practices); and
e Date and place of birth, reference to a nationally recognised identity document, or other attributes which
may be used to, as far as possible, distinguish the person from others with the same name.

These Digital Certificates require a Qualified Signature Creation Device (QSCD) that meets the requirements laid down
in annex Il of Regulation (EU) N° 910/2014.

2.6.4. elDAS Qualified Certificate issued to a legal person

PURPOSE

The purpose of these EU Qualified certificates are to identify the Certificate Holder with a high level of assurance, for
the purpose of creating Advanced Electronic Seals meeting the qualification requirements defined by the elDAS
Regulation.

QuoVadis will only begin issuing Qualified Legal Person certificates once the relevant audit has been passed and the
service is listed on the relevant national Trust Services Lists. Once QuoVadis is permitted to issue Qualified Legal
Person certificates an updated version of this CP/CPS will be published.

These certificates meet the relevant ETSI Policy for EU qualified certificate issued to a legal person (QCP-l). QuoVadis
recommends that QCP-| certificates are used only for electronic seals.

The content of these certificates meet the relevant requirements of:
e ETSI EN 319 412-1: Certificate Profiles; Part 1: Overview and common data structures
e ETSI EN 319 412-2: Certificate Profiles; Part 3: Certificate profile for certificates issued to legal persons
e ETSI EN 319 412-5: Certificate Profiles; Part 5: QCStatements

REGISTRATION PROCESS

Identity validation procedures for these Digital Certificates meet the relevant requirements of ETSI EN 319 411-2 for
“Policy for EU qualified certificate issued to a legal person” (QCP-I).

The registration process for these certificates is the same as for the QCP-I-qcsd Certificates described in 2.5.3 above.
The only difference is that these QCP-I certificates do not use a QSCD for the protection of the private key.
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2.8 QuoVadis Device

PURPOSE

QuoVadis Device Certificates are intended for use in establishing web-based data communication conduits via
TLS/SSL protocols. QuoVadis Device Certificates (i.e. with the OID 1.3.6.1.4.1.8024.1.600 in Certificate Policies)
that have the Server Authentication Extended Key Usage comply with the CA/B Forum Baseline Requirements.

Device Certificates are not intended to provide any assurances, or otherwise represent or warrant:

- That the Subject named in the Certificate is actively engaged in doing business;

- That the Subject named in the Certificate complies with applicable laws;

- That the Subject named in the Certificate is trustworthy, honest, or reputable in its business dealings; or
- That it is “safe” to do business with the Subject named in the Certificate.

REGISTRATION PROCESS
QuoVadis acts as Registration Authority (RA) for Device Certificates it issues.

Before issuing a Device Certificate, QuoVadis performs procedures to verify that all Subject information in the
Certificate is correct, and that the Applicant is authorised to use the domain name and/or Organisation name to
be included in the Certificate, and has accepted a Certificate Holder Agreement for the requested Certificate.

Documentation requirements for organisation Applicants may include, Certificate of Incorporation, Memorandum
of Association, Articles of Incorporation or equivalent documents. Documentation requirements for individual
Applicants may include trustworthy, valid photo ID issued by a Government Agency (such as a passport).

QuoVadis may accept at its discretion other official documentation supporting an application. QuoVadis may also
use the services of a third party to confirm Applicant information.

Verification of Domain
For each FQDN listed in a Certificate, QuoVadis confirms that, as of the date the Certificate was issued, the
Applicant either is the Domain Name Registrant or has control over the FQDN by:

1. Confirming the Applicant as the Domain Name Registrant directly with the Domain Name Registrar;

2. Communicating directly with the Domain Name Registrant using an address, email, or telephone number
provided by the Domain Name Registrar;
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Where QuoVadis relies upon a Domain Authorization Document to confirm the Applicant’s control over a FQDN,
QuoVadis verifies that the communication came from either the Domain Name Registrant (including any private,
anonymous, or proxy registration service) or the Domain Name Registrar listed in the WHOIS. QuoVadis verifies
that the Domain Authorization Document was either (i) dated on or after the certificate request date or (ii) used
by QuoVadis to verify a previously issued certificate and that the Domain Name’'s WHOIS record has not been
modified since the previous certificate’s issuance.

High Risk Domains

QuoVadis maintains a list of High Risk Domains and has implemented technical controls to prevent the issuance of
Certificates to certain domains. QuoVadis follows documented procedures that identify and require additional
verification activity for High Risk Certificate Requests prior to the Certificate’s approval.

2.9 SSL and Code Signing Certificates
QuoVadis issues three forms of Certificates according to the terms of the QuoVadis Root CA2 CP/CPS
(www.guovadisglobal.com/repository):

i. Business SSL Certificates are Certificates for which limited authentication and authorization checks are performed
on the Subscriber and the individuals acting for the Subscriber.

ii. Extended Validation SSL Certificates are Certificates issued in compliance with the “Guidelines for the Issuance
and Management of Extended Validation Certificates” (EV Guidelines) published by the CA/Browser Forum. The
EV Guidelines are intended to provide enhanced assurance of identity of the Subscriber by enforcing uniform
and detailed validation procedures across all EV-issuing CAs.

iii. Trusted Code Signing Certificates are Certificates issued in compliance with Code Signing Certificate Guidelines,
including identification of the Certificate Holder by a verified organization name and certificate revocation for
any misrepresentation or publication of malicious code.

3. RELIANCE LIMITS

Refer to section 9.8 of the CP/CPS (www.quovadisglobal.com/repository) for reliance limits. QuoVadis’ liability for
breach of its obligations pursuant to the QuoVadis CP/CPS shall, in the absence of fraud or wilful misconduct on the
part of QuoVadis, be subject to a monetary limit determined by the type of Digital Certificate held by the claiming party
and shall be limited absolutely to the monetary amounts set out below:

Loss Limits/ Maximum per
Reliance Limits Certificate
Standard Certificates US$250,000
Device Certificate US$250,000
SuisselD Identity and CHF 10,000
Authentication (IAC) Certificates

In no event shall QuoVadis’ liability exceed the loss limits set out in the table above. The loss limits apply to the life
cycle of a particular Digital Certificate to the intent that the loss limits reflect QuoVadis’ total potential cumulative
liability per Digital Certificate per year (irrespective of the number of claims per Digital Certificate). The foregoing
limitation applies regardless of the number of transactions or causes of action relating to a particular Digital Certificate
in any one year of that Digital Certificate’s life cycle.

According to Digital Signature law (including ZertES, TAV SR 943.032.1 and ETSI EN 319 411-2 the only appropriate
use for Qualified Digital Certificates is signing.

All events involved in the generation of the CA key pairs are recorded. This includes all configuration data and
registration information used in the process. Audit logs are retained as archive records for a period no less than eleven
(11) years for audit trail files, and no less than eleven (11) years for Key and Digital Certificate information.
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10.2 Dispute Resolution
Complaints can be communicated to QuoVadis via the QuoVadis website using the “Contact Us” link at
https://www.quovadisglobal.com/ContactUs.aspx.
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