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1.  INTRODUCTION  
1.1.  Overview  
QuoVadis SSL Certificates are issued for use with the SSL /TLS protocol to enable secure transactions of data through 
privacy, authentication, and data integrity.    
 
QuoVadis Code Signing Certificates are used to provide users with reasonable assurance that the executable code 
they download comes from a source identified by QuoVadis.   
 
This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the certification processes that QuoVadis 
Root CA2 uses in the generation, issue, use, and management of Certificates and Q
 EMC  38.0(s)5( )-6()-3(f )-35(Ce)7(rtifi)3(c)-5(a)5tH584 Tm-1537(e)6( )rage 



QuoVadis Root CA2 CP/CPS   Vers ion 1.1 8 

Copyright QuoVadis Limited:  Public Document  Page 2 

-  Certification Authorities (Root and Issuing); 
-  �5�H�J�L�V�W�U�D�W�L�R�Q���$�X�W�K�R�U�L�W�L�H�V�����³�5�$�´�����D�Q�G���/�R�F�D�O���5�H�J�L�V�W�U�D�W�L�R�Q���$�X�W�K�R�U�L�W�L�H�V�����³�/�5�$�´���� 
-  Certificate Holders including Applicants for Certificates prior to Certificate issuance; and 
-  Relying Parties. 
 
The diagram below illustrates the components of the QuoVadis PKI: 
 

 
 
1.3.1.  Certification Authority  
The following OIDs are pertinent to this CP/CPS: 
 
QuoVadis Root CA2/  QuoVadis Root CA 2 G3    1.3.6.1.4.1.8024.0.2  
QuoVadis Global SSL ICA (all generations)    1.3.6.1.4.1.8024.0.2.100.1  
QuoVadis Business SSL    1.3.6.1.4.1.8024.0.2.100.1.1 
QuoVadis Extended Validation SSL    1.3.6.1.4.1.8024.0.2.100.1.2 
QuoVadis Code Signing    1.3.6.1.4.1.8024.0.2.200.1.1 
 
The inclusion of the QuoVadis Business SSL OID (1.3.6.1.4.1.8024.0.2.100.1.1) in the certificatePolicies extension of 
an end entity certificate asserts adherence to and compliance with the Baseline Requirements.   
 
The inclusion of the QuoVadis Extended Validation SSL OID (1.3.6.1.4.1.8024.0.2.100.1.2) in the certificatePolicies 
extension of an end entity certificate asserts adherence to and compliance with the EV Guidelines.   
 
QuoVadis Root CA2 and its underlying Issuing CAs 
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1.4  Certificate Usage  
1.4.1.  App ropriate Certificate Uses 
Certificates issued pursuant to this CP/CPS may be used for all legal authentication, encryption, access control, and 
digital signature purposes, as designated by the key usage and extended key usage fields found within the 
Certificate. 
 
1.4.2.  Prohibited Certificate Usage  
QuoVadis Certificates may not be used and no participation is permitted in the QuoVadis PKI (i) in circumstances that 
breach, contravene, or infringe the rights of others ; or (ii) in circumstances that offend, br each, or contravene any 
applicable law, statute, regulation, order, decree, or judgment of a court of competent jurisdiction or governmental 
order; or (iii) in connection with fraud, pornography, obscenity, hate, defamation, harassment, or other activity t hat 
is contrary to public policy.  
 
No reliance may be placed on Certificates and Certificates may not be used in circumstances (i) where applicable law 
or regulation prohibits their use ; (ii) in breach of this CP/CPS or the relevant Certificate Holder Agreement; (iii) in any 
circumstances where the use of Certificates could lead to death, injury, or damage to property; or (iv) as otherwise 
may be prohibited by the terms of issue.  
 
1.5 . Policy Administration  
1.5 .1.  Organisation Administering the CP/CPS   
This CP/CPS and related agreements and security policy documents referenced within this document are 
administered by the QuoVadis Policy Management Authority (PMA). 
 
Office Address:  
QuoVadis Limited  
3rd Floor Washington Mall  
7 Reid Street,  
Hamilton HM
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Certificate Holder Agreement: Is the agreement executed between a Certificate Holder and QuoVadis relating to the 
provision of designated Certificate-related services that governs th�H���&�H�U�W�L�I�L�F�D�W�H���+�R�O�G�H�U�¶�V���U�L�J�K�W�V���D�Q�G���R�E�O�L�J�D�W�L�R�Q�V���U�H�O�D�W�H�G��
to the Certificate.  
 
Certificate Requester: A Certificate Requester is a natural person who is employed by the Applicant, or an authorised 
agent who has express authority to represent the Applicant or a third party (such as an ISP or hosting company) , 
and who completes and submits a Certificate Request on behalf of the Applicant. 
 
Confirming Person:  A confirming Person is a natural person who must be a senior officer of the Applicant (e.g., 
Secretary, 
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2.  PUBLICATION AND REPOSITORY RESPONSIBILITIES  
2.1.  Repositories  
The QuoVadis Repository serves as the primary repository for revocation data on issued Certificates.  However, 
copies of QuoVadis directories may be published at such other locations as required for efficient operation of the 
QuoVadis PKI. 
 
2.2.  Publication of Certificate Information  
QuoVadis operates and maintains its Repository with resources sufficient to provide a commercially reasonable 
response time for the number of queries generated by all of the Certificates issued by its CAs.   
 
QuoVadis publishes Certificate Revocation Lists (CRL) and Online Certificate Status Protocol (OCSP) resources to 
allow Relying Parties to determine the validity of a QuoVadis Certificate.  Each CRL contains entries for all revoked 
un-expired Certificates issued.  QuoVadis maintains revocation entries on its CRLs, or makes Certificate status 
information available via OCSP, until after the expiration date of the revoked Certificate.  
 
2.3.  Time or Frequency of Publication  
QuoVadis issues a new CRL at least every twelve (12) hours and prior to the expiration of the current CRL.   
QuoVadis also provides an OCSP resource that is updated at least every twelve (12) hours.  Certificate information is 
published promptly following generation and issue, and within 20 minutes of revocation. 
 
2.4.  Access Controls on Repositories  
Participants (including Certificate Holders and Relying Parties) accessing the QuoVadis Repository and other 
QuoVadis directory resources are deemed to have agreed with the provisions of this CP/CPS and any other conditions 
of usage that QuoVadis may make available.  Participants demonstrate acceptance of the conditions of usage of this 
CP/CPS by using a QuoVadis Certificate.  Failure to comply with the conditions of usage of the QuoVadis Repository 
and web site may result in termination of the relationship betw �H�H�Q�� �4�X�R�9�D�G�L�V�� �D�Q�G�� �W�K�H�� �S�D�U�W�\���� �D�W�� �4�X�R�9�D�G�L�V�¶�� �V�R�O�H��
discretion, and any unauthorised reliance on a Certificate shall be at that party's risk.  QuoVadis is the only entity that 
has write access to Repositories. 
 
3.  IDENTIFICATION AND AUTHENTICATION  
The identification and authentication procedures used by QuoVadis depend on the class of Certificate being issued. 
See Appendix B for Certificate Profiles and the relevant verification requirements. 
 
3.1.  Naming  
3.1.1.  Types Of Names  
All Certificate Holders require a distinguished name that is in compliance with the ITU X.500 standard for 
Distinguished Names (DN).  
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QuoVadis to ver�L�I�\���D���S�U�H�Y�L�R�X�V�O�\���L�V�V�X�H�G���F�H�U�W�L�I�L�F�D�W�H���D�Q�G���W�K�D�W���W�K�H���'�R�P�D�L�Q���1�D�P�H�¶�V WHOIS record has not been modified 
�V�L�Q�F�H���W�K�H���S�U�H�Y�L�R�X�V���F�H�U�W�L�I�L�F�D�W�H�¶�V���L�V�V�X�D�Q�F�H���� 
 
3.1.8 . High Risk Domains  
QuoVadis maintains a list of High Risk Domains and has implemented technical controls to prevent the issuance of 
Certificates to certain domains.  QuoVadis follows documented procedures that identify and require additional 
�Y�H�U�L�I�L�F�D�W�L�R�Q���D�F�W�L�Y�L�W�\���I�R�U���+�L�J�K���5�L�V�N���&�H�U�W�L�I�L�F�D�W�H���5�H�T�X�H�V�W�V���S�U�L�R�U���W�R���W�K�H���&�H�U�W�L�I�L�F�D�W�H�¶�V���D�S�S�U�R�Y�D�O�� 
 
3.2.  Initial Identity Vali dation  
3.2.1.  Method To Prove Possession Of Private Key  
The Applicant must submit a digitally signed PKCS#10 Certificate Signing Request (CSR) to establish that it holds the 
private key corresponding to the public key to be included in a Certificate. QuoVadis parses the PKCS#10 CSR 
�V�X�E�P�L�W�W�H�G���E�\���W�K�H���$�S�S�O�L�F�D�Q�W���L�Q���D���V�H�F�X�U�H���P�D�Q�Q�H�U���D�Q�G���Y�H�U�L�I�L�H�V���W�K�D�W���W�K�H���$�S�S�O�L�F�D�Q�W�¶�V���G�L�J�L�W�D�O���V�L�J�Q�D�W�X�U�H���R�Q���W�K�H���3�.�&�6���������Z�D�V��
created by the private key corresponding to the public key in the PKCS#10 CSR.  If any doubt exists, QuoVadis will 
not perform certification of the k ey.  
 
3.2.2.  Authentication Of Organisation Identity  
Authentication of Organisation identity is conducted in compliance with this CP/CPS and the Certificate Profiles 
detailed in Appendix B. 
 
3.2.3.  Authentication Of Ind ividual Identity  
Where applicable, authentication of Individual identity is conducted in compliance with this CP/CPS and the 
Certificate Profiles detailed in Appendix B. 
 
3.2.4.  Non -Verified Certificate Holder Information  
QuoVadis does not verify informati on contained in the Organisation Unit (OU) field in Certificates. Other information 
may be designated as non-verified in specific Certificate Profiles. 
 
3.2.5.  Validation Of Authority  
Validation of authority  is conducted in compliance with this CP/CPS and the Certificate Profiles detailed in Appendix B. 
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4.2.2.  Approval Or Rejection Of Certificate Applications  
From time to time, QuoVadis may modify the requirements relate d to application information requested, based on 
QuoVadis requirements, business context of the usage of Certificates, or as may be required by law,  changes to the 
EV Guidelines or changes to the Baseline Requirements for the Issuance and Management of Publicly-Trusted 
Certificates.  
 
QuoVadis, in its sole discretion, may refuse to accept an application for a Certificate or for the renewal of a 
Certificate, and may refuse to issue a Certificate, without incurring any liability for loss or damages arising o ut of 
such refusal.  QuoVadis reserves the right not to disclose reasons for such a refusal.  Applicants whose applications 
have been rejected may subsequently re-apply. 
 
4.2.3.  Time To Process Certificate Applications  
QuoVadis makes reasonable efforts to confirm Certificate Application information and issue a Certificate within a 
reasonable time frame, which is dependent on the Applicant providing the necessary details and documentation in a 
timely manner. Upon the receipt of the necessary details and documentation, QuoVadis 
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-  QuoVadis is made aware of any circumstance indicating that use of a Fully-Qualified Domain Name or IP address 
in the Certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a Domain Name 
Registrant's right to use the Domain Name, a relevant licensing or services agreement between the Domain 
Name Registrant and the Applicant has terminated, or the Domain Name Registrant has failed to renew the 
Domain Name); 

-  QuoVadis is made aware that a Wildcard Certificate has been used to authenticate a fraudulently misleading 
subordinate Fully-Qualified Domain Name; 

-  QuoVadis determines, in its sole discretion, that the Certificate was not issued in accordance with the terms and 
conditions of the EV Guidelines or �4�X�R�9�D�G�L�V�¶ CP/CPS; 

-  QuoVadis receives notice or otherwise becomes aware that there has been some other modification of the 
information pertaining to the Certificate Holder that is contained within the Certificate;  

-  The Certificate Holder fails or refuses to comply, or to promptly correct inaccurate, f alse or misleading 
information after being made aware of such inac curacy, misrepresentation or falsity;  

-  QuoVadis determines, in its sole discretion, that the Private Key corresponding to the 
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4.9.4.  Revocation Request Grace Period  
No grace period is permitted once a revocation request has been verified. QuoVadis will revoke Certificates as soon 
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5.2.  Procedural Controls  
Administrative processes are described in detail in the various documents used within and supporting the QuoVadis 
PKI.  Administrati
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-  Social security records 
 
Where the above checks and confirmations cannot be obtained due to a prohibition or limitation of law or other 
circumstances, QuoVadis will utilise available substitute investigation techniques permitted by law t hat provide similar 
information including background checks performed by applicable government agencies. 
 
5.3.3.  Training Requirements  
QuoVadis provides its personnel with on-the-job and professional training in order to maintain appropriate and 
required levels of competency to perform job responsibilities.   This includes specific vetting training for Validation 
Specialists, who may not undertake Certificate validation and issuance until they have passed a suitable examination 
on knowledge and skills. 
 
5.3.4.  Retraining Frequency And Requirements  
Validation Specialists engaged in Certificate validation and issuance must maintain adequate skill levels in order to 
have issuance privilege, consistent with QuoVadis�¶ training and performance programs. 
 
5.3.5.  Job Rotation Freq uency And Sequence  
QuoVadis provides and maintains a program of job rotation in order to maintain appropriate and required levels of 
competency across key roles.   
 
5.3.6.  
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5.4.3.  Retention Period For Audit Log  
Audit logs 
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6.4.2.  Activation Data Protection  
No activation data other than access control mechanisms is required to operate cryptographic modules. Personal 
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-  Is the version intended for use . 
 
The QuoVadis Chief Security Officer periodically verifies the integrity of the CA software and monitors the 
configuration of the CA systems. 
 
6.7 Network Security Con trols  
All access to Issuing CA 

 

3

CA
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competent jurisdiction, and not known to QuoVadis to be under appeal when served on QuoVadis (QuoVadis being 
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-  Use of Certificate:  An obligation and warranty to  
�ƒ Server  Certificates:  install the Certificate only on the server accessible at the domain name listed on 

the Certificate,  
�ƒ Code Signing Certificates:  not use the Certificate to digitally sign hostile code, spyware or other 

malicious software (or to disable antispyware and other protective measures or provide false or 
�P�L�V�O�H�D�G�L�Q�J���G�H�V�F�U�L�S�W�L�R�Q�V���R�I���W�K�H���V�L�J�Q�H�G���F�R�G�H�¶�V���I�X�Q�F�W�L�R�Q�V���R�U���I�H�D�W�X�U�H�V���� and to use the Certificate solely in 
compliance with all applicable laws, solely for authorised company business and solely in accordance 
with the Certificate Holder Agreement;  

-  Reporting and Revocation Upon Compromise: An obligation and warranty to promptly cease using a Certificate 
and its associated Private Key, and promptly request that QuoVadis revoke the Certificate, in the event that: (a) 
any information in the EV Certificate is or becomes incorrect or inaccurate, or (b) there is any actual or 
suspected misuse or compromise of the Certificate Holder�¶�V���3�U�L�Y�D�W�H���.�H�\���D�V�V�R�F�L�D�W�H�G���Z�L�W�K���W�K�H���3�X�E�O�L�F���.�H�\���O�L�V�W�H�G���L�Q��
the Certificate; and 

-  Termination of Use of Certificate: An obligation and warranty to promptly cease all use of the Private Key 
corresponding to the Public Key listed in an Certificate upon expiration or revocation of that Certificate.  
 

Without limiting other Certificate Holder obligations stated in this CP/CPS, Certificate Holders are solely liable for any 
misrepresentations they make in Certificates to third parties that reasonably rely on the representations contained 
therein. 
 
Upon accepting a Certificate the Certificate Holder represents to QuoVadis and to Relying Parties that at the time of 
acceptance and until further notice:  
 
-  The in[(mis)8(re)-6(p)6(re)-6(s)6(e)6(nt)7(in)-1( )7(in)-12([37.53 602.38 Tm
[(te)7( )-259(is)U2([(mis)8(re))-8 Tm
[(a)-7( ) 1 102.62 515.47 Tm
[(77259(is)U2T
7 9 Tf
1 0 
/F1 9 Tf
08(o)C65(rti)-9(e)6(-4)do)-3(f )] TJ2m6)-3(nta)4(inera)5(tlTJ2mf )4(tha)-2m8 
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cannot be excluded at law. In no event and under no circumstances (except for fraud or wilful misconduct) shall 
QuoVadis be liable for any or all of the following and the results thereof:  
 
-  Any indirect, incidental or consequential damages; 
-  Any costs, expenses, or loss of profits; 
-  Any death or personal injury;  
-  Any loss of data; 
-  Any other indirect, consequential or punitive damages arising from or in connection with the use, delivery, 

license, performance, or non-performance of Certificates or digital signatures; 
-  Any other transactions or services offered within the framework of this CP/CPS; 
-  Any other damages except for those due to reliance, on the information featured on a Certificate, or on the 

verified information in a Certificate;  
-  Any liability incurred in this case or any other case if the fault in this verified information is due to fraud or wilful 

misconduct of the Applicant or Certificate Holder; 
-  Any liability that arises from the usage of a Certificate that has not been issued  or used in conformance with this 

CP/CPS; 
-  Any liability that arises from the usage of a Certificate that is not valid;  
-  Any liability that arises from usage of a Certificate that exceeds the limitations in usage and value and 

transactions stated upon it or in this CP/CPS; 
-  Any liability that arises from security, usability, integrity of products, including hardware and software a 

Certificate Holder uses; or 
-  Any liability that arises from compromise of a Certificate Holder�¶�V���S�U�L�Y�D�W�H���N�H�\�� 
 
9.8.  QuoVadis  Liabili t y 
QuoVadis shall be liable to Certificate Holders or Relying Parties for direct loss arising from any breach of this CP/CPS 
or for any other liability it may incur in contract, tort or otherwise, including liability for negligence up to $5000 per 
Certificate Holder or Relying Party per Certificate.  QuoVadis shall not in any event be liable for any loss of profits, 
loss of sales or turnover, loss or damage to reputation, loss of contracts, loss of customers, loss of the use of any 
software or data, loss or use of any computer or other equipment save as may arise directly from breach of this 
Certificate Policy & Certification Practice Statement, wasted management or other staff time, losses or liabilities 
under or in relation to any other contracts, indirect  loss or damage, consequential loss or damage, special loss or 
�G�D�P�D�J�H�����D�Q�G���I�R�U���W�K�H���S�X�U�S�R�V�H���R�I���W�K�L�V���S�D�U�D�J�U�D�S�K�����W�K�H���W�H�U�P���³�O�R�V�V�´���P�H�D�Q�V���D���S�D�U�W�L�D�O���O�R�V�V���R�U���U�H�G�X�F�W�L�R�Q���L�Q���Y�D�O�X�H���D�V���Z�H�O�O���D�V���D��
complete or total loss.  
 
9.8.1.  Limitations of Liability  
QuoVadis shall not in any event be liable for any loss of profits, loss of sales or turnover, loss or damage to 
reputation, loss of contracts, loss of customers, loss of the use of any software or data, loss or use of any computer 
or other equipment save as may arise directly from breach of this CP/CPS, wasted management or other staff time, 
losses or liabilities under or in relation to any other contracts, indirect loss or damage, consequential loss or damage, 
special loss or damage, and for the purpose of this paragraph, �W�K�H���W�H�U�P�� �³�O�R�V�V�´�� �P�H�D�Q�V�� �D�� �S�D�U�W�L�D�O���O�R�V�V�� �R�U���U�H�G�X�F�W�L�R�Q�� �L�Q��
value as well as a complete or total loss. 
 
�4�X�R�9�D�G�L�V�¶���O�L�D�E�L�O�L�W�\���W�R���D�Q�\�� �S�H�U�V�R�Q���I�R�U���G�D�P�D�J�H�V���D�U�L�V�L�Q�J���X�Q�G�H�U�����R�X�W���R�I���R�U���U�H�O�D�W�H�G���L�Q���D�Q�\���Z�D�\�� �W�R���W�K�L�V���&�3���&�3�6����Certificate 
Holder Agreement, the applicable contract or any related agreement, whether in contract, warranty, tort or any other 
legal theory, shall, subject as hereinafter set out, be limited to actual damages suffered by that person.  QuoVadis 
shall not be liable for indirect, consequential, incidental, s pecial, exemplary, or punitive damages with respect to any 
person, even if QuoVadis has been advised of the possibility of such damages, regardless of how such damages or 
liability may arise, whether in tort, negligence, equity, contract, statute, common l aw, or otherwise. As a condition to 
participation within the QuoVadis PKI (including, without limitation, the use of or reliance upon Certificates), any 
person that participates within the QuoVadis PKI irrevocably agrees that they shall not apply for or ot herwise seek 
either exemplary, consequential, special, incidental, or punitive damages and irrevocably confirms to QuoVadis their 
acceptance of the foregoing and the fact that QuoVadis has relied upon the foregoing as a condition and inducement 
to permit t hat person to participate within the QuoVadis Public Key Infrastructure.  
 
9.8.2.  Exclusions of Liability  
QuoVadis shall bear absolutely no liability for any loss whatsoever involving or arising from any one (or more) of the 
following circumstances or causes: 
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9.10.  Term And Termination  
9.10.1.  Term  
This CP/CPS and any amendments hereto shall become effective upon publication in the Repository and shall remain 
in effect perpetually until terminated in accordance with this Section 9.10.  
 
9.10.2.  Termination  
This CP/CPS shall remain in force until it is amen ded or replaced by a new version in accordance with this Section 
9.10. 
 
9.10.3.  Effect Of Termination And Survival  
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9.16.3.  Assignment  
Parties to this CP/CPS may not assign any of their rights or obligations under this CP/CPS or applicable agreements 
without the written consent of QuoVadis, and any such attempted assignment shall be void.   
 
9.16.4.  Severability  
Any provision of this QuoVadis CP/CPS that is determined to be invalid or unenforceable will be ineffective to the 
extent of such determination without invalidating the remaining provisions of this QuoVadis CP/CPS or affecting the 
validity or enforceability of such remaining provisions.  
 
9.16.5.  Enforcement (Waiver Of Rights)  
Except where an express time frame is set forth in this CP/CPS, no delay or omission by QuoVadis to exercise any 
right, remedy, or power it has under this CP/CPS shall impair or be construed as a waiver of such right , remedy, or 
power. A waiver by QuoVadis of any breach or covenant in this CP/CPS shall not be construed to be a waiver of any 
other or succeeding breach or covenant. No waiver shall be effective unless it is in writing.  Bilateral agreements 
between QuoVadis and the parties to this CP/CPS may contain additional provisions governing enforcement. 
 
9.16.6.  Force Majeure  
QUOVADIS ACCEPTS NO LIABILITY FOR ANY BREACH OF WARRANTY, DELAY, OR FAILURE IN PERFORMANCE THAT 
RESULTS FROM EVENTS BEYOND ITS CONTROL SUCH AS ACTS OF GOD, ACTS OF WAR, ACTS OF TERRORISM, 
EPIDEMICS, POWER OR TELECOMMUNICATION SERVICES FAILURE, FIRE, AND OTHER NATURAL DISASTERS.  
 
9.17.  Other Provisions  
No stipulation.  
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APPENDIX A  �± Root and Issuing CA Profiles  
 
QuoVadis Root CA2  
 

Field  Value  

Version  V3  

Serial Number  Unique number  0509 

Issuer Signature 
Algorithm  

sha-1WithRSAEncryption {1 2 840 113549 1 1 5}  

Issuer 
Distinguished Name  

Unique X.500 CA DN.  
CN = QuoVadis Root CA 2 

O =QuoVadis Limited 

C = BM 

Validity Period  25 years expressed in UTC format  
NotBefore: 11/24/2006 18:27:00  
NotAfter:    11/24/2031 18:23:33 

Subject 
Distinguished Name  

CN = QuoVadis Root CA 2 

O =QuoVadis Limited 

C = BM 

Subject Public Key 
Information  

Public Key Algorithm: 
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QuoVadis Global SSL ICA G 2  
 

Field  Value  

Version  V3  

Serial Number  Unique number    48982de2a92cb339e1c8f933358275d3e4f88255 

Issuer Signature 
Algorithm  

sha-1WithRSAEncryption {1 2 840 113549 1 1 5}  

Issuer 
Distinguished Name  

Unique X.500 CA DN. 
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QuoVadis Global SSL ICA G3   
 

Field  Value  

Version  V3  

Serial Number  Unique number    7ed6e79cc9ad81c4c8193ef95d4428770e341317 

Issuer Signature 
Algorithm  
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QuoVadis EV SSL ICA G1   
 

Field  Value  

Version  V3  
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QuoVadis Code Signing CA G1  
 

Field  Value  

Version  V3  

Serial Number  Unique number    1ce6507ec1d9c0b16178feee058cae7a0b142858 

Issuer Signature 
Algorithm  

sha-1WithRSAEncryption {1 2 840 113549 1 1 5} 

Issuer 
Distinguished Name  

Unique X.500 CA DN.  
CN = QuoVadis Root CA 2 

O =QuoVadis Limited 

C = BM 

Validity Period  10 years expressed in UTC format  
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Certificate Policies  c=no; Certificate Policies; {
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Extended Validation SSL  
 

Field  Value  Comments  

Version  V3 (2)   

Serial Number  Unique number   

Issuer Signature 
Algorithm  

sha-1WithRSAEncryption (1.2.840.113549.1.1.5)  
or sha256RSA (1.2.840.113549.1.1.11)  

 

Issuer 
Distinguished Name  

Unique X.500 CA DN.  
CN = QuoVadis EV SSL ICA G1 or CN = 
QuoVadis Global SSL ICA G2 or CN = QuoVadis 
Global SSL ICA G3 

O = QuoVadis Limited 

C = BM 

 

Validity Period  1  or 2 years expressed in UTC format   

Subject Distinguished Name   

Organization Name  subject:organisationName  
(2.5.4.10 )  

�7�K�L�V���I�L�H�O�G���0�8�6�7���F�R�Q�W�D�L�Q���W�K�H���6�X�E�M�H�F�W�¶�V��
full legal organisation name as listed in 
the official records of the Incorporat ing 
or Registration �$�J�H�Q�F�\���L�Q���W�K�H���6�X�E�M�H�F�W�¶�V��
Jurisdiction of Incorporation. In 
addition, an assumed name or d/b/a 
name used by the Subject MAY be 
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State/Province of 
Incorporation  

subject:jurisdictionOfIncorporationStateOrProvin
ceName (1.3.6.1.4.1.311.60.2.1.2)  

ASN.1 - X520StateOrProvinceName as 
specified in RFC 5280  
Full name of Jurisdiction of 
Incorporation for an Incorporating or 
Registration Agency at the state or 
province level, including country 
information as follows, but not city or 
town information above.  
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Subject Key 
Identifier  

c=no; Octet String �± Same as calculated by CA from PKCS#10   

Key Usage  c=yes;  
Digital Signature, Key Encipherment (a0)  

 

Extended Key 
Usage  

c=no;  
Server Authentication (1.3.6.1.5.5.7.3.1)  
Client Authentication (1.3.6.1.5.5.7.3.2)  

 

Certificate Policies  c=no; Certificate Policies; { 1.3.6.1.4.1.8024.0.2.100.1.2 }  
[1,1] Policy Qualifier Info:  
Policy Qualifier Id=CPS  
Qualifier: UUhttp UU://www.quovadisglobal.com/ repository 
[1,2] Policy Qualifier Info:  
Policy Qualifier Id=User Notice  
Qualifier: Notice Text= Any use of this Certificate constitutes 
acceptance of the QuoVadis Root CA 2 Certification Policies 
and Certificate Practice Statement. 

 

Certificate 
Transparency 
(optional)  

(1.3.6.1.4.1.11129.2.4.4) 
This field MAY include two or more Certificate Transparency 
proofs from approved CT Logs. 

 

Subject Alternative 
Name  

c=no; DNS = FQDN of Device (e.g., domain.com)   

Authority 
Information Access  

c=no; Access Method= - Id-ad-ocsp (On-line Certificate Status 
Protocol - 1.3.6.1.5.5.7.48.1); URL 
= UUhttp UU://ocsp.quovadisglobal.com 
 

 

CRL Distribution 
Points  

c = no; CRL HTTP URL 
= UUhttp UU://crl.quovadisglobal.com/ QVSSLICA.crl or 
UUhttp UU://crl.quovadisglobal.com/ qvsslg2.crl or 
UUhttp UU

UU  
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Commitment to Comply with Guidelines  
QuoVadis conforms to the curr�H�Q�W���Y�H�U�V�L�R�Q���R�I���W�K�H���&�$���%�U�R�Z�V�H�U���)�R�U�X�P���³�*�X�L�G�H�O�L�Q�H�V���I�R�U���W�K�H���,�V�V�X�D�Q�F�H���D�Q�G���0�D�Q�D�J�H�P�H�Q�W���R�I��
�(�[�W�H�Q�G�H�G�� �9�D�O�L�G�D�W�L�R�Q�� �&�H�U�W�L�I�L�F�D�W�H�V�´�� ���(�9�� �*�X�L�G�H�O�L�Q�H�V���� �S�X�E�O�L�V�K�H�G�� �D�W��UUhttp UU://www.cabforum.org .  In the event of any 
inconsistency between this document and those Guidelines, those Guidelines take precedence over this document. 
 
Eligible Applicant s 
QuoVadis issues EV Certificates to Private Organizations, Government Entities, Business Entities and Non-Commercial 
Entities satisfying the requirements specified below: 
 
(a) Private Organization Subjects 
-  The Private Organization MUST be a legally recognised entity whose existence was created by a filing with (or an 

act of) the Incorporating  or Registration Agency in its Jurisdiction of Incorporation (e.g., by issuance of a 
Certificate of incorporation)  or is an entity that is chartered by a state or federal regulatory agency ; 

-  The Private Organization MUST have designated with the Incorporating Agency either a Registered Agent or 
Registered Office (as required under the laws of the Jurisdiction of Incorporation) or equivalent;  

-  The Private Organization MUST NOT be designated on the records of the Incorporating Agency by labels such as 
�³�L�Q�D�F�W�L�Y�H���´���³�L�Q�Y�D�O�L�G���´���³�Q�R�W���F�X�U�U�H�Q�W���´���R�U��an equivalent facility;  

-  The Private Organization MUST have a verifiable physical existence and business presence. 
-  �7�K�H�� �3�U�L�Y�D�W�H�� �2�U�J�D�Q�L�]�D�W�L�R�Q�¶�V�� �-�X�U�L�V�G�L�F�W�L�R�Q�� �R�I�� �,�Q�F�R�U�S�R�U�D�W�L�R�Q, Registration, Charter, or License and/or its Place of 

Business MUST NOT be in any country where QuoVadis is prohibited from doing business or issuing a Certificate 
by the laws of Bermuda; and 

-  The Private Organization MUST NOT be listed on any government denial list or prohibited list (e.g., trade 
embargo) under the laws of Bermuda. 

 
(b)  Government Entity Subjects 
-  The legal existence of the Government Entity MUST be established by the political subdivision in which it 

operates; 
-  The Government Entity MUST NOT be in any country where QuoVadis is prohibited from doing business or 

issuing a Certificate by the laws of Bermuda; and 
-  The Government Entity MUST NOT be listed on any government denial list or prohibited list (e.g., trade 

embargo) under the laws of Bermuda. 
 
(c)  Business Entity Subjects 
Business Entities are entities that do not qualify as Private Organizations as defined in subsection (a) but do satisfy 
the following requirements.  Business Entities may include general partnerships, unincorporated associations, sole 
proprietorships, and individuals (natural persons). 
 
-  The Business Entity MUST be a legally recognised entity whose formation included the filing of certain forms with 

the Registration Agency in its Jurisdiction, the issuance or approval by such Registration Agency of a charter, 
Certificate, or license, and whose existence can be verified with that Registration Agency; 

-  The Business Entity MUST have a verifiable physical existence and business presence; 
-  At least one Principal Individual associated with the Business Entity MUST be identified and validated; 
-  The identified Principal Individual MUST attest to the representations made in the Certificate Holder Agreement; 
-  
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Code Signing  
 

Field  Value  Comments  

Version  V3   
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Field  
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3. Obtains a biometric associated with the Subject, such as a fingerprint or notarized handwritten Declaration 
of Identity,  

4. �9�H�U�L�I�L�H�V�� �W�K�H�� �&�H�U�W�L�I�L�F�D�W�H�� �5�H�T�X�H�V�W�H�U�¶�V�� �D�X�W�K�R�U�L�W�\�� �W�R�� �U�H�T�X�H�V�W�� �D�� �F�H�U�W�L�I�L�F�D�W�H�� �D�Q�G�� �W�K�H�� �D�X�W�K�H�Q�W�Lcity of the Certificate 
request using a verified method of communication.  

 
A Declaration of Identity is a written document that consists of the following:  

1. the identity of the person performing the verification,  
2. a signed declaration by the verifying person stating that they verified the identity of the Applicant,  
3. a unique identifying number from an identification document of the verifier,  
4. a unique identifying number from an identification document of the Applicant,  
5. the date and time of the verification, and  
6. a declaration of identity by the Applicant that is signed in handwriting in the presence of the person 

performing the verification.  
 
 
Application Process  
During the Certificate approval process, QuoVadis Validation Specialists employ controls to validate the identity of the 
Applicant and other information featured in the Certificate Application to ensure compliance with 


