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to act in accordance with their respective Issuing CA Agreements and to be bound by the terms of this CP/CPS.  

Generally, Issuing CAs 
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�x that the attributes of the Digital Certificate relied upon are appropriate in all respects to the reliance placed upon 
that Digital Certificate by the Authorised Relying Party including, without limitation to the generality of the 
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4.4.3. Publication Of The Certificate By The Certification Authority 

All Digital Certificates issued within the QuoVadis PKI are made available in public repositories, except where Certificate 
Holders have requested that their Digital Certificates not be published. 
 
4.4.4c Document
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�x The Certificate Holder otherwise becomes unsuitable or unauthorised to hold a Digital Certificate on 

behalf of the employer or its respective Subsidiaries, Holding Companies or Counterparties. 
�x Affiliation change  
�x Cessation of operation  
�x 
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5.1.4. Water Exposures 

The QuoVadis secure operating area provides protection against water.  It is located on an upper floor with raised 
flooring, floors and walls are sealed. 
 
5.1.5. Fire Prevention and Protection 
The QuoVadis secure datacentre provides protection against fire and contains with an automatic FM200 extinguishing 
system. 
 
5.1.6. Media Storage 
All magnetic media containing QuoVadis PKI information, including backup media, are stored in containers, cabinets or 
safes with fire protection capabilities and are located either within the QuoVadis service operations area or in a secure 
off-site storage area. 
 
5.1.7. Waste Disposal 
Paper documents and magnetic media containing trusted elements of QuoVadis or commercially sensitive or 
confidential information are securely disposed of by: 
�x in the case of magnetic media: 

�x physical damage to, or complete destruction of, the asset; 
�x the use of an approved utility to wipe or overwrite magnetic media; and 

�x in the case of printed material, shredding, or destruction by an approved service. 
 
5.1.8. Off-Site Backup 
An off-site location is used for the storage and retention of backup software and data.  The off-site storage: 
 
�x is available to authorised personnel 24 hours per day seven days per week for the purpose of retrieving software 

and data; and 
�x has appropriate levels of physical security in place (i.e. software and data are stored in fire-rated safes and 

containers which are located behind access-controlled doors in areas accessible only by authorised personnel). 
 
5.2. Procedural Controls 
Administrative processes are dealt with and described in detail in the various documents used within and supporting 
the QuoVadis PKI. 
 

Issuing CAs are required to ensure that administrative procedures related to personnel and procedural requirements, 
and physical and technological security mechanisms, are maintained in accordance with this CP/CPS and other relevant 
operational documents.  
 
It is company policy that QuoVadis will not outsource any of its PKI operations to other organizations. 
 
5.2.1. Trusted Roles 
In order to ensure that one person acting alone cannot circumvent security safeguards, responsibilities are shared by 
multiple roles and individuals. This is accomplished by creating separate roles and accounts on various components of 
the CA system, and each role has a limited amount of capability. This method allows a system of "checks and balances" 
to occur among the various roles.  Oversight may be in the form of a person who is not directly involved in issuing 
Digital Certificates (e.g. a security officer) examining system records or audit logs to ensure that other persons are 
acting within the realms of their responsibilities and within the stated security policy.   The roles defined by this CP/CPS 
are: 
 
�x Certification Authority Officers who are responsible for CA hardware and software and the generation and signing 

of Issuing CA Keys. 
�x Registration Authority Officers who are appointed by Registration Authorities, issued Registration Authority 

Certificates, and given responsibility for the operation of Registration Authority functions and the interface with 
the Issuing CA. 

�x QuoVadis Chief Security Officer who is responsible for verifying the integrity of the Certification Authorities and 
Registration Authorities and their operations and configurations. 

 
5.2.2. Number of Persons Required Per Task 
At least two people are assigned to each trusted role to ensure adequate support at all times, except for the role that 
performs the task of verifying and reviewing audit logs. Some roles are assigned to different people to ensure no 
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conflict of interest occurs and to prevent the possibility of accidental or intentional compromise of any component of 

the CA infrastructure, most especially the Root Certification Authority and Issuing CA Private Keys, and customer Private 
Keys if held temporarily by QuoVadis during the registration process.  
 
CA Key Pair generation and initialisation of a Root CA or Issuing CA shall require the active participation of at least two 
trusted individuals in each case. Such sensitive operations also require the active participation and oversight of senior 
management.  
 
Issuing CAs will utilis
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5.8. Certification Authority 
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to submitting a Digital Certificate request.   Key Generation methods and requirements differ according to the type of 

Digital Certificate requested. 
 
Certificate Holder Key Generation may be performed in hardware or software depending on the Digital Certificate type.  
 
All Keys for Issuing CAs, Registration Authorities and Registration Authority Officers must be randomly generated on 
an approved cryptographic token in a physically secure environment.  CA Certificate signing keys are only used w3i5o 
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6.2. Private Key 
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6.6. Life Cycle Technical Controls 

All hardware and software procured for operating an Issuing CA within the QuoVadis PKI must be purchased in a 
manner that will mitigate the risk that any particular component was tampered with, such as random selection of 
specific components.  Equipment developed for use within the QuoVadis PKI shall be developed in a controlled 
environment under strict change control procedures. 
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Stamps
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FIELDS CONTENT     DEMARCATION 

URL=http://trust.quovadisglobal.com/<caname>.crt 
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7.5. Digital Certificate Fields and Root CA Certificate Hashes  

7.5.1. Digital Certificate Fields 
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7.5.2 QuoVadis Root Certificate Hashes 

Note that all 
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8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS 

8.1. Frequency, Circumstance And Standards Of Assessment 
8.1.1. QuoVadis Certification Authority 
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8.1.3. Registration Authorities  

Selected Registration Authorities within the QuoVadis PKI are subject to annual compliance reviews performed by or 
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9.4. Privacy Of Personal Information  

9.4.1. Privacy Plan 
QuoVadis, Issuing CAs, Registration Authorities, Certificate Holders, Relying Parties and all others using or accessing 
any personal data in connection with matters dealt with this CP/CPS shall comply with the Council Directive 95/46/EC 
of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the 
processing of personal data and on the free movement of such data, and any amending and/or implementing legislation 
enacted from time to time, and any other relevant legislation relating to data protection, and any equivalent legislation 
or regulations in any relevant jurisdiction. QuoVadis complies with the Swiss Federal Act on Data Protection of June 
19, 1992 (SR 235.1). 
 
9.4.2. Information Treated As Private 
All information about Certificate Holders that is not publicly available through the content of issued Digital Certificates, 
Digital Certificate directories or online Repositories is treated as private. 
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9.5.3. IETF Guidelines 

The use of the PKIX IETF Guidelines is acknowledged. 
 
9.5.4. Breach 
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10.1.2. Key Usage and Archive 
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FIELDS CONTENT DEMARCATION 

Subject  

Email Address (E) aaa@bbb.xx.yy or aaa@bbb.com  Holder Variable 

Common Name (CN) Common Name Holder Variable 

givenName (G) Given Name Can use Pseudonym instead of 
givenName and surname 

Holder Variable 

Surname (S) Surname 

Organisational Unit (OU) Variable Data Holder Variable 

Organisation (O) Organisation legal name  Holder Variable 

Country/Locality Variable Data Holder Variable 

Subject Public Key 
Information 

RSA (2048-bit2048-bit) / System Generated  Fixed 
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10.4. QV Advanced + 

 

PURPOSE 

QuoVadis Advanced+ Digital Certificates are used for the same purposes as QuoVadis Advanced Digital Certificates, 
with the only difference being that they are issued on a Secure Cryptographic Device.  The QuoVadis Advanced + 
Certificate Class is trusted in the Adobe Approved Trust List (AATL). 
 

REGISTRATION PROCESS 

QuoVadis Advanced+ Digital Certificates are based on with the Normalised Certificate Policy (NCP+) described in 
ETSI EN 319 411-1.   
Unless the Certificate Holder has already been identified by the RA through a face-to-face identification meeting, 
accepted Know Your Customer (KYC) standards or a contractual relationship with the RA, validation requirements 
for a Certificate Holder shall include the following:  
 
If the subject is a natural person (i.e. physical person as opposed to legal person) evidence of the subject's identity 
(e.g. name) shall be checked against this natural person either directly by physical presence of the person (the 
subject shall be witnessed in person unless a duly mandated subscriber represents the subject), or shall have been 

checked indirectly using means which provides equivalent assurance to physical presence. 
If the subject is a natural person evidence shall be provided of: 

�x Full name (including surname and given names consistent with applicable law and national identification 
practices); and 

�x Date and place of birth, reference to a nationally recognised identity document, or other attributes 
which may be used to, as far as possible, distinguish the person from others with the same name. 

 
If the subject is a natural person who is identified in association with a legal person (e.g. the Subscriber), evidence 
of the identity shall be checked against a natural person either directly by physical presence of the person (the 
subject shall be witnessed in person unless a duly mandated subscriber represents the subject), or shall have been 
checked indirectly using means which provides equivalent assurance to physical presence. 
 
If the Certificate Holder is a natural person who is identified in association with a legal person (organizational 
entity), additional evidence shall be provided of: 

�x Full name and legal status of the associated legal person; 
�x Any relevant existing registration information (e.g. company registration) of the associated legal person; 

and 
�x Evidence that the Certificate Holder is affiliated with the legal person. 

 
If the Certificate Holder is a  0 0 1 101.06 3
BT
/F1 9 T0361.71 555.43 re1
77.904 75.624 461.71 555.43 re
W* n
BT
/F1 9 Tf
1 0 0 1 426.19 34 461.71 555.43 re(rtifi)3(c)-5(a)5(te)-6( )6(H)-4(o)-3(ld)9(e)6(r)-12( )6(is)-4( )6(a)d0 0 1 426.19 34 461person (
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10.4.1. ElDI-V/GeBüV Certificates  

 
The procedure below assumes an application by a company or organisation on behalf of its employees or devices for 
Digital Certificates.   
 

PURPOSE 

The ElDI-V/GeBüV Certificate is issued to organisations (companies, municipalities, etc.) and issued primarily to 
digitally sign electronic invoices. The Certificates may also be used for commercial purposes (such as legally-compliant 
electronic archiving according to GeBüV). 
 

REGISTRATION PROCESS 

These Digital Certificates are issued in accordance with ElDI-V (SR 641.201.1 and SR 641.201.1.1).  Validation of 
these Certificates is performed in accordance with the validation procedures for QuoVadis Qualified Certificates and 
any additional validation requirements required by ElDI-V.   
 

FIELDS CONTENT DEMARCATION 

Subject  

Common Name (CN) Commercial Subject Name or First Name - Last Name  Holder Variable 

Organisational Unit (OU) Variable Data Holder Variable 

Organisational Unit (OU) 
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State/Province State/Province Holder Variable 
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FIELD CONTENTS DEMARCATION   

Subject   

CommonName (CN) CommonName Required 

givenName (G) Given Name Can use Pseudonym instead of 
givenName and surname 

Required  
 Surname (S) Surname 

SerialNumber (SN) 
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FIELD CONTENTS DEMARCATION   

Subject   

CommonName (CN) CommonName Required 
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  7 0
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10.6.1.1. Grid End User Certificate 

 

PURPOSE 

Grid technology provides the software infrastructure for sharing of computing resources across various domains.  The 
purpose of a Grid End User Certificate is to help the Certificate Holder to access the Grid services that require 
Certificate-based authentication.    

REGISTRATION PROCESS 

The identity vetting of all Applicants must be performed by an approved Registration Authority (RA).  Face to face 
registration is required at the RA or alternatively the Applicants can have their identity vetted at a post office providing 
an approved iden
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