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Important Note About this Document

This document is the Certificate Policy/Certification Practice Statement herein after referred to as the CP/CPS adopted
by QuoVadis Limited (QuoVadis). The QuoVadis CP/CPS contains an overview of the practices and procedures that
QuoVadis employs for its operation as a Digital Certification Authority. This document is not intended to create
contractual relationships between QuoVadis Limited and any other person. Any person seeking to rely on Certificates
or participate within the QuoVadis PKI must do so pursuant to definitive contractual documentation. This document is
intended for use only in connection with QuoVadis and its business. This version of the CP/CPS has been approved
for use by the QuoVadis Policy Management Authority (PMA) and is subject to amendment and change in accordance
with the policies and guidelines adopted, from time to time, by the PMA and as otherwise set out herein. The date on
which this version of the CP/CPS becomes effective is indicated on this CP/CPS. The most recent effective copy of
this CP/CPS supersedes all previous versions. No provision is made for different versions of this CP/CPS to remain in
effect at the same time.

Contact Information:
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1. INTRODUCTION

1.1. Overview

QuoVadis SSL Certificates are issued for use with the SSL /TLS protocol to enable secure transactions of data through
privacy, authentication, and data integrity.

QuoVadis Code Signing Certificates are used to provide users with reasonable assurance that the executable code
they download comes from a source identified by QuoVadis.

This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the certification processes that QuoVadis

Root CA2 uses in the generation, issue, use, and management of Certificates and serves to notify Certificate Holders

and Relying Parties of their roles and responsibilities concerning Certificates. 7 KH W QubFRadis Root CA2° DSSOLHV
to all generations of this Root, including the SHA1 and SHA256 versions.

QuoVadis ensures the integrity of its Public Key Infrastructure
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1.4 Certificate Usage

1.4.1. Appropriate Certificate Uses

Certificates issued pursuant to this CP/CPS may be used for all legal authentication, encryption, access control, and
digital signature purposes, as designated by the key usage and extended key usage fields found within the
Certificate.

1.4.2. Prohibited Certificate Usage

QuoVadis Certificates may not be used and no participation is permitted in the QuoVadis PKI (i) in circumstances that
breach, contravene, or infringe the rights of others; or (ii) in circumstances that offend, breach, or contravene any
applicable law, statute, regulation, order, decree, or judgment of a court of competent jurisdiction or governmental
order; or (iii) in connection with fraud, pornography, obscenity, hate, defamation, harassment, or other activity that
is contrary to public policy.

No reliance may be placed on Certificates and Certificates may not be used in circumstances (i) where applicable law
or regulation prohibits their use; (ii) in breach of this CP/CPS or the relevant Certificate Holder Agreement; (iii) in any
circumstances where the use of Certificates could lead to death, injury, or damage to property; or (iv) as otherwise
may be prohibited by the terms of issue.

1.5. Policy Administration
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Certificate Holder Agreement: Is the agreement executed between a Certificate Holder and QuoVadis relating to the
provision of designated Certificate- UHODWHG VHUYLFHV WKDW JRY H ghi3\danthokligatdohsWadtied LFDWH +RO
to the Certificate.

Certificate Requester: A Certificate Requester is a natural person who is employed by the Applicant, or an authorised
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3.1.4. Rules For Interpreting Various Name Forms

Distinguished Names in Certificates shall be interpreted using X.500 standards and ASN.1 syntax. See RFC 2253 and
RFC 2616 for further information on how X.500 distinguished names in Certificates are interpreted as Uniform
Resource Identifiers and HTTP references. In addition, see the Certificate Profiles detailed in Appendix B.

3.1.5. Unigueness Of Names

Name uniqueness is ensured through the use of the Common Name attribute of the Subject Field, which contains the
authenticated domain name, which is controlled under the auspices of the Internet Corporation for Assigned Names
and Numbers (ICANN).

3.1.6. Recognition, Authentication, And Role Of Trademarks
Certificate Holders shall solely be responsible for the legality of the information they present for use in Certificates
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Quovadis WR YHULI\ D SUHYLRXVO\ LVVXHG FHUWLIWHOI®/idcapdCh&s notkoBewmadifiedd 'RPDLQ 1D
VLQFH WKH SUHYLRXV FHUWLILFDWHYV LVVXDQFH

3.1.8. High Risk Domains
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4.2.2. Approval Or Rejection Of Certificate Applications

From time to time, QuoVadis may modify the requirements related to application information requested, based on
QuoVadis requirements, business context of the usage of Certificates, or as may be required by law, changes to the
EV Guidelines or changes to the Baseline Requirements for the Issuance and Management of Publicly-Trusted
Certificates.

QuoVadis, in its sole discretion, may refuse to accept an application for a Certificate or for the renewal of a
Certificate, and may refuse to issue a Certificate, without incurring any liability for loss or damages arising out of
such refusal.
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QuoVadis assumes that all user software will be compliant with X.509, the SSL/TLS protocol, and other applicable
standards that enforce the requirements and requirements set forth in this CP/CPS. QuoVadis does not warrant that
any third party's software will support or enforce such controls or requirements, and all Relying Parties are advised to
seek appropriate technical or legal advice.

Parties relying on a Certificate must adhere to the SSL/TLS protocol and verify a digital signature at all times by
checking the validity of the associated Certificate against the relevant CRL or OCSP resource provided by QuoVadis.
Relying on an unverifiable digital signature or SSL/TLS session may result in risks that the Relying Party assumes in
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- QuoVadis is made aware that a Wildcard Certificate has been used to authenticate a fraudulently misleading
subordinate Fully-Qualified Domain Name;
- QuoVadis
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5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS

The section of the CP/CPS provides a high level description of the security policy, physical and logical access control
mechanisms, service levels, and personnel policies used by QuoVadis to provide trustworthy and reliable CA
operations.

5.1. Physical Controls
QuoVadis manages and implements appropriate physical security controls to restrict access to the hardware and
software used in connection with CA operations.

51.1. Site Location and Construction
QuoVadis performs its CA operations from a secure datacentre located in Hamilton, Bermuda. The datacentre is a
purpose-
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521. Trusted Roles

In order to ensure that one person acting alone cannot circumvent security, trusted responsibilities are shared by
multiple roles and individuals. This is accomplished by creating separate roles and accounts on various components
of the CA system, and each role has a limited amount of capability. This method allows a system of "checks and
balances" to occur among the various roles. Oversight may be in the form of a person who is not directly involved in
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5.4.4. Protection Of Audit Log

The relevant audit data collected is regularly analysed for any attempts to violate the integrity of any element of the
QuoVadis PKI. Only certain QuoVadis Trusted Roles and auditors may view audit logs in whole. QuoVadis decides
whether particular audit records need to be viewed by others in specific instances and makes those records available.
Consolidated logs are protected from modification and destruction. All audit logs are protected in an encrypted
format via a Key and Digital Certificate generated especially for the purpose of protecting the logs.

5.4.5. Audit Log Backup Procedures
Each Issuing CA performs an onsite backup of the audit log daily. The backup process includes weekly physical
removal of the audit log copy from the Issuing CA premises and storage at a secure, offsite location.

5.4.6. Audit Collection System
The security audit process of each Issuing CA runs independently of the Issuing CA software. Security audit
processes are invoked at system start up and cease only at system shutdown.

54.7. Notification To Event-Causing Subject
Where an event is logged, no notice is required to be given to the individual, organisation, device, or application that
caused the event.

54.8. Vulnerability Assessment
QuoVadis undergoes periodic penetration tests conducted by an external third party. QuoVadis also performs
internal vulnerability assessments on a regular basis.

5.5. Records Archival

55.1. Types Of Records Archived

QuoVadis archives and makes available upon authorised request documentation subject to the QuoVadis Document
Access Policy. For each Certificate, the records will address creation, issuance, use, revocation, expiration, and
renewal activities. These records will include all relevant evidence in the Issuing & $ dssession including:

- Audit logs;

- Certificate Requests and all related actions;

- Evidence produced in verification of Applicant details;

- Contents of issued Certificates;

- Evidence of Certificate acceptance and signed (electronically or otherwise) Certificate Holder Agreements;
- Certificate renewal requests and all related actions;

- Revocation requests and all related actions;

- CRL lists posted; and

- Audit Opinions as discussed in this QuoVadis CP/CPS.

552 Retention Period For Archive
Audit logs relating to the certificate lifecycle are retained as archive records for a period of for seven (7) years.
Detailed system generated logs are retained for 18 months based on a risk assessment.

553 Protection Of Archive
Archives shall be retained and protected against modification or destruction.

554 Archive Backup Procedures
Adequate backup procedures must be in place so that in the event of the loss or destruction of the primary archives
a complete set of backup copies will be readily available.

5.5.5. Requirements For Time-Stamping Of Records

QuoVadis supports time stamping of all of its records. All events that are recorded within the QuoVadis service
include the date and time of when the event took place. This date and time are based on the system time on which
the CA program is operating. QuoVadis uses procedures to review and ensure that all systems operating within the
QuoVadis PKI rely on a trusted time source.

5.56. Archive Collection System
The QuoVadis Archive Collection System is internal.
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55.7. Procedures To Obtain And Verify Archive Information

Only Issuing CA officers and auditors may view the archives in whole. The contents of the archives will not be
released as a whole, except as required by law. QuoVadis may decide to release records of individual transactions
upon request of any of the entities involved in the transaction or their authorised representatives. A reasonable
handling fee per record (subject to a minimum fee) will be assessed to cover the cost of record retrieval.

5.6. Key Changeover

Key changeover is not automatic but procedures enable the smooth transition from expiring CA Certificates to new

CA Certificates. Towards the end of the CA private Kk H\fV OLIHWLPH 4XR 9D G &XyiriRgHd2 prhivate Xaylta@Q J LW
sign Certificates (well in advance of expiration) and uses the old private key only to sign CRLs associated with that

key. A new CA signing key pair is commissioned and all subsequently issued Certificates and CRLs are signed with the

new private signing key. Both the old and the new key pairs may be concurrently active.

5.7. Compromise And Disaster Recovery
QuoVadis has a CA
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memorized, not written down. Activation data must never be shared. Activation data must not contain WKH XVHUYV
personal information.

6.4.3. Other Aspects Of Activation Data
No stipulation.

6.5. Computer Security Controls

QuoVadis has a formal Information Security Policy that documents the QuoVadis policies, standards and guidelines
relating to information security. This Information Security Policy has been approved by management and is
communicated to all employees.

Computer security technical requirements are achieved utilising a combination of hardened security modules and
software, operating system security features, PKI and CA software and physical safeguards, including security Policies
and Procedures that include but are not limited to:

Access controls to CA services and PKI roles;
Enforced separation of duties for CA Services and PKI roles;
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Serial Number
Revocation Date (see CRL entry extension for Reason Code below)
,ZVVXHUfVr6eLIQDWX

7.2.2. CRL And CRL Entry Extensions
CRL Number (monotonically increasing integer - never repeated)
Authority Key Identifier (same as Authority Key Identifier in Certificates issued by CA)
CRL Entry Extensions
Invalidity Date (UTC - optional)
Reason Code (optional)

7.3. Online Certificate Status Protocol Profile
OCSP is enabled for all Certificates within the QuoVadis PKI.

7.3.1. Online Certificate Status Protocol Version Numbers
OCSP Version 1, as defined by RFC 2560, is supported within the QuoVadis PKI.

7.3.2. Online Certificate Status Protocol Extensions
No Stipulation.

7.4 Certificate Transparency
QuoVadis Certificates MAY include two or more Signed Certificate Timestamps (SCT) from independent Certificate
Transparency Logs. Information on Certificate Transparency may be found in IETF RFC 6962

8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS

8.1. Frequency, Circumstance And Standards Of Assessment

The practices specified in this CP/CPS have been designed to meet or exceed the requirements of, and QuoVadis is
audited for compliance to, generally accepted and developing industry standards including:

- AICPA/CICA WebTrust for Certification Authorities and the WebTrust Extended Validation Program;

- Bermuda Authorised Certification Service Provider standards of the Bermuda electronic Transactions Act;

- Swiss Zert ES Qualified Certification Service Provider standards (ZertES), including adherence to ETSI 101.456TS
and other specifications

8.2. Identity And Qualifications Of Assessor

The audit services described in Section 8.1 are performed by independent, recognised, credible, and established
audit firms having significant experience with PKI and cryptographic technologies. The WebTrust and Bermuda
Certificate Service Provider audits have been carried out by Ernst & Young. The accreditation audits for Swiss and
ETSI requirements have been performed by KPMG AG.

8.3. $VVHVVRUTVY 5HODWLRQVKLS 7R $VVHVVHG (QWLW\

QuoVadis and the auditors do not have any other relationship that would impair their independence and objectivity
under Generally Accepted Auditing Standards. These relationships include financial, legal, social, or other
relationships that could result in a conflict of interest.

8.4. Topics Covered By Assessment

Topics covered by the annual audits of QuoVadis include but are not limited to CA business practices disclosure (i.e.,

WKLV &3 &36 WKH VHUYLFH LQWHJULW\ Rl 4XR9DGLVY &$QRoYatld Dnpldnfei@sy WKH HQY
to ensure trustworthy systems DQG 4XR9DGLVY FRé&«satiang,FegulationsKand guidelines.

8.5. Actions Taken As A Result Of Deficiency

Actions taken as the result of deficiency will be determined by the nature and extent of the deficiency identified. Any
determination will be made by QuoVadis with input from auditors. QuoVadis at its sole discretion will determine an
appropriate course of action and time frame to rectify the deficiency.

8.6. Publication Of Audit Results
The results of these audits in the form of publicly available audit reports or opinions as provided by the external
auditors responsible for these audits are published on the QuoVadis website or are available upon request.
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Code Signing Certificates: not use the Certificate to digitally sign hostile code, spyware or other
malicious software (or to disable antispyware and other protective measures or provide false or
PLVOHDGLQJ GHVFULSWLRQV RdnsVeKfehtirds), @QritiGo Bse @&l Jevtifickt® solely in
compliance with all applicable laws, solely for authorised company business and solely in accordance

with the Certificate Holder Agreement;
- Reporting and Revocation Upon Compromise: An obligation and warranty to promptly cease using a Certificate
and its associated Private Key, and promptly request that QuoVadis revoke the Certificate, in the event that: (a)
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- If the Certificate held by the claiming party or otherwise the subject of any claim had expired or been revoked
prior to the date of the circumstances giving rise to any claim;

- If the Certificate held by the claiming party or otherwise the subject of any claim has been modified or altered in
any way or been used otherwise than as permitted by the terms of this QuoVadis CP/CPS and/or the relevant
Certificate Holder Agreement or any applicable law or regulation;

- If the private key associated with the Certificate held by the claiming party or otherwise the subject of any claim
has been compromised;

- If the Certificate held by the claiming party was issued in a manner that constituted a breach of any applicable
law or regulation;

- Computer hardware or software, or mathematical algorithms, are developed that tend to make public key
cryptography or asymmetric cryptosystems insecure, provided that QuoVadis uses commercially reasonable
practices to protect against breaches in security resulting from such hardware, software, or algorithms;

- Power failure, power interruption, or other disturbances to electrical power, provided QuoVadis uses
commercially reasonable methods to protect against such disturbances;

- Failure of one or more computer systems, communications infrastructure, processing, or storage media or
mechanisms, or any sub components of the preceding, not under the exclusive control of QuoVadis and/or its
subcontractors or service providers; or

- One or more of the following events: a natural disaster or Act of God (including without limitation flood,
earthquake, or other natural or weather related cause); a labour disturbance; war, insurrection, or overt military
hostilities; adverse legislation or governmental action, prohibition, embargo, or boycott; riots or civil
disturbances; fire or explosion; catastrophic epidemic; trade embargo; restriction or impediment (including,
without limitation, export controls); any lack of telecommunications availability or integrity; legal compulsion
including, any judgments of a court of competent jurisdiction to which QuoVadis is, or may be, subject; and any
event or occurrence or circumstance or set of circumstances that is beyond the control of QuoVadis.

9.8.3. Certificate Loss Limits

Without prejudice to any other provision of this Section 9 4XRO9DGLVY OLDELOLW)\ IRU EUHDFK RI LWV RE
this QuoVadis CP/CPS shall, absent fraud or wilful misconduct on the part of QuoVadis, be subject to a monetary limit

determined by the type of Digital Certificate held by the claiming party and shall be limited absolutely to the

monetary amounts set out below.

Loss Limits/ Maximum per
Reliance Limits Certificate
Standard Certificates US $250,000
Device Certificate US $250,000

,Q QR HYHQW VKDOO 4XR9DGLVY OLDELOLW\ H[FHHG WKH ORVYV OLPLWYV VHW RXW
cycle of a particular Digital Certificate to WKH LQWHQW WKDW WKH ORVV OLPLWY UHIOHFW 4XRO9I
liability per Digital Certificate per year (irrespective of the number of claims per Digital Certificate). The foregoing

limitation applies regardless of the number of transactions or causes of action relating to a particular Digital
&HUWLILFDWH LQ DQ\ RQH \HDU RI WKDW 'LJLWDO &HUWLILFDWHTV OLIH F\FOH

9.9. Indemnities

Any user of a QuoVadis Certificate, whether a Certificate Holder, Relying Party or otherwise, shall indemnify and hold
harmless QuoVadis from any and all damages and losses arising out of: (i) use of the QuoVadis Certificate in a
manner not authorised by QuoVadis; (i) tampering with the QuoVadis Certificate; or (iii)) misrepresentation or
omission of material fact in order to obtain or use a Certificate, whether or not such misrepresentation or omission
was intentional. In addition, Certificate Holders shall indemnify and hold harmless QuoVadis from any and all
damages (including legal fees) for lawsuits, claims or actions by third-parties relying on or otherwise using a
QuoVadis Certificate relating to: (i) Certificate Holder's breach of its obligations under the Certificate Holder
Agreement or this CP/CPS; (ii) Certificate Holder's failure to protect its private key; or (iii) claims (including without
limitation infringement claims) pertaining to content or other information or data supplied by Certificate Holder.

9.10. Term And Termination

9.10.1. Term

This CP/CPS and any amendments hereto shall become effective upon publication in the Repository and shall remain
in effect perpetually until terminated in accordance with this Section 9.10.
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9.10.2. Termination
This CP/CPS shall remain in force until it is amended or replaced by a new version in accordance with this Section
9.10.

9.10.3. Effect Of Termination And Survival

The conditions and effect resulting from termination of this CP/CPS will be communicated via the QuoVadis website
upon termination. That communication will outline the provisions that may survive termination of this CP/CPS and
remain in force. The responsibilities for protecting business confidential and private personal information shall survive
termination, and the terms and conditions for all existing Certificates shall remain valid for the remainder of the
validity periods of such Certificates.

9.11. Individual Notices And Communications With Participants

Electronic mail, postal mail, fax, and web pages will all be valid means of QuoVadis providing any of the notices
required by this CP/CPS, unless specifically provided otherwise. Electronic mail, postal mail, and fax will all be valid
means of providing any notice required pursuant to this CP/CPS to QuoVadis unless specifically provided otherwise
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9.16.4. Severability

Any provision of this QuoVadis CP/CPS that is determined to be invalid or unenforceable will be ineffective to the
extent of such determination without invalidating the remaining provisions of this QuoVadis CP/CPS or affecting the
validity or enforceability of such remaining provisions.

9.16.5. Enforcement (Waiver Of Rights)

Except where an express time frame is set forth in this CP/CPS, no delay or omission by QuoVadis to exercise any
right, remedy, or power it has under this CP/CPS shall impair or be construed as a waiver of such right, remedy, or
power. A waiver by QuoVadis of any breach or covenant in this CP/CPS shall not be construed to be a waiver of any
other or succeeding breach or covenant. No waiver shall be effective unless it is in writing. Bilateral agreements
between QuoVadis and the parties to this CP/CPS may contain additional provisions governing enforcement.

9.16.6. Force Majeure

QUOVADIS ACCEPTS NO LIABILITY FOR ANY BREACH OF WARRANTY, DELAY, OR FAILURE IN PERFORMANCE THAT
RESULTS FROM EVENTS BEYOND ITS CONTROL SUCH AS ACTS OF GOD, ACTS OF WAR, ACTS OF TERRORISM,
EPIDEMICS, POWER OR TELECOMMUNICATION SERVICES FAILURE, FIRE, AND OTHER NATURAL DISASTERS.

9.17. Other Provisions
No stipulation.
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APPENDIX A tRoot and Issuing CA Profiles

QuoVadis Root CA2

Field

Value

Version

V3

Serial Number

Unigue number 0509

Issuer Signature
Algorithm

sha-1WithRSAEncryption {1 2 840 113549 1 1 5}

Issuer
Distinguished Name

Unigue X.500 CA DN.
CN = QuoVadis Root CA 2
O =QuoVadis Limited

Distinguished Name

C=BM
Validity Period 25 years expressed in UTC format
NotBefore: 11/24/2006 18:27:00
NotAfter: 11/24/2031 18:23:33
Subject CN = QuoVadis Root CA 2

O =QuoVadis Limited
C=BM

Subject Public Key
Information

Public Key Algorithm:
Algorithm Objectld: 1.2.840.113549.1.1.1 RSA
Algorithm Parameters: 05 00

Public Key Length: 4096-bit

,ZVVXHUTV 6L

sha-1WithRSAEncryption {1 2 840 113549 1 1 5}

Extension

Value

Authority Key
ldentifier

c=no;
KeylD=1a 84 62 bc 48 4c 33 25 04 d4 ee dO f6 03 ¢4 19 46 d1 94 6b
Certificate Issuer:
Directory Address:
CN=QuoVadis Root CA 2
O=QuoVadis Limited
C=BM
Certificate SerialNumber=05 09

Subject Key
Identifier

c=no; la 84 62 bc 48 4c 33 25 04 d4 ee dO 6 03 c4 19 46 d1 94 6b

Key Usage

c=no; Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Basic Constraints

c=yes; Subject Type=CA
Path Length Constraint=None

Key Id Hash(shal):

73 97 82 ea b4 04 16 6e 25 d4 82 3c 37 db f8 a8 12 fb cf 26

Cert Hash(shal):

ca 3a fb cf 12 40 36 4b 44 b2 16 20 88 80 48 39 19 93 7c {7
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QuoVadis Global SSL ICA G2

Field Value

Version V3
Copyright QuoVadis Limited: Public Document Page 34



QuoVadis Root CA2 CP/CPS Version 1.17

QuoVadis Global SSL ICA G3

Field Value
Version V3
Serial Number Unigue number  7ed6e79cc9ad81c4c8193ef95d4428770e341317
Issuer Signature sha256RSA {1.2.840.113549.1.1.11 }
Algorithm
Issuer Unique X.500 CA DN.
Distinguished Name | cN = QuoVadis Root CA 2 G3
O =QuoVadis Limited
C=BM

Validity Period
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QuoVadis Code Signing CA G1

Field Value

Version V3

Serial Number Unique number  1ce6507ec1d9cOb16178feee058cae7a0b142858
Issuer Signature sha-1WithRSAEncryption {1 2 840 113549 1 1 5}

Algorithm

Issuer

Distinguished Name
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Appendix B *Certificate Holder Certificate Profiles

Business SSL

Field Value
Version V3
Serial Number Unigue number

Issuer Signature sha-1WithRSAEncryption (1.2.840.113549.1.1.5) or sha256RSA (1.2.840.113549.1.1.11)
Algorithm

Issuer Unique X.500 CA DN.
Distinguished Name
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Certificate Policies

c=no; Certificate Policies; {1.3.6.1.4.1.8024.0.2.100.1.1 }
[1,1] Policy Qualifier Info:

Policy Qualifier 1d=CPS

Qualifier: http://www.quovadisglobal.com/repository
[1,2] Policy Qualifier Info:

Policy Qualifier Id=User Notice

Quialifier: Notice Text= Any use of this Certificate constitutes acceptance of the QuoVadis
Root CA 2 Certification Policies and Certificate Practice Statement.

Subject Alternative
Name

Authority
Information Access

c¢=no; DNS = FQDN of Device (e.g., domain.com)

c=no; Acc
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QuoVadis may accept at its discretion other official documentation supporting an application. QuoVadis may also use
the services of a third party to confirm Applicant information. QuoVadis accepts confirmation from third party
organisations, other third party databases, and government entities.

Application Process

During the Certificate approval process, QuoVadis Validation Specialists employ controls to validate the identity of the
Applicant and other information featured in the Certificate Application to ensure compliance with this CP/CPS.

Step 1: The Applicant provides a signed Certificate Application to QuoVadis, which includes identifying information to
assist QuoVadis in processing the request and issuing the Business SSL Certificate, along with a PKCS#10 CSR and
billing details.

Step 2: QuoVadis independently verifies information using a variety of sources.

Step 3: The Applicant accepts the Certificate Holder Agreement and approves Certificate issuance.

Step 4: All signatures are verified through follow-up procedures or telephone calls.
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State/Province of
Incorporation

subject:jurisdictionOflIncorporationStateOrProvin
ceName (1.3.6.1.4.1.311.60.2.1.2)

ASN.1 - X520StateOrProvinceName as
specified in RFC 5280

Full name of Jurisdiction of
Incorporation for an Incorporating or
Registration Agency at the state or
province level, including country
information as follows, but not city or
town information above.
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Commitment to Comply with Guidelines
QuoVadis conforms to the current versiRQ RI WKH &$ % URZVHU )RUXP 3*XLGHOLQHV IRU WKH ,VVX
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ii. Verify Applicant (or a corporate parent/subsidiary) is a registered holder or has exclusive control of the domain
name to be included in the EV Certificate;

ii. 9HULI\ $SSOLFDQWYTV DXWKRUL]DWLRQ IRU WKH (9 &HUWLILFDWH LQFOXGLQJ
- Verify the name, title, and authority of the Contract Signer, Certificate Approver, and Certificate Requester;
- Verify that Contract Signer signed the Certificate Holder Agreement; and
- Verify that a Certificate Approver has signed or otherwise approved the EV Certificate Request.

The vetting regime of the EV Guidelines includes detailed verification procedures, which vary by Certificate Holder,
and may include direct confirmation with Incorporating Agencies as well as correlation of information from certain
qualified commercial data providers, site visits, and independent confirmations from senior officers of the Applicant.
Verified opinion letters from attorneys and accountants representing the Applicant, as well as bank account
verifications, may also be used to fulfil aspects of the vetting process.

Applicant Contacts

The EV Guidelines specify a number of Applicant roles involved in the EV verification process. All must be filled by
natural persons (i.e., specific individuals as opposed to generic titles or automated systems). The Applicant may
authorize one individual to occupy two or more of these roles. The Applicant may authorize more than one individual
to occupy any of these roles.

QuoVadis requires Applicants for EV Certificates to execute an EV Authority Letter to identify and authorise the
various Applicant contacts, as well as to enable the use of online confirmations and approvals for various aspects of
the EV process.

- Certificate Requester: The initial contact that submits the Certificate Application to QV on behalf of the Applicant.
This person does NOT need to be an employee of the Applicant, but must be an authorised agent with express
authority to represent the Applicant. Certificate Requesters are formally recognised by QuoVadis only after
QuoVadis has confirmed their appointment with the Applicant.

- Certificate Approver: MUST be either the Applicant, employed by the Applicant, or an authorized agent who has
express authority to represent the Applicant to (i) act as a Certificate Requester and to authorize other
employees or third parties to act as a Certificate Requester, and (ii) to approve EV Certificate Requests
submitted by other Certificate Requesters.

- Contract Signer: MUST be either the Applicant, employed by the Applicant, or an authorized agent who has
express authority to represent the Applicant, and who has authority on behalf of the Applicant to sign Subscriber
Agreements.

- Confirming Person: Must be a senior officer of the Applicant (e.g., Secretary, President, CEO, CFO, COO, CIO,
CSO, Director, etc.) able to sign the QV Authority Letter on behalf of the Applicant.

Certificate Holder Agreement

Each Applicant must enter into a Certificate Holder Agreement with QuoVadis which specifically nhames both the
$SSOLFDQW DQG WKH LQGLYLGXDO &RQWUDFW 6LJQHU VLIQLQJ WKH $JUHHPHQW
imposing on the Applicant the following obligations and warranties:

- Accuracy of Information: An obligation and warranty to provide accurate and complete information at all times to
the QuoVadis, both in the EV Certificate Request and as otherwise requested by the QuoVadis in connection with
the issuance of the EV Certificate(s) to be supplied by the QuoVadis;

- Protection of Private Key: An obligation and warranty by the Certificate Holder or a subcontractor (e.g. hosting
provider) to take all reasonable measures necessary to maintain sole control of, keep confidential, and properly
protect at all times the Private Key that corresponds to the Public Key to be included in the requested EV
Certificate(s) (and any associated access information or device te.g., password or token);

- Acceptance of EV Certificate: An obligation and warranty that it will not install and use the EV Certificate(s) until
it has reviewed and verified the accuracy of the data in each EV Certificate;
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- Use of EV Certificate: An obligation and warranty to install the EV Certificate only on the server accessible at a
domain name listed on the EV Certificate, and to use the EV Certificate solely in compliance with all applicable
laws, solely for authorised company business, and solely in accordance with the Certificate Holder Agreement;

- Reporting and Revocation Upon Compromise: An obligation and warranty to promptly cease using an EV
Certificate and its associated Private Key, and promptly request the QuoVadis to revoke the EV Certificate, in the
event that: (a) any information in the EV Certificate is or becomes incorrect or inaccurate, or (b) there is any
actual or suspected misuse or compromise of the Certificate Holder§V 3ULYDWH .H\ DVVRFLDWHG ZLWK W
listed in the EV Certificate; and

- Termination of Use of EV Certificate: An obligation and warranty to promptly cease all use of the Private Key
corresponding to the Public Key listed in an EV Certificate upon expiration or revocation of that EV Certificate.

Application Process

During the Certificate approval process, QuoVadis Validation Specialists employ controls to validate the identity of the
Certificate Holder and other information featured in the Certificate Application to ensure compliance with the
Guidelines.

Step 1: The Certificate Requester provides a signed Certificate Application to QuoVadis, which includes information
about the Applicant, personnel within the organisation who have authority to approve the request and also
agreement to the Certificate Holder Agreement. In addition, the Certificate Requester provides a PKCS#10 CSR as
well as billing information for processing the request and issuing the EV Certificate.

Step 2: QuoVadis independently verifies all information that is required to be verified by the EV Guidelines using a
variety of sources.

Step 3: QuoVadis requests and receives a signed EV Authority Letter from the Applicant (unless a valid EV Authority
Letter from the Applicant is already in its possession). Alternate procedures may also be used to authenticate the
identity and authority of individuals involved in the Certificate Application.

Step 4: The Certificate Approver is contacted to obtain approval of Certificate issuance.

Step 5: All signatures by Certificate Requesters, Certificate Approvers and Contract Signers are verified through
follow-up procedures or telephone calls.

Step 6: QuoVadis obtains and documents further explanation or clarification from the Applicant, Certificate Approver,

Copyright QuoVadis Limited: Public Document Page 47






QuoVadis Root CA2 CP/CPS Version 1.17
Code Signing

Field Value Comments

Version V3

Serial Number Unique number
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Field Value Comments

Certificate Policies c=no; 1.3.6.1.4.1.8024.0.2.200.1.1 is
Certificate Policies; {1.3.6.1.4.1.8024.0.2.200.1.1 } the QuoVadis Code Signing
Certificate Policies; {2.23.140.1.2.3} OID.

. . _ relating to the CAB Forum
Pol|c.y'QuaI|f|er 1d=CPS ) ) Baseline Requirements for
Quahfler: httD;//WWW.QUOVB.dISQ|Oba|.Com/I’E‘DOSItOI’V Code S|gn|ng (Currenﬂy in

draft).

Authority c=no; Access Method= - Id-ad-ocsp (On-line Certificate
Information Access | Status Protocol - 1.3.6.1.5.5.7.48.1); URL
=http://ocsp.quovadisglobal.com

- id-ad-calssuers (Certification Authority Issuer -
1.3.6.1.5.5.7.48.2); URL =
http://trust.quovadisglobal.com/qvcscagl.crt

CRL Distribution ¢ =no; CRL HTTP URL
Points =http://crl.quovadisglobal.com/qvcscagl.crl

Purposes of Code Signing

The primary purpose of QuoVadis Code Signing Certificates is to establish that executable code originates from a
source identified by QuoVadis. QuoVadis Certificates focus only on the identity of the Subject named in the
Certificate, and not on the behaviour of the Subject. As such, Certificates are not intended to provide any
assurances, or otherwise represent or warrant:

That the Subject named in the Certificate is actively engaged in doing business;

That the Subject named in the Certificate complies with applicable laws;

That the Subject named in the Certificate is trustworthy, honest, or reputable in its business dealings; or

7KDW LW LV 3VDIH” WR GR EXVLQHVV ZLWK WKH 6XEMHFW QDPHG LQ WKH &HUW

Eligible Applicants
Eligible Applicants include Individual Applicants and Organisational Applicants.

An Individual Applicant is an Applicant that is an individual and req XHVWY D &HUWLILFDWH WKDW ZLOO OLVW
name as the Certificate subject.

An Organisational Applicant is an Applicant that requests a Certificate subject other than the name of an individual.
Organisational Applicants include private and public corporations, LLCs, partnerships, government entities, non-profit
organizations, trade associations, and other entities.

Verification Requirements

Before issuing a Code Signing Certificate, QuoVadis performs limited procedures to verify that all Subject information
in the Certificate is correct, and that the Applicant is authorised to sign code in the name to be included in the
Certificate.

Prior to issuing a Code Signing Certificate to an Organisational Applicant, QuoVadis:
1. Verifies the ApplicantfV SRVVHVVLRQ RI WKH 3ULYDWH .H\
2. 9HULILHV WKH 6 XEMHFWY{V OHJDO LGHQWLW\ LQFOXGLQJ DQ\ 'RLQJ %XVLQH
3. 9HULILHV WKH 6XEMHFWYfV DGGUHVV DQG
4, 9HULILHV WKH &HUWLILFDWH S5HTXHVWHUTV D X&théhticlty\ot thié Rentlfi¢diex HVW D FH
request using a verified method of communication.

Prior to issuing a Code Signing Certificate to an Individual Applicant, the QuoVadis:
1. 9HULILHY WKH 6XEMHFWYV LGHQWLW\ XVLQJ D JRYHUQPHQW SKRWR ,*
2. 9HULILHV W K HidéexsHibing FeWall&/ d&ia sources,
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3. Obtains a biometric associated with the Subject, such as a fingerprint or notarized handwritten Declaration
of ldentity,

4, 9HULILHV WKH &HUWLILFDWH 5HTXHVWHUTYV DXWKRULW)\ kWReftifitdf X HVW D FHI
request using a verified method of communication.

A Declaration of Identity is a written document that consists of the following:

the identity of the person performing the verification,

a signed declaration by the verifying person stating that they verified the identity of the Applicant,

a unique identifying number from an identification document of the verifier,

a unique identifying number from an identification document of the Applicant,

the date and time of the verification, and

a declaration of identity by the Applicant that is signed in handwriting in the presence of the person
performing the verification.

ouk~wnhE

Application Process
During the Certificate approval process, QuoVadis Validation Specialists employ controls to validate the identity of the
Applicant and other information featured in the Certificate Application to ensure compliance with this CP/CPS.

Step 1: The Applicant provides a signed Certificate Application to QuoVadis, which includes identifying information to
assist QuoVadis in processing the request and issuing the Certificate, along with a PKCS#10 CSR and billing details.

Step 2: QuoVadis independently verifies informaWLRQ XVLQJ D YDULHW\ RI VRXUFHV LQ DFFRUGDQF
BHTXLUHPHQWYVY"  VHFWLRQ DERYH

Step 3: The Applicant accepts the Certificate Holder Agreement and approves Certificate issuance.

Step 4: All signatures are verified through follow-up procedures or telephone calls.

Step 5: QuoVadis obtains and documents further explanation or clarification as necessary to resolve discrepancies or
details requiring further explanation. If satisfactory explanation and/or additional documentation are not received
within a reasonable time, QuoVadis will decline the Certificate Request and notify the Applicant accordingly. Two
QuoVadis Validation Specialists must approve issuance of the Certificate.

Step 6: QuoVadis creates the Code Signing Certificate.

Step 7: The Certificate is delivered to the Applicant.
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