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1. INTRODUCTION 

1.1. Overview 
This QuoVadis CP/CPS sets out the policies, processes and procedures followed in the generation, issue, use and 
management of Key Pairs and Digital Certificates. It also describes the roles, responsibilities and relationships of 
Participants within the QuoVadis PKI.  
 
This CP/CPS outlines the trustworthiness and integrity of the QuoVadis Root CAs�¶ operations. A fundamental concept 
underpinning the operation of the QuoVadis PKI is trust. Trust must be realised in each and every aspect of the 
provision of Certification Services and Operations including Certificate Holder applications, issuance, renewal, 
revocation or expiry.  
 

 

 
With the exception of Certification Authorities issuing Qualified Certificates in accordance with Swiss 
�5�H�J�X�O�D�W�L�R�Q�V�����D�W���4�X�R�9�D�G�L�V�¶���G�L�V�F�U�Htion, trustworthy parties may be permitted to operate Issuing CA 
and Registration Authority services within the QuoVadis PKI. 

 

 

 

 

 
With the exception of Certification Authorities issuing Qualified Certificates in accordance with 
European/Dutch/ Belgian �5�H�J�X�O�D�W�L�R�Q�V�����D�W���4�X�R�9�D�G�L�V�¶���G�L�V�F�U�H�W�L�R�Q�����W�U�X�V�W�Z�R�U�W�K�\���S�D�U�W�L�H�V���P�D�\���E�H��
permitted to operate Issuing CA and Registration Authority services within the QuoVadis PKI. 

 

 
QuoVadis maintains several accreditations and certifications of its Public Key Infrastructure.  These include: 
 
 Authorised Certification Service Provider (Bermuda) entitled to issue Accredited Certificates under the 

requirements of the Electronic Transactions Act 1999.  This authorisation synthesises elements of the ISO 17799 
Code of Practice for Information Security Management and the European Electronic Signature Standardisation 
Initiative, as well as the WebTrust for Certification Authorities programme. 

 
 WebTrust for Certification Authorities, conducted by Ernst & Young.  This audit is consistent with standards 

promulgated by the American National Standards Institute, the Internet Engineering Task Force, and other 

bodies.  It references the ANSI X9.79 Public Key Infrastructure Practices and Policy Framework (X9.79) standard 
for the financial services community and the American Bar Association's Public Key Infrastructure Assessment 
Guidelines. 

 
 Qualified Certification Service Provider (Switzerland) entitled to issue and administer Qualified Certificates, 

conducted by KPMG AG.  This includes certification to SR 943.03 (ZertES), ETSI TS 101 456 (Policy requirements 
for Digital Certification Authorities

http://www.quovadisglobal.com/
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seeking to rely on Digital Certificates or participate within the QuoVadis PKI must do so pursuant to definitive 

contractual documentation.  
 
This CP/CPS undergoes a regular review process and is subject to amendment as prescribed by the QuoVadis Policy 
Management Authority.   
 
The structure of this CP/CPS is based on the RFC 3647 Certificate Policy and Certification Practices Framework, but 
does not seek to adhere to or follow it exactly. 
 
Any and all references to a Certificate Policy within every aspect the QuoVadis PKI refers to policies contained in the 
current and in-force CP/CPS.  
 
Where applicable, QuoVadis conforms to the current version of the Baseline Requirements for the Issuance and 
Management of Publicly-

http://www.cabforum.org/




QuoVadis Certificate Policy/Certification Practice Statement Version 4.17  

Copyright QuoVadis Limited:  Public Document Page 4 

 

 
For Qualified Digital Certificates according to the Swiss Digital Signature Law, all identification 
processes for individuals require applicants to present themselves for face-to-face verification. 
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This CP/CPS relates to the QuoVadis Root Certification Authority, QuoVadis Root CA 1 G3, QuoVadis Root CA 3, and 

QuoVadis Root CA 3 G3.  QuoVadis Root CA 2 and QuoVadis Root CA 2 G3 have a separate CP/CPS. 
 
QuoVadis is obligated to operate the QuoVadis Root Certification Authority, QuoVadis Issuing CAs, and QuoVadis RAs 
in accordance with this QuoVadis CP/CPS and other relevant operational policies and procedures with respect to the 
issuance and management of Digital Certificates. 
 
1.3.1.2 Issuing CAs and Their Obligations 
Issuing CAs may be operated by QuoVadis or by other Organisations that have been authorised by QuoVadis to 
participate within the QuoVadis PKI to issue, revoke and otherwise manage Digital Certificates.  Issuing CAs are 
required to act in accordance with their respective Issuing CA Agreements and to be bound by the terms of this 
CP/CPS.  Generally, Issuing CAs will be authorised to issue and manage all types of Digital Certificates supported by 
this CP/CPS.  
 

 

 
In accordance with the Swiss Digital Signature law, Qualified Certificates will only be issued from 
QuoVadis Issuing CAs that are owned and operated by QuoVadis. 

 

 

 

 

 
In accordance with the European/Dutch/ Belgian Digital Signature law, Qualified Certificates will only 
be issued from QuoVadis Issuing CAs that are owned and operated by QuoVadis. 

 

 
An Issuing CA may, but shall not be obliged to, detail its specific practices and other requirements in a policy or 
practices statement adopted by it following approval by the QuoVadis Policy Management Authority.   
 
Within the QuoVadis PKI all Issuing CAs are responsible for the management of Digital Certificates issued by them.  
Digital Certificate Management includes all aspects associated with the application, issue and revocation of Digital 
Certificates, including any required identification and authentication processes included in the Digital Certificate 
application process. Issuing CAs, if authorised to do so by QuoVadis, may rely on third party Registration Authorities 

in the performance of Certificate Holder Identification and Authentication requirements. In circumstances where an 
Issuing CA has relied on a third party Registration Authority to perform Identification and Authentication, the Issuing 
CA bears all responsibility and liability for the Identification and Authentication of its Certificate Holders.  
 
Notwithstanding the foregoing, Issuing CAs are required to conduct regular compliance audits of their Registration 
Authorities to ensure that they are complying with their obligations according to their respective RA Agreements, 
(including the performance of Identification and Authentication requirements) and this CP/CPS. Issuing CAs are 
required to ensure that all aspects of the services they offer and perform within the QuoVadis PKI are in compliance 
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QuoVadis acts as RA for all Certificates it issues in accordance with the Baseline Requirements.   

 
1.3.3. Certificate Holders 
1.3.3.1. Obligations And Responsibilities 
Certificate Holders are required to act in accordance with this CP/CPS and Certificate Holder Agreement. A Certificate 
Holder represents, warrants and covenants with and to QuoVadis, Relying Parties, Application Software Vendors and 
the Registration Authority processing their application for a Digital Certificate that: 
 
 Both as an applicant for a Digital Certificate and as a Certificate Holder, submit complete and accurate 

information in connection with an application for a Digital Certificate and will promptly update such information 
and representations from time to time as necessary to maintain such completeness and accuracy.   

 Comply fully with any and all information and procedures required in connection with the Identification and 
Authentication requirements relevant to the Digital Certificate issued. See Appendix A. 

 Promptly review, verify and accept or reject the Digital Certificate that is issued and ensure that all the 





QuoVadis Certificate Policy/Certification Practice Statement Version 4.17  

Copyright QuoVadis Limited:  Public Document Page 9 

1.4. Certificate Usage 

At all times, participants in the QuoVadis PKI are required to utilise Digital Certificates in accordance with this 
QuoVadis CP/CPS and all applicable laws and regulations. 
 
1.4.1. Appropriate Certificate Usage 
Digital Certificates may be used for identification, providing data confidentiality and data integrity, and for creating 
digital signatures. 
 
The use of Digital Certificates supported by this CP/CPS is restricted to parties authorised by contract to do so.  
Persons and entities other than those authorised by contract may not use Digital Certificates for any purpose. No 
reliance may be placed on a Digital Certificate by any Person unless that Person is an Authorised Relying Party. 
 
A Digital Certificate does not convey evidence of authority of an Individual to act on behalf of any person or to 
undertake any particular act, and Authorised Relying Parties are solely responsible for exercising due diligence and 
reasonable judgement before choosing to place any reliance whatsoever on a Digital Certificate. A Digital Certificate 
is not a grant, assurance, or confirmation from QuoVadis of any authority, rights, or privilege save as expressly set 
out in this CP/CPS or expressly set out in the Digital Certificate.  

 
Any person participating within the QuoVadis PKI 



http://www.quovadisglobal.com/
http://www.quovadisglobal.com/repository
http://www.quovadisglobal.com/repository
http://www.quovadisglobal.com/repository
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name shall state the name of the Device and the legal name or registered domain name of the Organisation 

responsible for that Device. 
 
3.1.3. Pseudonymous Certificate Holders 
Pseudonym Digital Certificates may only be issued if permitted for that class/type of Digital Certificates and only in 
accordance with relevant industry standards.   
 
3.1.4. Rules For Interpreting Various Name Forms 
Fields contained in Digital Certificates are in compliance with this CP/CPS and the Digital Certificate Profiles detailed 
in Appendix A.  In general, the rules for interpreting name forms can be found in International Telecommunication 
(ITU) and Internet Engineering Task Force (IETF) Standards, such as the ITU-T X.500 series of standards and 
applicable IETF RFCs.  
 
3.1.5. Uniqueness Of Names 
QuoVadis Registration Authorities propose and approve distinguished names for Applicants, and, as a minimum check 
that a proposed distinguished name is unique, verify that the name is not already listed in the QuoVadis X.500 
Directory. 
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under its name, or 
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4. CERTIFICATE LIFE-CYCLE OPERATION REQUIREMENTS  
4.1. Certificate Application  
Digital Certificate applications are subject to various assessment procedures depending upon the type of Digital 
Certificate applied for.  
 
4.1.1. Who Can Submit A Certificate Application 
An application in a form prescribed by the Issuing CA must be completed by Applicants, which includes all 
registration information as described by this CP/CPS (including, without limitation, that information set out in 
Appendix A) and the relevant Certificate Holder Agreement or other terms and conditions upon which the Digital 
Certificate is to be issued.  All applications are subject to review, approval, and acceptance by the Issuing CA in its 
discretion. 
 
4.1.2. Enrolment Process And Responsibilities 
Certain information concerning applications for Digital Certificates is set out in this QuoVadis CP/CPS. However, the 
issue of Digital Certificates by Issuing CAs will be pursuant to forms and documentation required by that Issuing CA. 
Notwithstanding the foregoing, the following steps are required in any application for a Di
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4.3.1.1. QuoVadis Root Certification Authority 
The Root Certification Authority Certificate has been self-generated and self-signed. 
 
4.3.1.2. QuoVadis Issuing Certification Authority Certificates 
Upon accepting the terms and conditions of the QuoVadis Issuing CA Agreement by the Issuing CA, successful 
completion of the Issuing CA application process as prescribed by QuoVadis, and final approval of the application by 
the QuoVadis Root Certification Authority, the QuoVadis Root Certification Authority issues the Issuing CA Digital 
Certificate to the relevant Issuing CA. 
 
4.3.1.3. QuoVadis Registration Authority Appointment 
Upon accepting the terms and conditions of the QuoVadis Registration Authority Agreement, successful completion of 
the Registration Authority application process and final approval of the application, the Registration Authority 
becomes duly appointed, and appropriately trained and qualified staff members of the Registration Authority are 
eligible for Registration Authority Officer Digital Certificates. 
 
4.3.1.4. Registration Authority Officer’s Certificate 

As part of the application process, Registration Authorities are required to nominate one or more persons within their 
Organisation to take responsibility for the operation their Registration Authority functions. Those nominated persons 
will each be issued a Registration Authority Officer�¶s Digital Certificate. 
 
4.3.1.5. Certificate Holder Certificates 
Upon �W�K�H�� �$�S�S�O�L�F�D�Q�W�¶�V��acceptance of the terms and conditions of the Certificate Holder Agreement or other relevant 
agreement, the successful completion of the application process and final approval of the application by the Issuing 
CA, the Issuing CA issues the Digital Certificate to the Applicant or Device. 
 
4.3.2. Notification To Applicant Certificate Holder By The Certification Authority Of Issuance Of 

Certificate  
Issuing CAs and Registration Authorities within the QuoVadis PKI may choose to notify Applicants that their Digital 
Certificate has been issued. 
 
4.4. Certificate Acceptance 
Digital Certificate acceptance is governed by and should comply with the practices described in, and any 
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4.4.1. Notice Of Acceptance 

BY ACCEPTING A DIGITAL CERTIFICATE, THE CERTIFICATE HOLDER ACKNOWLEDGES THAT HE OR SHE AGREES 
TO THE TERMS AND CONDITIONS CONTAINED IN THIS CERTIFICATE POLICY & CERTIFICATION PRACTICE 
STATEMENT AND THE APPLICABLE CERTIFICATE HOLDER AGREEMENT.  ALSO BY ACCEPTING A DIGITAL 
CERTIFICATE, THE CERTIFICATE HOLDER ASSUMES A DUTY TO RETAIN CONTROL OF THE PRIVATE KEY 
CORRESPONDING TO THE PUBLIC KEY CONTAINED IN THE CERTIFICATE, TO USE A TRUSTWORTHY SYSTEM AND 
TO TAKE REASONABLE PRECAUTIONS TO PREVENT THE PRIVATE KEY�¶�6��LOSS, EXCLUSION, MODIFICATION, OR 
UNAUTHORISED USE.  
 

http://www.quovadisglobal.com/repository
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 The Certificate Holder has failed to meet his, her or its obligations under this QuoVadis CP/CPS or any other 

agreement, regulation, or law that may be in force with respect to that Digital Certificate;  
 The Certificate was not issued in accordance with the terms and conditions of this CP/CPS or the Certificate 

Holder provided inaccurate, false or misleading information; 
 The Private Key 

http://www.quovadisglobal.com/
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4.10.2. Service Availability 

Digital Certificate status services are available 24 hours a day, 7 days a week, 365 days of the year. 
 
4.10.3. Optional Features 
Online Certificate Status Protocol is available for all Certificate types issued by QuoVadis Issuing CAs. 
 
4.11. End Of Subscription 
Within the QuoVadis PKI a Certificate Holder may end a subscription by: 
 
 Allowing a Digital Certificate to expire. 
 Revoking a Digital Certificate. 
 
4.12. Keyty
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5.1.2. Physical Access 

QuoVadis permits entry to its secure datacentre only to security-cleared and authorised personnel, whose 
movements within the facility are logged and audited.  A police background check forms part of the security 
clearance authorisation process.  Physical access is controlled by dual-factor authentication using a combination of 
physical access cards and biometric readers. 
 
5.1.3. Power and Air-Conditioning 
The QuoVadis secure operating area is connected to dual power feeds via a fault tolerant design. All critical 
components are connected to dual uninterrupted power supply (UPS) units, to prevent abnormal shutdown in the 
event of a power failure.  In the event of a power failure there is an automatic failover to a standby generator. 
 
5.1.4. Water Exposures 
The QuoVadis secure operating area provides protection against water.  It is located on an upper floor with raised 
flooring, floors and walls are sealed. 
 
5.1.5. Fire Prevention a
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 Certification Authority Officers who are responsible for CA hardware and software and the generation and 

signing of Issuing CA Keys. 
 Registration Authority Officers who are appointed by Registration Authorities, issued Registration Authority 

Certificates, and given responsibility for the operation of Registration Authority functions and the interface with 
the Issuing CA. 

 QuoVadis Chief Security Officer who is responsible for verifying the integrity of the Certification Authorities and 
Registration Authorities and their operations and configurations. 

 
5.2.2. Number of Persons Required Per Task 
At least two people are assigned to each trusted role to ensure adequate support at all times, except for the role that 
performs the task of verifying and reviewing audit logs. Some roles are assigned to different people to ensure no 
conflict of interest occurs and to prevent the possibility of accidental or intentional compromise of any component of 
the CA infrastructure, most especially the Root Certification Authority and Issuing CA Private Keys, and customer 
Private Keys if held temporarily by QuoVadis during the registration process.  
 
CA Key Pair generation and initialisation of a Root CA or Issuing CA 
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 Educational qualifications 

 Criminal Records 
 Credit/financial history and status 
 Driving licenses 
 Other relevant government records (e.g. national identifiers, etc.) 
 
Where the above checks and confirmations cannot be obtained due to a prohibition or limitation of law or other 
circumstances, QuoVadis will utilise available substitute investigation techniques permitted by law that provide similar 
information, including background checks performed by applicable Government agencies. 
 
5.3.3. Training Requirements 
QuoVadis provides its personnel with on-the-job and professional training in order to maintain appropriate and 
required levels of competency to perform job responsibilities to the highest industry standard.   
 
5.3.4. Retraining Frequency And Requirements 
QuoVadis provides and maintains a program of retraining in order to maintain appropriate and required levels of 
competency to perform job responsibilities to the highest industry standard.   

 
5.3.5. Job Rotation Frequency And Sequence 
QuoVadis provides and maintains a program of job rotation in order to maintain appropriate and required levels of 
competency across key roles.   
 
5.3.6. Sanctions for Unauthorised Actions 
Appropriate disciplinary actions are taken for unauthorised actions. 
 
5.3.7. Independent Contractor Requirements 
QuoVadis does not support the use of independent contractors to fulfil roles of responsibility. 
 
5.3.8. Documentation Supplied To Personnel 
QuoVadis provides personnel with all required training materials needed to perform their job function and their duties 
under the job rotation program.  This includes specific documentation of the validation, issuance, and revocation 
processes for Certificates. 
 
5.4. Audit Logging Procedures  
5.4.1. Types Of Events Recorded 
All events involved in the generation of the Certification Authority Key Pairs are recorded. This includes all 
configuration data used in the process.  
 
Individuals who have access to particular Key Pairs and passwords will be audited. Key pair access will take the form 
of PIN-protected cryptographic smart cards. Access to the Oracle database will take the form of a user name and 
password. Access control in certain cases may take the form of one individual having access to the smart card and 
another individual having access to the corresponding PIN to unlock the smart card. This ensures that a minimum of 
two people must be present to perform certain tasks on the QuoVadis Certification Authority.  
 
The types of data recorded by QuoVadis include but are not limited to; 
 All data involved in each individual Digital Certificate registration process 
 All data and procedures involved in the certification and distribution of Digital Certificates 
 All data relevant to the publication of Digital Certificates and Certificate Revocation Lists 
 All Digital Certificate revocation request details are recorded including reason for revocation 

 Certificate and cryptographic hardware security lifecycle management is recorded 
 External audit reports and QuoVadis Internal Audit reports 
 Relevant application and system log files  
 Physical access to QuoVadis data centres 
 Security profile changes 
 Activities of staff in PKI systems 
 System failure, hardware failure and other anomalies 
  
 
Audit logs will be appropriately time-stamped and their integrity protected. 
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 Audit Opinions as discussed in this QuoVadis CP/CPS; and 

 Name of the relevant QuoVadis Registration Authority. 
 
5.5.2. Retention Period For Archive 
Audit logs relating to the certifica
B1(la)7(tin)-2r Ar2r Ar5(e)6(rt)cyQ80 0 1 269.81 711 Tm
[(C)- 
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6.1. Key Pair Generation And Installation 

6.1.1. Key Pair Generation  
All Key Pairs will be generated in a manner that QuoVadis, in its sole discretion, deems to be secure.  
 
QuoVadis retains the right to generate the Certificate Holder�¶�V��Private Key Pair. The Certificate Holder is required to 
provide all the necessary identification and authentication information when the Digital Certificate is being requested. 
Once all of the registration information is collected by the QuoVadis Certification Authority, the Certificate Holder�¶s 
Key Pair are generated within a secure environment. QuoVadis Certificate Holders can generate their own Private Key 
prior to submitting a Digital Certificate request.   Key Generation methods and requirements differ according to the 
type of Digital Certificate requested. 
 
Certificate Holder Key Generation may be performed in hardware or software depending on the Digital Certificate 
type.  
 
All Keys for Issuing CAs, Registration Authorities and Registration Authority Officers must be randomly generated on 
an approved cryptographic token in a physically secure environment.  CA Certificate signing keys are only used within 
this secure environment.  Any pseudo random numbers used for Key generation material will be generated by a 

FIPS-approved method. 
 
6.1.2. Private Key Delivery To Certificate Holder 
In most cases, a Private Key will be generated and remain within the Cryptographic Module. If the owner of the 
Cryptographic Module generates the Key, then there is no need to deliver the 

.  
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For Qualified Certificates, in accordance with Swiss Digital Signature law, the Certificate Holder 
Private Key
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6.5. Computer Security Controls 

QuoVadis has a formal Information Security Policy that documents the QuoVadis policies, standards and guidelines 
relating to information security.  This Information Security Policy has been approved by management and is 
communicated to all employees.    
 
Computer security technical requirements are achieved utilising a combination of hardened security modules and 
software, operating system security features, internal PKI and Certificate Authority Software and physical safeguards, 
including security Policies and Procedures that include but are not limited to: 
 
 Access controls to Certificate Authority services and PKI roles, see Section 5.1 
 Enforced separation of duties for Certificate Authority Services and PKI roles, see Section 5.2 
 Identification and Authentication of personnel that fulfil roles of responsibility in the QuoVadis PKI, see Section 

5.3 
 Use of cryptography for session communication and database security, mutually authenticated and encrypted 

SSL/TLS is used for all communications 
 Archival of Certificate Authority history and audit data, see Sections 5.4 and 5.6 
 Use of x.509 Digital Certificates for all administrators.  

 
6.5.2. Computer Security Rating 
A version of the core Certificate Authority software used by QuoVadis has obtained the globally recognised Common 
Criteria EAL 4+ certification.   
 
6.6. Life Cycle Technical Controls 
All hardware and software procured for operating an Issuing CA within the QuoVadis PKI must be purchased in a 
manner that will mitigate the risk that any particular component was tampered with, such as random selection of 
specific components.  Equipment developed for use within the QuoVadis PKI shall be developed in a controlled 
environment under strict change control procedures. 
 
A continuous chain of accountability, from the location where all hardware and software that has been identified as 
supporting an Issuing CA within the QuoVadis PKI must be maintained by causing it to be shipped or delivered via 
controlled methods.  Issuing CA equipment shall not have installed applications or component software that is not 
part of the Issuing CA configuration. All subsequent updates to Issuing CA equipment must be purchased or 
developed in the same manner as the original equipment and be installed by trusted and trained personnel in a 

defined manner. 
 
QuoVadis has established an approved System Security Policy that incorporates computer security controls that are 
specific to QuoVadis and address the following: 
 
6.6.1. System Development Controls 
Formal procedures are followed for the development and implementation of new systems.  An analysis of security 
requirements is carried out at the design and requirements specification stage.  Outsourced software development 
projects are closely monitored and controlled.     
 
6.6.2. Security Management Controls 
The QuoVadis Certificate Authority follows the Certificate Issuing and Management Components (CIMC) Family of 
Protections Profiles that defines the requirements for components that issue, revoke and manage Public Key 
Certificates, such as X.509 Certificates. The CIMC is based on the common Criteria/ISO IS15408 standards.  
      
6.6.3. Life Cycle Security Controls 
QuoVadis employs a configuration management methodology for the installation and ongoing maintenance of the 
Certificate Authority systems. The Certificate Authority software, when first loaded will provide a method for 
QuoVadis to verify that the software on the system: 
 
 Originated from the software developer 
 Has not been modified prior to installation 
 Is the version intended for use 
 
The QuoVadis Chief Security Officer periodically verifies the integrity of the Certificate Authority software and 
monitors the configuration of the Certificate Authority systems. 
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Title (T) Subject Title (for example Dr.) Holder Variable 

Generation Qualifier Subject Generation Qualifier (for example Jr.) Holder Variable 

Serial Number Subject Serial Number Holder Variable 

Organisational Unit 
(OU)
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FIELDS CONTENT     DEMARCATION 

URL = http://ocsp.quovadisglobal.com 
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7.4.1. Lightweight Directory Access Protocol Version Numbers 

LDAP V3 in accordance with RFC-4510 
 
7.4.2. Lightweight Directory Access Protocol Extensions  
No Stipulation. 
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7.5. Digital Certificate Fields and Root CA Certificate Hashes  

7.5.1. Digital Certificate Fields 
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7.5.2 QuoVadis Root Certificate Hashes 

Note that all QuoVadis CA Certificates and CRLs are available for download from the QuoVadis Repository at 
http://www.quovadisglobal.com/repository. 
 
7.5.2.1.  QuoVadis Root CA Certificate Hashes  
 

Field Certificate Profile  

Serial Number 3ab6508b 

Signature Block Signature matches Public Key Root Certificate: Subject matches Issuer 
 
Key Id Hash (sha1): 86 26 cb 1b c5 54 b3 9f bd 6b ed 63 7f b9 89 a9 80 f1 f4 8a 
Subject Key Id (precomputed): 8b 4b 6d ed d3 29 b9 06 19 ec 39 39 a9 f0 97 84 6a cb ef df 
Cert Hash(sha1):  de 3f 40 bd 50 93 d3 9b 6c 60 f6 da bc 07 62 01 00 89 76 c9 

 
7.5.2.2.  QuoVadis Root CA 1 G3 Certificate Hashes  
 

Field Certificate Profile  

Serial Number 78 58 5f 2e ad 2c 19 4b e3 37 07 35 34 13 28 b5 96 d4 65 93 

Signature Block Signature matches Public Key Root Certificate: Subject matches Issuer 
 
Key Id Hash (sha1): 92 ae ef 0e 89 02 ee 6d 79 68 d1 a1 0e 75 60 01 fa e4 eb fc 
Subject Key Id (precomputed): a3 97 d6 f3 5e a2 10 e1 ab 45 9f 3c 17 64 3c ee 01 70 9c cc 
Cert Hash(sha1):  1b 8e ea 57 96 29 1a c9 39 ea b8 0a 81 1a 73 73 c0 93 79 67 

 
 
7.5.2.3.  QuoVadis Root CA 3 Certificate Hashes  
 

Field Certificate Profile  

Serial Number 05c6 

Signature Block Signature matches Public Key  Root Certificate: Subject matches Issuer 
 
Key Id Hash(sha1): 14 8d b3 54 ed 9b 2f 13 08 7c c3 8b 4b c1 5b 96 8a c5 53 78 

Subject Key Id (precomputed): f2 c0 13 e0 82 43 3e fb ee 2f 67 32 96 35 5c db b8 cb 02 d0 
Cert Hash(sha1): 1f 49 14 f7 d8 74 95 1d dd ae 02 c0 be fd 3a 2d 82 75 51 85 

 
 
7.5.2.4.  QuoVadis Root CA 3 G3 Certificate Hashes  
 

Field Certificate Profile  

Serial Number 2e f5 9b 02 28 a7 db 7a ff d5 a3 a9 ee bd 03 a0 cf 12 6a 1d 

Signature Block Signature matches Public Key Root Certificate: Subject matches Issuer 
 
Key Id Hash (sha1): b7 1a 8b 40 df 93 d0 5c e0 98 03 08 91 59 6d 61 e8 15 f6 fe 
Subject Key Id (precomputed): c6 17 d0 bc a8 ea 02 43 f2 1b 06 99 5d 2b 90 20 b9 d7 9c e4 
Cert Hash(sha1):  48 12 bd 92 3c a8 c4 39 06 e7 30 6d 27 96 e6 a4 cf 22 2e 7d 
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8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS 

8.1. Frequency, Circumstance And Standards Of Assessment 
8.1.1. QuoVadis Certification Authority 
 

 
QuoVadis CAs following this CP/CPS are subject to audits in respect of its various accreditations and certifications as 
follows: 

 
Standards / Law  
 

 

http://www.quovadisglobal.com/accreditations.aspx




QuoVadis Certificate Policy/Certification Practice Statement Version 4.17  

Copyright QuoVadis Limited:  Public Document Page 43 

In circumstances where any irregularities are found with respect to QuoVadis, in its capacity as an Issuing CA, the 

principles enunciated above will be followed by the QuoVadis Root CA.  
 
8.5.2. Registration Authorities 
If irregularities are found, the QuoVadis Root CA, or if applicable the Issuing CA, will address the issues raised with 
the relevant entity. Any action to be taken will be determined by QuoVadis by reference to its determination as to the 
severity or materiality of the irregularity. In the event that QuoVadis determines that remedial action is required, the 
relevant entity will be advised by QuoVadis as to the procedures and action required to remedy the irregularity. 
Remedial action determined by QuoVadis shall be limited to the operations and procedures required to be taken in 
order to ensure that the Registration Authority operates in compliance with the QuoVadis CP/CPS. In the event that 
QuoVadis determines that remedial action is required, and such acti�R�Q�� �L�V�� �Q�R�W�� �W�D�N�H�Q�� �L�Q�� �D�F�F�R�U�G�D�Q�F�H�� �Z�L�W�K�� �4�X�R�9�D�G�L�V�¶��
determination, QuoVadis may (i) allow the Nominating Issuing CA to continue operations for a further period of time 
whilst the irregularities are addressed; (ii) allow the Nominating CA and its Registration Authority to continue 
operations for a maximum of thirty (30) days pending full implementation of the actions required by QuoVadis prior 

http://www.quovadisglobal.com/accreditations.aspx
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For Qualified Certificates issued in accordance with European/ Dutch/ Belgian Digital Signature laws, 
Certificate Holders expressly consent to personal data in the form of the data included in the Certificate 
Fields being transferred outside of The Netherlands/ Belgium and published in a repository which 
makes this information publicly available to persons searching the repository with the appropriate 
query string.  Personal data obtained during the registration process which is not included in the 
Certificate Fields will not be transmitted outside of The Netherlands/ Belgium. 

 
9.4.6. Disclosure Pursuant To Judicial Or Administrative Process  
9.4.6.1. Release To Law Enforcement Officials 
As a general principle, no document or record belonging to QuoVadis is released to law enforcement agencies or 
officials except where a properly constituted instrument, warrant, order, judgment, or demand is produced requiring 
production of the information, ha
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9.5.3. IETF Guidelines 

The use of the PKIX IETF Guidelines is acknowledged. 
 
9.5.4. Breach 
 QuoVadis excludes all liability for breach of any other intellectual property rights. 
 
9.6. Representations And Warranties 
9.6.1. Certification Authority Representations 
9.6.1.1   Root Certification Authority Representations 
QuoVadis discharges its obligations by: 
   
 providing the operational infrastructure and certification services, including X.500 Directory and service provider 

software; 
 �P�D�N�L�Q�J�� �U�H�D�V�R�Q�D�E�O�H�� �H�I�I�R�U�W�V�� �W�R�� �H�Q�V�X�U�H�� �L�W�� �F�R�Q�G�X�F�W�V�� �D�Q�� �H�I�I�L�F�L�H�Q�W�� �D�Q�G�� �W�U�X�V�W�Z�R�U�W�K�\�� �R�S�H�U�D�W�L�R�Q���� �³�5�H�D�V�R�Q�D�E�O�H�� �H�I�I�R�U�W�V�´��

include but do not limit QuoVadis to operating in compliance with: 
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For 
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10. APPENDIX A 

10.1. Digital Certificate Profiles 
 
Within the QuoVadis PKI an Issuing CA can only issue Digital Certificates with approved Digital Certificate Profiles. All 
Digital Certificate Profiles within the QuoVadis PKI are detailed below.  
 
Procedures for Certificate Holder registration as well as descriptions of fields are described below for each type of 
Digital Certificate issued.  Additionally, specific Certificate Policies and QuoVadis�¶ liability arrangements that are not 
described in this CP/CPS may be drawn up under contract for individual Subscribers.  
 
10.1.1. QuoVadis Certificate Class 
 

QuoVadis 
Certificate 
Class 

Description QuoVadis Certificate 
Class OID 

Assurance 
Level 

Requires 
token?  

QV Standard Meets or exceeds the requirements of 
the ETSI Lightweight Certificate Policy 
(LCP).   
 

1.3.6.1.4.1.8024.1.100 Low Optional 

QV Advanced Based on the ETSI Normalised Certificate 
Policy (NCP).  Features face-to-face (or 
equivalent) authentication of holder 
identity and organisational affiliation (if 
included). 
 

1.3.6.1.4.1.8024.1.200 Medium Optional 

QV Advanced + Similar to the �³QV Advanced�  ́Certificate 
Class issued on a Secure Signature 
Creation Device (SSCD).   
 

1.3.6.1.4.1.8024.1.300 High Yes  

QV Qualified Conforms to the ETSI Qualified 
Certificate Policy (QCP as defined in ETSI 
101 456 and ETSI TS 101 862). 
 

1.3.6.1.4.1.8024.1.400 
(QCP Public + SSCD) 
 
 
1.3.6.1.4.1.8024.1.450 
(QCP Public) 

High 
 
 
 
High 

Yes  
 
 
 
No 

QV Closed 
Community 

Used for reliance by members of the 
Issuer community only.  Policies are 
defined in the CP/CPS of the Issuing CA. 
 

1.3.6.1.4.1.8024.1.500 Medium Optional 

QV Device 
 

Issued to devices, including SSL 
Certificates.  Includes Domain Controller 
certificates and Gateway c
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10.3. QV Advanced 

 

PURPOSE 

�$�G�Y�D�Q�F�H�G���'�L�J�L�W�D�O���&�H�U�W�L�I�L�F�D�W�H�V���S�U�R�Y�L�G�H���U�H�O�L�D�E�O�H���Y�H�W�W�L�Q�J���R�I���W�K�H���K�R�O�G�H�U�¶�V���L�G�H�Q�W�L�W�\���D�Q�G���P�D�\���E�H���X�V�H�G���I�R�U���D���E�U�R�D�G���U�D�Q�J�H���R�I��
applications including digital signatures, encryption, and authentication.  
 

REGISTRATION PROCESS 

Validation procedures for QuoVadis Advanced Digital Certificates are based on the Normalised Certificate Policy 
(NCP) described in ETSI TS 102 042.  Advanced validation is intended to provide equivalent quality to the QCP 
policy specified in ETSI TS 101 456 but without the legal constraints of the Electronic Signatures Directive 
(1999/93/EC).   
 
Unless the Certificate Holder has already been identified by the RA through a face-to-face identification meeting, 
accepted Know Your Customer (KYC) standards or a contractual relationship with the RA, validation requirements 
for a Certificate Holder shall include the following:  
 
�,�I���W�K�H���&�H�U�W�L�I�L�F�D�W�H���+�R�O�G�H�U���L�V���D���S�K�\�V�L�F�D�O���S�H�U�V�R�Q�����H�Y�L�G�H�Q�F�H���R�I���W�K�H���&�H�U�W�L�I�L�F�D�W�H���+�R�O�G�H�U�¶�V���L�G�H�Q�W�L�W�\���V�K�D�O�O���E�H���F�K�H�F�N�H�G���D�J�D�L�Q�V�W���D��
physical person either directly, or shall have been checked indirectly using means which provide equivalent 
assurance to physical presence. 
 
Evidence shall be provided of: 

 Full name (including surname and given names consistent with applicable law and national identification 
practices); and 

 Date and place of birth, reference to a nationally recognised identity document, or other attributes which 
may be used to, as far as possible, distinguish the person from others with the same name. 

 
If the Certificate Holder is a physical person who is identified in association with an organizational entity, additional 
evidence shall be provided of: 

 Full name and legal status of the associated organizational entity; 
 Any relevant existing registration information (e.g. company registration) of the organizational entity; and 
 Evidence that the Certificate Holder is associated with the organizational entity. 

 
If the Certificate Holder is an organizational entity, evidence shall be provided of: 

 Full name of the organizational entity; and 
 Reference to a nationally recognized registration or other attributes which may be used to, as far as 

possible, distinguish the organizational entity from others with the same name. 
 
If the Certificate Holder is a device or system operated by or on behalf of an organizational entity, evidence shall be 
provided of: 
 identifier of the device by which it may be referenced (e.g. Internet domain name); 
 full name of the organizational entity; 
 a nationally recognized identity number, or other attributes which may be used to, as far as possible, 

distinguish the organizational entity from others with the sah
1 0 0 1 o.424 262.49 Tm
0 g
[<0078>] TJ
ETguish 
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Enhanced Key Usage 
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10.4.1. ElDI-V/GeBüV Certificates  

 
The procedure below assumes an application by a company or organisation on behalf of its employees or devices for 
Digital Certificates.   
 

PURPOSE 

The ElDI-V/GeBüV Certificate is issued to organisations (companies, municipalities, etc.) and issued primarily to 
digitally sign electronic invoices. The Certificates may also be used for commercial purposes (such as legally-
compliant electronic archiving according to GeBüV). 
 

REGISTRATION PROCESS 

These Digital Certificates are issued in accordance with ElDI-V (SR 641.201.1 and SR 641.201.1.1).  Validation of 
these Certificates is performed in accordance with the validation procedures for QuoVadis Qualified Certificate
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10.4.2 SuisseID Identity and Authentication Certificates 

 

PURPOSE 

SuisseID is the first standardised electronic proof of identity in Switzerland (http://www.suisseid.ch/).  QuoVadis 
SuisseID Identity and Authentication (IAC) Certificates help provide strong and secure authentication to 
applications. 
 
Either a Common Name or a Pseudonym is required for a QuoVadis SuisseID IAC Certificate.  Use of both Common 
Name and Pseudonym in the same Certificate is not permitted.  

REGISTRATION PROCESS 

QuoVadis SuisseID IAC Certificates are issued in accordance with the SuisseID requirements (including the 
�³�6�X�L�V�V�H�,�'���6�S�H�F�L�I�L�F�D�W�L�R�Q�´���G�R�F�X�P�H�Q�W���������8�Q�O�H�V�V���V�W�D�W�H�G���R�W�K�H�U�Z�L�V�H���L�Q���W�K�H���6�X�L�V�V�H�,�'���6�S�H�F�L�I�L�F�D�W�L�R�Q���G�R�F�X�P�H�Q�W�����W�K�H���J�X�L�G�H�O�L�Q�H�V��
in TAV-

http://www.suisseid.ch/
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State/Province State/Province Holder Variable 

Country Country Holder Variable 

Email Address (E) aaa@bbb.xx.yy or aaa@bbb.com 

mailto:aaa@bbb.com
http://www.quovadisglobal.com/repository
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Extensions   

Key Usage Digital Signature 
Non Repudiation 

Holder Variable 
Fixed 

Subject Alternative Name Principal Name = Email Address Holder Variable 

QC Statement PKIX 
Compliance 

1.3.6.1.5.5.7.11.2 Fixed 

QC Statement ETSI 
Compliance 

0.4.0.1862.1.1 Fixed 

Monetary Statement Opa8onal field.  A monetary limit on the value of transact8ons 
for which the Cet <<icate can be used. (OID 0.4.0.1862.1.2) 

Holder Variable 

SSCD Statement 0.4.0.1862.1.4 Fixed 

Cet <<icate Policies This extension includes the following OIDs: 
1. The QV Qualified Cet <<icate Class OID = 

1.3.6.1.4.1.8024.1.400  
2. The QCP Public + SSCD OID (0.4.0.1456.1.1) 

 

Fixed 

Adobe Time Stamp (OID = 
1.2.840.113583.1.1.9.1) 

http://tsa01.quovadisglobal.com/TSS/HttpTspServer Fixed 

Adobe Archive RevInfo (OID =  
1.2.840.113583.1.1.9.2) 
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10.5.5. SuisseID Qualified Certificates 

 

PURPOSE 

SuisseID is the first standardised electronic proof of identity in Switzerland 
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Organisation (O) Organisation legal name  Holder Variable 

Locality Locality Holder Variable 

State/Province State/Province Holder Variable 

Country Country Holder Variable 

Email Address (E) aaa@bbb.xx.yy or aaa@bbb.com  Holder Variable 

Subject Public Key Information RSA (2048-bit) / System Generated  Fixed 

Extensions  

Key Usage (Critical) Non Repudiation Fixed 

Certificate Policies  

CertPolicyID (SuisseID) 2.16.756.5.26.1.1.1 Fixed 

User Notice SuisseID qualified certificate Fixed 

CertPolicyID (Public + SSCD) 0.4.0.1456.1.1 Fixed 

CertPolicyID (QuoVadis Cert 
Class) 

1.3.6.1.4.1.8024.1.400 Fixed 

URL http://www.quovadisglobal.com/repository  Fixed 

Subject Alternative Name  

RFC822 email address RFC822 email address (same as subject email address) Holder Variable 

Issuer Alternative Name O= ZertES Recognition Body: KPMG AG Fixed 

qcStatements  

ETSI Compliance 0.4.0.1862.1.1 Fixed 

SSCD Statement 0.4.0.1862.1.4 Fixed 

PKIX Compliance 1.3.6.1.55.7.11.2 Fixed 
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10.6.1.1. Grid End User Certificate 

 

PURPOSE 

Grid technology provides the software infrastructure for sharing of computing resources across various domains.  
The purpose of a Grid End User Certificate is to help the Certificate Holder to access the Grid services that require 
Certificate-based authentication.    

REGISTRATION PROCESS 

The identity vetting of all Applicants must be performed by an approved Registration Authority (RA).  Face to face 
registration is required at the RA or alternatively the Applicants can have their identity vetted at a post office 
providing an approved identity vetting service.  The Applicant must present a valid photo ID and/or valid official 
documents in accordance with formally documented RA procedures.  The RA is responsible for recording, at the 
time of validation, sufficient information regarding the Applicant to identify the Applicant.  The RA is responsible for 
maintaining documented evidence on retaining the same identity over time.  The Digital Certificate request 
submitted for certification must be bound to the act of identity vetting.    

DIGITAL CERTIFICATE DELIVERY 

All successful Grid End User Certificate requests will be processed by the QuoVadis Grid Issuing CA. QuoVadis will 
not generate the Private Keys for Grid End User Certificates.   

 
If software tokens are used, the Private Key must be protected with a strong pass phrase that follows current best 
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10.6.1.2. Grid Server Certificate 

 

PURPOSE 

Grid technology provides the software infrastructure for sharing of computing resources across various domains.  
The purpose of a Grid Server Certificate is to help secure communications with Grid servers. 

REGISTRATION PROCESS 

The identity vetting of all Applicants must be performed by an approved Registration Authority (RA).  For Grid 
Server Certificates, the RA must validate the identity and eligibility of the person in charge of the specific entities 
using a secure method.  The RA is responsible for recording, at the time of validation, sufficient information 
regarding the Applicant to identify the Applicant. 
 
As part of the registration process the RA must ensure that the Applicant is appropriately authorised by the owner 
of the associated Fully Qualified Domain Name (FQDN) or the responsible administrator of the machine to use the 
FQDN identifiers asserted in the Digital Certificate.  The RA is responsible for maintaining documented evidence on 
retaining the same identity over time.   
 
The RA must validate the association of the Certificate Signing Request.  The Certificate Request submitted for 

certification must be bound to the act of identity vetting. 

DIGITAL CERTIFICATE DELIVERY 

Private Keys pertaining to Grid Server Certificates may be stored without a passphrase, but must be adequately 
protected by system methods if stored without passphrase. 

FIELDS
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11. APPENDIX B 

11.1. Definitions and Acronyms 
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�³Certificate Revocation List�  ́means a list of Digital Certificates signed by the Issuing Certification Authority that 

have been revoked. 

�³Counterparty�´���P�H�D�Q�V���D���S�H�U�V�R�Q���W�K�D�W���L�V���N�Q�R�Z�Q���W�R���D���1�R�P�L�Q�D�W�L�Q�J���5�H�J�L�V�W�U�D�W�L�R�Q���$�X�W�K�R�U�L�W�\���R�U���L�W�V���U�H�V�S�H�F�W�L�Y�H���6�X�E�V�L�G�L�D�U�L�H�V��
or Holding Companies and where the relationship with the Counterparty was established in accordance with 
recognised and documented Know Your Customer standards and with whom the Registration Authority is reliably 
able to identify the Counterparty through business records maintained by the Registration Authority or obtained from 
its respective Subsidiaries or Holding Companies. 

 �³Cryptographic Module�´�� �P�H�D�Q�V�� �V�H�F�X�U�H�� �V�R�I�W�Z�D�U�H���� �G�H�Y�L�F�H�� �R�U�� �X�W�L�O�L�W�\�� �W�K�D�W�� ���L���� �J�H�Q�H�U�D�W�H�V�� �.�H�\�� �3�D�L�U�V���� ���L�L���� �V�W�R�U�H�V��
cryptographic information; and/or (iii) performs cryptographic functions. 

�³Digital Certificate�´�� �P�H�D�Q�V�� �D�� �G�L�J�L�W�D�O�� �L�G�H�Q�W�L�I�L�H�U�� �Z�L�W�K�L�Q�� �W�K�H�� �4�X�R�9�D�G�L�V��PKI that: (i) identifies the Issuing CA; (ii) 
identifies the Holder; (iii) contains the Holder's Public and Private Keys; (iv) specifies the Digital Certificate's 
Operational Term; (v) is digitally signed by the Issuing CA; and (vi) has prescribed Key Usages and Reliance Factor 
that governs its issuance and use whether expressly included or incorporated by reference to this CP/CPS. 

�³Digital Signature�´���P�H�D�Q�V���G�D�W�D���D�S�S�H�Q�G�H�G���W�R�����R�U���D���F�U�\�S�W�R�J�U�D�S�K�L�F���W�U�D�Q�V�P�L�V�V�L�R�Q���R�I�����D���G�D�W�D���X�Q�L�W���W�K�D�W���D�O�O�R�Z�V���D���U�H�F�L�S�L�H�Q�W��
of the data to prove the source and integrity of the data unit. 

�³Digital Transmission�´���P�H�D�Q�V���W�K�H���W�U�D�Q�V�P�L�V�V�L�R�Q���R�I���L�Q�I�R�U�P�D�W�L�R�Q���L�Q���D�Q���H�O�H�F�W�U�R�Q�L�F���I�R�U�P�D�W�� 

�³Device�´�� �P�H�D�Q�V�� �V�R�I�W�Z�D�U�H���� �K�D�U�G�Z�D�U�H�� �R�U�� �R�W�K�H�U�� �H�O�H�F�W�U�R�Q�L�F�� �R�U�� �D�X�W�R�P�D�W�H�G�� �P�H�D�Q�V�� �F�R�Q�I�L�J�X�U�H�G�� �W�R�� �D�F�W�� �L�Q�� �D�� �S�D�U�W�L�F�X�O�D�U�� �Z�D�\��
without human intervention. 

�³Device Certificate�´���P�H�D�Q�V���D���'�L�J�L�W�D�O���&�H�U�W�L�I�L�F�D�W�H���L�V�V�X�H�G���W�R���L�G�H�Q�W�L�I�\���D���'�H�Y�L�F�H�� 

�³Distinguished Name�´���P�H�D�Q�V���W�K�H���X�Q�L�T�X�H���L�G�H�Q�W�L�I�L�H�U���I�R�U���W�K�H���+�R�O�G�H�U���R�I���D���'�L�J�L�W�D�O���&�H�U�W�L�I�L�F�D�W�H�� 

�³Federal Information Processing Standards�´��(FIPS) means the standards that deal with a wide range of 



QuoVadis Certificate Policy/Certification Practice Statement Version 4.17  

Copyright QuoVadis Limited:  Public Document Page 75 

�³Operational Term�´�� �P�H�D�Q�V�� �W�K�H�� �W�H�U�P�� �R�I�� �Y�D�O�L�G�L�W�\�� �R�I�� �D�� �'�L�J�L�W�D�O�� �&�H�U�W�L�I�L�F�D�W�H�� �F�R�P�P�H�Q�F�L�Q�J�� �R�Q�� �W�K�H�� �G�D�W�H�� �R�I�� �L�W�V�� �L�V�V�X�H�� �D�Q�G��
terminating on the earlier of (i) the date disclosed in that Digital Certificate or (ii) the date of that Digital Certificate�¶�V��
Revocation. 

�³Organisation�´�� �P�H�D�Q�V�� �D�Q�� �H�Q�W�L�W�\�� �W�K�D�W�� �L�V�� �O�H�J�D�O�O�\�� �U�H�F�R�J�Q�L�V�H�G�� �L�Q�� �L�W�V�� �M�X�U�L�V�G�L�F�W�L�R�Q�� �R�I�� �G�R�P�L�F�L�O�H�� ���D�Q�G�� �F�D�Q�� �L�Q�F�O�X�G�H�� �D�� �E�R�G�\��
corporate or un-incorporate, partnership, trust, non-profit making Organisation, or Government entity). 

�³Participants�´�� �P�H�D�Q�V�� �S�D�U�W�L�F�L�S�D�Q�W�V�� �Z�L�W�K�L�Q�� �W�K�H�� �4�X�R�9�Ddis PKI and include (i) Issuing CAs and their Subsidiaries and 
Holding Companies; (ii) Registration Authorities and their Subsidiaries and Holding Companies; (iii) Certificate 
Holders, (including Certificate Applicants); (iv) Authorised Relying Parties. 

�³PKCS�´���P�H�D�Q�V���3�X�E�O�L�F-Key Cryptography Standard.  

�³Policy Management Authority�´�� �P�H�D�Q�V�� �W�K�H�� �4�X�R�9�D�G�L�V�� �E�R�G�\�� �U�H�V�S�R�Q�V�L�E�O�H�� �I�R�U�� �R�Y�H�U�V�H�H�L�Q�J�� �D�Q�G�� �D�S�S�U�R�Y�L�Q�J��CP/CPS 
amendments and general management. 

�³Proprietary Marks
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�³Repository�´�� �P�H�D�Q�V�� �R�Q�H�� �R�U�� �P�R�U�H�� �G�D�W�D�E�D�V�H�V�� �R�I�� �'�L�J�L�W�D�O�� �&�H�U�W�L�I�L�F�D�W�H�V�� �D�Q�G�� �R�W�K�H�U�� �U�H�O�H�Y�D�Q�W�� �L�Q�I�R�U�P�D�W�L�R�Q�� �P�D�L�Q�W�D�L�Q�H�G�� �E�\��
Issuing CAs. 

�³Reserved IP Address�´���P�H�D�Q�V���Dn IPv4 or IPv6 address that the IANA has marked as reserved: 
http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xml  
http://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xml  
 

 �³Root Certification Authority Certificate�  ́means the self-signed Digital Certificate issued to the QuoVadis Root 
Certification Authority. 

�³Root Certification Authority�´�� �P�H�D�Q�V�� �4�X�R�9�D�G�Ls as the source Certification Authority being a self-signed 
Certification Authority that signs Issuing CA Certificates. 

“Secure Signature Creation Device” (SSCD) means a secure container specifically designed to carry and protect 
a digital certificate, which meets the following requirements laid down in annex III of Directive 1999/93/EC: 

1. Secure signature-creation devices must, by appropriate technical and procedural means, ensure at the least 
that: 

(a) the signature-creation-data used for signature generation can practically occur only once, and that 
their secrecy is reasonably assured; 
(b) the signature-creation-data used for signature generation cannot, with reasonable assurance, be 
derived and the signature is protected against forgery using currently available technology; 
(c) the signature-creation-data used for signature generation can be reliably protected by the legitimate 
signatory 
against the use of others. 

2. Secure signature-creation devices must not alter the data to be signed or prevent such data from being 
presented to the signatory prior to the signature process. 

 

�³Subscriber
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