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Important Note About this Document  
 
This document is the Certificate Policy/Certification Practice Statement herein after referred to as the CP/CPS adopted 
by QuoVadis Limited (QuoVadis). The QuoVadis CP/CPS contains an overview of the practices and procedures that 
QuoVadis employs for its operation as a Digital Certification Authority. This doc
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1.  INTRODUCTION  
1.1.  Overview  
QuoVadis SSL Certificates are issued for use with the SSL 3.0/TLS 1.0 protocol to enable secure transactions of data 
through privacy, authentication, and data integrity.   
 
QuoVadis Trusted Code Signing Certificates are used to provide users with reasonable assurance that the executable 
code they download comes from a source identified by QuoVadis.   
 
This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the certification processes that QuoVadis 
Root CA2 uses in the generation, issue, use, and management of Certificates and serves to notify Certificate Holders 
and Relying Parties of their roles and responsibilities concerning Certificates.  The term “QuoVadis Root CA2” applies 
to all generations of this Root, including the SHA1 and SHA256 versions. 
 
QuoVadis ensures the integrity of its 

http://www.cabforum.org/
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- Certification Authorities (Root and Issuing); 
- Registration Authorities (“RA”) and Local Registration Authorities (“LRA”); 
- Certificate Holders including Applicants for Certificates prior to Certificate issuance; and 
- Relying Parties. 
 
The diagram below illustrates the components of the QuoVadis PKI: 
 

 
 
1.3.1. Certification Authority 
The following OIDs are pertinent to this CP/CPS: 
 
QuoVadis Root CA2/ QuoVadis Root CA 2 G3    1.3.6.1.4.1.8024.0.2   
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operations that include receiving requests; issuing, revoking and renewing a Certificate; and the maintenance, 
issuance, and publication of CRLs for users within the QuoVadis PKI.  In its capacity as a CA, QuoVadis will: 
 
- Conform its operations to this CP/CPS (or other relevant business practices); 
- Issue and publish Certificates in a timely manner; 
- Perform verification of Certificate Holder information in accordance with this CP/CPS; 
- Revoke Certificates upon receipt of a valid request from an authorised person or on its own initiative when 

circumstances warrant; and 
- Notify Certificate Holders of the imminent expiry of their Certificates. 
Issuing CAs chaining to a QuoVadis Root must not be used for Man in the Middle (MITM) purposes or for the traffic 
management of domain names or IP addresses that the entity does not own or control.  QuoVadis will not issue a 
subordinate Issuing CA Certificate to be used for these purposes. 
 
1.3.2. Registration Authorities 
QuoVadis acts as Registration Authority (RA) for Certificates it issues.  An RA is an entity that performs verification of 
Certificate Holder information in accordance with this CP/CPS, and revokes Certificates upon receipt of a valid request 
from an authorised person. 
 
Third parties, who enter into a contractual relationship with QuoVadis, may act as Local Registration Authorities 
(LRAs) and authorise the issuance of Certificates by QuoVadis for Organisations and Domains that have been pre-
authenticated by QuoVadis. LRAs must abide by all the requirements of this CP/CPS and the terms of their services 
agreement with QuoVadis. LRAs may also implement more restrictive practices based on their internal requirements. 
 
QuoVadis’ Trust/Link Enterprise is a secure web application that facilitates RAs’ activities as well as the ongoing 
management of the SSL Certificates for which they are responsible. 
 
1.3.3. Certificate Holders 
In the context of this CP/CPS, the Certificate Holder is the Individual responsible for requesting, installing and 
maintaining the trusted system for which an SSL Certificate has been issued.  The Certificate Holder is referred to as 
a Subscriber in the Trust/Link system.  (QuoVadis also refers to Registrants for End User Certificates as Certificate 
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1.4.2. Prohibited Certificate Usage 
QuoVadis Certificates may not be used and no participation is permitted in the QuoVadis PKI (i) in circumstances that 
breach, contravene, 
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Confirming Person:  A confirming Person is a natural person who must be a senior officer of the Applicant (e.g., 
Secretary, President, CEO, CFO, COO, CIO, CSO, Director, etc.) who has express authority to sign the QV Authority 
Letter on behalf of the Applicant.   
 
Contract Signer: A Contract Signer is a natural person who is employed by the Applicant and who has express 
authority to sign Certificate Holder Agreements on behalf of the Applicant. 
 
Effective Date: Is the date that the Baseline Requirements v1.0 come into force, which is 1 July 2012. 
 
Internal Server Name: A Server Name (which may or may not include an Unregistered Domain Name) that is not 
resolvable using the public DNS. 
 
Participants: A Participant is an individual or entity within the QuoVadis PKI and may include: CAs and their 
Subsidiaries and Holding Companies; Certificate Holders including Applicants; and Relying Parties. 
 
Relying Party: The Relying Party is an individual or entity that relies upon the information contained within the 
Certificate. 
 
Relying Party Agreement: The Relying Party Agreement is an agreement which must be read and accepted by a 
Relying Party prior to validating, relying on or using a Certificate or accessing or using the QuoVadis Repository. 
 
Repository:  The Repository refers to the CRL, OCSP, and other directory services provided by QuoVadis containing 
issued and revoked Certificates. 
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3.1.6. Recognition, Authentication, And Role Of Trademarks 
Certificate Holders shall solely be responsible for the legality of the information they present for use in Certificates 
issued under this CP/CPS in any jurisdiction in which such content may be used or viewed.  Certificate Holders 
represent and warrant that when submitting Certificate Requests to QuoVadis and using a domain and distinguished 
name (and all other Certificate Application information) they do not interfere with or infringe upon the rights of any 
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4.2.  Certificate Application Processing  
4.2.1. Performing Identification And Authentication Functions 
During application processing, QuoVadis Validation Specialists employ controls to validate the identity of the 
Certificate Holder and other information featured in the Certificate Application to ensure compliance with this CP/CPS. 
 
4.2.2. Approval Or Rejection Of Certificate Applications 
From time to time, QuoVadis may modify the requirements related to application information requested, based on 
QuoVadis requirements, business context of the usage of Certificates, or as may be required by law,  changes to the 
EV Guidelines or changes to the Baseline Requirements for the Issuance and Management of Publicly-Trusted 
Certificates.  
 
QuoVadis, in its sole discretion, may refuse to accept an application for a Certificate or for the renewal of a 
Certificate, and may refuse to issue a Certificate, without incurring any liability for loss or damages arising out of 
such refusal.  QuoVadis reserves the right not to disclose reasons for such a refusal.  Applicants whose applications 
have been rejected may subsequently re-apply. 
 
4.2.3. Time To Process Certificate Applications 
QuoVadis makes reasonable efforts to confirm Certificate Application information and issue a Certificate within a 
reasonable time frame, which is dependent on the Applicant providing the necessary details and documentation in a 
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- QuoVadis is made aware of any circumstance indicating that use of a Fully-Qualified Domain Name or IP address 
in the Certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a Domain Name 
Registrant's right to use the Domain Name, a relevant licensing or services agreement between the Domain 
Name Registrant and the Applicant has terminated, or the Domain Name Registrant has failed to renew the 
Domain Name); 

- QuoVadis is made aware that a Wildcard Certificate has been used to authenticate a fraudulently misleading 
subordinate Fully-Qualified Domain Name; 

- QuoVadis determines, in its sole discretion, that the Certificate was not issued in accordance with the terms and 
conditions of the EV Guidelines or QuoVadis’ CP/CPS; 

- QuoVadis receives notice or otherwise becomes aware that there has been some other modification of the 
information pertaining to the Certificate Holder that is contained within the Certificate; 

- The Certificate Holder fails or refuses to comply, or to promptly correct inaccurate, false or misleading 
information after being made aware of such inaccuracy, misrepresentation or falsity; 

- QuoVadis determines, in its sole discretion, that the Private Key corresponding to the Certificate was used to 
sign, publish or distribute spyware, Trojans, viruses, rootkits, browser hijackers, phishing, or other content, or 
that is harmful, malicious, hostile or downloaded onto a user’s system without their consent;  

- If QuoVadis receives notice or otherwise becomes aware that a Certificate Holder has been added as a denied 
party or prohibited person to a blacklist, or is operating from a prohibited destination;  

- Either the Certificate Holder’s or QuoVadis’ obligations under this CP/CPS are delayed or prevented by a natural 
disaster, computer or communications failure, or other cause beyond the person's reasonable control, and as a 
result another person’s information is materially threatened or compromised; 

- A QuoVadis CA Private Key used to issue that Certificate has been compromised; 
- Revocation is required by the QuoVadis CP/CPS 
- The technical content or format of the Certificate presents an unacceptable risk to Application Software Suppliers 

or Relying Parties (e.g. the CA/Browser Forum might determine that a deprecated cryptographic/signature 
algorithm or key size presents an unacceptable risk and that such Certificates should be revoked and replaced by 
CAs within a given period of time). 

- QuoVadis’ right to issue and manage Certificates under the EV Guidelines or the Baseline Requirements expires 
or is revoked or terminated (unless arrangements have been made to continue maintaining the CRL/OCSP 
Repository); or 

- QuoVadis ceases operations for any reason and has not arranged for another suitable CA to provide revocation 
support for the Certificate. 

 
4.9.2. Who Can Request Revocation 
QuoVadis may revoke any Certificate issued within the QuoVadis PKI at its sole discretion.  The Certificate Holder and 
its appropriately authorised representatives can request revocation of a Certificate.  QuoVadis may, if necessary, also 
confirm the revocation request by contact with additional, authorised representatives of the Certificate Holder. 
  
Parties who are not the Certificate Holder (such as Relying Parties, Application Software Vendors, and other third 
parties) may file a Certificate Problem Report to initiate a Certificate revocation request. Problem reports may include 
complaints; suspected private key compromise or Certificate misuse; or other types of fraud, compromise, misuse, or 
inappropriate conduct related to the Certificate. 
 
4.9.3. Procedure For Revocation Request 
QuoVadis will revoke a Certificate upon receipt of a valid request from the Certificate Holder, verified through an out-
of-band communication. 
QuoVadis will begin an investigation of all Certificate Problem Reports within twenty-four (24) hours and decide 
whether revocation or other appropriate action is warranted based on at least the following criteria: 
 
(i)  The nature of the alleged problem; 
(ii) Number of Certificate Problem Reports received about a particular Certificate or website; 
(iii)  The identity of the complainants (for example, complaints from a law enforcement official that a web site is 

engaged in illegal activities have more weight than a complaint from a consumer alleging they never received 
the goods they ordered); and 

(iv)  Relevant legislation in force. 
 
QuoVadis maintains a continuous 24/7 ability to internally respond to any high priority Certificate Problem Report and 
will take such action as deemed appropriate based on the nature of such a report.  This may include, but not be 
limited to, the revocation of a Certificate that is the subject of such a complaint. 
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4.9.4. Revocation Request Grace Period 
No grace period is permitted once a revocation request has been verified. QuoVadis will revoke Certificates as soon 
as reasonably practical following verification of a revocation request. 
 
4.9.5. Time Within Which The CA Must Process The Revocation Request 
QuoVadis will take commercially reasonable steps to revoke the Digital Certificate within 4 hours of receipt of a valid 
revocation request.   
 
4.9.6. Revocation Checking Requirement For Relying Parties 
Ry prac f58(a)-1(a)-1(t)-1(t)-5(e)11(P)-28(a)-ed. 
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4.11.  End Of Subscription  
A Certificate Holder may terminate its subscription to the QuoVadis PKI by allowing a Certificate or applicable 
agreement to expire without renewal, or by voluntarily revoking a Certificate. 
  
4.12.  Key Escrow And Recovery  
The QuoVadis PKI does not support key escrow or recovery of Certificate Holder private keys. 
 
5.  FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS  
The section of the CP/CPS provides a high level description of the security policy, physical and logical access control 
mechanisms, service levels, and personnel policies used by QuoVadis to provide trustworthy and reliable CA 
operations.   
 
5.1.  Physical Controls  
5.1.1. Site Location and Construction 
QuoVadis performs its CA operations from a secure datacentre located in an office complex in Bermuda.  The 
QuoVadis datacentre meets the standards of an independent security certification body at a highly protected level.  
Standards and protections 
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5.5.5. Requirements For Time-Stamping Of Records 
QuoVadis supports time stamping of all of its records.  All events that are recorded within the QuoVadis service 
include the date and time of when the event took place. This date and time are based on the system time on which 
the CA program is operating. QuoVadis uses procedures to review and ensure that all systems operating within the 
QuoVadis PKI rely on a trusted time source
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7.1.9. Processing Semantics For The Critical Certificate Policies Extension 
No stipulation. 
 
7.2.  CRL Profile  
7.2.1. Version Number 
QuoVadis issues version 2 CRLs conforming to RFC 5280, and which contain the basic fields listed below: 
 

Version 
Issuer Signature Algorithm  
Issuer Distinguished Name  
thisUpdate (UTC format) 
nextUpdate (UTC format – thisUpdate plus 12 hours) 
Revoked Certificates list 
Serial Number 
Revocation Date (see CRL entry extension for Reason Code below) 
Issuer’s Signature 

 
7.2.2. CRL And CRL Entry Extensions 

CRL Number (monotonically increasing integer - never repeated) 
Authority Key Identifier (same as Authority Key Identifier in Certificates issued by CA) 
CRL Entry Extensions 

Invalidity Date (UTC - 
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9.2.5. Insurance Or Warranty Coverage For End-Entities 
Certificate Holders are entitled to apply to commercial insurance providers for financial protection against accidental 
occurrences such as theft, corruption, loss or unintentional disclosure of the private key that corresponds to the 
public key in their QuoVadis Certificate.  Relying Parties are entitled to apply to commercial insurance providers for 
protection against financial loss. 
 
9.3.  Confidentiality Of Business Information  
9.3.1. Scope Of Confidential Information 
QuoVadis keeps the following types of information confidential and maintains reasonable controls to prevent the 
exposure of such records to non-trusted personnel. 
 
- All private keys; 
- Any activation data used to access private keys or gain access to the CA system; 
- Any business continuity, incident response, contingency, and disaster recovery plans; 
- Any other security practices, measures, mechanisms, plans, or procedures used to protect the confidentiality, 

integrity or availability of information;
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9.4.6. Disclosure Pursuant To Judicial Or Administrative Process  
As a general principle, no document or record belonging to QuoVadis is released to law enforcement agencies, 
officials, or persons relating to civil discovery proceedings except where a properly constituted instrument, warrant, 
order, judgment, or demand is produced requiring production of the information, having been issued by a court of 
competent jurisdiction, and not known to QuoVadis to be under appeal when served on QuoVadis (QuoVadis being 
under no obligation to determine the same), and which has been determined by a Court of competent jurisdiction to 
be valid, subsisting, issued in accordance with general principles of law and otherwise enforceable. 
 
9.5.  Intellectual Property Rights  
All Intellectual Property Rights including all copyright in all Certificates and all documents (electronic or otherwise) 
belong to and will remain the property of QuoVadis. 
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9.6.4. Representations And Warranties Of Other Participants 
Not applicable. 
 
9.7.  Disclaimers Of Warranties  
QuoVadis disclaims all warranties and obligations of any type, including any warranty of fitness for a particular 
purpose, and any warranty of the accuracy of unverified information provided, save as contained herein and as 
cannot be excluded at law. In no event and under no circumstances (except for fraud or 
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9.8.2. Exclusions of Liability 
QuoVadis shall bear absolutely no liability for any loss whatsoever involving or arising from any one (or more) of the 
following circumstances or causes: 
  
- If the Certificate held by the claiming party or otherwise the subject of any claim has been compromised by the 

unauthorised disclosure or unauthorised use of the Certificate or any password or activation data used to control 
access thereto; 

- If the Certificate held by the claiming party or otherwise the subject of any claim was issued as a result of any 
misrepresentation, error of fact, or omission of any person, entity, or organisation; 

- If the Certificate held by the claiming party or otherwise the subject of any claim had expired or been revoked 
prior to the date of the circumstances giving rise to any claim; 

- 
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QuoVadis Certificate relating to: (i) Certificate Holder's breach of its obligations under the Certificate Holder 
Agreement or this CP/CPS; (ii) Certificate Holder's failure to protect its private key; or (iii) claims (including without 
limitation infringement claims) pertaining to content or other information or data supplied by Certificate Holder. 
 
9.10.  Term And Termination  
9.10.1. Term 
This CP/CPS and any amendments hereto shall become effective upon publication in the Repository and shall remain 
in effect perpetually until terminated in accordance with this Section 9.10. 
 
9.10.2. Termination 
This CP/CPS shall remain in force until it is amended or replaced by a new version in accordance with this Section 
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9.16.  Miscellaneous Provisions  
9.16.1. Entire Agreement 
Not Applicable. 
 
9.16.3. Assignment 
Parties to this CP/CPS may not assign any of their rights or obligations under this CP/CPS or applicable agreements 
without the written consent of QuoVadis, and any such attempted assignment shall be void.   
 
9.16.4. Severability 
Any provision of this QuoVadis CP/CPS that is determined to be invalid or unenforceable will be ineffective to the 
extent of such determination without invalidating the remaining provisions of this QuoVadis CP/CPS or affecting the 
validity or enforceability of such remaining provisions. 
 
9.16.5. Enforcement (Waiver Of Rights) 
Except where an express time frame is set forth in this CP/CPS, no delay or omission by QuoVadis to exercise any 
right, remedy, or power it has under this CP/CPS shall impair or be construed as a waiver of such right, remedy, or 
power. A waiver by QuoVadis of any breach or covenant in this CP/CPS shall not be construed to be a waiver of any 
other or succeeding breach or covenant. No waiver shall be effective unless it is in writing.  Bilateral agreements 
between QuoVadis and the parties to this CP/CPS may contain additional provisions governing enforcement. 
 
9.16.6. Force Majeure 
QUOVADIS ACCEPTS NO LIABILITY FOR ANY BREACH OF WARRANTY, DELAY, OR FAILURE IN PERFORMANCE THAT 
RESULTS FROM EVENTS BEYOND ITS CONTROL SUCH AS ACTS OF GOD, ACTS OF WAR, ACTS OF TERRORISM, 
EPIDEMICS, POWER OR TELECOMMUNICATION SERVICES FAILURE, FIRE, AND OTHER NATURAL DISASTERS.  
 
9.17.  Other Provisions  
No stipulation. 
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APPENDIX A –  Root and Issuing CA Profiles  
 
QuoVadis Root CA2  
 

Field  Value  

Version  V3  

Serial Number  Unique number  0509 

Issuer Signature 
Algorithm  

sha-1WithRSAEncryption {1 2 840 113549 1 1 5}  

Issuer 
Distinguished Name  

Unique X.500 CA DN.  
CN = QuoVadis Root CA 2 
O =QuoVadis Limited 
C = BM 

Validity Period  25 years expressed in UTC format  
NotBefore: 11/24/2006 18:27:00  
NotAfter:    11/24/2031 18:23:33 

Subject 
Distinguished Name  

CN = QuoVadis Root CA 2 
O =QuoVadis Limited 
C = BM 

Subject Public Key 
Information  

Public Key Algorithm: 
    Algorithm ObjectId: 1.2.840.113549.1.1.1 RSA 
    Algorithm Parameters:    05 00 
Public Key Length: 4096-bit 

Issuer’s Signature  sha-1WithRSAEncryption {1 2 840 113549 1 1 5}  

Extension  Value  

Authority Key 
Identifier  

c=no;  
KeyID=1a 84 62 bc 48 4c 33 25 04 d4 ee d0 f6 03 c4 19 46 d1 94 6b 
        Certificate Issuer: 
             Directory Address: 
                  CN=QuoVadis Root CA 2 
                  O=QuoVadis Limited 
                  C=BM 
        Certificate SerialNumber=05 09 

Subject Key 
Identifier  

c=no; 1a 84 62 bc 48 4c 33 25 04 d4 ee d0 f6 03 c4 19 46 d1 94 6b 

Key Usage  c=no; Certificate Signing, Off-line CRL Signing, CRL Signing (06) 

Basic Constraints  c=yes; Subject Type=CA 
        Path Length Constraint=None 

Key Id Hash(sha1): 73 97 82 ea b4 04 16 6e 25 d4 82 3c 37 db f8 a8 12 fb cf 26 

Cert Hash(sha1): ca 3a fb cf 12 40 36 4b 44 b2 16 20 88 80 48 39 19 93 7c f7 
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Subject Alternative 
Name  

c=no; DNS = FQDN of Device (e.g., domain.com)  

Authority 
Information Access  

c=no; Access Method= - Id-ad-ocsp (On-line Certificate Status Protocol - 
1.3.6.1.5.5.7.48.1); URL = UUhttpUU://ocsp.quovadisglobal.com 
 

CRL Distribution 
Points  

c = no; CRL HTTP URL = UUhttpUU://crl.quovadisglobal.com/QVSSLICA.crl or 
UUhttpUU://crl.quovadisglobal.com/qvsslg3.crl 

 
Purposes of Business SSL 
QuoVadis Business SSL Certificates are intended for use in establishing web-based data communication conduits via 
TLS/SSL protocols.  The primary purposes of a Business SSL Certificate are to: 
 
- Identify the individual or entity that controls a website; and 
- Facilitate the exchange of encryption keys in order to enable the encrypted communication of information over 

the Internet between the user of an Internet browser and a website. 
 
QuoVadis Certificates focus only on the identity of the Subject named in the Certificate, and not on the behaviour of 
the Subject.  As such, Certificates are not intended to provide any assurances, or otherwise represent or warrant:  
 
- That the Subject named in the Certificate is actively engaged in doing business;  
- That the Subject named in the Certificate complies with applicable laws;  
- That the Subject named in the Certificate is trustworthy, honest, or reputable in its business dealings; or  
- That it is “safe” to do business with the Subject named in the Certificate. 
 
Eligible Applicants 
Individuals (natural persons), incorporated entities, government entities, general partnerships, unincorporated 
associations, and sole proprietorships may apply for QuoVadis Business SSL Certificates. 
 
Verification Requirements  
Before issuing a Business SSL Certificate, QuoVadis performs limited procedures to verify that all Subject information 
in the Certificate is correct, and that the Applicant is authorised to use the do 2 Tray
[(i)-4(n)-8( )1(t)-8(a)-1(m)-16e dnd tat 
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Step 2: QuoVadis independently verifies information using a variety of sources. 
 
Step 3: The Applicant accepts the Certificate Holder Agreement and approves Certificate issuance. 
 
Step 4: All signatures are verified through follow-up procedures or telephone calls. 
 
Step 5: QuoVadis obtains and documents further explanation or clarification as necessary to resolve discrepancies or 
details requiring further explanation.  If satisfactory explanation and/or additional documentation are not received 
within a reasonable time, QuoVadis will decline the Certificate Request and notify the Applicant accordingly.  Two 
QuoVadis Validation Specialists must approve issuance of the Certificate. 
 
Step 6: QuoVadis creates the Business SSL Certificate. 
 
Step 7: The Business SSL Certificate is delivered to the Applicant. 
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Extended Validation SSL  
 

Field  Value  Comments  

Version  V3 (2)   

Serial Number  Unique number   

Issuer Signature 
Algorithm  

sha-1WithRSAEncryption (1.2.840.113549.1.1.5) 
or sha256RSA (1.2.840.113549.1.1.11)  

 

Issuer 
Distinguished Name  

Unique X.500 CA DN.  
CN = QuoVadis Global SSL ICA or CN = 
QuoVadis Global SSL ICA G3 
O = QuoVadis Limited 
C = BM 

 

Validity Period  1  or 2 years expressed in UTC format   

Subject Distinguished Name   

Organization Name  subject:organisationName  
(2.5.4.10 )  

This field MUST contain the Subject’s 
full legal organisation 
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Subject Key 
Identifier  

c=no; Octet String – Same as calculated by CA from PKCS#10   

Key Usage  c=yes;  
Digital Signature, Key Encipherment (a0)  

 

Extended Key 
Usage  

c=no;  
Server Authentication (1.3.6.1.5.5.7.3.1)  
Client Authentication (1.3.6.1.5.5.7.3.2)  
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- The International Organization Entity MUST NOT be headquartered in any 
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- Use of EV Certificate: An obligation and warranty to install the EV Certificate only on the server accessible at a 
domain name listed on the EV Certificate, and to use the EV Certificate solely in compliance with all applicable 
laws, solely for authorised company business, and solely in accordance with the Certificate Holder Agreement; 

 
- Reporting and Revocation Upon Compromise: An obligation and warranty to promptly cease using an EV 

Certificate and its associated Private Key, and promptly request the QuoVadis to revoke the EV Certificate, in the 
event that: (a) any information in the EV Certificate is or becomes incorrect or inaccurate, or (b) there is any 
actual or suspected misuse or compromise of the Certificate Holder’s Private Key associated with the Public Key 
listed in the EV Certificate; and 

 
- Termination of Use of EV Certificate: An obligation and warranty to promptly cease all use of the Private Key 

corresponding to the Public Key listed in an EV Certificate upon expiration or revocation of that EV Certificate. 
 
Application Process 
During the Certificate approval process, QuoVadis Validation Specialists employ controls to validate the identity of the 
Certificate Holder and other information featured in the Certificate Application to ensure compliance with the 
Guidelines. 
 
Step 1: The Certificate Requester provides a signed Certificate Application to QuoVadis, which includes information 
about the Applicant, personnel within the organisation who have authority to approve the request and also 
agreement to the Certificate Holder Agreement.  In addition, the Certificate Requester provides a PKCS#10 CSR as 
well as billing information for processing the request and issuing the EV Certificate. 
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In the case of outdated information, QuoVadis repeats the verification processes required by the EV Guidelines. If a 
company is no longer in good standing, or if any of the other required information cannot be verified, the Certificate 
is not renewed. 
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Authority 
Information Access  

c=no; Access Method= - Id-ad-ocsp (On-line Certificate Status Protocol - 
1.3.6.1.5.5.7.48.1); URL = UUhttpUU://ocsp.quovadisglobal.com 
 

CRL Distribution 
Points  

c = no; CRL HTTP URL = UUhttpUU://crl.quovadisglobal.com/QVTCSICA.crl  

 
Purposes of Trusted Code Signing 
The primary purpose of QuoVadis Trusted Code Signing Certificates is to establish 
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Step 5: QuoVadis obtains and documents further explanation or clarification as necessary to resolve discrepancies or 
details requiring further explanation.  If satisfactory explanation and/or additional documentation are not received 
within a reasonable time, QuoVadis will decline the Certificate Request and notify the Applicant accordingly.  Two 
QuoVadis Validation Specialists must approve issuance of the Certificate. 
 
Step 6: QuoVadis creates the Trusted Code Signing Certificate. 
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