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Important Note About this Document  
This is the Certificate Policy/Certification Practice Statement (CP/CPS) of QuoVadis Limited, (QuoVadis). It  contains 
an overview of the practices and procedures that QuoVadis employs as a Certification Authority (CA). This document 
is not intended to create cont ractual relationships between QuoVadis Limited and any other person. Any person 
seeking to rely on Digital Certificates or participate within the QuoVadis Public Key Infrastructure ( the QuoVadis PKI) 
must do so pursuant to a definitive contractual document. This document is intended for use only in connection with 
QuoVadis and its business. This version of the CP/CPS has been approved for use by the QuoVadis Policy 
Management Authority (PMA) and is subject to amendment and change in accordance with the policies and 
guidelines adopted, from time to time, by the PMA and as otherwise set out herein. The date on which this version of 
the CP/CPS becomes effective is indicated on this CP/CPS. The most recent effective copy of this CP/CPS supersedes 
all previous versions. No provision is made for different versions of this CP/CPS 
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1.  INTRODUCTION  
1.1.  Overview  
This QuoVadis CP/CPS sets out the policies, processes and procedures followed in the generation, issue, use and 
management of Key Pairs and Digital Certificates. It also describes the roles, responsibilities and relationships of 
Participants within the QuoVadis PKI.  
 
This CP/CPS outlines the trustworthiness and integrity of the QuoVadis Root CAs’ operations. A fundamental concept 
underpinning the operation of the QuoVadis PKI is trust. Trust must be realised in each and every aspect of the 
provision of Certification Services and Operations including Certificate Holder applications, issuance, renewal, 
revocation or expiry.  
 

 

 
 

 
With the exception of Certification Authorities issuing Qualified Certi
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This CP/CPS undergoes a regular review process and is subject to amendment as prescribed by the QuoVadis Policy 
Management Authority.   
 
The structure of this CP/CPS is based on the RFC 3647 Certificate Policy and Certification Practices Framework, but 
does not seek to adhere to or follow it exactly . 
 
Any and all references to a Certificate Policy within every aspect the QuoVadis PKI refers to policies contained in the 
current and in- force CP/CPS.  
 
Where applicable, QuoVadis conforms to the current version of the Baseline Requirements for the Issuance and 
Management of Publicly-Trusted Certificates (“Baseline Requirements”) published at http://www.cabforum.org
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For Qualified Digital Certificates according to the Swiss Digital Signature Law, all identification 
processes for individuals require applicants to present themselves for face-to-face verification. 
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1.3.1.5  Approved Client Issuing  
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1.5.4 . CP/CPS  Approval Procedures  
This CP/CPS is regularly reviewed and approved by the QuoVadis PMA.  Notice of proposed changes are recorded in 
the change log at the beginning of this CP/CPS until they are approved, at which time the approved change will be 
recorded there permanently.  Any changes to this CP/CPS that relate to Grid topics (refer to section 10.6.1 below) 
must be approved by the relevant Grid PMA.    
 
1.5.4.1 . Publication of CP/CPS   
This CP/CPS is published electronically in PDF format at http://www.quovadisglobal.com/repository . 
 
1.5.4.2 . Frequency of Publication  
Newly approved versions of this CP/CPS, Certificate Holder or Relying Party Agreements and other relevant 
documents are published in accordance with the amendment, notification and other relevant provisions contained 
within those documents.   Information about amendments to this CP/CPS may be found in Section 9.12. 
 
1.5.4.3 . Access Control  
QuoVadis internal documents not published at http://www.quovadisglobal.com/repository  are available only to 
Participants in the QuoVadis PKI where deemed necessary. 
 
1.6. Definitions and Acronyms  
See Appendix B. 
 
2.  PUBLICATION AND REPOSITORY RESPONSIBILITIES  
2.1.  Repositories  
The QuoVadis Repository (http://www.quovadisglobal.com/repository ) serves as the primary repository. However, 
copies of the X.500 Directory may be published at such other locations as are required for the efficient operation of 
the QuoVadis PKI. 
 
2.2.  Publication of Certificate Information  

http://www.quovadisglobal.com/repository
http://www.quovadisglobal.com/repository
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requirements of this section.  In all such cases, the Issuing CA or Registration Authority shall record the specific 
records upon which it relied for this purpose.   
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3.3.1.  Identification a nd Authentication For Routine Re -Key  
Identification and Authentication for routine R e-Key is based on the same requirements as issuance of new 
Certificates. 
 
3.3.2.  Identification and Authentication For Re -Key After Revocation  
Identification and Authentication for Re -Key after revocation is based on the same requirements as issuance of new 
Certificates. 
 
3.4.  Identification and Authentication For Revocatio n Requests  
A request to revoke Keys and Digital Certificates may be submitted by persons authorised to do so under relevant 
contractual documentation.  
 
3.4.1.  Issuing Certification Authority  
An authorised individual acting under the authority of the Issui ng CA may revoke a Digital Certificate by 
communicating with the QuoVadis Digital Certificate administration system using a QV Utility Digital Certificate. 
 
3.4.2.  Registration Authority  
A Registration Authority may request the revocation of Digital Certif icates it has caused to be issued by requesting, in 
person, by digitally signed electronic mail or by authenticating to the QuoVadis Digital Certificate administration 
system that an authorised member of the Issuing CA staff revoke the Digital Certificate/ s in question. 
 
3.4.3.  Certificate Holder  
A Certificate Holder may request that his or her Digital Certificate be revoked by:  
 
�x Applying in person to the Registration Authority, Issui ng CA or QuoVadis supplying either original proof of 

identification in th e form of a valid Driving License or Passport; 
 

 

 
 

 
For Qualified Certificates, in accordance with the Swiss Digital Signature law, proof of identification 
can only take the form of a Passport or Government-issued ID Card. 

 

 

 

 
For Qualified Certificates, in accordance with the European/Dutch Digital Signature law, proof of 
identification can only take the form of a Passport or Government -issued ID Card. 

 

 
�x Sending a digitally signed email message to the Issuing Registration Authority, Issuing CA or QuoVadis 

requesting that their Digital Certificate be revoked.  
�x Telephonic communication using a pre-existing shared secret or password associated with Certificate Holder’s 

account with the Certification Authority following appropriate Identification.  
 
4.  CERTIFICATE LIFE -CYCLE OPERATION REQUIREMENTS  
4.1.  Certificate Application  
Digital Certificate applications are subject to various assessment procedures depending upon the type of Digital 
Certificate applied for.  
 
4.1.1.  Who Can Submit A Certificate Applica tion  
An application in a form prescribed by the Issuing CA must be completed by Applicants, which includes all 
registration information as described by this CP/CPS (including, without limitation, that information set out in 
Appendix A) and the relevant Certificate Holder Agreement or other terms and conditions upon which the Digital 
Certificate is to be issued.  All applications are subject to review, approval, and acceptance by the Issuing CA in its 
discretion. 
 
4.1.2.  Enrolment Process And Responsibilitie s 
Certain information concerning applications for Digital Certificates is set out in this QuoVadis CP/CPS. However, the 
issue of Digital Certificates by Issuing CAs 
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Upon the Applicant’s acceptance of the terms and conditions of the Certificate Holder Agreement or other relevant 
agreement, the successful completion of the application process and final approval of the application by the Issuing 
CA, the Issuing CA issues the Digital Certificate to the Applicant or Device. 
 
4.3.2.  Notification To Applicant Ce rtificate Holder By The Certification Authority  Of Issuance Of 

Certificate  
Issuing CAs and Registration Authorities within the QuoVadis PKI may choose to notify Applicants that their Digital 
Certificate has been issued. 
 
4.4.  Certificate Acceptance  
Digital Certificate acceptance is governed by and should comply with the practices described in, and any 
requirements imposed by, this CP/CPS. 
 
Until a Digital Certificate is accepted, it is not published in any Repository or otherwise made publicly available. By 
using a Digital Certificate, the Holder thereof certifies and agrees to the statements contained in the notice of 
approval. This CP/CPS sets out what constitutes acceptance of a Digital Certificate. An Applicant that accepts a Digital 
Certificate warrants to the relevant Issuing CA, and all Authorised Relying Parties who reasonably rely, that all 
information supplied in connection with the application process and all information included in the Digital Certificate 
issued to them is true, complete, and not  misleading. Without limitation to the generality of the foregoing, the use of 
a Digital Certificate or the reliance upon a Digital Certificate signifies acceptance by that person of the terms and 
conditions of this QuoVadis CP/CPS and Certificate Holder Agreement (as the same may, from time to time, be 
amended or supplemented) by which they irrevocably agree to be bound.  
 
By accepting a Digital Certificate issued by an Issuing CA operating within the QuoVadis PKI, the Certificate Holder 
expressly represents and warrants to QuoVadis and all Authorised Relying Parties who reasonably rely on the 
information contained in the Digital Certificate that at the time of acceptance and throughout the operational period 
of the Digital Certificate, until notified otherw ise by the Certificate Holder, that:  
 
�x No unauthorised person has ever had access to the Certificate Holder's Private Key;  
�x All representations made by the Certificate Holder to QuoVadis regarding the information contained in the Digital 

Certificate are true;  
�x All information contained in the Digital Certificate is true to the extent that the Certificate Holder had knowledge 

or notice of such information, and does not promptly notify QuoVadis of any material inaccuracies in such 
information; and 

�x The Digital Certificate is being used exclusively for authorised and legal purposes, consistent with this CP/CPS.  
 
4.4.1.  Notice Of Acceptance  
BY ACCEPTING A DIGITAL CERTIFICATE, THE CERTIFICATE HOLDER ACKNOWLEDGES THAT HE OR SHE AGREES 
TO THE TERMS AND CONDITIONS CONTAINED IN THIS CERTIFICATE POLICY & CERTIFICATION PRACTICE 
STATEMENT AND THE APPLICABLE CERTIFICATE HOLDER AGREEMENT.  ALSO BY ACCEPTING A DIGITAL 
CERTIFICATE, THE CERTIFICATE HOLDER ASSUMES A DUTY TO RETAIN CONTROL OF THE PRIVATE KEY 
CORRESPONDING TO THE PUBLIC KEY CONTAINED IN THE CERTIFICATE, TO USE A TRUSTWORTHY SYSTEM AND 
TO TAKE REASONABLE PRECAUTIONS TO PREVENT THE PRIVATE KEY’S LOSS, EXCLUSION, MODIFICATION, OR 
UNAUTHORISED USE.  
 
4.4.2.  Conduct Constituting Certificate Acceptance  
The downloading, installing or otherwise taking delivery of a Digital Certificate  constitutes acceptance of a Digital 
Certificate within the QuoVadis PKI. 
 
4.4.3.  Publication Of The Certificate By The Certification Authority  
All Digital Certificates issued within the QuoVadis PKI are made available in public repositories, except where 
Certificate Holders have requested that their Digital Certificates not be published. 
 
4.4.4.  Notification Of Certificate Issuance By The Certification Authority  To Other Entities  
Issuing CAs and Registration Authorities within the QuoVadis PKI may choose to notify other Entities of Digital 
Certificate Issuance. 
 



http://www.quovadisglobal.com/repository
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Using their existing Digital Certificate, the Certificate Holder may digitally sign an electronic message to the 
Nominating Registration Authority requesting that the Digital Certificate be Re-Keyed and confirming that the original 
application details have not changed.  Appropriate vetting will be performed in relation to the details to be included in 
the Digital Certificate.   
 
4.7.4.  Notification Of New Certificate Issuance To Certificate Holder  
Issuing CAs and Registration Authorities within the QuoVadis PKI shall notify Certificate Holders of Digital Certificate 
Issuance. 
 
4.7.5.  Conduct Constituting Acceptance Of A Re -Key Certificate  
Downloading, installing or otherwise taking delivery of a Re-Keyed Digital Certificate constitutes acceptance of the 
Digital Certificate Re-Key within the QuoVadis PKI. 
 
4.7.5.1.  Publication Of The Re -Key Certificate By The Certification Auth ority  
All Digital Certificate Re-Keys issued within the QuoVadis PKI are made available in public repositories except where 
Certificate Holders have requested that their  Digital Certificates not be published. 
 
4.7.6.  Notification Of Certificate Re-Key By T he Certification Authority  To Other Entities  
Issuing CAs and Registration Authorities within the QuoVadis PKI may choose to notify other entities of Digital 
Certificate Re-Key. 
 
4.8.  Certificate Modification   
Certificate Modification refers to the issuance of a new Digital Certificate due to changes in the information in an 
existing Digital Certificate (other than its associated Public Key).  Digital Certificate Modification requests are 
processed in the same manner as requests for new Digital Certificates and in accordance with the provisions of this 
CP/CPS.  
 
4.9.  Certificate Revocation And Suspension  
4.9.1.  Circumstances For Revocation  
Digital Certificates shall be revoked when any of the information on a Digital Certificate changes or becomes obsolete 
or when the Private Key associated with the Digital Certificate is compromised or suspected to be compromised.  A 
Digital Certificate will be revoked in the following instances upon notification  of:  
 
�x QuoVadis 
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�x Certificate Holder death  
�x Certificate Holder request 
�x Issuing Registration Authority Request 
�x Breach of Certificate Holder agreement with QuoVadis 
 
In the event that an Issuing CA determines that its Digital Certificates or the QuoVadis PKI could become 
compromised and that revocation of Digital Certificates is in the interests of the PKI , following remedial action, 
QuoVadis will authorise the reissue of Digital Certificates to Holders at no charge, unless the actions of the Holders 
were in breach of the QuoVadis CP/CPS or other contractual documents.  
 
4.9.2.  Who Can Request Revocation  
The following entities may request revocation of a Digital Certificate:  
 
�x QuoVadis may revoke any Digital Certificate issued within the QuoVadis PKI at its sole discretion, and shall 

publish the list of revoked Digital Certificates in a publicly accessible Certificate Revocation List.  
�x An Issuing CA operating within the QuoVadis PKI may revoke Digital Certificates that it has issued. 
�x A Registration Authority or Subscriber operating within the QuoVadis PKI may request revocation of Digital 

Certificates that it requested to be issued. 
�x Certificate Holders within the QuoVadis PKI may request revocation of their own Digital Certificates. 
�x An Application Software Vendor who has embedded a QuoVadis Root Certification Authority Certificate in its 

application as a trusted root may request the revocation of Digital Certificate chained to that Roo t Certificate. 
 
4.9.3.  Procedure For Revocation Request  
QuoVadis will revoke a Digital Certificate upon receipt of a valid request. A revocation request should be promptly 
and directly communicated to the Issuing CA and the Registration Authority that appr oved or acted in connection 
with the issue thereof. The Certificate Holder may be required to submit the revocation request via the QuoVadis 
Support Line or directly over an Internet connection.   The QuoVadis website (http://www.quovadisglobal.com ) 
provides a mechanism in which to submit revocation requests.  The Certificate Holder, Registration Authority or 
Issuing CA may be required to provide a shared secret or pass phrase that will be used to activate the r evocation 
process. Digital Certificate revocation requests may also be issued by contacting the administrators of the Issuing CA 

http://www.quovadisglobal.com/


http://crl.quovadisglobal.com/%3ccaname%3e.crl
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Archived Private Keys are stored in encrypted form using the QuoVadis Trust/Link application.  Certificate Holders are 
notified when their Private Keys are archived. 
 
Properly authenticated Certificate Holders may subsequently retrieve their own Private Keys.   
 
In addition, properly authenticated RA Officers with specific Key Recovery permissions may request retrieval of a 
Certificate Holder’s Private Keys under the following conditions:  
 
•  RAs must protect Certificate Holder’s archived Private Keys from unauthorized disclosure. 
•  RAs may retrieve Certificate Holder’s archived Private Keys only for properly authenticated and authorized 

requests for recovery. 
•  RAs shall recover a Certificate Holder’s archived Private Keys without the Subscriber’s authority only for 
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key recovery in disaster recovery situations.  To best ensure the integrity of the Issuing CA equipment and operation, 
Issuing CAs will use commerc
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5.5.5.  Requirements For Time- Stamping Of Records  
QuoVadis supports time stamping of all of its records.  All events that are recorded within the QuoVadis Service 
include the date and time of when the event took place. This date and time are based on the system time on which 
the CA system is operating. QuoVadis uses procedures to review and ensure that all systems operating within the 
QuoVadis PKI rely on a trusted ti me source.  
 
5.5.6.  Archive Collection System  
The QuoVadis Archive Collection System is internal. QuoVadis provides assistance to Issuing CAs and Registration 
Authorities within the QuoVadis PKI to preserve their audit trails.  
 
5.5.7.  Procedures To Obtai n And Verify Archive Information  
Only Issuing CA officers and auditors may view the archives in whole. The contents of the archives will not be 
released as a whole, except as required by law.  QuoVadis may decide to release records of individual transactio
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�x ensure that archived records of the Issuing CA are retained;  
�x ensure that prompt notification of termination is provided to Certificate Holder
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6.1.2.  Private Key  Delivery To Certificate Holder 
In most cases, a Private Key will be generated and remain within the Cryptographic Module. If the owner of the 
Cryptographic Module generates the Key, then there is no need to deliver the Private Key. If a Key is not generated 
by the intended Key holder, then the person generating the Key in the Cryptographic Module (e.g., smart card) must 
securely deliver the Cryptographic Module to the intended 
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6.4.  Activation Data  
6.4.1.  Activation Data Generation And Installation  
Two-factor authentication shall be used to protect access to a Private Key. One of these factors is a randomly and 
automatically generated key that protects the Private Key.    
A unique Personal Identification Code may be generated by a Registration Authority during Key Pair creation, to 
protect the transport of the Keys and Digital Certificates to the Certificate Holder. 
 
QuoVadis Certification Authority Officers are also required to use strong passwords to further prevent unauthorized 
access to CA systems. 
 
6.4.2.  Activation Data Protection  
If activation data must be transmitted, it shall be via a channel of appropriate protection, and distinct in time and 
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QuoVadis has established an approved System Security Policy that incorporates computer security controls that are 
specific to QuoVadis and address the following: 
 
6.6.1.  System Development Controls  
Formal procedures are followed for the development and implementation of new systems.  An analysis of security 
requirements is carried out at the design and requirements specification stage.  Outsourced software development 
projects are closely monitored and controlled.     
 
6.6.2.  Security Management Controls  
The QuoVadis Certificate Authority follows the Certificate Issuing and Management Components (CIMC) Family of 
Protections Profiles that defines the requirements for components that issue, revoke and manage Public Key 
Certificates, such as X.509 Certificates. The CIMC is based on the common Criteria/ISO IS15408 standards. 
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FIELDS CONTENT     DEMARCATION  
Extensions   
Authority Key Identifier  Provides a means of identifying the Public Key corresponding to 

the Private Key used to sign a Certificate.  This field contains the 
Subject Key Identifier of the issuer’s Certificate.   

Fixed 

http://www.quovadisglobal.com/repository
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7.5.  Digital Certificate Fields  and Root CA Certificate Hashes   
7.5.1.  Digital Certificate Fields  
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In circumstances where any irregularities are found with respect to QuoVadis, in its capacity as an Issuing CA, the 
principles enunciated above will be followed by the QuoVadis Root CA.  
 
8.5.2.  Registration Authorities  
If irregularities are found, the Q uoVadis Root CA, or if applicable the Issuing CA, will address the issues raised with 
the relevant entity. Any action to be taken will be determined by QuoVadis by reference to its determination as to the 
severity or materiality of the irregularity. In the event that QuoVadis determines that remedial action is required, the 
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9.2. 1. Insurance Cover age  
QuoVadis maintains in full force and effect a  liability insurance policy.  In accordance with the requirement of ZERT 
ES, policy limits concerning Qualified Digital Certificates are maintained in excess of the minimum requirement of CHF 
2 (Two) Million per occurrence and CHF 8 (Eight) Million annual aggregate.  
 
Within the QuoVadis PKI the Root CA and all Issuing CAs and Registration Authorities are required to demonstrate 
that they have the financial resources necessary to discharge their obligations under this CP/CPS and any other 
relevant and associated documentation or agreements.  
 
QuoVadis and each Issuing CA and/or Registration Authority shall maintain appropriate insurances necessary to 
provide for their respective liabilities as Participants within the QuoVadis PKI. Failure to establish and maintain 
insurances may be the basis for the revocation of their respective Digital Certificates.  
 
9.2. 2. Other Assets  
Issuing CAs and Registration Authorities shall maintain sufficient assets and financial resources to perform their 
duties within the QuoVadis PKI and be reasonably able to bear liability to Certificate Holders and Relying Parties. 
 
9.2. 3. Insurance Or Warranty Coverage For End -Entities  
QuoVadis will give advice to and support the QuoVadis Certificate Holders and QuoVadis Relying Parties on questions 
relating to the different types of insurance available.  
 
QuoVadis Certificate Holders are entitled to  apply to commercial insurance providers for financial protection against 
accidental occurrences such as theft, corruption,  loss or unintentional disclosure of the Private Key that corresponds 
to the Public Key in their QuoVadis Digital Certificate.  
 
QuoVadis
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For Qualified Certificates issued in accordance with European/Dutch Digital Signature laws, Certificate 
Holders expressly con
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For Qualified Certificates, in accordance with the Swiss Digital Signature law, namely, Art 16 of Zert 
ES: 
1. QuoVadis is liable to the Certificate Holder or the Relying Party who relies on a valid Qualified 

Certificate, for damages that arise because QuoVadis has not followed the procedures required by 
ZertES. 

2. QuoVadis has the obligation to prove that such procedures were followed in accordance with 
ZertES. 

3. QuoVadis cannot disclaim liability to either the Certificate Holder or Relying Party except where the 
Certificate Holder or Relying Party has not complied with the terms and conditions of use of the 
Certificate. 

 
Sections 9.8.2; 9.8.3; 9.8.4; 9.8.5 DO NOT apply to Qualified Certificates. 

 
 

 

 

 
For Qualified Certificates, in accordance with the European/Dutch Digital Signature law, QuoVadis is 
liable under: 

�x The Dutch Electronic Signatures Act of 8 May 2003 (entered into force on 21 May 2003)   
�x 
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�x If the Private Key associated with the Digital Certificate held by the claiming party or otherwise the subject of 
any claim has been compromised; or 

�x If the Digital Certificate held by the claiming pa rty was issued in a manner that constituted a breach of any 
applicable law or regulation. 

�x Computer hardware or software, or mathematical algorithms, are developed that tend to make public key 
cryptography or asymmetric cryptosystems insecure, provided that QuoVadis uses commercially reasonable 
practices to protect against breaches in security resulting from such hardware, software, or algorithms;  

�x Power failure, power interruption, or other disturbances to electrical power, provided QuoVadis uses 
commercially reasonable methods to protect against such disturbances; 

�x Failure of one or more computer systems, communications infrastructure, processing, or storage media or 
mechanisms, or any sub components of the preceding, not under the exclusive control of QuoVadis and/or its 
subcontractors or service providers; or 

�x One or more of the following events: a natural disaster or Act of God (including without limitation flood, 
earthquake, or other natural or weather related cause); a labour distu rbance; war, insurrection, or overt military 
hostilities; adverse legislation or governmental action, prohibition, embargo, or boycott; riots or civil 
disturbances; fire or explosion; catastrophic epidemic; trade embargo; restriction or impediment (includi ng, 
without limitation, export controls); any lack of telecommunications availability or integrity; legal compulsion 
including, any judgments of a court of competent jurisdiction to which QuoVadis is, or may be, subject; and any 
event or occurrence or circumstance or set of circumstances that is beyond the control of QuoVadis. 

 
9.8.3.1.  Certificate Loss Limits  
Without prejudice to any other provision of this Section 9 , QuoVadis’ liability for breach of its obligations pursuant to 
this QuoVadis CP/CPS shall, absent fraud or wilful misconduct on the part of QuoVadis, be subject to a monetary limit 
determined by the type of Digital Certificate held by the claiming party and shall be limited absolutely to the 
monetary amounts set out below.  
 

Loss Limits/  
Relian ce Limits  

Maximum per 
Certificate  

Advanced Certificates  US $250,000 
Device Certificate US $250,000 
SuisseID Identity and 
Authentication (IAC) Certificates 

CHF 10,000 

 
In no event shall QuoVadis’ liability exceed the loss limits set out in the table above. The loss limits apply to the life 
cycle of a particular Digital Certificate to the intent that the loss limits reflect QuoVadis’ total potential cumulative 
liability per Digital Certificate per year (irrespective of the number of claims per Digital Certificate). The foregoing 
limitation applies regardless of the number of transactions or causes of action relating to a particular Digital 
Certificate in any one year of that Digital Certificate’s life cycle.  
 
9.8.4.  Mitigation Of QuoVadis’ Liability  
QuoVadis has introduced a number of measures to reduce or limit its liabilities in the event that the safeguards in 
place to protect its resources fail to:  
 
�x inhibit misuse of those resources by authorised personnel; or 
�x prohibit access to those resources by unauthorised individuals. 
 
These measures include but are not limited to:  
�x identifying contingency events and appropriate recovery actions in a Contingency & Disaster Recovery Plan; 
�x performing regular system data backups; 
�x performing a backup of the current ope
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9.8.5.  Claims Against QuoVadis Liability  
9.8.5.1.  Notification Period  
QuoVadis shall have no obligation pursuant to any claim for breach of its obligations hereunder unless the claiming 
party gives notice to QuoVadis within ninety (90) days after th e claiming party knew or ought reasonably to have 
known of a claim, and in no event more than three years after the expiration of the Digital Certificate held by the 
claiming party. 
 
9.8.5.2.  Mitigating Acts And Disclosure Of Supporting Information  
As a precondition to QuoVadis’ payment of any claim under the terms of this QuoVadis CP/CPS, a claiming party shall 
do and perform, or cause to be done and performed, all such further acts and things, and shall execute and deliver 
all such further agreements, instruments, and documents as QuoVadis may reasonably request in order to investigate 
a claim of loss made by a claiming party. 
 
9.9.  Indemnities  
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9.12.2.  Notification Mechanism And Perio d 
New or amended CP/CPSs are published on the web site at http://www.quovadisglobal.com/repository .  
 
Any change that increases the level of trust*  that can be placed in Digital Certificates issued under this CP/CPS or 
under policies that make reference to this CP/CPS requires thirty (30) days prior notice.   Any change that decreases 
the level of trust that can be placed in Digital Certificates issued under this CP/CPS or under policies that make 
reference to this CP/CPS requires forty-five (45) days prior notice.  The QuoVadis CP/CPS applicable to any Digital 
Certificate supported by this CP/CPS shall be the QuoVadis CP/CPS currently in effect. 
 
*  NOTE:  In this section, "level of trust" does not in clude those parts of the specification relating to the liabilities of 
the parties.  Reference to "level of trust" applies solely to the technical/administrative functions and any changes 
provided for under this clause shall not materially change this specification unless there is a significant business 
reason to do so. 
 
9.12.3.  
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9.16.  Miscellaneous Provisions  
Not Applicable. 
 
9.16. 1. Entire Agreement  
Not Applicable. 
 
9.16. 2. Assignment

Not Applicable. 2 
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10.  APPENDIX A  
10.1.  Digital Certificate Profiles  
 
Within the QuoVadis PKI an Issuing CA can only issue Digital Certificates with approved Digital Certificate Profiles. All 
Digital Certificate Profiles within the QuoVadis PKI are detailed below.  
 
Procedures for Certificate Holder registration as well as descriptions of fields are described below for each type of 
Digital Certificate issued.  Additionally, specific Certif
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10.1. 2. Key Usage and Archive  
 
Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for key archive, 
according to the following table:   
 

QuoVadis 
Certificate 
Type  

Key Usage / 
Extended Key 
Usage  

Applicability of Certificate Types to QuoVadis Certificate Classes  
 

QV Standard  QV Advanced  QV Advanced +  
 

QV Qu383.04 465d
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10. 2. QV Standard  
 

PURPOSE 
Standard Digital Certificates provide flexibility for a range of uses appropriate to their reliance value including 
electronic signatures, authentication, and encryption. 
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10. 3. QV Advanced  
 

PURPOSE 
Advanced Digital Certificates provide reliable vetting of the holder’s identity and may be used for a broad range of 
applications including digital signatures, encryption, and authentication.  
 
REGISTRATION PROCESS  
Validation procedures for QuoVadis Advanced Digital Certificates are based on the Normalised Certificate Policy 
(NCP) described in ETSI TS 102 042.  Advanced validation is intended to provide equivalent quality to the QCP 
policy specified in ETSI TS 101 456 but without the legal constraints of t he Electronic Signatures Directive 
(1999/93/EC).   
 
Unless the Certificate Holder has already been identified by the RA through a face-to-face identification meeting, 
accepted Know Your Customer (KYC) standards or a contractual relationship with the RA, validation requirements 
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Enhanced Key Usage Smart Card Logon (Optional) Holder Variable 
Subject Alternative Name Principle Name = Email Address Holder Variable 
Certificate Policies This extension includes the QV Advanced + Certificate Class 

OID = 1.3.6.1.4.1.8024.1.300. 
Fixed 

Adobe OIDs Note these Adobe OIDs are only relevant for signing Certificates. 
Adobe Time Stamp (OID = 

1.2.840.113583.1.1.9.1) 
http://tsa01.quovad isglobal.com/TSS/HttpTspServer Fixed 

Adobe Archive RevInfo (OID =  
1.2.840.113583.1.1.9.2) 

This relates to OCSP revocation checking within Adobe 
products for long term validation purposes.  

Fixed 
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10.4.1.  ElDI -V/GeBüV Certificates   
 
The procedure below assumes an application by a company or organisation on behalf of its employees or devices for 
Digital Certificates.   
 

PURPOSE 
The ElDI-V/GeBüV Certificate is issued to organisations (companies, municipalities, etc.) and issued primarily to 
digitally sign electronic invoices. The Certificates may also be used for commercial purposes (such as legally-
compliant electronic archiving according to GeBüV). 
 
REGISTRATION PROCESS  
These Digital Certificates are issued in accordance with ElDI-V (SR 641.201.1 and SR 641.201.1.1).  Validation of 
these Certificates is performed in accordance with the validation procedures for QuoVadis Qualified Certificates and 
any additional validation requirements required by ElDI-V.   
 
FIELDS CONTENT DEMARCATION  
Subject   
Common Name (CN) Commercial Subject Name or First Name - Last Name  Holder Variable 
Organisational Unit (OU) Variable Data Holder Variable 
Organisational Unit (OU) Accounting Services (OelDI)/Third Party Services (art. 9 

OelDI) 
Fixed 

Organisation (O) Organisation Name Holder Variable 
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State/Province State/Province Holder Variable 
Country Country Holder Variable 
Email Address (E) aaa@bbb.xx.yy or aaa@bbb.com  Holder Variable 
Subject Public Key Information RSA (2048-bit) / System Generated  Fixed 

Extensions   
Key Usage (Critical) DigitalSignature Fixed 
Certificate Policies  

CertPolicyID (Sui
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Extensions    
Key Usage Digital Signature 

Non Repudiation 
Holder Variable 
Fixed 

Subject Alternative Name Principal Name = Email Address Holder Variable 
QC Statement PKIX 

Compliance 
1.3.6.1.5.5.7.11.2 Fixed 

QC Statement ETSI 
Compliance 

0.4.0.1862.1.1 Fixed 

Monetary Statement A monetary limit on the value of transactions for which the 
Certificate can be used. (OID 0.4.0.1862.1.2) 

Holder Variable 

SSCD Statement 0.4.0.1862.1.4 Fixed 
Certificate Policies This extension includes the following OIDs: 

1. The QV Qualified Certificate Class OID = 
1.3.6.1.4.1.8024.1.400  

2. The QCP Public + SSCD OID (0.4.0.1456.1.1) 
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10.5. 4. SuisseID Qualified  Certificates  
 

PURPOSE 
SuisseID is the first standardised electronic proof of identity in Switzerland (http://www.suisseid.ch/ ).  QuoVadis 
SuisseID Qualified Certificates are used to sign documents electronically.  The digital signature is tamperproof and 
legally equivalent to a handwritten signature.   
 
Either a Common Name or a Pseudonym is required for QuoVadis SuisseID Qualified Certificate.  Use of both 
Common Name and Pseudonym in the same Certificate is not permitted.  
REGISTRATION PROCESS  
QuoVadis SuisseID Qualified Certificates are issued in accordance with the SuisseID requirements (including the 
“SuisseID Specification” document).  Unless stated otherwise in the SuisseID Specification document, the guidelines 
in TAV-ZERTES apply to the specification of SuisseID Qualified Certificates. 
 
For the issuance and life cycle management of SuisseID Qualified Certificates, QuoVadis adheres to the same 
organizational and operational procedures and uses the same technical infrastructure as for a ZertES compliant 
qualified certificate.  Validation procedures for QuoVadis SuisseID Qualified Certificates are consistent with the 
Qualified Certificate Policy + SSCD (QCP public +SSCD) policy described in ETSI TS 101 456. 
 
Evidence of the Certificate Holder’s identity shall be checked against a physical person either directly, or shall have 
been checked indirectly using means which provide equivalent assurance to physical presence.  Only a valid 
passport or national ID is accepted as evidence.  Storage of personal data is in accordance with ZertES.   
 
Evidence shall be provided of: 

�x Full name (including surname and given names consistent with applicable law and national identification 
practices); and 

�x Date and place of birth, ref erence to a nationally recognised identity document, or other attributes which 
may be used to, as far as possible, distinguish the person from others with the same name.  

 
If the Certificate Holder is identified in association with an organisational entity,  additional evidence shall be 
provided of:  

�x Full name and legal status of the associated organisational entity; 
�x Any relevant existing registration information (e.g. company registration) of the organisational entity;  
�x Authorization from an authorized Organisation representative; and 
�x Evidence that the Certificate Holder is associated with the organisational entity. 

 
QuoVadis SuisseID Qualified Certificates require a Secure Signature Creation Device (SSCD) that meets the 
requirements laid down in annex III of Directive 1999/93/EC .    

�x SSCD storage, preparation, and distribution is securely controlled by CA or RA; 
�x User activation data is securely prepared and distributed separately from the SSCD; 
�x The Certificate Holder’s Private Key can be maintained under the subject's sole control; and 
�x Only use the Certificate Holder’s Private Key for signing or decrypting with the SSCD. 

 
QuoVadis SuisseID Qualified Certificates have a maximum validity of three years.   
 
FIELDS CONTENT DEMARCATION  
Issuer   
Common Name (CN) QuoVadis SuisseID Qualified CA Fixed 
Organisational Unit (OU) Issuing Certification Authority  Fixed 
Organisation (O) QuoVadis Trustlink Switzerland Ltd. 
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10.5. 5 Qualified Certificate Profile 
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10. 6. QV Closed Community  
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10. 6.1.1 . Grid End User Certificate  
 

PURPOSE 
Grid technology provides the software infrastructure for sharing of computing resources across various domains.  
The purpose of a Grid End User Certificate is to help the Certificate Holder to access the Grid services that require 
Certificate-based authentication.    
REGISTRATION PROCESS  
The identity vetting of all Applicants must be performed by an approved Registration Authority (RA).  Face to face 
registration is required at the RA or altern atively the Applicants can have their identity vetted at a post office 
providing an approved identity vetting service.  The Applicant must present a valid photo ID and/or valid official 
documents in accordance with formally documented RA procedures.  The RA is responsible for recording, at the 



QuoVadis Certificate Policy/Certification Practice Statement  Version 4.14   

Copyright QuoVadis Limited:  Public Document  Page 68  





QuoVadis Certificate Policy/Certification Practice Statement  Version 4.14   

Copyright QuoVadis Limited:  Public Document  Page 70  

QuoVadis verifies that the communication came from either the Domain Name Registrant (including any private, 
anonymous, or proxy registration service) or the Domain Name Registrar listed in the WHOIS. QuoVadis verifies 
that the Domain Authorization Document was either (i) dated on or after the certificate request date or (ii) used by 
QuoVadis to verify a previously issued certificate and that the Domain Name’s WHOIS record has not been modified 
since the previous certificate’s issuance.  
 
High Risk Domains  
QuoVadis maintains a list of High Risk Domains and has implemented technical controls to prevent the issuance of 
Certificates to certain domains.  QuoVadis follows documented procedures that identify and require additional 
verification activity for High Risk Certificate Requests prior to the Certificate’s approval. 
 
FIELDS CONTENT DEMARCATION  
Subject   
Common Name (CN) Subject Common Name Holder Variable 
Organisational Unit (OU) Variable Data Holder Variable 
Organisation (O) Organisation legal name Holder Variable 
Locality (L) Subject Locality  Holder Variable 
State/Province (ST) Subject State/Province Holder Variable 
Country (C) Subject Country  Holder Variable 
Subject Public Key Information  RSA (2048-bit) / System Generated  Fixed 

Extensions   
Key Usage 
(Critical) 

Depends on the type of certificate. Holder Variable 

Extended Key Usage Depends on the type of certificate.  May include (where 
relevant): 
Server Authentication (1.3.6.1.5.5.7.3.1)   
Client Authentication (1.3.6.1.5.5.7.3.2)  
Time Stamping (1.3.6.1.5.5.7.3.8)  
Secure Email (1.3.6.1.5.5.7.3.4) 
Smart Card Logon (1.3.6.1.4.1.311.20.2.2) 
Code Signing (1.3.6.1.5.5.7.3.3)  
KDC Authentication (1.3.6.1.5.2.3.5) 

Holder Variable 

Subject Alternative Name If the Server Authentication EKU is present then this field 
must contain either a dNSName containing the Fully-
Qualified Domain Name or an iPAddress containing the IP 
address of a server. 

Holder Variable 

Certificate Policies This extension includes the QV Device Certificate Class OID 
= 1.3.6.1.4.1.8024.1.600. 

Fixed 
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11.  APPENDIX B  
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“Operational Term” me ans the term of validity of a Digital Certificate commencing on the date of its issue and 
terminating on the earlier of (i) the date disclosed in that Digital Certificate or (ii) the date of that Digital Certificate’s 
Revocation. 

“Organisation ” means an entity that is legally recognised in its jurisdiction of domicile (and can include a body 
corporate or un-incorporate, partnership, trust, non -profit making Organisation, or Government entity).  

“Participants ” means participants within the QuoVadis PKI and include (i) Issuing CAs and their Subsidiaries and 
Holding Companies; (ii) Registration Authorities and their Subsidiaries and Holding Companies; (iii) Certificate 
Holders, (including Certificate Applicants); (iv) Authorised Relying Parties. 

“PKCS” means Public-Key Cryptography Standard.  

“Policy Management Authority ” means the QuoVadis body responsible for overseeing and approving CP/CPS 
amendments and general management. 

“Proprietary Marks ” means any patents (pending or otherwise), trade marks, trade names,  logos, registered 
designs, symbols, emblems, insignia, fascia, slogans, copyrights, know-how, information, drawings, plans and other 
identifying materials whether or not registered or capable of registration and all other proprietary rights whatsoever 
owned by or available to QuoVadis adopted or designated now or at any time hereafter by QuoVadis for use in 
connection with the QuoVadis PKI. 

“Private Key ” means a Key forming part of a Key Pair that is required to be kept secret and known only to the 
person that holds it.  

“Public Key ” means a Key forming part of a Key Pair that can be made public.  

“Public Key Infrastructure ” (PKI)  means a system for publishing the Public Key values used in public key 
cryptography. Also a system used in verifying, enrolling, and certifying users of a security application.  

“Qualified Certificate ” A Digital Certificate whose primary purpose is to identify a person with a high level of 
assurance, where the Digital Certificate meets the qualification requirements defined by the applicable legal 
framework of the European Directive on Electronic Signature, Directive 1999/93/EC of the European Parliament and 
of the Council of 13 December 1999 on a Community framework for electronic signatures, 1999.  

“QuoVadis” means QuoVadis Limited, a Bermuda exempted company.  

“QuoVadis Issuing Certification Authority ” means QuoVadis in its capacity as an Issuing CA. 

“QuoVadis PKI ” means the infrastructure implemented and utili sed by QuoVadis for the generation, distribution, 
management and archival of Keys, Digital Certificates and Certificate Revocation Lists and the Repository to which 
Digital Certificates and Certificate Revocation Lists are to be posted. 

“QuoVadis Root Certification Authority ” 
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“Repository ” means one or more databases of Digital Certificates and other relevant information maintained by 
Issuing CAs. 

“Reserved IP Address ” means an IPv4 or IPv6 address that the IANA has marked as reserved: 
http://www.iana.org/assignments/ipv4 -address-space/ipv4-address-space.xml  
http://www.iana.org/assignments/ipv6 -address-space/ipv6-address-space.xml  
 

 “Root Certification Authority  Certificate ” means the self-signed Digital Certificate issued to the QuoVadis Root 
Certification Authority. 

“Root Certification Authority ” means QuoVadis as the source Certification Authority being a self-signed 
Certification Authority that signs Issuing CA Certificates. 

“Secure Signature Creation Device”  (SSCD)  means a secure container specifically designed to carry and protect 
a digital certificate, which meets the following requirements laid down in annex III of Directive 1999/93/EC : 

1. Secure signature-creation devices must, by appropriate technical and procedural means, ensure at the least 
that: 

(a) the signature-creation-data used for signature generation can practically occur only once, and that 
their secrecy is reasonably assured; 
(b) the signature-creation-data used for signature generation cannot, with reasonable assurance, be 
derived and the signature is protected against forgery using currently available technology; 
(c) the signature-creation-data used for signature generation can be reliably protected by the legitimate 
signatory 
against the use of others. 

2. Secure signature-creation devices must not alter the data to be signed or prevent such data from being 
presented to the signatory prior to the signature process. 

 

“Subscriber ” means a natural or legal person that has entered a formal contract with QuoVadis for the issuance of 
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