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The diagram below illustrates the components of the QuoVadis PKI: 
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For Qualified Digital Certificates according to the Swiss Digital Signature Law, all identification 
processes for individuals require applicants to present themselves for face-to-face verification. 

 

 

 

 
For Qualified Digital Certificates according to the European/Dutch Digital Signature Law, all 
identification processes for individuals require applicants to present themselves for face-to-face 
verification. 

 
 
This CP/CPS describes all subordinate services that operate under the QuoVadis Root CA, i.e. that are within the 
QuoVadis “chain of trust”. 
 
Participants (“Participants”) within the QuoVadis PKI include: 
 
�x Certification Authorities; 
�x 
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This CP/CPS relates to the QuoVadis Root Certification Authority, QuoVadis Root CA 1 G3, QuoVadis Root CA 3, and 
QuoVadis Root CA 3 G3.  QuoVadis Root CA 2 and QuoVadis Root CA 2 G3 have a separate CP/CPS. 
 
QuoVadis is obligated to operate the QuoVadis Root Certification Authority, QuoVadis Issuing CAs, and QuoVadis RAs 
in accordance with this QuoVadis CP/CPS 
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Certificate Holders are required to act in accordance with this CP/CPS and Certificate Holder Agreement. A Certificate 
Holder represents, warrants and covenants with and to QuoVadis, Relying Parties, Application Software Vendors and 
the Registration Authority processing their application for a Digital Certificate that: 
 
�x Both as an applicant for a Digital Certificate and as a Certificate Holder, submit complete and accurate 

information in connection with an application for a Digital Certificate and will promptly update such information 
and representations from time to time as necessary to maintain such completeness and accuracy.   

�x Comply fully with any and all information and procedures required in connection with the Identification and 
Authentication requirements relevant to the Digital Certificate issued. See Appendix A. 

�x Promptly review, verify and accept or reject the Digital Certificate that is issued and ensure that all the 
information set out therein is complete and accurate and to notify the Issuing  
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An Authorised Relying Party shall not place reliance on a Digital Certificate unless the circumstances of that intended 
reliance constitute Reasonable Reliance and that Authorised Relying Party is otherwise in compliance with the terms 
and conditions of their Relying Party Agreement.  Any such Reliance is made solely at the risk of the Relying Party. 
 
1.3.4.2. Reasonable Reliance  
An Authorised Relying Party shall not place reliance on a Digital Certificate unless the circumstances of that intended 
reliance constitute Reasonable Reliance (as set out below) and that Authorised Relying Party is otherwise in 
compliance with the terms and conditions of the Authorised Relying Party Agreement and this CP/CPS. For the 
purposes of this CP/CPS and Relying Party Agreement, the term "Reasonable Reliance" means:  
 
�x that the attributes of the Digital Certificate relied upon are appropriate in all respects to the reliance placed upon 

that Digital Certificate by the Authorised Relying Party including, without limitation to the generality of the 
foregoing, the level of Identification and Authentication required in connection with the issue of the Digital 
Certificate relied upon. 

�x that the Authorised Relying Party has, at the time of that reliance, used the Digital Certificate for purposes 
appropriate and permitted under this QuoVadis CP/CPS ; 

�x that the Authorised Relying Party has, at the time of that reliance, acted in good faith and in a manner 
appropriate to all the circumstances known, or circumstances that ought reasonably to have been known, to the 
Authorised Relying Party; 

�x that the Digital Certificate intended to be relied upon is valid and has not been revoked, the Authorised Relying 
Party being obliged to check the status of that Digital Certificate utilising either the QuoVadis Database, the 
QuoVadis Certificate Revocation List, or the QuoVadis Online Certificate Status Protocol and otherwise in 
accordance with the provisions of this QuoVadis CP/CPS ; 

�x that the Authorised Relying Party has, at the time of that reliance, verified the Digital Signature, if any;  
�x that the Authorised Relying Party has, at the time of that reliance, verified that the Digital Signature, if any, was 
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1.4.1. Appropriate Certificate Usage 
Digital Certificates may be used for identification, providing data confidentiality and data integrity, and for creating 
digital signatures. 
 
The use of Digital Certificates supported by this CP/CPS is restricted to parties authorised by contract to do so.  
Persons and entities other than those authorised by contract may not use Digital Certificates for any purpose. No 
reliance may be placed on a Digital Certificate by any Person unless that Person is an Authorised Relying Party. 
 
A Digital Certificate does not convey evidence of authority of an Individual to act on behalf of any person or to 
undertake any particular act, and Authorised Relying Parties are solely responsible for exercising due diligence and 
reasonable judgement before choosing to place any reliance whatsoever on a Digital Certificate. A Digital Certificate 
is not a grant, assurance, or confirmation from QuoVadis of any authority, rights, or privilege save as expressly set 
out in this CP/CPS or expressly set out in the Digital Certificate.  
 
Any person participating within the QuoVadis PKI irrevocably agrees, as a condition to such participation, that the 
issuance of all products and services contemplated by this CP/CPS shall occur and shall be deemed to occur in 
Bermuda and that the performance of QuoVadis’ obligations hereunder shall be performed and be deemed to be 
performed in Bermuda. 
 
1.4.2. Prohibited Certificate Usage 
Digital Certificates may not be used and no participation is permitted in the QuoVadis PKI (i) in circumstances that 
breach, contravene, or infringe the rights of others or (ii) in circumstances that offend, breach, or contravene any 
applicable law, statute, regulation, order, decree, or judgment of a court of competent jurisdiction or governmental 
order in Bermuda or (iii) in connection with fraud, pornography, obscenity, hate, defamation or harassment. 



http://www.quovadisglobal.com/
http://www.quovadisglobal.com/repository
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QuoVadis will revoke any unexpired Certificate whose subjectAlternativeName extension or Subject commonName 
field contains a Reserved IP Address or Internal Server Name.  The FQDN or authenticated domain name is placed in 
the Common Name (CN) attribute of the Subject field and, when applicable, the Subject Alternative Name extension. 
  
 

 

 
 

 
For Qualified Certificates issued according to the Swiss Digital Signature law, all fields containing 
information must be verified by the appropriate Registration Authority by reference to appropriate 
documentation and face-to-face presentation of Government-Issued ID or Passport. 

 

 

 

 
For Qualified Certificates issued according to European/Dutch Digital Signature law, all fields containing 
information must be verified by the appropriate Registration Authority by reference to appropriate 
documentation and face-to-face presentation of Government-Issued ID or Passport. 

 
 
3.1.2. Need For Names To Be Meaningful 
Distinguished Names must be meaningful, unambiguous and unique. QuoVadis supports the use of Digital Certificates 
as a form of identification within a particular community of interest.  
 
The contents of the Digital Certificate Subject Name fields must have a meaningful association with the name of the 
Individual, Organisation, or Device.  In the case of Individuals, the name should consist of the first name, last name, 
and any middle initial.  In the case of Organisations, the name shall meaningfully reflect the legal name or registered 
domain name of the Organisation or the trading or business name of that Organisation.  In the case of a Device, the 
name shall state the name of the Device and the legal name or registered domain name of the Organisation 
responsible for that Device. 
 
3.1.3. Pseudonymous Certificate Holders 
Pseudonym Digital Certificates may only be issued if permitted for that class/type of Digital Certificates and only in 
accordance with relevant industry standards.   
 
3.1.4. Rules For Interpreting Various Name Forms 
Fields contained in Digital Certificates are in compliance with this CP/CPS and the Digital Certificate Profiles detailed 
in Appendix A.  In general, the rules for interpreting name forms can be found in International Telecommunication 
(ITU) and Internet Engineering Task Force (IETF) Standards, such as the ITU-T X.500 series of standards and 
applicable IETF RFCs.  
 
3.1.5. Uniqueness Of Names 
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For Qualified Certificates, in accordance with Swiss Digital Signature law, Private Keys are generated 
on secure signature smartcards in the presence of the Certificate Holder.  The Certificate Holder is 
responsible for securing the smartcard with a Personal I
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An Issuing CA within the QuoVadis PKI may accept the following Non-Verified Certificate Holder Information for other 
classes of Digital Certificate: 
�x Organisational Unit (OU) 
�x Other information that is permitted as Non-Verified according to the Certificate class or relevant industry 

standards 
 
 

 
 

 
For Qualified Certificates, in accordance with the Swiss Digital Signature law, all Certificate fields 
and registration information are verified by appropriate documentation. 
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�x Applying in person to the Registration Authority, Issuing CA or QuoVadis supplying either original proof of 
identification in the form of a valid Driving License or Passport; 
 

 

 
 

 
For Qualified Certificates, in accordance with the Swiss Digital Signature law, proof of identification 
can only take the form of a Passport or Government-issued ID Card. 
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4.2.3. Time To Process Certificate Applications 
Registration Authorities and Issuing CAs operating within the QuoVadis PKI are under no obligation to process Digital 
Certificate Applications other than within a commercially reasonable time.  
 
4.3. Certificate Issuance 
4.3.1. Certification Authority Actions During Certificate Issuance  
Digital Certificate issuance is governed by and should comply with the practices described in and any requirements 
imposed by the QuoVadis CP/CPS. 
 
4.3.1.1. QuoVadis Root Certification Authority 
The Root Certification Authority Certificate has been self-generated and self-signed. 
 
4.3.1.2. QuoVadis Issuing Certification Authority Certificates 
Upon accepting the terms and conditions of the QuoVadis Issuing CA Agreement by the Issuing CA, successful 
completion of the Issuing CA application process as prescribed by QuoVadis, and final approval of the application by 
the QuoVadis Root Certification Authority, the QuoVadis Root Certification Authority issues the Issuing CA Digital 
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�x Circumstances for Certificate Renewal. 
�x Who may request certification of a new Public Key. 
�x Processing Certificate Renewal Requests. 
�x Notification of new Digital Certificate issuance to Certificate Holder. 
�x Conduct constituting acceptance of a Renewed Digital Certificate. 
�x Publication of the Renewed Digital Certificate by the Certification Authority.  
�x Notification of Digital Certificate issuance by the Certification Authority to other entities. 
 
4.7. Certificate Re-Key 
Certificate Re-Key is when all the identifying information from a Digital Certificate is duplicated in a new Digital 
Certificate, but there is a different public key and a different validity period.  Due diligence, Key Pair generation, 
delivery and management are performed in accordance with this CP/CPS.   
 
4.7.1. Circumstance For Certificate Re-Key 
Digital Certificates may be Re-Keyed upon request.   
 
4.7.2. Who May Request Re-Key 
Certificate Holders and Nominating Registration Authorities may request Digital Certificate Re-Keys.  
 
4.7.3. Processing Certificate Re-Key Request  
Digital Certificate Re-Key requests are processed in the same manner as requests for new Digital Certificates and in 
accordance with the provisions of this CP/CPS. In order to process a Re-Key request, the Certificate Holder is 
required to confirm that: 
 
�x Details contained in the original Digital Certificate application have not changed. 
�x Authenticate their identity to the Registration Authority.  
 
Using their existing Digital Certificate, the Certificate Holder may digitally sign an electronic message to the 
Nominating Registration Authority requesting that the Digital Certificate be Re-Keyed and confirming that the original 
application details have not changed.  Appropriate vetting will be performed in relation to the details to be included in 
the Digital Certificate.   
 
4.7.4. Notification Of New Certificate Issuance To Certificate Holder 
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�x QuoVadis Certification Authority key compromise  
�x Certificate Holder profile creation error  
�x Key Compromise including unauthorised access or suspected unauthorised access to Private Keys, lost or 

suspected lost keys, stolen or suspected stolen keys, destroyed or suspected destroyed keys or superseded by 
replacement keys and a new Certificate.  

�x The Certificate Holder has failed to meet his, her or its obligations under this QuoVadis CP/CPS or any other 
agreement, regulation, or law that may be in force with respect to that Digital Certificate;  

�x The Certificate was not issued in accordance with the terms and conditions of this CP/CPS or the Certificate 
Holder provided inaccurate, false or misleading information; 

�x The Private Key corresponding to the Certificate has been used to sign, publish or distribute spyware, Trojans, 
viruses, rootkits, browser hijackers, or other content, for phishing, or conduct that is harmful, malicious, hostile 
or to download malicious content onto a user’s system without their consent;  

�x The Certificate Holder is a denied party or prohibited person on a government-issued blacklist, or is operating 
from a prohibited destination; 

�x Where a Certificate Holder’s employer or company that operates the Nominating Registration Authority, or its 

http://www.quovadisglobal.com/
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Holder (o
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4.10. Certificate Status Services 
4.10.1. Operational Characteristics 
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5.2.1. Trusted Roles 
In order to ensure that one person acting alone cannot circumvent 
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�x Certificate and hardware security lifecycle management is recorded. 
�x Logs recording all network traffic to and from trusted machines are recorded and audited. 
�x All aspects of the configuration of the backup site are recorded. All procedures involved in the backup process 

are recorded.  
�x All data recorded as mentioned in the above sections is backed up. Therefore, there will be two copies of all 

record/audit material, stored in separate locations to protect against disaster scenarios.  
�x All aspects of the installation of new or updated software. 
�x All aspects of hardware updates. 
�x All aspects of shutdowns and restarts. 
�x Time and date of Log Dumps. 
�x Time and date of Transaction Archive Dumps. 
�x Security profile changes 
�x Logins and logouts on servers 
 
All Audit logs will be appropriately time-stamped and their integrity protected. 
 
5.4.2. Frequency Of Processing Log  
Audit logs are verified and consolidated at least monthly.  
 
5.4.3. Retention Period For Audit Log 
Audit logs are retained as archive records for a period no less than eleven (11) years for audit trail files, and no less 
than eleven (11) years for Key and Digital Certificate information.  Audit logs are stored until at least eleven (11) 
years after the QuoVadis Issuing CA ceases operation. 
 
5.4.4. Protection Of Audit Log 
The relevant audit data collected is regularly analysed for any attempts to violate the integrity of any element of the 
QuoVadis PKI.  
 
Only Certification Authority Officers and auditors may view audit logs in whole. QuoVadis decides whether particular 
audit records need to be viewed by others in specific instances and makes those records available. Consolidated logs 
are protected from modification and destruction.  
 
All audit logs are protected in an encrypted format via a Key and Digital Certificate generated especially for the 
purpose of protecting the logs. 
 
5.4.5. Audit Log Backup Procedures 
Each Issuing CA performs an onsite backup of the audit log daily. The backup process includes weekly physical 
removal of the audit log copy from the Issuing CA’s premises and storage at a secure, off-site location. 
 
Backup procedures apply to the QuoVadis PKI and the Participants therein including the QuoVadis Root 
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5.7. Compromise And Disaster Recovery 
QuoVadis has a CA Operations Disaster & Recovery Plan (QuoVadis Business Continuity Plan). The purpose of this 
plan is to restore core business operations as quickly as practicable when systems and/or operations have been 
significantly and adversely impacted by fire, strikes, etc.  
 
QuoVadis and each Issuing CA have in place an appropriate disaster recovery and business resumption plan that 
provides for the immediate continuation of Digital Certificate revocation services in the event of an unexpected 
emergency. QuoVadis regards its disaster recovery and business resumption plan as proprietary
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6.2.11. Cryptographic Module Rating 
The cryptographic modules used by the QuoVadis PKI are validated to FIPS 140-2 Level-3 and/or EAL 4 security 
standards. 
 

 

 
 

 
For Qualified Certificates, in accordance with Swiss Digital Signature law, the Certificate Holder 
Private Keys are generated and stored on a Secure Signature Creation Device that meets or 
exceeds EAL 4 standards. 

 

 

 

 
For Qualified Certificates, in accordance with European/Dutch Digital Signature law, the Certificate 
Holder Private Keys are generated and stored on a Secure Signature Creation Device that meets or 
exceeds EAL 4 standards. 

 
 
6.3. Other Aspects Of Key Pair Management 
6.3.1. Public Key Archival 
Public Keys will be recorded in Digital Certificates that will be archived in the Repository. No separate archive of 
Public Keys will be maintained.  
 
6.3.2. Certificate Operational Periods And Key Pair Usage Periods 
Usage periods for Public Keys and Private Keys s
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6.5. Computer Security Controls 
QuoVadis has a formal Information Security Policy that documents the QuoVadis policies, standards and guidelines 
relating to information security.  This Information Security Policy has been approved by management and is 
communicated to all employees.    
 
Computer security technical requirements are achieved utilising a combination of hardened security modules and 
software, operating system security features, internal PKI and Certificate Authority Software and physical safeguards, 
including security Policies and P
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The QuoVadis Chief Security Officer periodically verifies the integrity of the Certificate Authority software and 
monitors the configuration of the Certificate Authority systems. 
 
6.7. Network Security Controls 
All access to Issuing CA equipment via a network is protected by network firewalls and filtering routers. Firewalls and 
filtering routers used for Issuing CA equipment limits services to and from the Issuing CA equipment to those 
required to perform Issuing CA functions. 
 
Any and all unused network ports and services are turned off to ensure that Issuing CA equipment is protected 
against known network attacks. Any network software present on the Issuing 
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FIELDS CONTENT     DEMARCATION 
Certificate Policies This extension contains Object Identifiers (OIDS) as well as a URL 

with a link to the QuoVadis Repository at 
http://www.quovadisglobal.com/repository.   
 
QuoVadis Certificates issued up to and including version 4.6 of this 
CP/CPS contain the OIDs for QuoVadis Root 1 
(1.3.6.1.4.1.8024.0.1) or QuoVadis Root 3 (1.3.6.1.4.1.8024.0.3). 
 
QuoVadis Certificates issued from version 4.7 onwards will instead 
contain an OID that relates to the QuoVadis Certificate Class.  
Refer to section 10.1.1 for further information in relation to 
QuoVadis Certificate Classes and the related OIDS.   
 

Fixed 

Subject Alternative   
Name 

This extension allows identities to be bound to the subject of the 
Certificate and can include Internet e- mail address, Microsoft 
UPN, a DNS name, IP address, or a Uniform Resource Identifier 
(URI).   
 
Refer to Appendix A for the Subject Alternative Name specific to 
each class of QuoVadis Certificates.  All parts of the Subject 
Alternative Name included in the Digital Certificate will be subject 
to verification.   

Holder Variable 

Extended Key Usage 
(EKU) 

This extension indicates one or more purposes for which the 
certified Public Key may be used, in addition to or in place of the 
basic purposes indicated in the key usage extension. 
 
The main EKUs used by QuoVadis include: 

�x smartcardlogon 
�x clientAuth 
�x emailProtection 

 
The EKU in QuoVadis Digital Certificates is dependant on the 

http://www.quovadisglobal.com/repository
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7.1.5. Name Constraints 
See 3.1.1 
 
7.1.6. CP/CPS Object Identifier 
The Object Identifiers (OIDs) assigned to this CP/CPS are 1.3.6.1.4.1.8024.0.1 and 1.3.6.1.4.1.8024.0.3. 
 
7.1.7. Usage Of Policy Constraints Extension  
No Stipulation.  
 
7.1.8. Policy Qualifiers Syntax And Semantics  
Digital Certificates issued within the QuoVadis PKI contain one of the Object Identifiers for this CP/CPS and an Object 
Identifier representing the QuoVadis Certificate Class.  
 
7.1.9. Processing Semantics For The Critical Certificate Policies Extension 
No Stipulation. 
 
7.2. Certificate Revocation List Profile 
Certificate Revocation Lists are issued in the X.509 version 2 format in accordance with RFC 5280.  
 
7.2.1. Version Number 
Issuing CAs within the QuoVadis PKI issue X.509 version 2 Certificate Revocation Lists. 
 
7.2.2. Certificate Revocation List And Certificate Revocation List Entry Extensions 
All User PKI software must correctly process all Certificate Revocation List extensions identified in the Digital 
Certificate and Certificate Revocation List profile. 
 
7.3. Online Certificate Status Protocol Profile 
Online Certificate Status Protocol is enabled for all Digital Certificates within the QuoVadis PKI. 
 
7.3.1. Online Certificate Status Protocol Version Numbers 
Version 1 of the Online Certificate Status Protocol, as defined by RFC2560, is supported within the QuoVadis PKI. 
 
7.3.2. Online Certificate Status Protocol Extensions 
No Stipulation. 
 
7.4. Lightweight Directory Access Protocol Profile 
QuoVadis will host a repository in the form of a Lightweight Directory Access Protocol directory for the purpose of  (i) 
storing and making available all X.509 v. 3 Digital Certificates issued under the QuoVadis PKI, (ii) facilitating public 
access to download these Digital Certificates for Certificate Holder and relying party requirements, and (iii) receiving 
(from the QuoVadis PKI), storing and making publicly available, regularly updated Certificate Revocation List v. 2 
information, for the purpose of Digital Certificate validation.  
 
7.4.1. Lightweight Directory Access Protocol Version Numbers 
LDAP V3 in accordance with RFC-4510 
 
7.4.2. Lightweight Directory Access Protocol Extensions  
No Stipulation. 
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7.5. Digital Certificate Fields and Root CA Certificate Hashes  
7.5.1. Digital Certificate Fields 
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7.5.2 QuoVadis Root Certificate Hashes 
Note that all QuoVadis CA Certificates and CRLs are available for download from the QuoVadis Repository at 
http://www.quovadisglobal.com/repository. 
 
7.5.2.1.  QuoVadis Root CA Certificate Hashes  
 

Field Certificate Profile  
Serial Number 3ab6508b 
Signature Block Signature matches Public Key Root Certificate: Subject matches Issuer 

 
Key Id Hash (sha1): 86 26 cb 1b c5 54 b3 9f bd 6b ed 63 7f b9 89 a9 80 f1 f4 8a 
Subject Key Id (precomputed): 8b 4b 6d ed d3 29 b9 06 19 ec 39 39 a9 f0 97 84 6a cb ef df 

http://www.quovadisglobal.com/repository
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8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS 
8.1. Frequency, Circumstance And Standards Of Assessment 
8.1.1. QuoVadis 

http://www.quovadisglobal.com/accreditations.aspx
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8.1.3. Registration Authorities  
Selected Registration Authorities 



http://www.quovadisglobal.com/accreditations.aspx








QuoVadis Certificate Policy/Certification Practice Statement Version 4.11  

Copyright QuoVadis Limited:  Public Document Page 45 

9.5.3. IETF Guidelines 
The use of the PKIX IETF Guidelines is acknowledged. 
 
9.5.4. Breach 
 QuoVadis excludes all liability for breach of any other intellectual property rights. 
 
9.6. Representations And Warranties 
9.6.1. Certification Authority Representations 
9.6.1.1   Root Certification Authority Representations 
QuoVadis discharges its obligations by: 
   
�x providing the operational infrastructure and certification services, including X.500 Directory and service provider 

software; 
�x making reasonable efforts to ensure it conducts an efficient and trustworthy operation. “Reasonable efforts” 

include but do 

http://www.quovadisglobal.com/repository
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�x documented operational procedures; and 
�x applicable law and regulation. 
 
9.6.2.2 Warranties 
Authorised Registration Authorities operating within the QuoVadis PKI hereby warrant that (a) they take reasonable 
steps to verify that the information contained in any Digital Certificate is accurate at the time of issue, and (b) they 
will request that Digital Certificates be revoked by QuoVadis if they believe or are notified that the contents of the 
Digital Certificate are no longer accurate, or that the key associated with a Digital Certificate has been compromised 
in any way.  
 
9.6.3. Certificate Holder Representations And Warranties 
Certificate Holders represent and warrant that: 
 
�x The Private Key is protected and has never been accessed by another person. 
�x All representations made by the Certificate Holder in the Digital Certificate Application are true. 
�x All information in the Digital Certificate is true and accurate. 
�x The Digital Certificate is being used for its intended, authorised and legal purpose consistent with this CP/CPS. 
�x They will promptly request revocation of the Digital Certificate in the event that: (a) any information in the 

Certificate is or becomes incorrect or inaccurate, or (b) there is any actual or suspected misuse or compromise of 
the Private Key associated with the Public Key listed in the Digital Certificate. 

 
9.6.4. Relying Parties Representations And Warranties 
Relying Parties represent and warrant that: 
 
�x They will collect enough information about a Digital Certificate and its Corresponding Holder to make an 

informed decision as to the extent to which they can rely on the Digital Certificate. 
�x That they are solely responsible for making the decision to rely on a Digital Certificate. 
�x That they shall bear the legal consequences of any failure to perform Relying Party obligations under the terms 

of this CP/CPS and the Relying Party agreement. 
 
9.6.5. Representations And Warranties Of Other Participants 
Participants within the QuoVadis PKI represent and warrant that they accept and will perform any and all duties and 
obligations as specified by this CP/CPS.    
 
9.7. Disclaimers Of Warranties 
To the extent permitted by applicable law, this CP/CPS, the Certificate Holder Agreement, the Relying Party 
Agreement, the Issuing CA Agreement, the Registration Authority Agreement and any other contractual 
documentation applicable within the QuoVadis PKI shall disclaim QuoVadis’ possible warranties, including any 
warranty of merchantability or fitness for a particular purpose.   
 
To the extent permitted by applicable law, QuoVadis makes no express or implied representations or warranties 
pursuant to this CP/CPS.  QuoVadis expressly disclaims any and all express or implied warranties of any type to any 
person, including any implied warranty of title, non infringement, merchantability, or fitness for a particular purpose.  
 
9.8. Liability and Limitations of Liability 
9.8.1. QuoVadis Liability  
QuoVadis shall be liable to Certificate Holders or relying parties only for direct loss arising from any breach of this 
CP/CPS or for any other liability it may incur in contract, tort or otherwise, including liability for negligence up to an 
aggregated maximum limit specified below in section 9.8.3.1 
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10.2. QV Standard 
 

PURPOSE 
Standard Digital Certificates provide flexibility for a range of uses appropriate to their reliance value including 
electronic signatures, authentication, and encryption. 
 
REGISTRATION PROCESS 
Validation procedures for QuoVadis Standard Digital Certificates collect either direct evidence or an attestation from 
an appropriate and authorised source, of the identity (such as name and organisational affiliation) and other 
specific attributes of the Certificate Holder.  
 
FIELDS CONTENT DEMARCATION 
Subject  
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10.3. QV Advanced 
 

PURPOSE 
Advanced Digital Certificates provide reliable vetting of the holder’s identity and may be used for a broad range of 
applications including digital signatures, encryption, and authentication.  
 
REGISTRATION PROCESS 
Validation procedures for QuoVadis Advanced Digital Certificates are based on the Normalised Certificate Policy 
(NCP) described in ETSI TS 102 042.  Advanced validation is intended to provide equivalent quality to the QCP 
policy specified in ETSI TS 101 456 but without the legal constraints of the Electronic Signatures Directive 
(1999/93/EC).   
 
Unless the Certificate Holder has already been identified by the RA through a face-to-face identification meeting, 
accepted Know Your Customer (KYC) standards or a contractual relationship with the RA, validation requirements 
for a Certificate Holder shall include the following:  
 
If the Certificate Holder is a physical person, evidence of the Certificate Holder’s identity shall be checked against a 
physical person either directly, or shall have been checked indirectly using means which provide equivalent 
assurance to physical presence. 
 
Evidence shall be provided of: 

�x Full name (including surname and given names consistent with applicable law and national identification 
practices); and 

�x Date and place of birth, reference to a nationally recognised identity document, or other attributes which 
may be used to, as far as possible, distinguish the person from others with the same name. 

 
If the Certificate Holder is a physical person who is identified in association with an organizational entity, additional 
evidence shall be provided of: 

�x Full name and legal status of the associated organizational entity; 
�x Any relevant existing registration information (e.g. company registration) of the organizational entity; and 
�x Evidence that the Certificate Holder is associated with the organizational entity. 

 
If the Certificate Holder is an organizational entity, evidence shall be provided of: 

�x Full name of the organizational entity; and 
�x Reference to a nationally recognized registration or other attributes which may be used to, as far as 

possible, distinguish the organizational entity from others with the same name. 
 

FIELDS CONTENT DEMARCATION 
Subject  
Email Address (E) aaa@bbb.xx.yy or aaa@bbb.com  Holder Variable 
Common Name (CN) First Name - Last Name Holder Variable 
Organisational Unit (OU) Variable Data Holder Variable 
Organisation (O) Organisation legal name  Holder Variable 
Country/Locality Variable Data Holder Variable 
Subject Public Key Information RSA (2048-bit2048-bit) / System Generated  Fixed 

Extensions  
Subject Alternative Name Principle Name = Email Address Holder Variable 
Certificate Policies This extension includes the 
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10.5.  QV Qualified 
10.5.1. Qualified Certificate Profile 
Please note that where a Qualified Personal Digital Certificate is issued within the meaning of EU Directive 
1999/93/EC, the individual applying for the Qualified Personal Digital Certificate must undergo a face-to-face identity 
verification procedure.  
 

PURPOSE 
The purpose of a Qualified Digital Certificate is to identify the Certificate Holder with a high level of assurance, for 
the purpose of creating Qualified electronic signatures meeting the qualification requirements defined by the 
applicable legal framework of the Electronic Signatures Directive (1999/93/EC).  The QuoVadis Qualified Certificate 
Class is trusted in the Adobe Approved Trust List (AATL). 
 
REGISTRATION PROCESS 
Validation procedures for QuoVadis Qualified Digital Certificates are consistent with the Qualified Certificate Policy + 
SSCD (QCP public +SSCD) policy described in ETSI TS 101 456. 
 
If the Certificate Holder is a physical person, evidence of the Certificate Holder’s identity shall be checked against a 
physical person either directly, or shall have been checked indirectly using means which provide equivalent 
assurance to physical presence. 
 
Evidence shall be provided of: 

�x Full name (including surname and given names consistent with applicable law and national identification 
practices); and 

�x Date and place of birth, reference to a nationally recognised identity document, or other attributes which 
may be used to, as far as possible, distinguish the person from others with the same name. 

 
If the Certificate Holder is a physical person who is identified in association with an organisational entity, additional 
evidence shall be provided of: 

�x Full name and legal status of the associated organisational entity; 
�x Any relevant existing registration information (e.g. company registration) of the organisational entity; and 
�x Evidence that the Certificate Holder is associated with the organisational entity. 

 
QuoVadis Qualified Digital Certificates require a Secure Signature Creation Device (SSCD) 
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10.6.1.1. Grid End User Certificate 
 

PURPOSE 
Grid technology provides the software infrastructure for sharing of computing resources across various domains.  
The purpose of a Grid End User Certificate is to help the Certificate Holder to access the Grid services that require 
Certificate-based authentication.    
REGISTRATION PROCESS 
The identity vetting of all Applicants must be performed by an approved Registration Authority (RA).  Face to face 
registration is required at the RA or alternatively the Applicants can have their identity vetted at a post office 
providing an approved identity vetting service.  The Applicant must present a valid photo ID and/or valid official 
documents in accordance with formally documented RA procedures.  The RA is responsible for recording, at the 
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10.7. QuoVadis Device 
 

PURPOSE 
QuoVadis Device Certificates may be used for authentication, encryption, access control and digital signature 
purposes, as designated by the Key Usage and EKU fields found within the Digital Certificate.  
  
REGISTRATION PROCESS 
Before issuing a QV Device Certificate, QuoVadis performs procedures to verify that the information in the Digital 
Certificate is correct, and that the Applicant is authorised to use, for example, the domain name and that has 
accepted a Subscriber Agreement for the requested Certificate.   
 
If the device or system is operated by or on behalf of an organisational entity, evidence shall be provided of: 

�x identifier of the device by which it may be referenced (e.g. Internet domain name); 
�x full name of the organisational entity; and 
�x a nationally recognised identity number, or other attributes which may be used to, as far as possible, 

distinguish the organisational entity from others with the same name. 
 
Documentation requirements for organisation Applicants may include, Certificate of Incorporation, Memorandum of 
Association, Articles of Incorporation or equivalent documents.   
 
FIELDS CONTENT DEMARCATION 
Subject  
Common Name (CN) Subject Common Name Holder Variable 
Organisational Unit (OU) Variable Data Holder Variable 
Organisation (O) Organisation legal name Holder Variable 
Locality (L) Subject Locality (Optional) Holder Variable 
State/Province (ST) Subject State/Province (Optional) Holder Variable 
Country (C) Subject Country  Holder Variable 
Subject Public Key Information RSA (2048-bit) / System Generated  Fixed 

Extensions  
Key Usage Digital Signature  Fixed 
Key Usage Key Encipherment Fixed 
Enhanced Key Usage Client Authentication  Holder Variable 
Enhanced Key Usage Server Authentication  Holder Variable 
Subject Alternative Name DNS = Fully Qualified Domain Name of the Device (e.g. 

domain.com) 
Holder Variable 

Certificate Policies This extension includes the QV Device Certificate  9 346.68 309.84 Tm
[(D)-8(ev)-1(i)-4(c)-09 -0 0 06 Tw bjeCertif Va.48je
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“Certificate Revocation List” means a list of Digital Certificates signed by the Issuing Certification Authority that 
have been revoked. 

“Counterparty” means a person that is known to a Nominating Registration Authority or its respective Subsidiaries 
or Holding Companies and where the relationship with the Counterparty was established in accordance with 
recognised and documented Know Your Customer standards and with whom the Registration Authority is reliably 
able to identify the Counterparty through business records maintained by the Registration Authority or obtained from 
its respective Subsidiaries or Holding Companies. 

 “Cryptographic Module” means secure software, device or utility that (i) generates Key Pairs; (ii) stores 
cryptographic information; and/or (iii) performs cryptographic functions. 

“Digital Certificate” means a digital identifier within the QuoVadis PKI that: (i) identifies the Issuing CA; (ii) 
identifies the Holder; (iii) contains the Holder's Public and Private Keys; (iv) specifies the Digital Certificate's 
Operational Term; (v) is digitally signed by the Issuing CA; and (vi) has prescribed Key Usages and Reliance Factor 
that governs its issuance and use whether expressly included or incorporated by reference to this CP/CPS. 

“Digital Signature” means data appended to, or a cryptographic transmission of, a data unit that allows a recipient 
of the data to prove the source and integrity of the data unit. 

“Digital Transmission” means the transmission of information in an electronic format. 

“Device” means software, hardware or other electronic or automated means configured to act in a particular way 
without human intervention. 

“Device Certificate” means a Digital Certificate issued to identify a Device. 

“Distinguished Name” means the unique identifier for the Holder of a Digital Certificate. 

“Federal Information Processing Standards” (FIPS) means the standards that deal with a wide range of 
computer system components including: hardware, storage media, data files, codes, interfaces, data transmission, 
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“Repository” means one or more databases of Digital Certificates and other relevant information maintained by 
Issuing CAs. 

“Reserved IP Address” means an IPv4 or IPv6 address that the IANA has marked as reserved: 
http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xml  
http://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xml  
 

 “Root Certification Authority Certificate” means the self-signed Digital Certificate issued to the QuoVadis Root 
Certification Authority. 

“Root Certification Authority” means QuoVadis as the source Certification Authority being a self-signed 
Certification Authority that signs Issuing CA Certificates. 

“Secure Signature Creation Device” (SSCD) means a secure container specifically designed to carry and protect 
a digital certificate, which meets the following requirements laid down in annex III of Directive 1999/93/EC: 

1. Secure signature-creation devices must, by appropriate technical and procedural means, ensure at the least 
that: 

(a) the signature-creation-data used for signature generation can practically occur only once, and that 
their secrecy is reasonably assured; 
(b) the signature-creation-data used for signature generation cannot, with reasonable assurance, be 
derived and the signature is protected against forgery using currently available technology; 
(c) the signature-creation-data used for signature generation can be reliably protected by the legitimate 
signatory 
against the use of others. 

2. Secure signature-creation devices must not alter the data to be signed or prevent such data from being 
presented to the signatory prior to the signature process. 

 

“Subscriber
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