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1. INTRODUCTION 

1.1. Overview 
QuoVadis SSL Certificates are issued for use with the SSL 3.0/TLS 1.0 protocol to enable secure transactions of data 
through privacy, authentication, and data integrity.   
 
QuoVadis Trusted Code Signing Certificates are used to provide users with reasonable assurance that the executable 
code they download comes from a source identified by QuoVadis.   
 
This Certificate Policy/Certification Practice Statement (CP/CPS) sets out the certification processes that QuoVadis 
Root CA2 uses in the generation, issue, use, and management of Certificates and serves to notify Certificate Holders 
and Relying Parties of their roles and responsibilities concerning Certificates. 
 
QuoVadis ensures the integrity of its Public Key Infrastructure (PKI) operational hierarchy by binding Participants to 
contractual agreements.  This CP/CPS is not intended to create a contractual relationship between QuoVadis and any 
Participant in the QuoVadis PKI.   Any person seeking to rely on Certificates or participate within the QuoVadis PKI 
must do so pursuant to definitive contractual documentation. 
 
QuoVadis issues three forms of Certificates according to the terms of this CP/CPS: 
 
i. Business SSL Certificates are Certificates for which limited authentication and authorization checks are 
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The diagram below illustrates the components of the QuoVadis PKI: 

 

 
 
1.3.1. Certification Authority 
The following OIDs are pertinent to this CP/CPS: 
 
QuoVadis Root CA2  1.3.6.1.4.1.8024.0.2  
QuoVadis Global SSL ICA  1.3.6.1.4.1.8024.0.2.100.1  
QuoVadis Business SSL  1.3.6.1.4.1.8024.0.2.100.1.1 
QuoVadis Extended Validation SSL  1.3.6.1.4.1.8024.0.2.100.1.2 
QuoVadis Trusted Code ICA  1.3.6.1.4.1.8024.0.2.100.2  
QuoVadis Trusted Code Signing  1.3.6.1.4.1.8024.0.2.100.2.1 
 
QuoVadis Root CA2, the QuoVadis Global SSL ICA and the QuoVadis Trusted Code ICA issue Certificates to Certificate 
Holders in accordance with this CP/CPS.  In its role as a CA, QuoVadis performs functions associated with public key 

operations that include receiving requests; issuing, revoking and renewing a Certificate; and the maintenance, 
issuance, and publication of CRLs for users within the QuoVadis PKI.  In its capacity as a CA, QuoVadis will: 
 
-  Conform its operations to this CP/CPS (or other relevant business practices); 
-  Issue and publish Certificates in a timely manner; 
-  Perform verification of Certificate Holder information in accordance with this CP/CPS; 
-  Revoke Certificates upon receipt of a valid request from an authorised person or on its own initiative when 

circumstances warrant; and 
-  Notify Certificate Holders of the imminent expiry of their Certificates. 
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Issuing CAs chaining to a QuoVadis Root must not be used for Man in the Middle (MITM) purposes or for the traffic 

management of domain names or IP addresses that the entity does not own or control.  QuoVadis will not issue a 
subordinate Issuing CA Certificate to be used for these purposes. 
 
1.3.2. Registration Authorities 
QuoVadis acts as Registration Authority (RA) for Certificates it issues.  An RA is an entity that performs verification of 
Certificate Holder information in accordance with this CP/CPS, and revokes Certificates upon receipt of a valid request 
from an authorised person. 
 
Third parties, who enter into a contractual relationship with QuoVadis, may act as Local Registration Authorities 
(LRAs) and authorise the issuance of Certificates by QuoVadis for Organisations and Domains that have been pre-
authenticated by QuoVadis. LRAs must abide by all the requirements of this CP/CPS and the terms of their services 
agreement with QuoVadis. LRAs may also implement more restrictive practices based on their internal requirements. 
 
�4�X�R�9�D�G�L�V�¶�� �7�U�X�V�W���/�L�Q�N�� �(�Q�W�H�U�S�U�L�V�H��is a secure web application that facilitates RAs�¶ activities as well as the ongoing 
management of the SSL Certificates for which they are responsible. 
 
1.3.3. Certificate Holders 
In the context of this CP/CPS, the Certificate Holder is the Individual responsible for requesting, installing and 
maintaining the trusted system for which an SSL Certificate has been issued.  The Certificate Holder is referred to as 
a Subscriber in the Trust/Link system.  (QuoVadis also refers to Registrants for End User Certificates as Certificate 
Holders). Prior to verification of identity and issuance of a Certificate, a Certificate Holder is an Applicant for 
QuoVadis services. 
 
Before accepting and using a Certificate, a Certificate Holder must: (i) generate its own key pair; (ii) submit an 
application for a QuoVadis Certificate; and (iii) accept and agree to the terms and conditions of the applicable 
QuoVadis Certificate Holder Agreement.  The Certificate Holder is solely responsible for the generation of the key pair 
to which its QuoVadis Certificate relates and for the protection of the Private Key underlying the QuoVadis Certificate. 
A Certificate Holder shall immediately notify QuoVadis if any information contained in a QuoVadis Certificate changes 
or becomes false or misleading, or in the event that its private key has been compromised or the Certificate Holder 
suspects that it has been compromised. A Certificate Holder must immediately stop using a Certificate and delete it 
from the Certificate Holder's server upon revocation or expiration. 

 
1.3.4. Relying Parties 
Relying Parties are Individuals or Organisations who reasonably rely on QuoVadis Certificates in accordance with the 
terms and conditions of this CP/CPS and all applicable laws and regulations. 
  
Before relying on or using a QuoVadis Certificate, Relying Parties are advised to: (i) read this CP/CPS in its entirety; 
(ii) visit the QuoVadis Repository to determine whether the Certificate has expired or been revoked and to find out 
more information concerning the Certificate; and (iii) make their own judgment as to whether and to what degree to 
rely upon a Certificate. 
 
1.4 Certificate Usage 
1.4.1. Appropriate Certificate Uses 
Certificates issued pursuant to this CP/CPS may be used for all legal authentication, encryption, access control, and 
digital signature purposes, as designated by the key usage and extended key usage fields found within the 
Certificate. 
 
1.4.2. Prohibited Certificate Usage 
QuoVadis Certificates may not be used and no participation is permitted in the QuoVadis PKI (i) in circumstances that 
breach, contravene, or infringe the rights of others; or (ii) in circumstances that offend, breach, or contravene any 
applicable law, statute, regulation, order, decree, or judgment of a court of competent jurisdiction or governmental 
order; or (iii) in connection with fraud, pornography, obscenity, hate, defamation, harassment, or other activity that 
is contrary to public policy. 
 
No reliance may be placed on Certificates and Certificates may not be used in circumstances (i) where applicable law 
or regulation prohibits their use; (ii) in breach of this CP/CPS or the relevant Certificate Holder Agreement; (iii) in any 
circumstances where the use of Certificates could lead to death, injury, or damage to property; or (iv) as otherwise 
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1.5. Policy Administration 
1.5.1. Organisation Administering the CP/CPS  
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Participants: A Participant is an individual or entity within the QuoVadis PKI and may include: CAs and their 

Subsidiaries and Holding Companies; Certificate Holders including Applicants; and Relying Parties. 
 
Relying Party: The Relying Party is an individual or entity that relies upon the information contained within the 
Certificate. 
 
Relying Party Agreement: The Relying Party Agreement is an agreement which must be read and accepted by a 
Relying Party prior to validating, relying on or using a Certificate or accessing or using the QuoVadis Repository. 
 
Repository:  The Repository refers to the CRL, OCSP, and other directory services provided by QuoVadis containing 
issued and revoked Certificates. 
 

Reserved IP Address:  An IPv4 or IPv6 address that the IANA has marked as reserved: 
http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xml  
http://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xml  
 
 
Acronyms 
CA  Certificate Authority or Certification Authority 
CP/CPS  Certificate Policy & Certification Practice Statement 
CRL  Certificate Revocation List 
CSR  Certificate Signing Request 
PMA QuoVadis Policy Management Authority 
EV  Extended Validation 
FIPS  Federal Information Processing Standard 
ICANN  Internet Corporation for Assigned Names and Numbers 
IETF  Internet Engineering Task Force 
ITU  International Telecommunication Union 
LRA Local Registration Authority  
OID  Object Identifier 
PKI  Public Key Infrastructure 
PKIX  IETF Working Group on Public Key Infrastructure 

PKCS  Public Key Cryptography Standard 
RA Registration Authority 
SSL  Secure Sockets Layer 
TLS  Transaction Layer Security 
X.509  The ITU-T standard for Certificates and their corresponding authentication framework 
 
2. PUBLICATION AND REPOSITORY RESPONSIBILITIES  
2.1. Repositories 
The QuoVadis Repository serves as the primary repository for revocation data on issued Certificates.  However, 
copies of QuoVadis directories may be published at such other locations as required for efficient operation of the 
QuoVadis PKI. 
 
2.2. Publication of Certificate Information 
QuoVadis operates and maintains its Repository with resources sufficient to provide a commercially reasonable 
response time for the number of queries generated by all of the Certificates issued by its CAs.   
 

QuoVadis publishes Certificate Revocation Lists (CRL) and Online Certificate Status Protocol (OCSP) resources to 
allow Relying Parties to determine the validity of a QuoVadis Certificate.  Each CRL contains entries for all revoked 
un-expired Certificates issued.  QuoVadis maintains revocation entries on its CRLs, or makes Certificate status 
information available via OCSP, until after the expiration date of the revoked Certificate. 
 
2.3. Time or Frequency of Publication 
QuoVadis issues a new CRL at least every twelve (12) hours and prior to the expiration of the current CRL.   
QuoVadis also provides an OCSP resource that is updated at least every twelve (12) hours.  Certificate information is 
published promptly following generation and issue, and within 20 minutes of revocation. 
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2.4. Access Controls on Repositories 

Participants (including Certificate Holders and Relying Parties) accessing the QuoVadis Repository and other 
QuoVadis directory resources are deemed to have agreed with the provisions of this CP/CPS and any other conditions 
of usage that QuoVadis may make available.  Participants demonstrate acceptance of the conditions of usage of this 
CP/CPS by using a QuoVadis Certificate.  Failure to comply with the conditions of usage of the QuoVadis Repository 
�D�Q�G�� �Z�H�E�� �V�L�W�H�� �P�D�\�� �U�H�V�X�O�W�� �L�Q�� �W�H�U�P�L�Q�D�W�L�R�Q�� �R�I�� �W�K�H�� �U�H�O�D�W�L�R�Q�V�K�L�S�� �E�H�W�Z�H�H�Q�� �4�X�R�9�D�G�L�V�� �D�Q�G�� �W�K�H�� �S�D�U�W�\���� �D�W�� �4�X�R�9�D�G�L�V�¶�� �V�R�O�H��
discretion, and any unauthorised reliance on a Certificate shall be at that party's risk.  QuoVadis is the only entity that 
has write access to Repositories. 
 
3. IDENTIFICATION AND AUTHENTICATION 
The identification and authentication procedures used by QuoVadis depend on the class of Certificate being issued. 
See Appendix B for Certificate Profiles and the relevant verification requirements. 
 
3.1. Naming 
3.1.1. Types Of Names 
All Certificate Holders require a distinguished name that is in compliance with the ITU X.500 standard for 
Distinguished Names (DN).  SSL Certificates are issued using the Fully Qualified Domain Name (FQDN) name of the 
server, service, or application that has been confirmed with the Certificate Holder.  The Distinguished Names of a 
Code Signing Certificate must identify the legal entity that intends to have control over the use of the Private Key 
when signing code.    QuoVadis may issue Certificates for Intranet use, which may contain entries that are not 
intended to be relied upon by the general public (e.g., they contain non-standard Top Level Domains, like �³.local�´�� or 
are addressed to an IP number space that has been allocated as private by RFC 1918). Wildcard SSL Certificates 
have a wildcard asterisk character for the server name in the Subject field.  Wildcard EV Certificates may not be 
issued under the EV Guidelines.  The FQDN or authenticated domain name is placed in the Common Name (CN) 
attribute of the Subject field and, when applicable, the Subject Alternative Name extension. 
 
3.1.2. Need For Names To Be Meaningful 
Distinguished names must be meaningful, unambiguous, and unique. QuoVadis ensures that the Organization (O) 
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3.2. Initial Identity Validation 

3.2.1. Method To Prove Possession Of Private Key 
The Applicant must submit a digitally signed PKCS#10 Certificate Signing Request (CSR) to establish that it holds the 
private key corresponding to the public key to be included in a Certificate. QuoVadis parses the PKCS#10 CSR 
�V�X�E�P�L�W�W�H�G���E�\���W�K�H���$�S�S�O�L�F�D�Q�W���L�Q���D���V�H�F�X�U�H���P�D�Q�Q�H�U���D�Q�G���Y�H�U�L�I�L�H�V���W�K�D�W���W�K�H���$�S�S�O�L�F�D�Q�W�¶�V���G�L�J�L�W�D�O���V�L�J�Q�D�W�X�U�H���R�Q���W�K�H���3�.�&�6���������Z�D�V��
created by the private key corresponding to the public key in the PKCS#10 CSR.  If any doubt exists, QuoVadis will 
not perform certification of the key.  
 
3.2.2. Authentication Of Organisation Identity 
Authentication of Organisation identity is conducted in compliance with this CP/CPS and the Certificate Profiles 
detailed in Appendix B. 
 
3.2.3. Authentication Of Individual Identity 
Where applicable, authentication of Individual identity is conducted in compliance with this CP/CPS and the 
Certificate Profiles detailed in Appendix B. 
 
3.2.4. Non-Verified Certificate Holder Information 
QuoVadis does not verify information contained in the Organisation Unit (OU) field in Certificates. Other information 
may be designated as non-verified in specific Certificate Profiles. 
 
3.2.5. Validation Of Authority  
Validation of authority is conducted in compliance with this CP/CPS and the Certificate Profiles detailed in Appendix B. 
 
For Certificates issued at the request of a Certificate Holder's Agent, both the Agent and the Certificate Holder shall 
jointly and severally indemnify and hold harmless QuoVadis, and its parent companies, subsidiaries, directors, 
officers, and employees.  The Certificate Holder shall control and be responsible for the data that an Agent of the 
Certificate Holder supplies to QuoVadis.  The Certificate Holder must promptly notify QuoVadis of any 
misrepresentations and omissions made by an Agent of the Certificate Holder.  
 
3.3. Identification And Authentication For Re-Key Requests  
3.3.1. Identification And Authentication For Routine Re-Key 
Identification and Authentication procedures are the same for re-key as for a new application.  Key pairs must always 

expire at the same time as the associated Certificate. 
 
3.3.2. Identification and Authentication For Re-Key After Revocation 
After revocation, a Certificate Holder must submit a new application. 
 
3.4. Identification and Authentication For Revocation Requests 
See Section 4.9 for information about Certificate Revocation procedures. 
 
4. CERTIFICATE LIFE-CYCLE OPERATION REQUIREMENTS  
4.1. Certificate Application  
The process to apply for QuoVadis Certificates varies by Certificate Policy and is described in Appendix B. 
 
4.2. Certificate Application Processing 
4.2.1. Performing Identification And Authentication Functions 
During application processing, QuoVadis Validation Specialists employ controls to validate the identity of the 
Certificate Holder and other information featured in the Certificate Application to ensure compliance with this CP/CPS. 
 
4.2.2. Approval Or Rejection Of Certificate Applications 
From time to time, QuoVadis may modify the requirements related to application information requested, based on 
QuoVadis requirements, business context of the usage of Certificates, or as may be required by law,  changes to the 
EV Guidelines or changes to other relevant industry standards.   
 
QuoVadis, in its sole discretion, may refuse to accept an application for a Certificate or for the renewal of a 
Certificate, and may refuse to issue a Certificate, without incurring any liability for loss or damages arising out of 
such refusal.  QuoVadis reserves the right not to disclose reasons for such a refusal.  Applicants whose applications 
have been rejected may subsequently re-apply. 
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4.2.3. Time To Process Certificate Applications 
QuoVadis makes reasonable efforts to confirm Certificate Application information and issue a Certificate within a 
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Relying Parties are obliged to seek further independent assurances before any act of reliance is deemed reasonable 

and at a minimum must assess: 
 
-  The appropriateness of the use of the Certificate for any given purpose and that the use is not prohibited by this 

CP/CPS; 
-  That the Certificate is being used in accordance with its key usage field extensions specified in this CP/CPS and 

contained in the Certificate; and 
-  
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-  If QuoVadis receives notice or otherwise becomes aware that a Certificate Holder has been added as a denied 

party or prohibited person to a blacklist, or is operating from a prohibited destination;  
-  Either the Certificate Holder�¶�V���R�U���4�X�R�9�D�G�L�V�¶���R�Eligations under this CP/CPS are delayed or prevented by a natural 

disaster, computer or communications failure, or other cause beyond the person's reasonable control, and as a 
�U�H�V�X�O�W���D�Q�R�W�K�H�U���S�H�U�V�R�Q�¶�V���L�Q�I�R�U�P�D�W�L�R�Q���L�V���P�D�W�H�U�L�D�O�O�\���W�K�U�H�D�W�H�Q�H�G���R�U���F�R�P�S�U�R�P�L�V�H�G��
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QuoVadis updates and publishes a new CRL of revoked Certificates on a 12-hour basis (or more frequently under 
special circumstances) and within 5 minutes of a Digital Certificate Revocation.  The CRLs for Certificates issued 
pursuant to this CP/CPS can be accessed via the URLs contained in the Certificate Profile for that Certificate.  The 
CRL is published and is available 24 hours a day, 7 days a week, and 52 weeks of the year every year 
 
4.9.8. Maximum Latency For CRL 
The maximum latency for the CRL is 10 minutes.  
 
4.9.9. On-Line Revocation/Status Checking Availability 
QuoVadis provides Online Certificate Status Protocol (OCSP) checking. The URL for the OCSP responder may be 
found within the Authority Information Access extension of the Certificate. 
 
4.9.10. On-Line Revocation Checking Requirement 
Relying Parties are required to consult the QuoVadis Repository of issued and revoked Certificates at all times prior to 
relying on information featured in a Certificate.  Failure to do so negates the ability of the Relying Party to claim that 
it acted on a Certificate with reasonable reliance.  
 
4.9.11. Other Forms Of Revocation Advertisements Available 
Not applicable. 
 
4.9.12. Special Requirements for Key Compromise 
QuoVadis will use commercially reasonable efforts to notify potential Relying Parties if it discovers or suspects that a 
�&�$�¶�V��private key has been compromised. 
 
4.9.13. Circumstances For Suspension 
The QuoVadis PKI does not support suspension of Certificates. 
  
4.9.14. Who Can Request Suspension 
The QuoVadis PKI does not support suspension of Certificates. 
 
4.9.15. Procedure For Suspension Request 
The QuoVadis PKI does not support suspension of Certificates. 
 
4.9.16. Limits On Suspension Period 
The QuoVadis PKI does not support suspension of Certificates. 
 
4.10. Certificate Status Services 
Not applicable. 
 
4.11. End Of Subscription 
A Certificate Holder may terminate its subscription to the QuoVadis PKI by allowing a Certificate or applicable 
agreement to expire without renewal, or by voluntarily revoking a Certificate. 
  
4.12. Key Escrow And Recovery 
The QuoVadis PKI does not support key escrow or recovery of Certificate Holder private keys. 
 
5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS 
The section of the CP/CPS provides a high level description of the security policy, physical and logical access control 
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18095); burglary and vandalism (ET2 according to DIN 18103); and protection against electromagnetic influences 

and radiation (such as electromagnetic pulse).   
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5.4.5. Audit Log Backup Procedures 
Each Issuing CA performs an onsite backup of the audit log daily. The backup process includes weekly physical 
removal of the audit log copy from the Issuing CA premises and storage at a secure, offsite location.  
 
5.4.6. Audit Collection System 
The security audit process of each Issuing CA runs independently of the Issuing CA software.  Security audit 
processes are invoked at system start up and cease only at system shutdown. 
 
5.4.7. Notification To Event-Causing Subject 
Where an event is logged, no notice is required to be given to the individual, organisation, device, or application that 
caused the event.   
 
5.4.8. Vulnerability Assessment 
QuoVadis undergoes periodic penetration tests conducted by an external third party.  QuoVadis also performs 
internal vulnerability assessments on a regular basis.   
 
5.5. Records Archival 
5.5.1. Types Of Records Archived 



QuoVadis Root CA2 CP/CPS  Version 1.11 

Copyright QuoVadis Limited:  Public Document Page 16 

5.6. Key Changeover  

Key changeover is not automatic but procedures enable the smooth transition from expiring CA Certificates to new 
CA Certificates. Towards the end of the CA private k�H�\�¶�V���O�L�I�H�W�L�P�H�����4�X�R�9�D�G�L�V���F�H�D�V�H�V���X�V�L�Q�J���L�W�V���H�[�S�L�Uing CA private key to 
sign Certificates (well in advance of expiration) and uses the old private key only to sign CRLs associated with that 
key. A new CA signing key pair is commissioned and all subsequently issued Certificates and CRLs are signed with the 
new private signing key. Both the old and the new key pairs may be concurrently active.  
 
5.7. Compromise And Disaster Recovery 
QuoVadis has a CA Operations Disaster & Recovery Plan (QuoVadis Business Continuity Plan). The purpose of this 
plan is to restore core business operations as quickly as practicable when systems and/or operations have been 
significantly and adversely impacted by fire, strikes, or other crisis events.   
 
QuoVadis has in place business resumption procedures that provide for the immediate continuation of Certificate 
revocation services in the event of an unexpected emergency.  QuoVadis regards its disaster recovery and business 
resumption plan as proprietary and it contains sensitive confidential information.  Accordingly, it is not intended to be 
made generally available.  
 
QuoVadis has in place an appropriate key compromise plan detailing its activities in the event of a compromise of an 
Issuing CA private key.  This plan includes procedures for: 
 
-  Revoking all Certificates signed with that Issuing �&�$�¶�V private key;  
-  Promptly notifying all Certificate Holders with Certificates issued by that Issuing CA; and 
-  Generating a new key pair and signing a new CA Certificate. 
 
5.7.1. QuoVadis Business Continuity Plan  
The QuoVadis Business Continuity Plan is strictly confidential and provides for: 
 
-  Incident and compromise handling procedures;  
-  Computing resources, software, and/or corrupted data handling procedures;  
-  Entity private key compromise procedures; and 
-  Entity public key revocation procedures; and 
-  Business continuity capabilities and procedures after a disaster. 

 
5.8. CA And/Or RA Termination 
In case of termination of CA operations, QuoVadis will provide timely notice and transfer of responsibilities to 
succeeding entities. Before terminating its own CA activities, QuoVadis will where possible take the following steps:  
 
-  Give timely notice of revocation to each affected Certificate Holder. 
-  Revoke all Certificates that are still un-revoked or un-expired at the end of the notice period without seeking 

Certificate Holder�¶�V���F�R�Q�V�H�Q�W�� 
-  Make reasonable arrangements to preserve its records according to this CP/CPS. 
-  Reserve its right to provide succession arrangements for the re-issuance of Certificates by a successor CA that 

has all relevant permissions to do so and complies with all necessary standards. 
-  Notify relevant government and accreditation bodies under applicable laws and related regulations or standards.  
 
Upon termination of a CA, QuoVadis personnel shall destroy the CA private key by deleting, overwriting, or physical 
destruction. 
 
6. TECHNICAL SECURITY CONTROLS 
6.1. Key Pair Generation And Installation 
6.1.1. Key Pair Generation  
CA private keys are generated in a physically secure environment within cryptographic modules that are validated to 
FIPS 140-2 Level-3. CA Certificate signing keys are only used within this secure environment.  Access to the modules 
within the QuoVadis environment, including the private keys, is restricted by the use of token/smart cards and 
associated pass phrases.  These smartcards and pass phrases are allocated among multiple members of the 
QuoVadis management team. Such allocation ensures that no one member of the team holds total control over any 
component of the system.  The hardware security modules are always stored in a physically secure environment and 
are subject to security controls throughout their lifecycle.    
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6.4.3. Other Aspects Of Activation Data 
No stipulation. 
 
6.5. Computer Security Controls 
QuoVadis has a formal Information Security Policy that documents the QuoVadis policies, standards and guidelines 
relating to information security.  This Information Security Policy has been approved by management and is 
communicated to all employees.    
 
Computer security technical requirements are achieved utilising a combination of hardened security modules and 
software, operating system security features, PKI and CA software and physical safeguards, including security Policies 
and Procedures that include but are not limited to: 
 
�x Access controls to CA services and PKI roles; 
�x Enforced separation of duties for CA Services and PKI roles; 
�x Identification and Authentication of personnel that fulfil roles of responsibility in the QuoVadis PKI; 
�x Use of cryptography for session communication and database security; 

�x Archive of CA history and audit data; 
�x Use of cryptographic smart cards and x.509 Certificates for all administrators.  
 

6.5.1. Computer Security Rating 
A version of the core Certificate Authority software used by QuoVadis has obtained the globally recognised Common 
Criteria EAL 4+ certification.      
 
6.6. Life Cycle Technical Controls 
All hardware and software procured for the QuoVadis PKI must be purchased in a manner that will mitigate the risk 
that any particular component was tampered with, such as random selection of specific components.  Equipment 
developed for use within the QuoVadis PKI shall be developed in a controlled environment under strict change control 
procedures. 
 
A continuous chain of accountability, from the location where all hardware and software that has been identified as 
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6.7 Network Security Controls 

All access to Issuing CA equipment via a network is protected by network firewalls and filtering routers.  Firewalls 
and filtering routers used for Issuing CA equipment limits services to and from the Issuing CA equipment to those 
required to perform Issuing CA functions. 
 
All unused network ports and services on Issuing CA equipment are turned off to provide protection against known 
network attacks. Any network software present on the Issuing CA equipment is software required for the functioning 
of the Issuing CA application. All Root CA equipment is maintained and operated in stand-alone (offline) 
configurations. 
 
6.8. Time-Stamping 
See Section 5.5.5. 
 
7. CERTIFICATE, CRL, AND OCSP PROFILES 
7.1. Certificate Profile 
7.1.1. Version Numbers 
Information for interpreting Certificate and CRL Profiles may be found in IETF RFC 5280.  QuoVadis Certificates 
follow the ITU X.509v3 standard, which allows a CA to add certain Certificate extensions to the basic Certificate 
structure.  
 
7.1.2. Certificate Extensions 
See Appendix A and Appendix B. 
 
7.1.3. Algorithm Object Identifiers 
See Appendix A and Appendix B. 
 
7.1.4. Name Forms 
See Appendix A and Appendix B. 
 
7.1.5. Name Constraints 
See Appendix A and Appendix B. 
 

7.1.6. Certificate Policy Object Identifier 
An object identifier (OID) is a number unique within a specific domain that allows for the unambiguous identification 
of a policy, including a CP/CPS such as this. The Certificate Policy OIDs that incorporate this CP/CPS into a given 
Certificate by reference (and identify that this CP/CPS applies to a given Certificate containing the OID) are listed in 
Appendix A and Appendix B. 
 
7.1.7 Usage Of Policy Constraints Extension  
Not applicable.  
 
7.1.8. Policy Qualifiers Syntax And Semantics  
QuoVadis Certificates include a brief statement in the Policy Qualifier field of the Certificate Policy extension to inform 
potential Relying Parties on notice of the limitations of liability and other terms and conditions on the use of the 
Certificate, including those contained in this CP/CPS, which are incorporated by reference into the Certificate. 
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-  Any business continuity, incident response, contingency, and disaster recovery plans; 

-  Any other security practices, measures, mechanisms, plans, or procedures used to protect the confidentiality, 
integrity or availability of information; 

-  Any information held by QuoVadis as private information in accordance with Section 9.4; 
-  Any transactional, audit log, and archive records including Certificate Application records and documentation 

submitted in support of Certificate Applications whether successful or rejected; and 
-  Transaction records, financial audit records and external or internal audit trail records and any audit reports 

���Z�L�W�K���W�K�H���H�[�F�H�S�W�L�R�Q���R�I���D�Q���D�X�G�L�W�R�U�¶�V���O�H�W�W�H�U���F�R�Q�I�L�U�P�L�Q�J���W�K�H���H�I�I�H�F�W�L�Y�H�Q�H�V�V���R�I���W�K�H���F�R�Q�W�U�R�O�V���V�H�W���I�R�U�W�K���L�Q���W�K�L�V��CP/CPS) 
 
9.3.2. Information Not Within The Scope Of Confidential Information 
Information appearing in Certificates or stored in the Repository is considered public and not within the scope of 
confidential information, unless statutes or special agreements so dictate.  
 
9.4. Responsibility To Protect Private Information 
All Participants in the QuoVadis PKI QuoVadis and all others using or accessing any personal data in connection with 
matters dealt with this CP/CPS shall comply with the Council Directive 95/46/EC of the European Parliament and of 
the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on 
the free movement of such data, and any amending and/or implementing legislation enacted from time to time, and 
any other relevant legislation relating to data protection, and any equivalent legislation or regulations in any relevant 
jurisdiction.  QuoVadis complies with the Swiss Federal Act on Data Protection of June 19, 1992 (SR 235.1). 
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any information in the EV Certificate is or becomes incorrect or inaccurate, or (b) there is any actual or 

suspected misuse or compromise of the Certificate Holder�¶�V���3�U�L�Y�D�We Key associated with the Public Key listed in 
the Certificate; and 

-  Termination of Use of Certificate: An obligation and warranty to promptly cease all use of the Private Key 
corresponding to the Public Key listed in an Certificate upon expiration or revocation of that Certificate. 
 

Without limiting other Certificate Holder obligations stated in this CP/CPS, Certificate Holders are solely liable for any 
misrepresentations they make in Certificates to third parties that reasonably rely on the representations contained 
therein. 
 
Upon accepting a Certificate the Certificate Holder represents to QuoVadis and to Relying Parties that at the time of 
acceptance and until further notice: 
 
-  The Certificate Holder retains control of the Certificate Holder�¶�V�� �S�U�L�Y�D�W�H�� �N�H�\�� uses a trustworthy system, and 

takes reasonable precautions to prevent its loss, disclosure, modification, or unauthorised use and that no 
un
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-  Any other damages except for those due to reliance, on the information featured on a Certificate, or on the 

verified information in a Certificate; 
-  Any liability incurred in this case or any other case if the fault in this verified information is due to fraud or wilful 

misconduct of the Applicant or Certificate Holder; 
-  Any liability that arises from the usage of a Certificate that has not been issued or used in conformance with this 

CP/CPS; 
-  Any liability that arises from the usage of a Certificate that is not valid; 
-  Any liability that arises from usage of a Certificate that exceeds the limitations in usage and value and 

transactions stated upon it or in this CP/CPS; 
-  Any liability that arises e 2 2 2 ge thv3(ns)4(5( )6()-313(tn86(202AsT(5( )6()-313(t(en-GB)/MCID( )-226()-313(2 )-141(a)-7( -9(y35>)6( )]( )--3.ta)5(t)-12(3D)-fi)3r)5(t)3(r )(c)-5( EMC()-313(2 )-141)5(t)-313l( )]Ting)( )--3.ta21(isrd-4(CP)5(S)-286e)-2Asp(g)-a)5(cd19(w)-(ns)4(5()5(t)-tw-286(e)66e)-2Asp(g)-a)5(C  /P <</Lan(ha)3(s)6( )-19(no)-5(t -C  /P <</Lang (en-G9/MCID 2 15)6(Ce)7(4-7(g)6(e)-;19(n4(/)-4(CP)BDC  /TT1 9 Tf -18 -10.92 Td (-)Tj /TT2 6 Tf 1 0 0 1 77.424 613.18 Tm ( )Tj /TT3 9 Tf 12.6 0 Td [(Any )-591.4)5(a)5(b)6(i)-10(li)5(ty)5( )-19(inc)-12( )6(a)5(ri)-10(s)6(e)-6(s)6( )6(fro)-5(m )6(th)-14(e)6( )6(us)-8(a)5(g)-6(e)6( )6(o)-3(f-4(ith )C  mfi)3r)5(t)e)5( )t -C  /P e)-6( )6(tha)4(t )4(3(ld)-4(e)6(r)-3(;)-6( )]TJ EMC  /P <</Lang (en-GB)/MCID 2T1 9/C2_00(li)5251.32)5( )-19<00B60056>4<0003>-6<0053>6<0055004C0059>-5<0044>5<00570048>-6<0003>6<004E>5<0048>-6<005C>5<0011>T1 9/)-10(li)555.325( )-15(b)6( Tf -18 -10.92 Td (-)Tj /TT2 7 Tf 1 0 -324.64)582 Tm ( )T(b)6( Tf -18 -10.92 Td (-)Tj /TT2 8 Tf 1 0 0 100(li)57(o)-3(f )3(th9.6(r8.19(w)-(8g)-Q 5 >uo19(V)5(S)di 5 >6(a)5(Li7(;)b(C)-)5(Sl)5(S))5(St)1(s)13 /TT1 9 Tf -18 -10.92 Td (-)Tj /TT2 9 Tf 1 0 0 130(li)57(o)-3ta)6(t)Qung (eV5(t )7(v3(r ( )]TJ E(w)(g)-21(islln )-2996ri)ue)-6( )-26B)/MCIDt(en-GB))4(uc)-6( )-26Bl1t 3(ld)-
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-  If the private key associated with the Certificate held by the claiming party or otherwise the subject of any claim 

has been compromised;  
-  If the Certificate held by the claiming party was issued in a manner that constituted a breach of any applicable 

law or regulation; 
-  Computer hardware or software, or mathematical algorithms, are developed that tend to make public key 

cryptography or asymmetric cryptosystems insecure, provided that QuoVadis uses commercially reasonable 
practices to protect against breaches in security resulting from such hardware, software, or algorithms; 

-  Power failure, power interruption, or other disturbances to electrical power, provided QuoVadis uses 
commercially reasonable methods to protect against such disturbances; 

-  Failure of one or more computer systems, communications infrastructure, processing, or storage media or 
mechanisms, or any sub components of the preceding, not under the exclusive control of QuoVadis and/or its 
subcontractors or service providers; or 

-  One or more of the following events: a natural disaster or Act of God (including without limitation flood, 
earthquake, or other natural or weather related cause); a labour disturbance; war, insurrection, or overt military 
hostilities; adverse legislation or governmental action, prohibition, embargo, or boycott; riots or civil 
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9.10.3. Effect Of Termination And Survival 
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9.16.5. Enforcement (Waiver Of Rights) 
Except where an express time frame is set forth in this CP/CPS, no delay or omission by QuoVadis to exercise any 
right, remedy, or power it has under this CP/CPS shall impair or be construed as a waiver of such right, remedy, or 
power. A waiver by QuoVadis of any breach or covenant in this CP/CPS shall not be construed to be a waiver of any 
other or succeeding breach or covenant. No waiver shall be effective unless it is in writing.  Bilateral agreements 
between QuoVadis and the parties to this CP/CPS may contain additional provisions governing enforcement. 
 
9.16.6. Force Majeure 
QUOVADIS ACCEPTS NO LIABILITY FOR ANY BREACH OF WARRANTY, DELAY, OR FAILURE IN PERFORMANCE THAT 
RESULTS FROM EVENTS BEYOND ITS CONTROL SUCH AS ACTS OF GOD, ACTS OF WAR, ACTS OF TERRORISM, 
EPIDEMICS, POWER OR TELECOMMUNICATION SERVICES FAILURE, FIRE, AND OTHER NATURAL DISASTERS.  
 
9.17. Other Provisions 
No stipulation. 
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QuoVadis Global SSL ICA 

 

Field  Value  

Version  V3  

Serial Number  Unique number    057a 
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Appendix B �± Certificate Holder Certificate Profiles 

 
Business SSL 
 

Field  Value  

Version  V3  

Serial Number  Unique number  
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Certificate Policies  c=no; Certificate Policies; {1.3.6.1.4.1.8024.0.2.100.1.1 }  

[1,1] Policy Qualifier Info:  

Policy Qualifier Id=CPS  

Qualifier: UUhttpUU://www.quovadisglobal.com/repository 

[1,2] Policy Qualifier Info:  

Policy Qualifier Id=User Notice  

Qualifier: Notice Text= Any use of this Certificate constitutes acceptance of the QuoVadis 
Root CA 2 Certification Policies and Certificate Practice Statement. 

Subject Alternative 
Name  

c=no; DNS = FQDN of Device (e.g., domain.com)  

Authority 
Information Access  

c=no; Access Method= - Id-ad-ocsp (On-line Certificate Status Protocol - 
1.3.6.1.5.5.7.48.1); URL =UUhttpUU://ocsp.quovadisglobal.com 

 

CRL Distribution 
Points  

c = no; CRL HTTP URL =UUhttpUU://crl.quovadisglobal.com/QVSSLICA.crl  

 
Purposes of Business SSL 
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QuoVadis may accept at its discretion other official documentation supporting an application.  QuoVadis may also use 

the services of a third party to confirm Applicant information. QuoVadis accepts confirmation from third party 
organisations, other third party databases, and government entities. 
 
Application Process 
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Extended Validation SSL 

 

Field  
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State/Province of 
Incorporation  

subject:jurisdictionOfIncorporationStateOrProvin
ceName (1.3.6.1.4.1.311.60.2.1.2)  

ASN.1 - X520StateOrProvinceName as 
specified in RFC 5280  

Full name of Jurisdiction of 
Incorporation for an Incorporating or 
Registration Agency at the state or 
province level, including country 
information as follows, but not city or 
town information above.  

Country of 
Incorporation  

subject:jurisdictionOfIncorporationCountryName 
(1.3.6.1.4.1.311.60.2.1.3)  

ASN.1 - X520countryName as specified 
in RFC 5280  

Jurisdiction of Incorporation for an 
Incorporating or Registration Agency at 
the country level would include country 
information but would not include state 
or province or city or town information.  

Country information MUST be specified 
using the applicable ISO country code.  

Registration 
Number  

Subject:serialNumber  

(2.5.4.5)  

For Private Organisations and Business 
Entities, this field MUST contain the 
unique Registration Number assigned to 
the Subject by the Incorporating or 
Registration Agency in its Jurisdiction of 
Incorporation.  If the Incorporating or 
Registration Agency does not provide 
Registration Numbers, then the field will 
contain the date of incorporation or 
registration.  For Government Entities, 
that do not have a Registration Number 
or verifiable date of creation, the field 
�Z�L�O�O���F�R�Q�W�D�L�Q���W�K�H���O�D�E�H�O���³�*�R�Y�H�U�Q�P�H�Q�W��
�(�Q�W�L�W�\�´. 

Business Category Subject:businessCategory (2.5.4.15) This field MUST contain one of the 
following strings: "Private 
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Additional Warranties and Representations for EV Certificates 
QuoVadis makes the following EV Certificate Warranties solely to Certificate Holders, Certificate Subjects, Application 
Software Vendors with whom QuoVadis has entered into a contract for inclusion of its Root Certificate in software 
distributed by such Application Software Vendors, and all Relying Parties that actually rely on such EV Certificate 
during the period when it is valid, that it followed the requirements of the EV Guidelines and this CP/CPS in issuing 
the EV Certificate and in verifying the accuracy of the information contained in the EV Certificate (EV Certificate 
Warranties).  
 
The EV Certificate Warranties specifically include, but are not limited to, warranties that: 
 
-  Legal Existence: QuoVadis has confirmed with the Incorporating or Registration �$�J�H�Q�F�\�� �L�Q�� �W�K�H�� �6�X�E�M�H�F�W�¶�V��

Jurisdiction of Incorporation or Registration that, as of the date the EV Certificate was issued, the Subject named 
in the EV Certificate legally exists as a valid organisation or entity in the Jurisdiction of Incorporation or 
Registration; 

 
-  Identity: QuoVadis has confirmed that, as of the date the EV Certificate was issued, the legal name of the 

Subject named in the EV Certificate matches the name on the official government records of the Incorporating 
or Registration �$�J�H�Q�F�\���L�Q���W�K�H���6�X�E�M�H�F�W�¶�V���-�X�U�L�V�G�L�F�W�L�R�Q���R�I���,�Q�F�R�U�S�R�U�D�W�L�R�Q or Registration, and if an assumed name is 
also included, that the assumed name is properly registered by the Subject in the jurisdiction of its Place of 
Business; 

 
-  Right to Use Domain Name: QuoVadis has taken all steps reasonably necessary to verify that, as of the date the 

EV Certificate was issued, the Subject named in the EV Certificate has the exclusive right to use the domain 
name(s) listed in the EV Certificate;  

 
-  Authorization for EV Certificate: QuoVadis has taken all steps reasonably necessary to verify that the Subject 

named in the EV Certificate has authorised the issuance of the EV Certificate; 
 
-  Accuracy of Information: QuoVadis has taken all steps reasonably necessary to verify that all of the other 

information in the EV Certificate is accurate, as of the date the EV Certificate was issued; 
 

-  Certificate Holder Agreement: The Subject named in the EV Certificate has entered into a legally valid and 
enforceable Certificate Holder Agreement with QuoVadis that satisfies the requirements of the EV Guidelines or 
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-  Verify that a Certificate Approver has signed or otherwise approved the EV Certificate Request.  

 
The vetting regime of the EV Guidelines includes detailed verification procedures, which vary by Certificate Holder, 
and may include direct confirmation with Incorporating Agencies as well as correlation of information from certain 
qualified commercial data providers, site visits, and independent confirmations from senior officers of the Applicant.  
Verified opinion letters from attorneys and accountants representing the Applicant, as well as bank account 
verifications, may also be used to fulfil aspects of the vetting process. 
 
Applicant Contacts 
The EV Guidelines specify a number of Applicant roles involved in the EV verification process.  All must be filled by 
natural persons (i.e., specific individuals as opposed to generic titles or automated systems). The Applicant may 
authorize one individual to occupy two or more of these roles.  The Applicant may authorize more than one individual 
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actual or suspected misuse or compromise of the Certificate Holder�¶�V���3�U�L�Y�D�W�H���.�H�\���D�V�V�R�F�L�D�W�Hd with the Public Key 

listed in the EV Certificate; and 
 
-  Termination of Use of EV Certificate: An obligation and warranty to promptly cease all use of the Private Key 

corresponding to the Public Key listed in an EV Certificate upon expiration or revocation of that EV Certificate. 
 
Application Process 
During the Certificate approval process, QuoVadis Validation Specialists employ controls to validate the identity of the 
Certificate Holder and other information featured in the Certificate Application to ensure compliance with the 
Guidelines. 
 
Step 1: The Certificate Requester provides a signed Certificate Application to QuoVadis, which includes information 
about the Applicant, personnel within the organisation who have authority to approve the request and also 
agreement to the Certificate Holder Agreement.  In addition, the Certificate Requester provides a PKCS#10 CSR as 
well as billing information for processing the request and issuing the EV Certificate. 
 
Step 2: QuoVadis independently verifies all information that is required to be verified by the EV Guidelines using a 
variety of sources. 
 
Step 3: QuoVadis requests and receives a signed EV Authority Letter from the Applicant (unless a valid EV Authority 
Letter from the Applicant is already in its possession).  Alternate procedures may also be used to authenticate the 
identity and authority of individuals involved in the Certificate Application. 
 
Step 4: The Certificate Approver is contacted to obtain approval of Certificate issuance. 
 
Step 5: All signatures by Certificate Requesters, Certificate Approvers and Contract Signers are verified through 
follow-up procedures or telephone calls. 
 
Step 6: QuoVadis obtains and documents further explanation or clarification from the Applicant, Certificate Approver, 
Certificate Requester, and/or other sources of information as necessary to resolve discrepancies or details requiring 
further explanation.  QuoVadis procedures ensure that a second Validation Specialist who is not responsible for the 
collection and review of information reviews all of the information and documentation assembled in support of the EV 
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Authority 
Information Access  

c=no; Access Method= - Id-ad-ocsp (On-line Certificate Status Protocol - 
1.3.6.1.5.5.7.48.1); URL =UU
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Step 5: QuoVadis obtains and documents further explanation or clarification as necessary to resolve discrepancies or 

details requiring further explanation.  If satisfactory explanation and/or additional documentation are not received 
within a reasonable time, QuoVadis will decline the Certificate Request and notify the Applicant accordingly.  Two 
QuoVadis Validation Specialists must approve issuance of the Certificate. 
 
Step 6: QuoVadis creates the Trusted Code Signing Certificate. 
 
Step 7: The Certificate is delivered to the Applicant. 
 
Renewal 
Renewal requirements and procedures include verification that the Applicant continues to have authority to publish 
code using the name in the Certificate, and that the Certificate Application is approved by an authorised 
representative of the Applicant. 
 




