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The diagram below illustrates the components of the QuoVadis PKI: 
 
 

 
 
QuoVadis provides identification and authentication services for Certificate Holders, servers, and personal computer 
or network devices. The registration procedures set out in this CP/CPS and in Appendix A define the credentials 
necessary to establish the identity of an individual or entity.  
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2.  PUBLICATION AND REPOSITORY RESPONSIBILITIES  
2.1. Repositories 
The QuoVadis Repository (http://www.quovadisglobal.com/repository ) serves as the primary repository. However, 
copies of the X.500 Directory may be published at such other locations as are required for the efficient operation of 
the QuoVadis PKI. 
 
2.2. Publication of Certificate Information 
The QuoVadis Root Certification Authority and chained Issuing CAs publish a Repository that lists all Digital 
Certificates issued and all the Digital Certificates that have been revoked.  The location of the repository and Online 
Certificate Status Protocol responders are given in the individual Certificate Profiles more fully disclosed in Appendix A 
to this CP/CPS.  
 
2.3. Time or Frequency of Publication 
Digital Certificate information is published promptly following generation and issue and immediately following the 
completion of the revocation process. 
 
2.4. Access Controls on Repositories 
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For Qualified Certificates issued according to the Swiss Digital Signature law, all fields containing 
information must be verified by the a ppropriate Registration Authority by reference to appropriate 
documentation and face-to-face presentation of Government-Issued ID or Passport. 

 

 

 

 
For Qualified Certificates issued according to European/Dutch Digital Signature law, all fields containing 
information must be verified by the appropriate Registration Authority by reference to appropriate 
documentation and face-to-face presentation of Government-Issued ID or Passport. 

 
 
3.1.2. Need For Names To Be Meaningful 
Distinguished Names must be meaningful, unambiguous and unique. QuoVadis supports the use of Digital Certificates 
as a form of identification within a particular community of interest.  
 
The contents of the Digital Certificate Subject Name fields must have a meaningful association with the name of the 
Individual, Organisation, or Device.  In the case of Individuals, the name should consist of the first name, last name, 
and any middle initial.  In the case of Organisations, the name shall meaningfully reflect the legal name or registered 
domain name of the Organisation or the trading or business name of that Organisation.  In the case of a Device, the 
name shall state the name of the Device and the legal name or registered domain name of the Organisation 
responsible for that Device. 
 
3.1.3. Pseudonymous Certificate Holders 
Pseudonym Digital Certificates may only be issued if permitted for that class/type of Digital Certificates and only in 
accordance with relevant industry standards.   
 
3.1.4. Rules For Interpreting Various Name Forms 
Fields contained in Digital Certificates are in compliance with this CP/CPS and the Digital Certificate Profiles detailed 
in Appendix A.  In general, the rules for interpreting name forms can be found in International Telecommunication 
(ITU) and Internet Engineering Task Force (IETF) Standards, such as the ITU-T X.500 series of standards and 
applicable IETF RFCs.  
 
3.1.5. Uniqueness Of Names 
QuoVadis Registration Authorities propose and approve distinguished names for Applicants, and, as a minimum check 
that a proposed distinguished name is unique, verify that the name is not already listed in the QuoVadis X.500 
Directory. 
 
The Subject Name of each Digital Certificate issued by an Issuing CA shall be unique within each class of Digital 
Certificate issued by that Issuing CA and shall conform to all applicable X.500 standards for the uniqueness of names.  
The Issuing CA may, if necessary, insert additional numbers or letters to the Certificate Holder �¶�V Subject Common 
Name, or other attribute, in order to distinguish between two Digital Certificates that would otherwise have the same 
Subject Name. 
 
3.1.6. Recognition, Authentication, And Role Of Trademarks 
Issuing CAs are not obligated to seek evidence of trademark usage by any Organisation. 
 
3.2. Initial Identity Validation 
Identity Validation is in compliance with this CP/CPS and the Digital Certificate Profiles detailed in Appendix A. 
 
3.2.1. Method To Prove Possession Of Private Key 
Issuing CAs shall establish that each Applicant for a Digital Certificate is in possession and control of the Private Key 
corresponding to the Public Key contained in the request for a Digital Certificate.  The Issuing CA shall do so in 
accordance with an appropriate secure protocol, such as the IETF PKIX Certificate Management Protocol, including 
PKCS#10.  This requirement does not apply where a Key Pair is generated on behalf of a Certificate Holder. 
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4.2.3. Time To Process Certificate Applications 
Registration Authorities and Issuing CAs operating within the QuoVadis PKI are under no obligation to process Digital 
Certificate Applications other than within a commercially reasonable time.  
 
4.3. Certificate Issuance 
4.3.1. Certification Authority Actions During Certificate Issuance  
Digital Certificate issuance is governed by and should comply with the practices described in and any requirements 
imposed by the QuoVadis CP/CPS. 
 
4.3.1.1. QuoVadis Root Certification Authority 
The Root Certification Authority Certificate has been self-generated and self-signed. 
 
4.3.1.2. QuoVadis Issuing Certification Authority Certificates 
Upon accepting the terms and conditions of the QuoVadis Issuing CA Agreement by the Issuing CA, successful 
completion of the Issuing CA application process as prescribed by QuoVadis, and final approval of the application by 
the QuoVadis Root Certification Authority, the QuoVadis Root Certification Authority issues the Issuing CA Digital 
Certificate to the relevant Issuing CA. 
 
4.3.1.3. QuoVadis Registration Authority Appointment 
Upon accepting the terms and conditions of the QuoVadis Registration Authority Agreement, successful completion of 
the Registration Authority application process and final approval of the application by the Nominating Issuing CA, the 
Registration Authority becomes duly appointed, and appropriately trained and qualified staff members of the 
Registration Authority are eligible for Registration Authority Officer Digital Certificates. 
 
4.3.1.4. Registration Authority Officer �¶s Certificate 
As part of the application process, Registration Authorities are required to nominate one or more persons within their 
Organisation to take responsibility for the operation their Registration Authority functions. Those nominated persons 
will each be issued a Registration Authority Officer�¶s Digital Certificate. 
 
4.3.1.5. Certificate Holder Certificates 
Upon �W�K�H�� �$�S�S�O�L�F�D�Q�W�¶�V��acceptance of the terms and conditions of the Certificate Holder Agreement or other relevant 
agreement, the successful completion of the application process and final approval of the application by the Issuing 
CA, the Issuing CA issues the Digital Certificate to the Applicant or Device. 
 
4.3.2. Notification To Applicant Certificate Holder By The Certification Authority Of Issuance Of 

Certificate  
Issuing CAs and Registration Authorities within the QuoVadis PKI may choose to notify Applicants that their Digital 
Certificate has been issued. 
 
4.4. Certificate Acceptance 
Digital Certificate acceptance is governed by and should comply with the practices described in, and any 
requirements imposed by, this CP/CPS. 
 
Until a Digital Certificate is accepted, it is not published in any Repository or otherwise made publicly available. By 
using a Digital Certificate, the Holder thereof certifies and agrees to the statements contained in the notice of 
approval. This CP/CPS sets out what constitutes acceptance of a Digital Certificate. An Applicant that accepts a Digital 
Certificate warrants to the relevant Issuing CA, and all Authorised Relying Parties who reasonably rely, that all 
information supplied in connection with the application process and all information included in the Digital Certificate 
issued to them is true, complete, and not misleading. Without limitation to the generality of the foregoing, the use of 
a Digital Certificate or the reliance upon a Digital Certificate signifies acceptance by that person of the terms and 
conditions of this QuoVadis CP/CPS and Certificate Holder Agreement (as the same may, from time to time, be 
amended or supplemented) by which they irrevocably agree to be bound. 
 
By accepting a Digital Certificate issued by an Authorised Issuing CA operating within the QuoVadis PKI, the 
Certificate Holder expressly represents and warrants to QuoVadis and all Authorised Relying Parties who reasonably 
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5.1.1. Site Location and construction 
QuoVadis performs its CA operations from a secure datacentre located in an office complex in Bermuda.  The 
QuoVadis datacentre meets the standards of an independent security certification body at a highly protected level.  
Standards and protections include: certified BS-EN 1047 performance, backed by ISO9000/1/2 liability insurance; fire 
(according to DIN 4102 F90) with an automatic FM200 extinguishing system; smoke and humidity (according to DIN 
18095); burglary and vandalism (ET2 according to DIN 18103); and protection against electromagnetic influences 
and radiation (such as electromagnetic pulse).   
 
5.1.2. Physical Access 
QuoVadis permits entry to its secure operating area only to security-cleared and authorised personnel, whose 
movements within the facility are logged and audited.   Physical access is controlled by a combination of physical 
access cards and biometric readers. 
 
5.1.3. Power And Air-Conditioning 
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5.8.2. Successor Issuing Certification Authority 
To the extent that it is practical and reasonable, the successor Issuing CA should assume the same rights, obligations 
and duties as the terminating Issuing CA. The successor Issuing CA should issue new Keys and Digital Certificates to 
all subordinate service providers and Users whose Keys and Digital Certificates were revoked by the terminating 
Issuing CA due to its termination, subject to the individual service provider or User making an application for a new 
Digital Certificate, and satisfying the initial registration and Identification and Authentication requirements, including 
the execution of a new service provider or Certificate Holder Agreement. 
 
6.  TECHNICAL SECURITY CONTROLS 
The QuoVadis Certification Authority Private Keys are protected within a hardware security module meeting at least 
Federal Information Processing Standard-140-2 level 3 and/or  EAL 4. Access to the modules within the QuoVadis 
environment, including the Root and Operational Digital Certification Authorities�¶��Private Keys, are restricted by the 
use of token/smartcards and associated pass phrases. These smartcards and pass phrases are allocated among the 
multiple members of the QuoVadis management team. Such 2-of-N allocation ensures that no one member of the 
team holds total control over any component of the system.   The hardware security modules are always stored in a 
physically secure environment and are subject to security controls throughout their lifecycle.   
 
6.1. Key Pair Generation And Installation 
6.1.1. Key Pair Generation  
All Key Pairs will be generated in a manner that QuoVadis, in its sole discretion, deems to be secure.  
 
QuoVadis retains the right to generate the Certificate Holder�¶�V Private Key Pair. The Certificate Holder is required to 
provide all the necessary identification and authentication information when the Digital Certificate is being requested. 
Once all of the registration information is collected by the QuoVadis Certification Authority, the Certificate Holder �¶s 
Key Pair are generated within a secure environment. QuoVadis Certificate Holders can generate their own Private Key 
prior to submitting a Digital Certificate request.   Key Generation methods and requirements differ according to the 
type of Digital Certificate requested. 
 
Certificate Holder Key Generation may be performed in hardware or software depending on the Digital Certificate 
type.  
 
All Keys for Issuing CAs, Registration Authorities and Registration Authority Officers must be randomly generated on 
an approved cryptographic token in a physically secure environment.  CA Certificate signing keys are only used within 
this secure environment.  Any pseudo random numbers used for Key generation material will be generated by a 
FIPS-approved method. 
 
6.1.2. Private Key Delivery To Certificate Holder 
In most cases, a Private Key will be generated and remain within the Cryptographic Module. If the owner of the 
Cryptographic Module generates the Key, then there is no need to deliver the Private Key. If a Key is not generated 
by the intended Key holder, then the person generating the Key in the Cryptographic Module (e.g., smart card) must 
securely deliver the Cryptographic Module to the intended Key holder. Accountability for the location and state of the 
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6.1.4. Certification Authority Public Key To Relying Parties 
QuoVadis Public Keys are securely delivered to software providers to serve as trust anchors in commercial browsers 
and operating system root stores, or may be specified in a Certificate validation or path discovery policy file.  Relying 
Parties may also obtain QuoVadis self-signed CA Certificates containing the Public Key from the QuoVadis web site.   



QuoVadis Certificate Policy/Certification Practice Statement Version 4.9  

Copyright QuoVadis Limited:  Public Document Page 29  









QuoVadis Certificate Policy/Certification Practice Statement Version 4.9  

Copyright QuoVadis Limited:  Public Document Page 33  

 
7.1.1. Basic Certificate Contents 
 

FIELDS CONTENT DEMARCATION  
Version  
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7.5. Digital Certificate Fields and Root CA Certificate Hashes  
7.5.1. Digital Certificate Fields 
 

 



QuoVadis Certificate Policy/Certification Practice Statement Version 4.9  





QuoVadis Certificate Policy/Certification Practice Statement Version 4.9  





QuoVadis Certificate Policy/Certification Practice Statement Version 4.9  

Copyright QuoVadis Limited:  Public Document Page 41  

9.2.1. Insurance Coverage 
QuoVadis maintains in full force and effect a liability insurance policy.  In accordance with the requirement of ZERT 
ES, policy limits concerning Qualified Digital Certificates are maintained in excess of the minimum requirement of CHF 
2 (Two) Million per occurrence and CHF 8 (Eight) Million annual aggregate.  
 
Within the QuoVadis PKI the Root CA and all Issuing CAs and Registration Authorities are required to demonstrate 
that they have the financial resources necessary to discharge their obligations under this CP/CPS and any other 
relevant and associated documentation or agreements.  
 
QuoVadis and each Issuing CA and/or Registration Authority shall maintain appropriate insurances necessary to 
provide for their respective liabilities as participants within the QuoVadis PKI. Failure to establish and maintain 
insurances may be the basis for the revocation of their respective Digital Certificates.  
 
9.2.2. Other Assets 
Issuing CAs and Registration Authorities shall maintain sufficient assets and financial resources to perform their 
duties within the QuoVadis PKI and be reasonably able to bear liability to Certificate Holders and Relying Parties. 
 
9.2.3. Insurance Or Warranty Coverage For End-Entities 
QuoVadis will give advice to and support the QuoVadis Certificate Holders and QuoVadis Relying Parties on questions 
relating to the different types of insurance available. 
 
QuoVadis Certificate Holders are entitled to apply to commercial insurance providers for financial protection against 
accidental occurrences such as theft, corruption, loss or unintentional disclosure of the Private Key that corresponds 
to the Public Key in their QuoVadis Digital Certificate.  
 
QuoVadis Relying parties are entitled to apply to commercial insurance providers for protection against financial loss. 
 
9.2.4. Fiduciary Relationships 
QuoVadis is not the agent, fiduciary or other representative of any Certificate Holder and/or Relying Party and must 
not be represented by the Certificate Holder and/or Relying Party to be so. Certificate Holders and/or Relying Parties 
have no authority to bind QuoVadis by contract or otherwise, to any obligation.  
 
Participation in the QuoVadis PKI does not make any participant an agent, fiduciary, trustee, or other representative 
of any entity, legal or otherwise. Nothing contained in this QuoVadis CP/CPS or in any corresponding Certificate 
Holder or Relying Party Agreement shall be deemed to constitute QuoVadis, QuoVadis PKI Participants or any of their 
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9.4. Privacy Of Personal Information  
9.4.1. Privacy Plan 
QuoVadis, Issuing CAs, Registration Authorities, Certificate Holders, Relying Parties and all others using or accessing 
any personal data in connection with matters dealt with this CP/CPS shall comply with the Council Directive 95/46/EC 
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For Qualified Certificates issued in accordance with European/Dutch Digital Signature laws, Certificate 
Holders expressly consent to personal data in the form of the data included in the Certificate Fields 
being transferred outside of The Netherlands and published in a repository which makes this 
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9.8.5. Claims Against QuoVadis Liability 
9.8.5.1. Notification Period 
QuoVadis shall have no obligation pursuant to any claim for breach of its obligations hereunder unless the claiming 
party gives notice to QuoVadis within ninety (90) days after the claiming party knew or ought reasonably to have 
known of a claim, and in no event more than three years after the expiration of the Digital Certificate held by the 
claiming party. 
 
9.8.5.2. Mitigating Acts And Disclosure Of Supporting Information  
As a p�U�H�F�R�Q�G�L�W�L�R�Q���W�R���4�X�R�9�D�G�L�V�¶���S�D�\�P�H�Q�W���R�I���D�Q�\���F�O�D�L�P���X�Q�G�H�U���W�K�H���W�H�U�P�V���R�I���W�K�L�V���4�X�R�9�D�G�L�V��CP/CPS, a claiming party shall 
do and perform, or cause to be done and performed, all such further acts and things, and shall execute and deliver 
all such further agreements, instruments, and documents as QuoVadis may reasonably request in order to investigate 
a claim of loss made by a claiming party. 
 
9.9. Indemnities 
Indemnity provisions and obligations are contained within relevant contractual documentation. 
 
9.10. Term And Termination 
9.10.1. Term 
This CP/CPS becomes effective upon publication in the QuoVadis Repository. Amendments to this CP/CPS become 
effective upon publication in the QuoVadis Repository. 
 
9.10.2. Termination 
This CP/CPS shall remain in force until it is amended or replaced by a new version. 
 
9.10.3. Effect Of Termination And Survival 
The provisions of this QuoVadis CP/CPS shall survive the termination or withdrawal of a Certificate Holder or Relying 
Party from the QuoVadis PKI with respect to all actions based upon the use of or reliance upon a Digital Certificate or 
other participation within the QuoVadis PKI. Any such termination or withdrawal shall not act so as to prejudice or 
affect any right of action or remedy that may have accrued to any person up to and including the date of withdrawal 
or termination. 
 
9.11. Individual Notices And Communications With Participants 
Electronic mail, postal mail, fax, and web pages will all be valid means for QuoVadis to provide any of the notices 
required by this QuoVadis CP/CPS, unless specifically provided otherwise. Electronic mail, postal mail, and fax will all 
be valid means of providing any notice required pursuant to this QuoVadis CP/CPS to QuoVadis unless specifically 
provided otherwise (for example in respect of revocation procedures). 
 
9.12. Amendments 
9.12.1. Procedure For Amendment 
Amendments to this CP/CPS are made and approved by the QuoVadis Policy Management Authority. Amendments 
shall be in the form of an Amended CP/CPS or a replacement CP/CPS. 
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9.16. Miscellaneous Provisions 
Not Applicable. 
 
9.16.1. Entire Agreement 
Not Applicable. 
 
9.16.2. Assignment 
Not Applicable. 
 
9.16.3. Severability 
Any provision of this QuoVadis CP/CPS that is determined to be invalid or unenforceable will be ineffective to the 
extent of such determination without invalidating the remaining provisions of this QuoVadis CP/CPS or affecting the 
validity or enforceability of such remaining provisions. 
 
9.16.4. �(�Q�I�R�U�F�H�P�H�Q�W�����$�W�W�R�U�Q�H�\�V�¶���)�H�Hs And Waiver Of Rights) 
The failure or delay of QuoVadis to exercise or enforce any right, power, privilege, or remedy whatsoever, howsoever 
or otherwise conferred upon it by this QuoVadis CP/CPS ; shall not be deemed to be a waiver of any such right or 
operate so as to bar the exercise or enforcement thereof at any time or times thereafter, nor shall any single or 
partial exercise of any such right, power, privilege or remedy preclude any other or further exercise thereof or the 
exercise of any other right or remedy.  No waiver shall be effective unless it is in writing.  No right or remedy 
conferred by any of the provisions of this QuoVadis CP/CPS is intended to be exclusive of any other right or remedy, 
except as expressly provided in this QuoVadis CP/CPS, and each and every right or remedy shall be cumulative and 
shall be in addition to every other right or remedy given hereunder or now or hereafter existing in law or in equity or 
by statute or otherwise. 
 
9.16.5. Force Majeure 
QuoVadis accepts no liability for any breach of warranty, delay or failure in performance that results from events 
beyond its control such as acts of God, acts of war, acts of terrorism, epidemics, power or telecommunication 
services failure, fire, and other natural disasters.  See also Section 9.8.3 (Excluded Liability) above. 
 
9.17. Other Provisions 
No Stipulation. 
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10.  APPENDIX A 
10.1. Digital Certificate Profiles 
 
Within the QuoVadis PKI an Issuing CA can only issue Digital Certificates with approved Digital Certificate Profiles. All 
Digital Certificate Profiles within the QuoVadis PKI are detailed below.  
 
Procedures for Certificate Holder registration as well as descriptions of fields are described below for each type of 
Digital Certificate issued.  Additionally, specific Certificate Policies and QuoVadis�¶ liability arrangements that are not 
described in this CP/CPS may be drawn up under contract for individual Subscribers.  
 
10.1.1. QuoVadis Certificate Class 
 
QuoVadis 
Certificate 
Class 

Description  QuoVadis Certificate 
Class OID  

Assurance 
Level  

Requires 
token ?  

QV Standard Meets or exceeds the requirements of 
the ETSI Lightweight Certificate Policy 
(LCP).   
 

1.3.6.1.4.1.8024.1.100 Low Optional 

QV Advanced Based on the ETSI Normalised Certificate 
Policy (NCP).  Feat( )6(Ce)7sgo486.35(t( ) re f* 486.35(t(u98a6.35(t(u98a6.35(t(u98a6/b)6(Ec)-5()-5()-5()-5()-5()-5()-55.16 re W* n BT /TT1 9 Tf 148g)-5(y).r.0.0BT /c 2.4825/b)6(Ec)-5()to5()-5()-5()-5()-5()-55.16 re W* n BT /TT1 9 Tf 148g)-5(y).r270.29/b)6(Ec)-5()-5()-5()-5()-5()-5()-55.16 re W* n BT /TT1 9 Tf 148g)-5(y).r2748 3W* n BT /TT1 )5(t(3[(P)4(o)-3(Td [(Me))3(c)-5(a)5(t)-12(e)6( )]TJ ET Q q 143.42 446.83 175.82 65.16 re W*81.27 /TT1 )-6( )6(thv [(QTS)-4e Tfnt)-5(4[(P--3(.)-uththe)2(e)6(g)6(Td [(Q 491  Tf 148.f  Tfh)6( ) 148.5d)9)2(e)Me)cate 
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10.1.2. Key Usage and Archive 
 
Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for key archive, 
according to the following table:
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10. 2. QV Standard 
 

PURPOSE 
Standard Digital Certificates provide flexibility for a range of uses appropriate to their reliance value including 
electronic signatures, authentication, and encryption.  
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10. 3. QV Advanced 
 

PURPOSE 
�$�G�Y�D�Q�F�H�G���’�L�J�L�W�D�O���&�H�U�W�L�I�L�F�D�W�H�V���S�U�R�Y�L�G�H���U�H�O�L�D�E�O�H���Y�H�W�W�L�Q�J���R�I���W�K�H���K�R�O�G�H�U�¶�V���L�Gentity and may be used for a broad range of 
applications including digital signatures, encryption, and authentication.  
 
REGISTRATION PROCESS  
Validation procedures for QuoVadis Advanced Digital Certificates are based on the Normalised Certificate Policy 
(NCP) described in ETSI TS 102 042.  Advanced validation is intended to provide equivalent quality to the QCP 
policy specified in ETSI TS 101 456 but without the legal constraints of the Electronic Signatures Directive 
(1999/93/EC).   
 
Unless the Certificate Holder has already been identified by the RA through a face-to-face identification meeting, 
accepted Know Your Customer (KYC) standards or a contractual relationship with the RA, validation requirements 
for a Certificate Holder shall include the following:  
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10.4.2 SuisseID Identity and Authentication Certificates 
 

PURPOSE 
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State/Province State/Province Holder Variable 
Country Country Holder Variable 
Email Address (E) aaa@bbb.xx.yy or aaa@bbb.com  Holder Variable 
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10. 5.  QV Qualified 
10. 5.1. Qualified Certificate Profile 
Please note that where a Qualified Personal Digital Certificate is issued within the meaning of EU Directive 
1999/93/EC, the individual applying for the Qualified Personal Digital Certificate must undergo a face-to -face identity 
verification procedure.  
 

PURPOSE 
The purpose of a Qualified Digital Certificate is to identify the Certificate Holder with a high  level of assurance, for 
the purpose of creating Qualified electronic signatures meeting the qualification requirements defined by the 
applicable legal framework of the Electronic Signatures Directive (1999/93/EC).  The QuoVadis Qualified Certificate 
Class is trusted in the Adobe Approved Trust List (AATL). 
 
REGISTRATION PROCESS  
Validation procedures for QuoVadis Qualified Digital Certificates are consistent with the Qualified Certificate Policy + 
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10.5.4. SuisseID Qualified Certificates 
 

PURPOSE 
SuisseID is the first standardised electronic proof of identity in Switzerland  (
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Organisation (O) Organisation legal name  Holder Variable 
Locality Locality Holder Variable 
State/Province State/Province Holder Variable 
Country Country Holder Variable 
Email Address (E) aaa@bbb.xx.yy or aaa@bbb.com  Holder Variable 
Subject Public Key Information RSA (2048 bit) / System Generated  Fixed 

Extensions   
Key Usage (Critical) DigitalSignature, Non Repudiation Fixed 
Certificate Policies  

CertPolicyID (SuisseID) 2.16.756.5.26.1.1.1 Fixed 
User Notice SuisseID qualified certificate Fixed 
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10. 6. QV Closed Community  
Closed Community Issuing CAs can, under contract, create Certificate Profiles to match the QuoVadis Standard 
Commercial Certificate for issuance to employees and affiliates. 
 
Certificates issued by Closed Community Issuing CAs are for reliance by members of that community only, and as 
such a Closed Community Issuing CA can, by publication of a stand-alone Certificate Policy to its community issue 
various Certificates that differ from the Standard Commercial Certificate. 
 
QuoVadis must approve all closed community certificate policies to ensure that they do not conflict with the terms of 
the QuoVadis CP/CPS. 
 
Under no circumstances can Closed Community Issuing CAs issue Qualified Certificates under the Swiss Digital 
Signature law. 
 
10. 6.1. Grid Certificates 
This section provides an overview of the requirements and Digital Certificate contents for Grid Digital Certificates 
issued in accordance with the requirements of the International Grid Trust Federation (IGTF) or one of its member 
bodies.  The IGTF is the body that is responsible for establishing common policies and guidelines between its 
member Policy Management Authorities (PMAs).  The IGTF consists of the Asia Pacific Grid Policy Management 
Authority (APGridPMA), the European Policy Management Authority for Grid Authentication in e-Science (EUGridPMA) 
and The Americas Grid Policy Management Authority (TAGPMA).   
 
This section (10.6.1) of the CP/CPS relates only to Grid Certificates, which may only be used for Grid related 
purposes.  In relation to Grid Certificates, this section of the CP/CPS will take precedence over the remainder of the 
CP/CPS if there are any conflicts or contradictions.  Major changes to this CP/CPS relating to Grid Digital Certificates 
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10.6. 1.1. Grid End User Certificate 
 

PURPOSE 
Grid technology provides the software infrastructure for sharing of computing resources across various domains.  
The purpose of a Grid End User Certificate is to help the Certificate Holder to access the Grid services that require 
Certificate-based authentication.    
REGISTRATION PROCESS  
The identity vetting of all Applicants must be performed by an approved Registration Authority (RA).  Face to face 
registration is required at the RA or alternatively the Applicants can have their identity vetted at a post office  
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10.6.1.2. Grid Server Certificate 
 

PURPOSE 
Grid technology provides the software infrastructure for sharing of computing resources across various domains.  
The purpose of a Grid Server Certificate is to help secure communications with Grid servers. 
 
REGISTRATION PROCESS  





QuoVadis Certificate Policy/Certification Practice Statement Version 4.9  

Copyright QuoVadis Limited:  Public Document Page 68  

11. APPENDIX B 
11. 1. Definitions and  Acronyms 
 
In this QuoVadis CP/CPS the following Key terms and Abbreviations shall have the following meaning in the operation 
of the QuoVadis PKI unless context otherwise requires: 
 
�‡Applicant �·�� �P�H�D�Q�V�� �D�Q�� �,�Q�G�L�Y�L�G�X�D�O�� �R�U�� �2�U�J�D�Q�L�V�D�W�L�R�Q�� �W�K�D�W�� �K�D�V�� �V�X�E�P�L�W�W�H�G�� �D�Q�� �D�S�S�O�L�F�D�W�L�R�Q�� �I�R�U�� �W�K�H�� �L�V�V�X�H�� �R�I�� �D��Digital 
Certificate. 

�‡Application Software Vendors �·�� �P�H�D�Q�� �W�K�R�V�H developers of Internet browser software or other software that 
displays or uses certificates and distribute Root Certificates embedded in their software, including but not limited to 
KDE, Microsoft Corporation, Mozilla Corporation, Opera Software ASA, Red Hat Inc., Adobe, etc. 

�‡Authorised Relying Party �·���P�H�D�Q�V���D�Q���,�Q�G�L�Y�L�G�X�D�O���R�U���2�U�J�D�Q�L�V�D�W�L�R�Q���W�K�D�W���K�D�V���H�Q�W�H�U�H�G���L�Q�W�R���D���5�H�O�\�L�Q�J���3�D�U�W�\���$�J�U�H�H�P�H�Q�W��
authorizing that person or Organisation to exercise Reasonable Reliance on Digital Certificates, subject to the terms 
and conditions set forth in the applicable Relying Party Agreement. 

�‡Authentication �·�� �P�H�D�Q�V�� �W�K�H�� �S�U�R�F�H�G�X�U�H�V�� �D�Q�G�� �U�H�T�X�L�U�H�P�H�Q�W�V���� �L�Q�F�O�X�G�L�Q�J�� �W�K�H�� �S�U�R�G�X�F�W�L�R�Q�� �R�I�� �G�R�F�X�P�H�Q�W�D�W�L�R�Q�� ���L�I��
applicable) necessary to ascertain and confirm an Identity. Authentication procedures are designed and intended to 
�S�U�R�Y�L�G�H���D�J�D�L�Q�V�W���I�U�D�X�G�����L�P�L�W�D�W�L�R�Q���D�Q�G���G�H�F�H�S�W�L�R�Q�����‡�$�X�W�K�H�Q�W�L�F�D�W�H�·���D�Q�G���‡�$�X�W�K�H�Q�W�L�F�D�W�H�G�·���W�R���E�H���F�R�Q�V�W�U�X�H�G���D�F�F�R�U�G�L�Q�J�O�\���� 

�‡Certification
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�‡Counterparty �·���P�H�D�Q�V���D���S�H�U�V�R�Q���W�K�D�W���L�V���N�Q�R�Z�Q���W�R���D���1�R�P�L�Q�D�W�L�Q�J���5�H�J�L�V�W�U�D�W�L�R�Q���$�X�W�K�R�U�L�W�\���R�U���L�W�V���U�H�V�S�H�F�W�L�Y�H���6�X�E�V�L�G�L�D�U�L�H�V��
or Holding Companies and where the relationship with the Counterparty was established in accordance with 
recognised and documented Know Your Customer standards and with whom the Registration Authority is reliably 
able to identify the Counterparty through business records maintained by the Registration Authority or obtained from 
its respective Subsidiaries or Holding Companies. 

 �‡Cryptographic Module �·�� �P�Hans secure software, device or utility that (i) generates Key Pairs; (ii) stores 
cryptographic information; and/or (iii) performs cryptographic functions. 

�‡Digital Certificate �·�� �P�H�D�Q�V�� �D�� �G�L�J�L�W�D�O�� �L�G�H�Q�W�L�I�L�H�U�� �Z�L�W�K�L�Q�� �W�K�H�� �4�X�R�9�D�G�L�V��PKI that: (i) identifies the Issuing CA; (ii) 
identifies the Holder; (iii) contains the Holder's Public and Private Keys; (iv) specifies the Digital Certificate's 
Operational Term; (v) is digitally signed by the Issuing CA; and (vi) has prescribed Key Usages and Reliance Factor 
that governs its issuance and use whether expressly included or incorporated by reference to this CP/CPS. 

�‡Digital Signature �·���P�H�D�Q�V���G�D�W�D���D�S�S�H�Q�G�H�G���W�R�����R�U���D���F�U�\�S�W�R�J�U�D�S�K�L�F���W�U�D�Q�V�P�L�V�V�L�R�Q���R�I�����D���G�D�W�D���X�Q�L�W���W�K�D�W���D�O�O�R�Z�V���D���U�H�F�L�S�L�H�Q�W��
of the data to prove the source and integrity of the data unit. 

�‡Digital Transmission �·���P�H�D�Q�V���W�K�H���W�U�D�Q�V�P�L�V�V�L�R�Q���R�I���L�Q�I�R�U�P�D�W�L�R�Q���L�Q���D�Q���H�O�H�F�W�U�R�Q�L�F���I�R�U�P�D�W�� 

�‡Device �·�� �P�H�D�Q�V�� �V�R�I�W�Z�D�U�H���� �K�D�U�G�Z�D�U�H�� �R�U�� �R�W�K�H�U�� �H�O�H�F�W�U�R�Q�L�F�� �R�U�� �D�X�W�R�P�D�W�H�G�� �P�H�D�Q�V�� �F�R�Q�I�L�J�X�U�H�G�� �W�R�� �D�F�W�� �L�Q�� �D�� �S�D�U�W�L�F�X�O�D�U�� �Z�D�\��
without human intervention. 

�‡Device Certificate �·���P�H�D�Q�V���D���’�L�J�L�W�D�O���&�H�U�W�L�I�L�F�D�W�H���L�V�V�X�H�G���W�R���L�G�H�Q�W�L�I�\���D���’�H�Y�L�F�H�� 

�‡Distinguished Name �·���P�H�D�Q�V���W�K�H���X�Q�L�T�X�H���L�G�H�Q�W�L�I�L�H�U���I�R�U���W�K�H���+�R�O�G�H�U���R�I���D���’�L�J�L�W�D�O���&�H�U�W�L�I�L�F�D�W�H�� 

�‡Federal Information Processing Standards �·�� �P�H�D�Q�V�� �W�K�H�� �V�W�D�Q�G�D�U�G�V�� �W�K�D�W�� �G�H�D�O�� �Z�L�W�K�� �D�� �Z�L�G�H�� �U�D�Q�J�H�� �R�I�� �F�R�P�Suter 
system components including: hardware, storage media, data files, codes, interfaces, data transmission, networking, 
data management, documentation, programming languages, software engineering, performance and security. 

�‡Identify �·���P�H�D�Q�V���D���S�U�R�F�H�V�V���W�R���G�Lstinguish a subject or entity from other subjects or entities. 

�‡Identity �·���P�H�D�Q�V���D���V�H�W���R�I���D�W�W�U�L�E�X�W�H�V���Z�K�L�F�K���W�R�J�H�W�K�H�U���X�Q�L�T�X�H�O�\���L�G�H�Q�W�L�I�\���D natural person or entity. 

�‡Identification �·���P�H�D�Q�V���U�H�O�L�D�Q�F�H���R�Q���G�D�W�D���W�R���G�L�V�W�L�Q�J�X�L�V�K���D�Q�G���,�G�H�Q�W�L�I�\���D natural person or entity. 

�‡Individual �·���P�H�D�Q�V���D���Q�D�W�X�U�D�O���S�H�U�V�R�Q�� 

�‡Issuing Certification Authority �·�����‡�,�V�V�X�L�Q�J�� �&�$�·����means a Certification Authority duly authorised to operate by 
QuoVadis to issue Digital Certificates to Certificate Holders within the QuoVadis PKI. 

�‡Issuing Certification Authority Agreement �·�� �D�Q�� �D�J�U�H�H�P�H�Q�W���H�Q�W�H�U�H�G���L�Q�W�R�� �E�H�W�Z�H�H�Q�� �4�X�R�9�D�G�L�V�� �D�Q�G�� �D�Q�� �,�V�V�X�L�Q�J��CA 
to provide Issuing CA services within the QuoVadis PKI. 

�‡I ssuing Certification Authority Certificate
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�‡Participants �·�� �P�H�D�Q�V�� �S�D�U�W�L�F�L�S�D�Q�W�V�� �Z�L�W�K�L�Q�� �W�K�H�� �4�X�R�9�D�G�L�V��PKI and include (i) Issuing CAs and their Subsidiaries and 
Holding Companies; (ii) Registration Authorities and their Subsidiaries and Holding Companies; (iii) Certificate 
Holders, (including Certificate Applicants); (iv) Authorised Relying Parties. 

�‡PKCS�·���P�H�D�Q�V���3�X�E�O�L�F-Key Cryptography Standard.  

�‡Policy Management Authority �·�� �P�H�D�Q�V�� �W�K�H�� �4�X�R�9�D�G�L�V�� �E�R�G�\�� �U�H�V�S�R�Q�V�L�E�O�H�� �I�R�U�� �R�Y�H�U�V�H�H�L�Q�J�� �D�Q�G�� �D�S�S�U�R�Y�L�Q�J CP/CPS 
amendments and general management. 

�‡Proprietary Marks �·�� �P�H�D�Q�V�� �D�Q�\�� �S�D�W�H�Q�W�V�� ���S�H�Q�G�L�Q�J�� �R�U�� �R�W�K�H�U�Z�L�V�H������ �W�U�D�G�H�� �P�D�U�N�V���� �W�U�D�G�H�� �Q�D�P�H�V���� �O�R�J�R�V���� �U�H�J�L�V�W�H�U�H�G��
designs, symbols, emblems, insignia, fascia, slogans, copyrights, know-how, information, drawings, plans and other 
identifying materials whether or not registered or capable of registration and all other proprietary rights whatsoever 
owned by or available to QuoVadis adopted or designated now or at any time hereafter by QuoVadis for use in 
connection with the QuoVadis PKI. 

�‡Private Key �·�� �P�H�D�Q�V�� �D�� �.�H�\�� �I�R�U�P�L�Q�J�� �S�D�U�W�� �R�I�� �D�� �.�H�\�� �3�D�L�U�� �W�K�D�W�� �L�V�� �U�H�T�X�L�U�H�G�� �W�R�� �E�H�� �N�H�S�W�� �V�H�F�U�H�W�� �D�Q�G�� �N�Q�R�Z�Q�� �R�Q�O�\�� �W�R�� �W�K�H��
person that holds it. 

�‡Public Key�·���P�H�D�Q�V���D���.�H�\���I�R�U�P�L�Q�J���S�D�U�W���R�I���D���.�H�\���3�D�L�U���W�K�D�W���F�D�Q���E�H���P�D�G�H���S�X�E�O�L�F�� 

�‡Public Key Infrastructure �· (PKI)  means a system for publishing the Public Key values used in public key 
cryptography. Also a system used in verifying, enrolling, and certifying users of a security application. 

�‡Qualified Certificate
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�‡Root Certification Authority �·�� �P�H�D�Q�V�� �4�X�R�9�D�G�L�V�� �D�V�� �W�K�H�� �V�R�X�U�F�H��Certification Authority being a self-signed 
Certification Authority that signs Issuing CA Certificates. 

�³�6�H�F�X�U�H���6�L�J�Q�D�W�X�U�H���&�U�H�D�W�L�R�Q���'�H�Y�L�F�H�´ (SSCD)  means a secure container specifically designed to carry and protect 
a digital certificate, which meets the following requirements laid down in annex III of Directive 1999/93/EC: 

1. Secure signature-creation devices must, by appropriate technical and procedural means, ensure at the least 
that: 

(a) the signature-creation-data used for signature generation can practically occur only once, and that 
their secrecy is reasonably assured; 
(b) the signature-creation-data used for signature generation cannot, with reasonable assurance, be 
derived and the signature is protected against forgery using currently available technology; 
(c) the signature-creation-data used for signature generation can be reliably protected by the legitimate 
signatory 
against the use of others. 


