
 
 
 
 
 

 

 
 
 
 
 

QUOVADIS ROOT CERTIFICATION AUTHORITY 
CERTIFICATE POLICY/ 
CERTIFICATION PRACTICE STATEMENT 

 
OIDs:   1.3.6.1.4.1.8024.0.1 
 1.3.6.1.4.1.8024.0.3 
 
Effective Date:   16 November 2010 
 
Version:    4.8 

 
 
 
 
 
 

Copyright © QuoVadis 2010. All rights reserved.  This document shall not be duplicated, used, or disclosed in whole 
or in part for any purposes other than those approved by QuoVadis. 



QuoVadis Certificate Policy/Certification Practice Statement Version 4.8  

Copyright QuoVadis Limited:  Public Document 

http://www.quovadisglobal.com/




QuoVadis Certificate Policy/Certification Practice Statement Version 4.8  

Copyright QuoVadis Limited:  Public Document Page iii    

5.8. Certification Authority And/Or Registration Authority Termination ...................................................... 26 
6. TECHNICAL SECURITY CONTROLS .................................................................................................... 27 

6.1. Key Pair Generation And Installation ............................................................................................... 27 
6.2. Private Key Protection And Cryptographic Module Engineering Controls........................................D0 9 84 66TT2 17......8(27)Tj
EMC 
/Span <</MCI5.... 6.2.



QuoVadis Certificate Policy/Certification Practice Statement Version 4.8  

Copyright QuoVadis Limited:  Public Document Page 1 

1. INTRODUCTION 
1.1. Overview 
This QuoVadis CP/CPS sets out the policies, processes and procedures followed in the generation, issue, use and 
management of Key Pairs and 
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This CP/CPS undergoes a regular review process and is subject to amendment as prescribed by the QuoVadis Policy 
Management Authority.   
 
The structure of this CP/CPS is based on the RFC 3647 Certificate Policy and Certification Practices Framework, but 
does not seek to adhere to or follow it exactly. 
 
Any and all references to a Certificate Policy within every aspect the QuoVadis PKI refers to policies contained in the 
current and in-force CP/CPS.  
 
1.2. Document Name, Identification and Applicability 
The Private Enterprise Object Identifier (OID) assigned by the Internet Assigned Numbers Authority to QuoVadis is 
1.3.6.1.4.1.8024. 
 
The Object Identifiers assigned to the Root CAs covered by this CP/CPS are: 
 
�x QuoVadis Root Certification Authority  1.3.6.1.4.1.8024.0.1 
�x QuoVadis Root CA 3    1.3.6.1.4.1.8024.0.3 
 
The QuoVadis Root Certification Authority has cross-certified the QuoVadis Root CA 2.  QuoVadis Root CA 2 is used to 
issue Extended Validation (EV) SSL Certificates associated with EV OID 1.3.6.1.4.1.8024.0.2.100.1.2, Business SSL 
Certificates and also Trusted Code Signing Certificates.  Digital Certificates issued under Root CA 2 have their own 
CP/CPS. 
 
1.3. Public Key Infrastructure Participants  
This CP/CPS outlines the roles and responsibilities of all parties involved in the generation and use of Digital 
Certificates and the operation of all QuoVadis-approved: 
 
�x Issuing CA services.  
�x Registration Authority services.  
 
QuoVadis, in its capacity as the Certification Authority, holds the QuoVadis Root Certificates. The QuoVadis Root CA 
represents the apex of the QuoVadis PKI. The QuoVadis Root CA digitally creates, signs and issues Issuing CA 
Certificates using one of the Root Certificates identified above. Issuing CA Certificates are only issued to Approved 
Issuing CAs. An Approved Issuing CA utilises its Issuing CA Certificate to create, sign and issue Digital Certificates.  
 
Approved Registration Authorities act as the interface between Issuing CAs and an Applicant for a Digital Certificate. 
Approved RAs perform due diligence on potential Certificate Holders and only successful applicants are approved and 
receive Digital Certificates.  
 
An Authorised Issuing CA may also issue Device Certificates to itself, Subsidiaries or Holding Companies to Identify 
and Authenticate its Devices. Approved RAs perform due diligence on potential Device Certificate Holders and only 
successful Device Certificate applicants are approved and receive Device Certificates. 
 
If you are not familiar with Common Terms usually employed in a PKI please refer to the Key Terms and Definitions 
in Appendix B. 
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The diagram below illustrates the components of the QuoVadis PKI: 
 
 

 
 
QuoVadis provides identification and authentication services for Certificate Holders, servers, and personal computer 
or network devices. The registration procedures set out in this CP/CPS 
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�x QuoVadis Root CA 3 
 
This CP/CPS relates to the ”QuoVadis Root Certification Authority” and “QuoVadis Root CA 3” only.  “QuoVadis Root 
CA 2” has a separate CP/CPS. 
 
1.3.1.2 QuoVadis Obligations 
QuoVadis is obligated to operate the QuoVadis Root Certification Authority, QuoVadis Issuing CAs, and QuoVadis RAs 
in accordance with this QuoVadis CP/CPS and other relevant operational policies and procedures with respect to the 
issuance and management of Digital Certificates. 
 
1.3.1.3 Issuing Certification Authorities 
Issuing CAs may be operated by QuoVadis or by other Organisations that have been authorised by QuoVadis to 
participate within the QuoVadis PKI to issue, revoke and otherwise manage Digital Certificates in accordance with 
their respective Issuing CA Agreements and this CP/CPS. Generally, Issuing CAs will be authorised to issue and 
manage all types of Digital Certificates supported by this CP/CPS.  
 

 

 
 

 
In accordance with the Swiss Digital Signature law, Qualified Certificates will only be issued from 
Issuing CAs owned and operated by QuoVadis. 

 

 

 

 
In accordance with the European/Dutch Digital Signature law, Qualified Certificates will only be issued 
from Issuing CAs owned and operated by QuoVadis. 

 

 
An Organisation wishing to participate in the QuoVadis PKI in the capacity of an Issuing CA mu
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1.3.3.2. Accepted Limitation Of Liability 
Digital Certificates include 
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According to Swiss Digital Signature law (ZertES), TAV SR 943.032.1 and ETSI TS 101 456 the only 
appropriate use for Qualified Digital Certificates is signing. 
 

 

 

 
According to European/Dutch Digital Signature law and ETSI TS 101 456 the only appropriate use for 
Qualified Digital Certificates is signing. 

 
 

 
No reliance may be placed on Digital Certificates and Digital Certificates may not be used in circumstances (i) where 
applicable law or regulation prohibits their use; (ii) in breach of this QuoVadis CP/CPS or the relevant Certificate 
Holder or Relying Party Agreement; (iii) in any circumstances where the use of Digital Certificates could lead to 
death, injury, or damage 
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An Issuing CA within the QuoVadis PKI may accept the following Non-Verified Certificate Holder Information for other 
classes of Digital Certificate: 
�x Organisational Unit (OU) 
�x Other information that is permitted as Non-Verified 
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4.2.3. Time To Process Certificate Applications 
Registration Authorities and Issuing CAs operating within the QuoVadis PKI are under no obligation to process Digital 
Certificate Applications other than within a commercially reasonable time.  
 
4.3. Certificate Issuance 
4.3.1. Certification Authority Actions During Certificate Issuance  
Digital Certificate issuance is governed by and should comply with the practices described in and any requirements 
imposed by the QuoVadis CP/CPS. 
 
4.3.1.1. QuoVadis Root Certification Authority 
The Root Certification Authority Certificate has been self-generated and self-signed. 
 
4.3.1.2. QuoVadis Issuing Certification Authority Certificates 
Upon accepting the terms and conditions of the QuoVadis Issuing CA Agreement by the Issuing CA, successful 
completion of the Issuing CA application process as prescribed by QuoVadis, and final approval of the application by 
the QuoVadis Root Certification Authority, the QuoVadis Root Certification Authority issues the Issuing CA Digital 
Certificate to the relevant Issuing CA. 
 
4.3.1.3. QuoVadis Registration Authority Appointment 
Upon accepting the terms and conditions of the QuoVadis Registration Authority Agreement, successful completion of 
the Registration Authority application process and final approval of the application by the Nominating Issuing CA, the 
Registration Authority becomes duly appointed, and appropriately trained and qualified staff members of the 
Registration Authority are eligible for Registration Authority Officer Digital Certificates. 
 
4.3.1.4. Registration Authority Officer’s Certificate 
As part of the application process, Registration Authorities are required to nominate one or more persons within their 
Organ
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�x Circumstances for Certificate Renewal. 
�x Who may request certification of a new Public Key. 
�x Processing Certificate Renewal Requests. 
�x Notification of new Digital Certificate issuance to Certificate Holder. 
�x Conduct constituting acceptance of a Renewed Digital Certificate. 
�x Publication of the Renewed Digital Certificate by the Certification Authority.  
�x Notification of Digital Certificate issuance by the Certification Authority to other entities. 
 
4.7. Certificate Re-Key 
Certificate Re-Key is when all the identifying information from a Digital Certificate is duplicated in a new Digital 
Certificate, but there is a different public key and a different validity period.  Due diligence, Key Pair generation, 
delivery and management are performed in accordance with this CP/CPS.   
 
4.7.1. Circumstance For Certificate Re-Key 
Digital Certificates may be Re-Keyed upon request.   
 
4.7.2. Who May Request Re-Key 
Certificate Holders and Nominating Registration Authorities may request Digital Certificate Re-Keys.  
 
4.7.3. Processing Certificate Re-Key Request  
Digital Certificate Re-Key requests are processed in the same manner as requests for new Digital Certificates and in 
accordance with the provisions of this CP/CPS. In order to process a Re-Key request, the Certificate Holder is 
required to confirm that: 
 
�x Details contained in the original Digital Certificate application have not changed. 
�x Authenticate their identity to the Registration Authority.  
 
Using their existing Digital Certificate, the Certificate Holder may digitally sign an electronic message to the 
Nominating Registration Authority requesting that the Digital Certificate be Re-Keyed and confirming that the original 
application details have not changed.
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�x QuoVadis Certification Authority key compromise  
�x Certificate Holder profile creation error  
�x Key Compromise including unauthorised access or suspected unauthorised access to Private Keys, lost or 

suspected lost keys, stolen or suspected stolen keys, destroyed or suspected destroyed keys or superseded by 
replacement keys and a new Certificate.  

�x The Certificate Holder has failed to meet his, her or its obligations under this QuoVadis CP/CPS or any other 
agreement, regulation, or law that may be in force with respect to that Digital Certificate;  

�x The Certificate was not issued in accordance with the terms and conditions of this CP/CPS or the Certificate 
Holder provided inaccurate, false or misleading information; 

�x The Private Key corresponding to the Certificate has been used to sign, publish or distribute spyware, Trojans, 
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4.10. 
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5.3.1. Qualifications, Experience, and Clearance Requirements 
QuoVadis requires that personnel meet a minimum standard with regards to Qualifications, Experience, Clearance 
and Training. 
 
5.3.2. Background Check Procedures 
Background check procedures include but are not limited to checks and confirmation of: 
�x Previous employment 
�x Professional references 
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�x Certificate and hardware security lifecycle management is recorded. 
�x Logs recording all network traffic to and from trusted machines are recorded and audited. 
�x All aspects of the configuration of the backup site are recorded. All procedures involved in the backup process 

are recorded.  
�x All data recorded as mentioned in the above sections is backed up. Therefore, there will be two copies of all 

record/audit material, stored in separate locations to protect against disaster scenarios.  
�x All aspects of the installation of new or updated software. 
�x All aspects of hardware updates. 
�x All aspects of shutdowns and restarts. 
�x Time and date of Log Dumps. 
�x Time and date of Transaction Archive Dumps. 
�x Security profile changes 
�x Logins and logouts on servers 
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5.5. Records Archival 
5.5.1. Types Of Records Archived 
QuoVadis archives, and makes available upon authorised request, documentation related to and subject to the 
QuoVadis Document Access Policy. For each Digital Certificate, the records contain information related to creation, 
issuance, intended use, revocation and expiration. These records will include all relevant evidence in the Issuing CA's 
possession including: 
 
�x Audit logs; 
�x Digital Certificate requests and all related actions; 
�x Contents of issued Digital Certificates; 
�x Evidence of Digital Certificate acceptance and signed (electronically or otherwise) Certificate Holder  

Agreements; 
�x Revocation requests and all related actions; 
�x Archive and retrieval requests; 
�x Digital Certificate Revocation Lists posted;  
�x Audit Opinions as discussed in this QuoVadis CP/CPS; and 
�x Name of the relevant QuoVadis Registration Authority. 
 
5.5.2. Retention Period For Archive 
QuoVadis Issuing CA archives will be retained and protected against modification or destruction for a period of eleven 
(11) years.  
 
5.5.3. Protection Of Archive 
Archives shall be retained and protected against modification or destruction. Only Certification Authority Officers, the 
QuoVadis Chief Security Officer, and auditors may view the archives in whole. The contents of the archives will not 
be released as a whole, except as required by law. QuoVadis may decide to release records of individual transactions 
upon request of any of the entities involved in the transaction or their recognised representatives. A reasonable 
handling fee per record (subject to a minimum fee) will be assessed to cover the cost of record retrieval.  
 
5.5.4. Archive Backup Procedures  
QuoVadis maintains and implements backup procedures so that in the event of the loss or destruction of the primary 
archives a complete set of backup copies is readily available.  
 
5.5.5. Requirements For Time-Stamping Of Records 
QuoVadis supports time stamping of all of its records.  All events that are recorded within the QuoVadis Service 
include the date and time of when the event took place. This date and time are based on the system time on which 
the CA system is operating. QuoVadis uses procedures to review and ensure that all systems operating within the 
QuoVadis PKI rely on a trusted time source.  
 
5.5.6. Archive Collection System  
The QuoVadis Archive Collection System is internal. QuoVadis provides assistance to Issuing CAs and Registration 
Authorities within the QuoVadis PKI to preserve their audit trails.  
 
5.5.7. Procedures To Obtain And Verify Archive Information 
Only Issuing CA officers and auditors may view the archives in whole. The contents of the archives will not be 
released as a whole, except as required by law.  QuoVadis may decide to release records of individual transactions 
upon request of any of the entities involved in the transaction or their authorised representatives. A reasonable 
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5.7. Compromise And Disaster Recovery 
QuoVadis has a CA Operations Disaster & Recovery Plan (QuoVadis Business Continuity Plan). The purpose of this 
plan is to restore core business operations as quickly as practicable when systems and/or operations have been 
significantly and adversely impacted by fire, strikes, etc.  
 
QuoVadis and each Issuing CA have in place an appropriate disaster recovery and business resumption plan that 
provides for the immediate continuation of Digital Certificate revocation services in the event of an unexpected 
emergency. QuoVadis regards its disaster recovery and business resumption plan as proprietary, security-sensitive, 
and confidential. Accordingly, it is not intended to be made generally available.  
 
QuoVadis and each Issuing CA have in place an appropriate Key compromise plan detailing the activities taken in the 
event of a compromise of a QuoVadis Issuing CA Private Key.  Such plans include procedures for: 
 
�x Revoking all Digital Certificates signed with that QuoVadis Issuing CA’s Private Key; and 
�x Promptly notifying QuoVadis and all of the Holders of Digital Certificates issued by that QuoVadis Issuing CA. 
 
5.7.1. QuoVadis Business Continuity Plan  
The QuoVadis Business Continuity Plan is strictly confidential and provides for: 
 
�x Incident and compromise handling procedures. 
�x Computing resources, software, and/or corrupted data handling procedures. 
�x Entity Private Key compromise procedures. 
�x Entity Public Key Revocation procedures. 
�x Business continuity capabilities and procedures after a disaster. 
 
5.8. Certification Authority
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6.1.4. Certification Authority Public Key To Relying Parties 
QuoVadis Public Keys are securely delivered to software providers to serve as trust anchors in commercial browsers 
and operating system root stores, or may be specified in a Certificate validation or path discovery policy file.  Relying 
Parties may also obtain QuoVadis self-signed CA Certificates containing the Public Key from the QuoVadis web site.   
 
6.1.5. Key Sizes 
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6.2.11. Cryptographic Module Rating 
The cryptographic modules used by the QuoVadis PKI are validated to FIPS 140-2 Level-3 and/or EAL 4 security 
standards. 
 

 

 
 

 
For Qualified Certificates, in accordance with Swiss Digital Signature law, the Certificate Holder 
Private Keys are generated and stored on a Secure Signature Creation Device that meets or 
exceeds EAL 4 standards. 

 

 

 

 
For Qualified Certificates, in accordance with European/Dutch Digital Signature law, the Certificate 
Holder Private Keys are generated and stored on a Secure Signature Creation Device that meets or 
exceeds EAL 4 standards. 

 
 
6.3. Other Aspects Of Key Pair Management 
6.3.1. Public Key Archival 
Public Keys will be recorded in Digital Certificates that will be archived in the Repository. No separate archive of 
Public Keys will be maintained.  
 
6.3.2. Certificate Operational Periods And Key Pair Usage Periods 
Usage periods for Public Keys and Private Keys shall match the usage periods for the Digital Certificate that binds the 
Public Key to an Individual, Organisation, or Device. Please see the variable Issuing Certificate Authority ‘Valid From’ 
and ‘Valid To’ fields in the Certificate Profiles outlined in Appendix A.  
 
The maximum validity periods for Digital Certificates issued within the QuoVadis PKI are:  

 
�x Root CA Certificate          25 years 
�x All Issuing CA Certificates        10 years 
�x Qualified Certificates         1 to 3 years  
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7.1.1. Basic Certificate Contents 
 

FIELDS CONTENT DEMARCATION 
Version The version of the encoded certificate.  QuoVadis certificates are 

Version 3 
Fixed 

Serial Number 



QuoVadis Certificate Policy/Certification Practice Statement Version 4.8  

Copyright QuoVadis Limited:  Public Document Page 34 

FIELDS CONTENT     DEMARCATION 
Certificate Policies This extension contains Object Identifiers (OIDS) as well as a URL
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7.1.5. Name Constraints 
See 3.1.1 
 
7.1.6. CP/CPS Object Identifier 
The Object Identifiers (OIDs) assigned to this CP/CPS are 1.3.6.1.4.1.8024.0.1 and 1.3.6.1.4.1.8024.0.3. 
 
7.1.7. Usage Of Policy Constraints Extension  
No Stipulation.  
 
7.1.8. 
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8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS 
8.1. 
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9.2.1. Insurance Coverage 
QuoVadis maintains in full force and effect a liability insurance policy.  In accordance with the requirement of ZERT 
ES, policy limits concerning Qualified Digital Certificates are maintained in excess of the minimum requirement of CHF 
2 (Two) Million per occurrence and CHF 8 (Eight) Million annual aggregate.  
 
Within the QuoVadis PKI the Root CA and all Issuing CAs and Registration Authorities are required to demonstrate 
that they have the financial resources necessary to discharge their obligations under this CP/CPS and any other 
relevant and associated documentation or agreements.  
 
QuoVadis and each Issuing CA and/or Registration Authority shall maintain appropriate insurances necessary to 
provide for their respective liabilities as participants within the QuoVadis PKI. Failure to establish and maintain 
insurances may be the basis for the revocation of their respective Digital Certificates.  
 
9.2.2. Other Assets 
Issuing CAs and Registration Authorities shall maintain sufficient assets and financial resources to perform their 
duties within the QuoVadis PKI and be reasonably able to bear liability to Certificate Holders and Relying Parties. 
 
9.2.3. Insurance Or Warranty Coverage For End-Entities 
QuoVadis will give advice to and support the QuoVadis Certificate Holders and QuoVadis Relying Parties on questions 
relating to the different types of insurance available. 
 
QuoVadis Certificate Holders are entitled to apply to commercial insurance providers for financial protection against 
accidental occurrences 
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For Qualified Certificates issued in accordance with European/Dutch Digital Signature laws, Certificate 
Holders expressly consent to personal data in the form of the data included in the Certificate Fields 
being transferred outside of The Netherlands and published in a repository which makes this 
information publicly available to persons searching the repository with the appropriate query string.  
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�x documented operational procedures; and 
�x applicable law and regulation. 
 
9.6.2.2 Warranties 
Authorised Registration Authorities operating within the QuoVadis PKI hereby warrant that (a) they take reasonable 
steps to verify that the information contained in any Digital Certificate is accurate at the time of issue, and (b) they 
will request that Digital Certificates be revoked by QuoVadis if they believe or are notified that the contents of the 
Digital Certificate are no longer accurate, or that the key associated with a Digital Certificate has been compromised 
in any way.  
 
9.6.3. Certificate Holder Representations And Warranties 
Certificate Holders represent and warrant that: 
 
�x The 
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For Qualified Certificates, in accordance with the Swiss Digital Signature law, namely, Art 16 of Zert 
ES: 
1. QuoVadis is liable to the Certificate Holder or the Relying Party who relies on a valid Qualified 
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�x If the Private Key associated with the Digital Certificate held by the claiming party or otherwise the subject of 
any claim has been compromised; or 

�x If the Digital Certificate held by the claiming party was issued in a manner that constituted a breach of any 
applicable law or regulation. 

�x Computer hardware or software, or mathematical algorithms, are developed that tend to make public key 
cryptography or asymmetric cryptosystems insecure, provided that QuoVadis uses commercially reasonable 
practices to protect against breaches in security resulting from such hardware, software, or algorithms; 

�x Power failure, power interruption, or other disturbances to electrical power, provided QuoVadis uses 
commercially reasonable methods to protect against such disturbances; 

�x Failure of one or more computer systems, communications infrastructure, processing, or storage media or 
mechanisms, or any sub components of the preceding, not under the exclusive control of QuoVadis and/or its 
subcontractors or service providers; or 

�x One or more of the following events: a natural disaster or Act of God (including without limitation flood, 
earthquake, or other natural or weather related cause); a labour disturbance; war, insurrection, or overt military 
hostilities; adverse legislation or governmental action, prohibition, embargo, or boycott; riots or civil 
disturbances; fire or explosion; catastrophic epidemic; trade embargo; restriction or impediment (including, 
without limitation, export controls); any lack of telecommunications availability or integrity; legal compulsion 
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9.12.2. Notification Mechanism And Period 
New or amended CP/CPSs are published on the web site at http://www.quovadisglobal.com/repository.  
 
Any change that increases the level of trust* that can be placed in Digital Certificates issued under this CP/CPS or 
under policies that make reference to this CP/CPS requires thirty (30) days prior notice.   Any change that decreases 
the level of trust that can be placed in Digital Certificates issued under this CP/CPS or under policies that make 
reference to this CP/CPS requires forty-five (45) days prior notice.  The QuoVadis CP/CPS applicable to any Digital 
Certificate supported by this CP/CPS shall be the QuoVadis CP/CPS currently in effect. 
 
* NOTE:  In this 
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10. APPENDIX A 
10.1. Digital Certificate Profiles 
 
Within the QuoVadis PKI an Issuing CA can only issue Digital Certificates with approved Digital Certificate Profiles. All 
Digital Certificate Profiles within the QuoVadis PKI are detailed below.  
 
Procedures for Certificate Holder registration as well as descriptions of fields are described below for each type of 
Digital Certificate issued.  Additionally, specific Certificate Policies and QuoVadis’ liability arrangements that are not 
described in this CP/CPS may be drawn up under contract for individual Subscribers.  
 
10.1.1. QuoVadis Certificate Class 
 
QuoVadis 
Certificate 
Class 

Description QuoVadis Certificate 
Class OID 

Assurance 
Level 

Requires 
token?  

QV Standard Meets or exceeds the requirements of 
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10.1.2. Key Usage and Archive 
 
Different QuoVadis Certificate Profiles may be issued with different key usages, and be eligible for key archive, 
according to the following table:  
 

QuoVadis 
Certificate 
Type 

Key Usage/ 
Extended Key 
Usage 

Applicability of Certificate Types to QuoVadis Certificate Classes  
 

QV Standard QV Advanced QV Advanced + 
 

QV Qualified 

Signing and 
Encryption  
 

Key Usage 
digitalSignature 
nonRepudiation 
keyEncipherment 
 
Extended Key 
Usage 
smartcardlogon 
clientAuth 
emailProtection 
 

Allowed 
(Archival 
permitted) 

Allowed 
(Archival 
permitted) 

Allowed 
(Archival not 
permitted) 

Not Allowed 

Signing   
 

Key Usage 
digitalSignature 
nonRepudiation 
 
Extended Key 
Usage 
smartcardlogon 
clientAuth 
emailProtection 
 

Allowed 
(Archival not 
permitted) 

Allowed 
(Archival not 
permitted) 

Allowed 
(Archival not 
permitted) 

Allowed 
(Archival not 
permitted) 

Encryption  
 

Key Usage 
keyEncipherment 
 
Extended Key 
Usage 
emailProtection 
 

Allowed 
(Archival 
permitted) 

Allowed 
(Archival 
permitted) 

Allowed 
(Archival not 
permitted) 

Not Allowed 

Authentication 
 
 

Key Usage 
digitalSignature 
 
Extended Key 
Usage 
smartcardlogon 
clientAuth 
 

Allowed 
(Archival not 
permitted) 

Allowed 
(Archival not 
permitted) 

Allowed 
(Archival not 
permitted) 

Not Allowed 

 
The Certificate Profiles that follow indicate the fields which are VARIABLE on initial registration by the Certificate 
Holder (“Holder Variable”) and those which are FIXED by the Issuing CA either based on policy or by IETF Standard, 
applicable law, or regulation. 
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10.2. QV Standard 
 

PURPOSE 
Standard Digital Certificates provide flexibility for a range of uses appropriate to their reliance value including 
electronic signatures, authentication, and encryption. 
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Enhanced Key Usage Smart Card Logon (Optional) Holder Variable 
Subject Alternative Name Principle Name = Email Address Holder Variable 
Certificate Policies This extension includes the QV Advanced + Certificate Class 

OID = 

s 
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10.4.1. ElDI-V/GeBüV Certificates  
 
The procedure below assumes an application by a company or organisation on behalf of its employees or devices for 
Digital Certificates.   
 

PURPOSE 
The ElDI-V/GeBüV Certificate is issued to organisations (companies, municipalities, etc.) and issued primarily to 
digitally sign electronic invoices. The Certificates may also be used for commercial purposes (such as legally-
compliant electronic archiving according to GeBüV). 
 
REGISTRATION PROCESS 
These Digital Certificates are issued in accordance with ElDI-
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10.5.  QV Qualified 
10.5.1. Qualified Certificate Profile 
Please note that where a Qualified Personal Digital Certificate is issued within the meaning of EU Directive 
1999/93/EC, the individual applying for the Qualified Personal Digital Certificate must undergo a face-to-face identity 
verification procedure.  
 

PURPOSE 
The purpose of a Qualified Digital Certificate is to identify the Certificate Holder with a high level of assurance, for 
the purpose of creating Qualified electronic signatures meeting the qualification requirements defined by the 
applicable legal framework of the Electronic Signatures Directive (1999/93/EC).  The QuoVadis Qualified Certificate 
Class is trusted in the Adobe Approved Trust List (AATL). 
 
REGISTRATION PROCESS 
Validation procedures for QuoVadis Qualified Digital Certificates are consistent with the Qualified Certificate Policy + 
SSCD (QCP public +SSCD) policy described in ETSI TS 101 456. 
 
If the Certificate Holder is a physical person, evidence of the Certificate Holder’s identity shall b
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Extensions   
Key Usage Digital Signature 

Non Repudiation 
Holder Variable 
Fixed 

Subject Alternative Name Principal Name = Email Address Holder Variable 
QC Statement PKIX 

Compliance 
1.3.6.1.5.5.7.11.2 Fixed 

QC Statement ETSI 
Compliance 

0.4.0.1862.1.1 Fixed 

Monetary Statement A monetary limit on the value of transactions for which the 
Certificate can be used. (OID 0.4.0.1862.1.2) 

Holder Variable 

SSCD Statement 0.4.0.1862.1.4 Fixed 
Certificate Policies This extension includes the following OIDs: 

1. The QV Qualified Certificate Class OID = 
1.3.6.1.4.1.8024.1.400  

2. The QCP Public + SSCD OID (0.4.0.1456.1.1) 
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10.5.4. SuisseID Qualified Certificates 
 

PURPOSE 
SuisseID is the first standardised electronic proof of identity in Switzerland (http://www.suisseid.ch/).  QuoVadis 
SuisseID Qualified Certificates are used to sign documents electronically.  The digital signature is tamperproof and 
legally equivalent to a handwritten signature.   
 
Either a Common Name or a Pseudonym is required for 
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Organisational Unit (OU) Variable Data Holder Variable 
Organisation (O) Organisation legal name  Holder Variable 
Locality Locality Holder Variable 
State/Province State/Province Holder Variable 
Country Country Holder Variable 
Email Address (E) aaa@bbb.xx.yy or aaa@bbb.com  Holder Variable 
Subject Public Key Information RSA (2048 bit) / System Generated  Fixed 

Extensions  
Key Usage (Critical) DigitalSignature, Non Repudiation Fixed 
Certificate Policies  

CertPolicyID (SuisseID) 2.16.756.5.26.1.1.1 Fixed 
User Notice SuisseID qualified certificate Fixed 

CertPolicyID (Public + SSCD) 0.4.0.1456.1.1 Fixed 
CertPolicyID (QuoVadis Cert 

Class) 
1.3.6.1.4.1.8251.28 10.3d



QuoVadis Certificate Policy/Certification Practice Statement Version 4.8  

Copyright QuoVadis Limited:  Public Document Page 64 

10.6. QV Closed Community  
Closed Community Issui
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10.6.1.1. Grid End User Certificate 
 

PURPOSE 
Grid technology provides the software infrastructure for sharing of computing resources across various domains.  
The purpose of a Grid End User Certificate is to help the Certificate Holder to access the Grid services that require 
Certificate-based authentication.    
REGISTRATION PROCESS 
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10.6.1.2. Grid Server Certificate 
 

PURPOSE 
Grid technology provides the software infrastructure for sharing of computing resources across various domains.  
The purpose of a Grid Server Certificate is to help secure communications with Grid servers. 
 
REGISTRATION PROCESS 
The identity vetting of all Applicants must be performed by an approved Registration Authority (RA).  For Grid 
Server Certificates, the RA must validate the identity and eligibility of the person in charge of the specific entities 
using a secure method.  The RA is responsible for recording, at the time of validation, sufficient information 
regarding the Applicant to identify the Applicant. 
 
As part of the registration process the RA must ensure that the Applicant is appropriately authorised by the owner 
of the associated Fully Qualified Domain Name (FQDN) or the responsible administrator of the machine to use the 
FQDN identifiers asserted in the Digital Certificate.  The RA is responsible for maintaining documented evidence on 
retaining the same identity over time.   
 
The RA must validate the association of the Certificate Signing Request.  The Certificate Request submitted for 
certification must be bound to the act of identity vetting. 
 
DIGITAL CERTIFICATE DELIVERY 
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“Counterparty” means a person that is known to a Nominating Registration Authority or its respective Subsidiaries 
or Holding Companies and where the relationship with the Counterparty was established in accordance with 
recognised and documented Know Your Customer standards and with whom the Registration Authority is reliably 
able to identify the Counterparty through business records maintained by the Registration Authority or obtained from 
its respective Subsidiaries or Holding Companies. 

 “Cryptographic Module” means 
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“Root Certification Authority” means QuoVadis as the source Certification Authority being a self-signed 
Certification Authority that signs Issuing CA Certificates. 

“Secure Signature Creation Device” (SSCD) means a secure container specifically designed to carry and protect 
a digital certificate, which meets the following requirements laid down in annex III of Directive 1999/93/EC: 

1. Secure signature-creation devices must, by appropriate technical and procedural means, ensure at the least 
that: 

(a) the signature-creation-data used for signature generation can practically occur only once, and that 
their secrecy is reasonably assured; 
(b) the signature-creation-data used for signature generation cannot, with reasonable assurance, be 
derived and the signature is protected against forgery using currently available technology; 
(c) the signature-creation-data used for signature generation can be reliably protected by the legitimate 
signatory 
against the use of others. 

2. Secure signature-creation devices must not alter the data to be signed or prevent such data from being 
presented to the signatory prior to the signature process. 

 

“Subscriber” means a natural or legal person that has entered a formal contract with QuoVadis for the issuance of 
Digital Certificates to Certificate Holders.  The Subscriber may be responsible for the identity vetting of these 
Certificate Holders.  A Subscriber may also hold a Digital Certificate (but is not required to).   

 “Token” means a Cryptographic Module consisting of a hardware object (e.g., a “smart card”), often with a memory 
and microchip.  

“Utility Certificate” means a Digital Certificate issued to a Responsible Person/s to be used in the day-to-day 
administration of the QuoVadis PKI.   

“Validation” means an online check, by Online Certificate Status Protocol request, or a check of the applicable 
Certificate Revocation List(s) (in the absence of Online Certificate Status Protocol capability) of the validity of a Digital 
Certificate and the validity of any Digital Certificate in that Digital Certificate’s Certificate Chain for the purpose of 


