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Important Note About this Document 
 
This is the Certificate Policy/Certification Practice Statement (CP/CPS) of QuoVadis Limited, (QuoVadis). It contains 
an overview of the practices and procedures that QuoVadis employs as a Certification Authority (CA). This document 
is not intended to create contractual relationships between QuoVadis Limited and any other person. Any person 
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This CP/CPS undergoes a regular review process and is subject to amendment as prescribed by the QuoVadis Policy 
Management Authority.   
 
The structure of this CP/CPS is based on the RFC 3647 
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The diagram below illustrates the components of the QuoVadis PKI: 
 
 

 
 
QuoVadis provides identification and authentication services for Digital Certificate Holders, servers, and personal 
computer or network devices. The registration procedures set out in this CP/CPS and in Appendix A define the 
credentials necessary to establish the identity of an individual or entity.  
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For Qualified Digital Certificates according to the Swiss Digital Signature Law, all identification 
processes for individuals require applicants to present themselves for face-to-face verification. 

 

 

 

 
For Qualified Digital Certificates according to the European/Dutch Digital Signature Law, all 
identification processes for individuals require applicants to present themselves for face-to-face 
verification. 

 
 
QuoVadis has established the QuoVadis Root Certification Authority under which a number of subordinate services 
operate.  These subordinate services within the QuoVadis PKI are either: 
 
�x managed and operated by QuoVadis; or 
�x managed by clients but operated by QuoVadis (outsourced services); or 
�x managed and operated by clients (external services). 
 
This  
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�x They follow a privacy policy in accordance with this CP/CPS and applicable Issuing Certification Authority 
Agreement. 

 
1.3.2. Registration Authorities and Their Obligations 
Issuing CAs 
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1.3.3.2. Accepted Limitation Of Liability 
Digital Certificates include a brief statement detailing limitations of liability and disclaimers of warranty, with a 
reference to the full text of such warnings, limitations and disclaimers in this CP/CPS. In accepting a Digital 
Certificate, Digital Certificate Holders acknowledge and agree to all such limitations and disclaimers. 
 
1.3.4. Relying Parties 
Any party receiving a signed electronic document may rely on that Digital Signature to the extent that they are 
authorised by contract with the Certificate Holder, or by legislation pursuant to which that Digital Certificate has been 
issued, or by commercial law in the jurisdiction in which that Digital Certificate was issued. 
 
In order to become an “Authorised Relying Party” as defined in this CP/CPS, a Relying Party must exercise 
Reasonable Reliance as set out in this section 1.3.4.   
 
All obligations within this section 1.3.4 relate to Reasonable Reliance on the validity of a Digital Signature, not the 
accuracy of the underlying electronic record. 
 
This CP/CPS does not require a Certificate Holder to ensure that potential relying parties are compliant with the 
requirements to be an Authorised Relying Party. 
 
1.3.4.1. Obligations and Responsibilities  
Authorised Relying parties are required to act in accordance with this CP/CPS and the Relying Party Agreement. 
 
An Authorised Relying Party must utilise Digital Certificates and their corresponding Public Keys only for authorised 
and legal purposes and only in support of transactions or communications supported by the QuoVadis PKI. 
 
An Authorised Relying Party shall not place reliance on a Digital Certificate unless the circumstances of that intended 
reliance constitute Reasonable Reliance and that Authorised Relying Party is otherwise in compliance with the terms 
and conditions of their Relying Party Agreement.  Any such Reliance is made solely at the risk of the Relying Party. 
 
1.3.4.2. Reasonable Reliance  
An Authorised Relying Party shall not place reliance on a Digital Certificate unless the circumstances of that intended 
reliance constitute Reasonable Reliance (as set out below) and that Authorised Relying Party is otherwise in 
compliance with the terms and conditions of the Authorised Relying Party Agreement and this CP/CPS. For the 
purposes of this CP/CPS and Relying Party Agreement, the term "Reasonable Reliance" means:  
 
�x that the attributes of the Digital Certificate relied upon are appropriate in all respects to the reliance placed upon 

that Digital Certificate by the Authorised Relying Party including, without limitation to the generality of the 
foregoing, the level of Identification and Authentication required in connection with the issue of the Digital 
Certificate relied upon. 

�x that the Authorised Relying Party has, at the time of that reliance, used the Digital Certificate for purposes 
appropriate and permitted under this QuoVadis CP/CPS ; 

�x that the Authorised Relying Party has, at the time of that reliance, acted in good faith and in a manner 
appropriate to all the circumstances known, or circumstances that ought reasonably to have been known, to the 
Authorised Relying Party; 

�x that the Digital Certificate intended to be relied upon is valid and has not been revoked, the Authorised Relying 
Party being obliged to check the status of that Digital Certificate utilising either the QuoVadis Database, the 
QuoVadis Certificate Revocation List, or the QuoVadis Online Certificate Status Protocol and otherwise in 
accordance with the provisions of this QuoVadis CP/CPS ; 

�x that the Authorised Relying Party has, at the time of that reliance, verified the Digital Signature, if any;  
�x that the Authorised Relying Party has, at the time of that reliance, verified that the Digital Signature, if any, was 

created during the Operational Term of the Digital Certificate being relied upon. 
�x that the Authorised Relying Party ensures that the data signed has not been altered following signature by 

utilising trusted application software, 
�x that the signature is trusted and the results of the signature are displayed correctly by utilising trusted 

application software; 
�x that the identity of the Digital Certificate Holder is displayed correctly by utilising trusted application software; 

and 
�x that any alterations arising from security changes are identified by utilising trusted application software.  
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1.3.4.3. Accepted Limitation Of Liability 
Digital Certificates include a brief statement detailing limitations of liability and disclaimers of warranty, with a 
reference to the full text of such warnings, limitations and disclaimers in this CP/CPS. In accepting a Digital 
Certificate, Relying Parties acknowledge and agree to all such limitations and disclaimers. 
 
1.3.4.4. 
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For Qualified Certificates, in accordance with Swiss Digital Signature law, private keys are generated on 
secure signature smartcards in the presence of the Certificate Holder.  The Certificate Holder is 
responsible for securing the smartcard with a Personal Identification Number directly on the Secure 
Signature Creation Device (SSCD). 

 

 

 

 
For Qualified Certificates, in accordance with European/Dutch Signature law, private keys are 
generated on secure signature smartcards in the presence of the Certificate Holder.  The Certificate 
Holder is responsible for securing the smartcard with a Personal Identification Number directly on the 
Secure Signature Creation Device (SSCD). 

 
 
3.2.2. Authentication Of Organisation Identity 
The Identity of an Organisation is required to be authenticated with respect to each Digital Certificate that asserts (i) 
the identity of an Organisation; or (ii) an Individual or Device’s affiliation with an Organisation.  Without limitation to 
the generality of the foregoing, the Identity of any Organisation that seeks to act as a Registration Authority for its 
employees and/or employees of its respective Subsidiaries, Holding Companies or Counterparties is required to be 
authenticated. 
 
In order to authenticate the Identity of an Organisation, at a minimum, confirmation is required that: (i) the 
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3.4.3. Certificate Holder 
A Digital Certificate Holder may request that his or her 
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4.2.3. Time To Process Certificate Applications 
Registration Authorities and Issuing CAs operating within the QuoVadis PKI are under no obligation to process Digital 
Certificate Applications other than within a commercially reasonable time.  
 
4.3. Certificate Issuance 
4.3.1. Certification Authority Actions During Certificate Issuance  
Digital Certificate issuance is governed by and should comply with the practices described in and any requirements 
imposed by the QuoVadis CP/CPS. 
 
4.3.1.1. QuoVadis Root Certification Authority 
The Root Certification Authority Certificate has been self-generated and self-signed. 
 
4.3.1.2. QuoVadis Issuing Certification Authority Certificates 
Upon accepting the terms and conditions of the QuoVadis Issuing Certification Authority Agreement by the Issuing 
CA, successful completion of the Issuing Certification Authority application process as prescribed by QuoVadis, and 
final approval of the application by the QuoVadis Root Certification Authority, the QuoVadis Root Certification 
Authority issues the Issuing Certification Authority Digital Certificate to the relevant Issuing CA. 
 
4.3.1.3. QuoVadis Registration Authority Appointment 
Upon accepting the terms and conditions of the QuoVadis Registration Authority Agreement, successful completion of 
the Registration Authority application process and final approval of the application by the nominating Issuing CA, the 
Registration Authority becomes duly appointed, and appropriately trained and qualified staff members of the 
Registration Authority are eligible for Registration Authority Officer Digital Certificates. 
 
4.3.1.4. Registration Authority Officer’s Certificate 
As part of the application process, Registration Authorities are required to nominate one or more persons within their 
Organisation to take responsibility for the operation their Registration Authority functions. Those nominated persons 
will each be issued a Registration Authority Officer’s Digital Certificate. 
 
4.3.1.5. Certificate Holder Certificates 
Upon the Applicant’s acceptance of the terms and conditions of the Certificate Holder Agreement or other relevant 
agreement, the successful completion of the application process and final approval of the application by the Issuing 
CA, the Issuing CA issues the Digital Certificate to the Applicant or Device. 
 
4.3.2. Notification To Applicant Certificate Holder By The Certification Authority Of Issuance Of 

Certificate  
Issuing CAs and Registration Authorities within the QuoVadis PKI may choose to notify Applicants that their Digital 
Certificate has been issued. 
 
4.4. Certificate Acceptance 
Digital Certificate acceptance is governed by and should comply with the practices described in, and any 
requirements imposed by, this CP/CPS. 
 
Until a Digital Certificate is accepted, it is not published in any Repository or otherwise made publicly available. By 
using a Digital Certificate, the Holder thereof certifies and agrees to the statements contained in the notice of 
approval. This CP/CPS sets out what constitutes acceptance of a Digital Certificate. An Applicant that accepts a Digital 
Certificate warrants to the relevant Issuing CA, and all Authorised Relying Parties who reasonably rely, that all 
information supplied in connection with the application process and all information included in the Digital Certificate 
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�x No unauthorised person has ever had access to the Certificate Holder's private key;  
�x All representations made by the Certificate Holder to QuoVadis regarding the information contained in the Digital 

Certificate are true;  
�x 
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The QuoVadis PKI does not support Certificate Renewal and the following do not apply to this CP/CPS: 
 
�x Circumstances for Digital Certificate Renewal. 
�x 
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4.9.2.4. 
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4.9.12. Special Requirements in relation to Key Compromise 
Should a private key become compromised, the related certificate shall immediately be revoked.  Should the private 
CA key become compromised, all certificates issued by that CA shall be revoked.   
 
4.9.13. Circumstances For Suspension 
No suspension of Digital Certificates is permissible within the QuoVadis PKI. 
 
4.9.14. 
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Certification Authority Officers who are responsible for CA hardware and software and the generation and 
signing of Issuing CA Keys. 
Registration Authority Officers who are appointed by Registration Authorities, issued Registration Authority 
Certificates, and given responsibility for the operation of Registration Authority functions and the interface with the 
Issuing CA. 
QuoVadis Chief Security Officer who is responsible for verifying the integrity of the Certification Authorities and 
Registration Authorities and their operations and configurations. 
 
5.2.2. 
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�x Professional references 
�x Educational qualifications 
�x Criminal Records 
�x Credit/financial history and status 
�x Driving licenses 
�x Other relevant government records (e.g. national identifiers, etc.) 
 
Where the above checks and confirmations cannot be obtained due to a prohibition or limitation of law or other 
circumstances, QuoVadis will utilise available substitute investigation techniques permitted by law that provide similar 
information, including background checks performed by applicable Government agencies. 
 
5.3.3. Training Requirements 
QuoVadis provides its personnel with on-the-job and professional training in order to maintain appropriate and 
required levels of competency to perform job responsibilities to the highest industry standard.   
 
5.3.4. Retraining Frequency And Requirements 
QuoVadis provides and maintains a program of retraining in order to maintain appropriate and required levels of 
competency to perform job responsibilities to the highest industry standard.   
 
5.3.5. Job Rotation Frequency And Sequence 
QuoVadis provides and maintains a program of job rotation in order to maintain appropriate and required levels of 
competency across key roles.   
 
5.3.6. Sanctions for Unauthorised Actions 
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�x All aspects of shutdowns and restarts. 
�x Time and date of Log Dumps. 
�x Time and date of Transaction Archive Dumps. 
�x Security profile changes 
�x Logins and logouts on servers 
All Audit logs will be appropriately time-stamped and their integrity protected. 
 
5.4.2. Frequency Of Processing Log  
Audit logs are verified and consolidated at least monthly.  
 
5.4.3. Retention Period For Audit Log 
Audit logs are retained as archive records for a period no less than eleven (11) years for audit trail files, and no less 
than eleven (11) years for Key and Digital Certificate information.  Audit logs are stored until at least eleven (11) 
years after the QuoVadis Issuing Certification Authority ceases operation. 
 
5.4.4. Protection Of Audit Log 
The relevant audit data collected is 
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�x Evidence of Digital Certificate acceptance and signed (electronically or otherwise) Certificate Holder  
Agreements; 

�x Revocation requests and all related actions; 
�x Digital Certificate Revocation Lists posted;  
�x Audit Opinions as discussed in this QuoVadis CP/CPS; and 
�x Name of the relevant QuoVadis Registration Authority. 
 
5.5.2. Retention Period For Archive 
QuoVadis Issuing Certification Authority archives will be retained and protected against modification or destruction 
for a period of eleven (11) years.  
 
5.5.3. Protection Of Archive 
Archives shall be retained and protected against modification or destruction. Only Certification Authority Officers, the 
QuoVadis Chief Security Officer, and auditors may view the archives in whole. The contents of the archives will not 
be released as a whole, except as required by law. QuoVadis may decide to release records of individual transactions 
upon request of any of the entities involved in the transaction or their recognised representatives. A reasonable 
handling fee per record (subject to a minimum fee) will be assessed to cover the cost of record retrieval.  
 
5.5.4. Archive Backup Procedures  
QuoVadis maintains and implements backup procedures so that in the event of the loss or destruction of the primary 
archives a complete set of backup copies is readily available.  
 
5.5.5. Requirements For Time-Stamping Of Records 
QuoVadis supports time stamping of all of its records.  All events that are recorded within the QuoVadis Service 
include the date and time of when the event took place. This date and time are based on the system time on which 
the CA system is operating. QuoVadis uses procedures to review and ensure that all systems operating within the 
QuoVadis PKI rely on a trusted time source.  
 
5.5.6. Archive Collection System  
The QuoVadis Archive Collection System is internal. QuoVadis provides assistance to Issuing Certification Authorities 
and Registration Authorities within the QuoVadis PKI to preserve their audit trails.  
 
5.5.7. Procedures To Obtain And Verify Archive Information 
Only Issuing CA officers and auditors may view the archives in whole. The contents of the archives will not be 
released as a whole, except as required by law.  QuoVadis may decide to release records of individual transactions 
upon request of any of the entities involved in the transaction or their authorised representatives. A reasonable 
handling fee per record (subject to a minimum fee) will be assessed to cover the cost of record retrieval. 
 
5.6. Key Changeover  
Key changeover is not automatic, but procedures enable the smooth transition from expiring CA Certificates to new 
CA Certificates. Towards the end of the CA private key’s lifetime, QuoVadis ceases using its expiring CA private key to 
sign Certificates (well in advance of expiration) and uses the old private key only to sign CRLs and OCSP responder 
certificates associated with that key. A new CA signing key pair is commissioned and all subsequently issued 
certificates and CRLs are signed with the new private signing key. Both the old and the new key pairs may be 
concurrently active.  
 
5.7. Compromise And Disaster Recovery 
QuoVadis has a CA Operations Disaster & Recovery Plan (QuoVadis Business Continuity Plan). The purpose of this 
plan is to restore core business operations as quickly as practicable when systems and/or operations have been 
significantly and adversely impacted by fire, strikes, etc.  
 
QuoVadis and each Issuing CA have in place an appropriate disaster recovery and business resumption plan that 
provides for the immediate continuation of Digital Certificate revocation services in the event of an unexpected 
emergency. QuoVadis regards its disaster recovery and business resumption plan as proprietary, security-sensitive, 
and confidential. Accordingly, it is not intended to be made generally available.  
 
QuoVadis and each Issuing CA have in place an appropriate Key compromise plan detailing the activities taken in the 
event of a compromise of a QuoVadis Issuing CA Private Key.  Such plans include procedures for: 
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�x Revoking all Digital Certificates signed with that QuoVadis Issuing CA’s Private Key; and 
�x Promptly notifying QuoVadis and all of the Holders of Digital Certificates issued by that QuoVadis Issuing CA. 
 
5.7.1. QuoVadis Business Continuity Plan  
The QuoVadis Business Continuity Plan is strictly confidential and provides for: 
 
�x Incident and compromise handling procedures. 
�x Computing resources, software, and/or corrupted data handling procedures. 
�x Entity private key compromise procedures. 
�x Entity Public Key Revocation procedures. 
�x Business continuity capabilities and procedures after a disaster. 
 
5.8. Certification Authority And/Or Registration Authority Termination 
When it is necessary to terminate an Issuing CA or Registration Authority service, the impact of the termination will 
be minimised as much as possible in light of the prevailing circumstances and is subject to the applicable Issuing CA 
and/or Registration Authority Agreements.  
QuoVadis and each Issuing CA specify the procedures they will follow when terminating all or a portion of their 
Digital Certificate issuance and management operations.  The procedures must, at a minimum:  
 
�x ensure that any disruption caused by the termination of an Issuing CA is minimised;  
�x ensure that archived records of the Issuing CA are retained;  
�x ensure that prompt notification of termination is provided to Digital Certificate Holders, Authorised Relying 

Parties, and other relevant parties in the QuoVadis PKI;  
�x ensure that a process for revoking all Digital Certificates issued by an Issuing CA 
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team holds total control over any component of the system.  The hardware security modules are always stored in a 
physically secure environment and are subject to security controls throughout their lifecycle.   
 
6.1. Key Pair Generation And Installation 
6.1.1. Key Pair Generation  
All Key Pairs will be generated in a manner that QuoVadis, in its sole discretion, deems to be secure.  
 
QuoVadis retains the right to generate the Digital Certificate Holder’s public and private key pair. The Digital 
Certificate Holder is required to provide all the necessary identification and authentication information when the 
Digital Certificate is being requested. Once all of the registration information is collected by the QuoVadis Certification 
Authority, the Digital Certificate Holder’s public and private key pair are generated within a secure environment. 
QuoVadis Digital Certificate Holders can generate their own private key prior to submitting a Digital Certificate 
request.   Key Generation methods and requirements differ according to the type of Digital Certificate requested. 
 
Digital Certificate Holder Key Generation may be performed in hardware or software depending on the Certificate 
type.  
 
All Keys for Issuing CAs, Registration Authorities and Registration Authority Officers must be randomly generated on 
an approved cryptographic token in a physically secure environment.  CA Certificate signing keys are only used within 
this secure environment.  Any pseudo random numbers used for Key generation material will be generated by a 
FIPS-approved method. 
 
6.1.2. Private Key Delivery To Certificate Holder 
In most cases, a Private Key will be generated and remain within the Cryptographic Module. If the owner of the 
Cryptographic Module generates the Key, then there is no need to deliver the Private Key. If a Key is not generated 
by the intended Key holder, then the person generating the Key in the Cryptographic Module (e.g., smart card) must 
securely deliver the Cryptographic Module to the intended Key holder. Accountability for the location and state of the 
Cryptographic Module must be maintained until delivery and possession occurs. The recipient will acknowledge 
receipt of the Cryptographic Module to the Issuing CA or Registration Authority. If the recipient generates the Key, 
and the Key will be stored by and used by the application that generated it, or on a Token in the possession of the 
recipient, no further action is required. If the Key must be extracted for use by other applications or in other 
locations, a protected data structure (such as defined in PKCS#12) will be used. The resulting password-protected 
file may be kept on a magnetic medium or transported electronically.  
 
6.1.3. Public Key Delivery To Certificate Issuer 
Public Keys must be delivered in a secure and trustworthy manner, such as a Digital Certificate request message. 
Delivery may also be accomplished via non-
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For QuoVadis, its Issuing CAs and Registration Authorities, all hardware and associated software platforms meet the 
requirements of FIPS 186-2, which ensures the proper parameters and their quality (e.g. random-generation and 
primality).  
 
6.1.7. Key Usage Purposes (As Per X.509 V3 Key Usage Field) 
Keys may be used for the purposes and in the manner described in the QuoVadis CP/CPS – Digital Certificate Profiles.  
 
An Issuing CA’s Private Keys may be 
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Under no circumstances will private keys for Qualified Digital Certificates be archived. 

 
6.2.6. Private Key Transfer Into Or From A Cryptographic Module  
If a Cryptographic Module is used, the Private Key must be generated in it and remain there in encrypted form, and 
be decrypted only at the time at which it is being used. Private Keys must never exist in plain-text form outside the 
cryptographic module. In the event that a Private Key is to be transported from one Cryptographic Module to 
another, the Private Key must be encrypted during transport.  
 
6.2.7. Private Key Storage On Cryptographic Module 
Private Keys held on a Cryptographic Module are stored in an encrypted form and password-protected. 
 
6.2.8. Method Of Activating Private Key 
A Digital Certificate Holder must be authenticated to the Cryptographic Module before the activation of the Private 
Key. This Authentication may be in the form of a password. When deactivated, Private Keys must be kept in 
encrypted form only. 
 
6.2.9. Method Of Deactivating Private Key 
Cryptographic Modules that have been activated must not be left unattended or otherwise open to unauthorised 
access. After use, they must be deactivated, using, for example, a manual logout procedure or a passive timeout. 
When not in use, hardware Cryptographic Modules should be removed and stored, unless they are within the 
Holder’s sole control.  Issuing CA private keys are not usually deactivated, but are kept in locked computer cabinets 
with appropriate physical and logical security controls.  Other cryptographic modules used by QuoVadis are 
deactivated through a manual logout procedure or a passive timeout. 
 
6.2.10. Method Of Destroying Private Key 
Private Keys should be destroyed when they are no longer needed, or when the Digital Certificates to which they 
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6.3. Other Aspects Of Key Pair Management 
6.3.1. Public Key Archival 
Public Keys will be recorded in Digital Certificates that will be archived in the Repository. No separate archive of 
Public Keys will be maintained.  
 
6.3.2. Certificate Operational Periods And Key Pair Usage Periods 
Usage periods for Public Keys and Private Keys shall match the usage periods for the Digital Certificate that binds the 
Public Key to an Individual, Organisation, or Device. Please see the variable Issuing Certificate Authority ‘Valid From’ 
and ‘Valid To’ fields in the Certificate Profiles outlined in Appendix A.  
 
The maximum validity periods for Digital Certificates issued within the QuoVadis Pubic Key Infrastructure are:  
 
�x Root CA certificate          25 years 
�x All Issuing CA certificates        10 years 
�x Qualified Certificates         1 to 3 years 
�x All other Digital Certificates        Variable  

(But less than the remainder of the appropriate Issuing Certificate Authority Certificate) 
 
6.4. Activation Data 
6.4.1. Activation Data Generation And Installation 
Two-factor authentication shall be used to protect access to a Private Key. One of these factors is a randomly and 
automatically generated key that protects the Private Key.    
A unique Personal Identification Code may be generated by a Registration Authority during key pair creation, to 
protect the transport of the Keys and Digital Certificates to the Certificate Holder. 
 
QuoVadis Certification Authority Officers are also required to use strong passwords to further prevent unauthorized 
access to CA systems. 
 
6.4.2. Activation Data Protection 
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6.5.2. Computer Security Rating 
QuoVadis has established an approved Information Security Policy that incorporates computer security ratings that 
are specific to QuoVadis.  
 
QuoVadis computer security ratings are achieved and maintained by real-time security monitoring and analysis, 
monthly security reviews by the QuoVadis Chief Security Officer and annual security reviews by external auditors.     
 
6.6. Life Cycle Technical Controls 
All hardware and software procured for operating an Issuing CA within the QuoVadis PKI must be purchased in a 
manner that will mitigate the risk that any particular component was tampered with, such as random selection of 
specific components.  Equipment developed for use within the QuoVadis PKI shall be developed in a controlled 
environment under strict change control procedures. 
 
A continuous chain of accountability, from the location where all hardware and software that has been identified as 
supporting an Issuing CA 
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7.3. Online Certificate Status Protocol Profile 
Online Certificate Status Protocol is enabled for all Digital Certificates within the QuoVadis PKI. 
 
7.3.1. Online Certificate Status Protocol Version Numbers 
Version 1 of the Online Certificate Status Protocol, as defined by RFC2560, is supported within the QuoVadis PKI. 
 
7.3.2. Online Certificate Status Protocol Extensions 
No Stipulation. 
 
7.4. Lightweight Directory Access Protocol Profile 
QuoVadis will host a repository in the form of a Lightweight Directory Access Protocol directory for the purpose of  (i) 
storing and making available all X.509 v. 3 Digital Certificates issued under the QuoVadis Certification Authority, (ii) 
facilitating public access to download these Digital Certificates for Digital Certificate Holder and relying party 
requirements, and (iii) receiving (from the QuoVadis Digital Certification Authority), storing and making publicly 
available, regularly updated Certificate Revocation List v. 2 information, for the purpose of Digital Certificate 
validation.  
 
7.4.1. Lightweight Directory Access Protocol Version Numbers 
LDAP V3 in accordance with RFC-3377 
 
7.4.2. Lightweight Directory Access Protocol Extensions  
No Stipulation. 
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7.5. Root And Issuing Certification Authority Profiles And Certificate Fields 
7.5.1. Digital Certificate Fields 
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7.5.1.1.  QuoVadis Root Certification Authority Certificate Profile 
 

Field QuoVadis Root Certificate Profile  
Serial Number 3ab6508b 
Signature Block Signature matches Public Key Root Certificate: Subject matches Issuer 

 
Key Id Hash (sha1): 86 26 cb 1b c5 54 b3 9f bd 6b ed 63 7f b9 89 a9 80 f1 f4 8a 
Subject Key Id (precomputed): 8b 4b 6d ed d3 29 b9 06 19 ec 39 39 a9 f0 97 84 6a cb ef df 
Cert Hash(sha1):  de 3f 40 bd 50 93 d3 9b 6c 60 f6 da bc 07 62 01 00 89 76 c9 

 
7.5.1.2.  
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7.5.1.6. QuoVadis Grid Issuing CA Profile 
 

Field QuoVadis Grid Issuing CA 
Serial Number 



QuoVadis Certificate Policy/Certification Practice Statement Version 4.6  

Copyright QuoVadis Limited:  Public Document Page 37 

 
8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS 
8.1. Frequency, Circumstance And Standards Of Assessment 
8.1.1. QuoVadis Certification Authority 
 
 
QuoVadis is subject to audits in respect of its various accreditations and certifications as follows: 
 
Standards / Law  
 

 

Bermuda Accredited 
Certificate Service Provider 

As defined in Bermuda’s Electronic Transactions Act 1999, an Authorised 
Certification Service Provider serves as a trusted third party to help ensure trust 
and security in support of electronic transactions. 

WebTrust for Certification 
Authorities 

The WebTrust Seal of assurance for Certification Authorities (CA) symbolises to 
potential relying parties that a qualified practitioner has evaluated the CA's 
business practices and controls to determine whether they are in conformity with 
the AICPA/CICA WebTrust for Certification Authorities Principles and Criteria.   

SR 943.03 [ZertES] Dated 21 December 2004 Bundesgesetz vom 19. Dezember 2003 über 
Zertifizierungsdienste im Bereich der (qualifizierten) elektronischen Signatur  
 

SR 943.032 [VZertES] Dated 6 December 2004 TAV Verordnung vom 3. Dezember 2004 über  
Zertifizierungsdienste im Bereich der elektronischen Signatur  

SR 943.032.1 [TAV] Dated 6 December 2004 (Ausgabe 1: Technische und administrative Vorschriften 
über Zertifizierungsdienste im Bereich der elektronischen Signatur („zur 
Anerkennung für qualifizierte elektronische Zertifikate“ nach Kapitel 2)  

ESI (“Directive”) Electronic Signatures and Infrastructures (ESI) regulations from EU 
Telecommunication Standards Institute (ETSI)  

ETSI [ESTI101456TS] TS 101 456 EU Standards Body Technical Specification - Policy Requirements for 
certification authorities issuing qualified certificates 

ETSI [ESTI101862TS] TS 101 862, Qualified Certificate Profile  
IETF RFC 3647 Internet X.509 Public Key Infrastructure Certificate Policy and Certification 

Practices Framework corrigenda IETF RFC 3647  
 

 
The results of these audits in the form of such publicly available audit reports as provided by the external auditors 
responsible for these audits will be published at www.quovadisglobal.com/accreditations.aspx. Compliance audits as 
carried out under these provisions may substitute for audits noted in this CP/CPS. 
 
8.1.2. Issuing Certification Authorities 
Issuing CAs should be audited in accordance with the accreditations listed above.  These audits shall include the 
review of all relevant documents maintained by the Issuing CA regarding operations within the QuoVadis PKI and 
under this QuoVadis CP/CPS, and other related operational policies and procedures. 
 
8.1.3. Registration Authorities0(c)-12(edu)-8(r-ex)-9(r)(r)4(n)-8(d o)-10(t)-5(h)-8(er)-6( r)-10 1 Tl7 0 Td
-1(i(r)4(n4(d )1(b)-s)-10.0067-10(f)-8( )1(a)-1(l)-4(l)-d-8(r-e3fl)6(.c)(g)7io)95l.1.3.
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8.3. Assessor’s Relationship To Assessed Entity 
The auditor and the Issuing CA under audit, must not have any other relationship that would impair the auditor’s 
independence and objectivity under Generally Accepted Auditing Standards. These relationships include financial, 
legal, social or other relationships that could result in a conflict of interest. 
 
8.4. Topics Covered By Assessment 
The topics covered by an audit of an Issuing CA will include but may not be limited to: 
 
�x Security Policy and Planning; 
�x Physical Security; 
�x Technology Evaluation; 
�x Services Administration; 
�x Personnel Vetting; 
�x Contracts; and 
�x Privacy Considerations.  
 
8.5. Actions Taken As A Result Of Deficiency 
Actions taken as the result of deficiency will be determined by the nature and extent of the deficiency identified. Any 
determination will be made by QuoVadis with input from the Auditors.  QuoVadis at its sole discretion will determine 
an appropriate course of action and time frame to rectify the deficiency.    
 

 

 
 

 
For Qualified Certificates, in accordance with the Swiss Digital Signature law, the course of action and 
time frame for rectification of any deficiency as set by the accrediting authority Metas-SAS must be 
followed. 

 

 

 

 
For Qualified Certificates, in accordance with the European/Dutch law, the course of action and time 
frame for rectification of any deficiency as set by the independent reviewing party must be followed. 

 

 
8.5.1. Issuing Certification Authorities 
If irregularities are found, the Issuing CA in question must submit a report to the QuoVadis Root CA detailing actions 
the Issuing CA will take in response to the irregularity.  
 
Where the Issuing CA fails to take appropriate action in response to an irregularity, the QuoVadis Root CA may (i) 
indicate the irregularities, but allow the Issuing CA to continue operations for a limited period of time; (ii) allow the 
Issuing CA to continue operations for a maximum of thirty (30) days pending correction of any problems prior to 
revocation of that Issuing CA’s Issuing  Certificate; (iii) limit the class of any Digital Certificates issued by the Issuing 
CA; or (iv) revoke the Issuing CA's Issuing Certificate. Any decision regarding which of these actions to take will be 
based on the severity of the irregularities. Any remedy may include permanent or temporary cessation of the Issuing 
CA’s services, but all relevant factors must be considered prior to making a decision. A special audit may be required 
to confirm the implementation and effectiveness of any remedy. 
 
In circumstances where any irregularities are found with respect to QuoVadis, in its capacity as an Issuing CA, the 
principles enunciated above will be followed by the QuoVadis Root CA.  
 
8.5.2. Registration Authorities 
If irregularities are found, the QuoVadis Root CA, or if applicable the Issuing C
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9.2.2. Other Assets 
Issuing CAs and Registration Authorities shall maintain sufficient assets and financial resources to perform their 
duties within the QuoVadis PKI and be reasonably able to bear liability to Digital Certificate Holders and Relying 
Parties. 
 
9.2.3. Insurance Or Warranty Coverage For End-Entities 



QuoVadis Certificate Policy/Certification Practice Statement Version 4.6  

Copyright QuoVadis Limited:  Public Document Page 41 

 
9.4.2.1. Registration Records 
All registration records are considered confidential information and treated as private.  
 
9.4.2.2. Certificate Revocation 
Except for reason codes contained in a Certificate Revocation List, the detailed reason for a Digital Certificate being 
revoked, (if applicable), is considered to be confidential information, with the sole exception of the revocation of an 
Issuing CA’s Issuing Certificate due to: 
 
�x the compromise of the Issuing CA
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�x The Digital Certificate is being used for its intended, authorised and legal purpose consistent with this CP/CPS. 
�x They will promptly request revocation of the Digital Certificate in the event that: (a) any information in the 

Certificate is or becomes incorrect or inaccurate, or (b) there is any actual or suspected misuse or compromise of 
the Private Key associated with the Public Key listed in the Digital Certificate. 

 
9.6.4. Relying Parties Representations And Warranties 
Relying Parties represent and w
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9.8.2. QuoVadis’ Limitations Of Liability 
QuoVadis shall not in any event be liable for any loss of profits, loss of sales or turnover, loss or damage to 
reputation, loss of contracts, loss of customers, loss of the use of any software or data, loss or use of any computer 
or other equipment (save as may arise directly from breach of this CP/CPS), wasted management or other staff time, 
losses or liabilities under or in relation to any other contracts, indirect loss or damage, consequential loss or damage, 
special loss or damage, and for the purpose o
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affect any right of action or remedy that may have accrued to any person up to and including the date of withdrawal 
or termination. 
 
9.11. Individual Notices And Communications With Participants 
Electronic mail, postal mail, fax, and web pages will all be valid means for QuoVadis 
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For Qualified Certificates, in accordance with the Swiss Digital Signature law, such arbitration shall, 
unless agreed otherwise between the parties take place in Switzerland. 

 

 

 

 
For Qualified Certificates, in accordance with Dutch Digital Signature law, such arbitration shall, unless 
agreed otherwise between the parties take place in The Netherlands. 

 

 
9.14. Governing Law 
The Relationships between the Participants are dealt with under the system of laws applicable under the terms of the 
contracts entered into. In general these can be summarised as follows; 
 
�x Dispute between the Root CA and an Issuing CA is dealt with under Bermuda Law. 
�x Dispute between an Issuing CA and a Registration Authority is dealt with under the applicable law of the Issuing 

CA. 
�x Dispute between an Issuing CA and an Authorised Relying Party is dealt with under the applicable law of the 

Issuing CA. 
 

 

 
 

 
For Qualified Certificates, in accordance with the Swiss Digital Signature law, all disputes shall be dealt 
with under Swiss Law. 

 

 

 

 
For Qualified Certificates, in accordance with the Dutch Digital Signature law, all disputes shall be dealt 
with under Dutch Law. 

 

 
9.15. Compliance With Applicable Law 
This CP/CPS is subject to applicable law. 
 
9.16. Miscellaneous Provisions 
Not Applicable. 
 
9.16.1. Entire Agreement 
Not Applicable. 
 
9.16.2. Assignment 
Not Applicable. 
 
9.16.3. Severability 
Any provision of this QuoVadis CP/CPS that is determined to be invalid or unenforceable will be ineffective to the 
extent of such determination without invalidating the remaining provisions of this QuoVadis CP/CPS or affecting the 
validity or enforceability of such remaining provisions. 
 
9.16.4. Enforcement (Attorneys’ Fees And Waiver Of Rights) 
The failure or delay of QuoVadis to exercise or enforce any right, power, privilege, or remedy whatsoever, howsoever 
or otherwise conferred upon it by this QuoVadis CP/CPS ; shall not be deemed to be a waiver of any such right or 
operate so as to bar the exercise or enforcement thereof at any time or times thereafter, nor shall any single or 
partial exercise of any such right, power, privilege or remedy preclude any other or further exercise thereof or the 
exercise of any other right or remedy.  No waiver shall be effective unless it is in writing.  No right or remedy 
conferred by any of the provisions of this QuoVadis CP/CPS is intended to be exclusive of any other right or remedy, 
except as expressly provided in this QuoVadis CP/CPS, and each and every right or remedy shall be cumulative and 
shall be in addition to every other right or remedy given hereunder or now or hereafter existing in law or in equity or 
by statute or otherwise. 
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9.16.5. Force Majeure 
QuoVadis accepts no liability for any breach of warranty, delay or failure in performance that results from events 
beyond its control such as acts of God, acts of war, acts of terrorism, epidemics, power or telecommunication 
services failure, fire, and other natural disasters.  See also Section 9.8.3 (Excluded Liability) above. 
 
9.17. Other Provisions 
No Stipulation. 
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10. APPENDIX A 
10.1. Digital Certificate Profiles 
 
Within the QuoVadis PKI an Issuing CA can only issue Digital Certificates with approved Digital Certificate Profiles. All 
Digital Certificate Profiles within the QuoVadis PKI are detailed below, (See Diagram 3 and corresponding subsections 
below).  
 
The procedure for Digital Certificate Holder registration, Digital Certificate generation and distribution is described 
below for each type of Digital Certificate issued. Additionally, specific Certificate Policies and QuoVadis’ liability 
arrangements that are not described in this CP/CPS may be drawn up under contract for individual customers.  
 
Please note that where a Qualified Digital Certificate is issued within the meaning of European Union Directive 
199/93/EC, the individual applying for the Qualified Digital Certificate must undergo a face-to-face identification and 
verification procedure. 
 
 

 
 
 
The Certificate Profiles that follow indicate the fields which are VARIABLE on initial registration by the 
Certificate Holder (“Holder Variable”) (r)-[223
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10.1.1. Standard Test Certificate 
 

INITIAL REGISTRATION 
�x Issued by approved Issuing CAs in the QuoVadis PKI. 
�x Registration performed by approved Registration Authorities in the QuoVadis PKI.   
IDENTIFICATION & AUTHENTICATION 
There is no formal Identification & Authentication requirement for Standard Test Digital Certificates.  Standard Test 
Digital Certificates are issued for limited duration on the basis of the Applicant Digital Certificate Holder’s self 
certification. 
REGISTRATION PROCESS 
Registration information may be received from an Applicant Digital Certificate Holder: 
�x In person, or 
�x By mail or electronic methods  
Standard Test Digital Certificates Holders participate in the QuoVadis PKI. Issued to Digital Certificate Holders based 
on non-certified forms of identification; designated as a No-
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Key Usage Data Encipherment (Optional) Holder Variable 
Key Usage Key Agreement (Optional) Holder Variable 
Enhanced Key Usage Client Authentication (Optional) Holder Variable 
Enhanced Key Usage Secure Email (Optional) Holder Variable 
Enhanced Key Usage Encrypting File System (Optional) Holder Variable 
Enhanced Key Usage Smart Card Logon (Optional) Holder Variable 
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10.1.2 
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10.1.3 Qualified Certificate -Switzerland 
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State or Province Not Stipulated Holder Variable 
Country ISO Country Code Holder Variable 
Date Of Birth DD/MM/YYYY Holder Variable 
Place of Birth City Holder Variable 
Gender M/F Holder Variable 
Title Verified Legal Title Holder Variable 
Country of Residence ISO Country Code – Normally Resident Holder Variable 
Country of Citizenship ISO Country Code – Nationality Holder Variable 
Subject Public Key Information RSA (1024/2048 bit) / System Generated  Fixed 

Extensions   
Authority Key Identifier Directory Attributes Certificate Issuer Fixed
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10.1.4. Standard Commercial Certificate 
 

INITIAL REGISTRATION 
�x Issued by approved Issuing CAs in the QuoVadis PKI. 
�x Registration performed by approved Registration Authorities in the QuoVadis PKI.   
IDENTIFICATION & AUTHENTICATION 
Accredited Digital Certificate under the Bermuda Certification Service Provider Legislation, issued to Applicant Digital 
Certificate Holders based on the applying Certificate Holder’s contractual relationship to the company that operates 
the Nominating Registration Authority, or its respective subsidiaries and holding companies.  
REGISTRATION PROCESS 
A QuoVadis Registration Authority Officer verifies that the Government-issued photographic identification presented 
corresponds to the form of identification issued by that jurisdiction, and that the identification possesses all stated 
security and anti-fraud features of that form of identification (e.g., holographic devices).  The applicant certificate 
holder may present original documentation or duly notarised and certified true copies of original documentation: 
�x in person or  
�x by mail or electronic methods. 
The Registration and Authentication process of a Standard Commercial Digital Certificate Holder’s identity includes: 
�x 
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Organisation (O) QuoVadis Trust Services Fixed 
Country/Locality Variable Data Holder Variable 
Subject Public Key Information RSA (1024/2048 bit) / System Generated  Fixed 

Extensions   
Authority Key Identifier 
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Organisational Unit 
(OU) 

Not Stipulated  Holder Variable 

Organisational Unit 
(OU) 

Not Stipulated  Holder Variable 

Organisational Unit 
(OU) 

Not Stipulated  Holder Variable 

Organisational Unit 
(OU) 

Accounting Services (OelDI)/Third Party Services (art. 9 OelDI) Fixed 

Organisation (O) Organisation Name Holder Variable 
Locality (L) Not Stipulated  Holder Variable 
State/Province (ST) Not Stipulated  Holder Variable 
Country (C) Not Stipulated  Holder Variable 
Subject Public Key 

Information 
RSA (1024/2048 bit) / System Generated  Fixed 

Extensions  
Authority Key Identifier Directory Attributes Certificate Issuer Fixed 
Subject Key Identifier ID of Certificate Holder key Fixed 
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10.1.6. Special Purpose Certificates  
 

INITIAL REGISTRATION 
�x Issued by QuoVadis Issuing Certification Authority. 
�x Registration performed by a QuoVadis Registration Authority.   
DESCRIPTION 
Special Purpose Digital Certificates include certificates issued primarily for one or more of the Extended Key 
Usages as shown below.  These certificates may be issued to natural persons, devices or organisations. 
REGISTRATION PROCESS 
An application form for a Special Purpose Digital Certificates is submitted, defining the contents of the fields 
required to be completed.  For 
�x Natural person: a copy of an official photo ID document with signature or the confirmation of a notary or other 

accredited third party regarding the correctness and the completeness of the data is required.  Where 
applicable, the affiliation of a person named in a certificate to a stated organization must be confirmed by an 
authorized member of that organization, which may be verified by phone. 

�x E-mail address: the correctness is verified by an access test or by confirmation from the organization with 
which the individual is associated. 

�x Organizations are verified by presentation of a copy of a document, which proves the existence of the 
organization, or by verification from an official register. 

�x Device details: confirmation of device serial number or other unique identifying mark sought by the applicant. 
�x Where an applicant requests a Code Signing Certificate, that applicant must confirm that the application details 

they provide are truthful, accurate, and not misleading, (application name, information URL, and application 
description). The subject also must be identified by a verified organization name.  Failure by a subscriber to 
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Authority Key Identifier Directory Attributes Certificate Issuer 
Subject Key Identifier ID of Certificate Holder key 
Key Usage Digital Signature (Optional) 
Key Usage Non Repudiation (Optional) 
Key Usage Key Encipherment (Optional) 
Key Usage Data Encipherment (Optional) 
Key Usage Key Agreement (Optional) 
Extended Key Usage Server Authentication 
Extended Key Usage Client Authentication 
Extended Key Usage Code Signing 
Extended Key Usage IPSEC End Entity 
Extended Key Usage IPSEC Tunnel 
Extended Key Usage IPSEC User 
Extended Key Usage Timestamp 
Extended Key Usage OCSP Server 
Extended Key Usage Individual Code Signing 
Extended Key Usage Commercial Code Signing 
Extended Key Usage Trust Signature 
Extended Key Usage Microsoft Server Gated Cryptography 
Extended Key Usage Encrypted File System 
Extended Key Usage EFS Recovery 
Extended Key Usage Netscape Server Gated Cryptography 
Extended Key Usage Smartcard Logon 
Certificate Policies http://quovadisglobal.com/repository 
Authority Information Access https://www.ocsp.quovadisglobal.com 

http://trust.quovadisglobal.com/<caname>.crt 
Subject Alternative Name Principle Name = Email Address 
CRL Distribution http://crl.quovadisglobal.com/<caname>.crl 
Thumbprint Algorithm Sha1 
Thumbprint System Generated 
Policy Notice http://quovadisglobal.com/repository 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://quovadisglobal.com/repository.aspx�


https://www.tacar.org/repos/�
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Subject Key Identifier ID of Certificate Holder key Fixed 

http://crl.quovadisglobal.com/qvgica.crl�
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Grid Server Certificate  
 

INITIAL REGISTRATION 
�x Issued by the QuoVadis Grid Issuing CA. 
�x Registration is performed by an approved Registration Authority.     
PURPOSE 
Grid technology provides the software infrastructure for sharing of computing resources across various domains.  
The purpose of a Grid Server Certificate is to help secure communications with Grid servers. 
 
REGISTRATION PROCESS 
The identity vetting of all Applicants must be performed by an approved Registration Authority (RA).  For Grid 
Server Certificates, the RA must validate the identity and eligibility of the person in charge of the specific entities 
using a secure method.  The 
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Information 
Extensions  
Authority Key Identifier Directory Attributes Certificate Issuer Fixed 
Subject Key Identifier ID of Certificate Holder key Fixed 
Key Usage 
(Critical) 

http://crl.quovadisglobal.com/qvgica.crl�
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11 APPENDIX B 
11.1 Definitions and Acronyms 
 
In this QuoVadis CP/CPS the following Key terms and Abbreviations shall have the following meaning in the operation 
of the QuoVadis PKI unless context otherwise requires: 
 
“Applicant” means an Individual or Organisation that has submitted an application for the issue of a Digital 
Certificate. 

“Application Software Vendors” mean those developers of Internet browser software or other software that 
displays or uses certificates and distribute 



QuoVadis Certificate Policy/Certification Practice Statement Version 4.6  

Copyright QuoVadis Limited:  Public Document Page 71 



QuoVadis Certificate Policy/Certification Practice Statement Version 4.6  

Copyright QuoVadis Limited:  Public Document Page 72 

“Participants
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“Root Certification Authority” means QuoVadis as the source Certification Authority being a self-signed 
Certification Authority that signs Issuing Certification Authority Certificates. 

“Secure Signature Creation Device” means a secure container specifically designed to carry and protect a digital 
certificate most commonly associated with a security rating, for example Federal Information Processing Standards 
(FIPS) Levels 1,2,3 etc. 

 “Token” means a Cryptographic Module consisting of a hardware object (e.g., a “smart card”), often with a memory 
and microchip.  

“Utility Certificate” means a Digital Certificate issued to a Responsible Person/s to be used in the day-to-day 
administration of the QuoVadis PKI.   

“Validation” means an online check, by Online Certificate Status Protocol request, or a check of the applicable 
Certificate Revocation List(s) (in the absence of Online Certificate Status Protocol capability) of the validity of a Digital 
Certificate and the validity of any Digital Certificate in that Digital Certificate’s Certificate Chain for the purpose of 
confirming that the Digital Certificate is valid at the time of the check (i.e., it is not revoked or expired). 
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